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(57) Abstract: The system and method of the present invention proposes user
authentication using non-reusable random generated mobile SMS key while
retaining user privacy. The system of the present invention comprising at
least one user (101) with user mobile phone (106); at least one web applica-
tion (104); at least one authentication service provider (103); at least one au-
thentication server (102); and at least one database (105). The at least one au-
thentication server (102) further comprising at least one authentication inter-
face module (201); at least one authentication verification module (202); at
least one SMS key generation module (203); at least one SMS gateway (204);
and at least one database interface module (205). The methodology of the
present invention comprises steps of requesting user information for authen-
tication (302); authenticating user information (304); returning authentication
status to web application (310); and performing authorization by granting ac-
cess to user upon successtul user authentication (312). Authentication of user
information comprises steps of computing hash value (DK1) based on user
information (402); searching database for matching hash value (DK1) (404);
and generating new mobile SMS key (K2) upon locating matching record in
database (406) atter mobile SMS key (K1) has been authenticated in the cur-
rent transaction.
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A SYSTEM AND METHOD FOR AUTHENTICATION USING NON-REUSABLE
RANDOM GENERATED MOBILE SMS KEY

FIELD OF INVENTION

The present invention relates to a system and method for authentication using non-

reusable random generated mobile SMS key.

BACKGROUND ART

Authentication technologies that are widely used is online form-based authentication
using username and password. It uses plaint-text password as credentials and send or
forward the password directly on network to server for authentication. Therefore using
basic authentication technologies without encryption will reveal any secret credentials to
all eavesdroppers. Even with strongest SSL/TLS encryption, online plaintext passwords
are vulnerable for man-in-the-middle attacks (web application layer) or called phishing
attacks. In Form-based username and password authentication, it requires handling of
user's password in a web applicaﬁon layer, which caused many users' password

leakage accidents in many commercial and financial web sites.

To prevent leakage of reusable weak secret password and some application use
unencrypted public channels to forward user's credentials over the network, there is a

need to place a strongest protection on authentication credentials and token.

One of the solutions would be by using the One time password device, but the device
could be costly to deploy due to extra cost required for one time password device (for
each users) and software license needed for one time password‘ server. The current
OTP system requires synchronization management to manage the synchronization of a
token for a specified user or token number, since the current time based OTP very
sensitive to time. Complexity of user management between OTP token and user causes

lack of user privacy options.

The present invention proposes user authentication method to application using non-
reusable random generated mobile Short Message System (SMS) Key while retaining

user privacy.



10

15

20

WO 2014/011027 PCT/MY2013/000125

2

In the case user needs to access the application website, the website redirects user to
authentication server. User must enter user mobile phone number and mobile SMS key
(K1) which is retrieved from user mobile via SMS message which was sent by the
authentication server. Authentication Server generates hash value which is combination
information from user and K1. The hash value is use to search for matching hash value
between records in the database If record is found, Authentication server will grant
access to the user otherwise authentication server will set the status to "Access Denied"
and terminate the authentication process. Upon successful authentication of user, the
system will generate new mobile SMS key (K2). Authentication server sends this new
generated mobile SMS key (K2) to SMS gateway. Thereafter, the gateway will forward
K2 to user for next login INPUT mobile SMS key. Authentication server then computes
hash value based on information of user entering mobile phone and K2. Current
database record will be replaced with this new generated hash value. The approach of
the present invention is to retain user privacy based on authentication using non-

reusable random generated mobile SMS key.

The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area

where some embodiments described herein may be practice.
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SUMMARY OF INVENTION

The present invention provides a system and method for authentication using non-
reusable random generated mobile SMS key while retaining user privacy. The system
comprising at least one user (101) with user mobile phone (106); at least one web
application (104); at least one authentication service provider (103); at least one
authentication server (102); and at least one database (105). The at least one
authentication server (102) further comprising at least one authentication interface
module (201); at least one authentication verification module (202); at least one SMS
key generation module (203); at least one SMS gateway (204); and at least one
database interface module (205). The at least one SMS key generation module (203)
having means to generate new mobile SMS key (K2); said new mobile SMS key (K2) is
a random number; said random number is a non-reusable mobile SMS key for next login
to web application after mobile SMS key (K1) has been authenticated in the current

transaction.

The at least one authentication service provider (103) having means to protect web
application site from unauthorized user access while the at least one authentication
interface module (201) is an interface to other components of the system; said

authentication interface module request user information for authentication.

Another aspect of the present invention is the at least one authentication verification
module (202) which performs user credential verification by computing hash value (DK1)
based on user information and searching database for matching hash value (DK1) to
determine successful user authorization in the current transaction. The at least one SMS
gateway (204) forwards new mobile SMS key (K2) to user via SMS for next login to web
application while the at least one database interface module (205) is a module interface
to database for retrieving, inserting and updating user information stored in database.

A further aspect of the present invention is a method (300, 400) for authentication using
non-reusable random generated mobile SMS key. The method comprising steps of
requesting user information for authentication (302); authenticating user information
(304); returning authentication status to web application (310); and performing
authorization by granting access to user upon successful user authentication (312). The

method for authenticating user information comprises steps of computing hash value
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(DK1) based on user information (402); searching database for matching hash value
(DK1).(404); and generating new mobile SMS key (K2) upon locating matching record in
database (406). The method for requesting user information for authentication further

requires user to enter user mobile phone number and mobile SMS key (K1) (306).

A further aspect of the present invention is the method for gen’erating new mobile SMS
key (K2) upon locating matching record. The said method further comprises steps of
forwarding new mobile SMS key (K2) to user via SMS (408); computing hash value
(DK2) by hashing newly generated mobile SMS key (K2) with user mobile phone number
(410); and replacing database record containing hash value (DK1) with hash value
(DK2) (412). The said new mobile SMS key (K2) is a random number; which is a non-
reusable mobile SMS key for next login to web application.

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained
with additional specificity and detail through the accompanying drawings in which:

FIG. 1.0 illustrates the component integration diagram of the present invention.
FIG. 2.0 illustrates the five major modules of the Authentication Server of FIG.1.0.

FIG. 3.0 is a flowchart illustrating a method for authentication using non-reusable

random generated mobile SMS key.

FIG. 4.0 is a flowchart illustrating a further method for authentication of user information

of the present invention.

FIG. 5.0 illustrates the overall system architecture of the present invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

-The present invention provides a system and method for authentication using non-

reusable random generated mobile SMS key while retaining user privacy. Hereinafter,
this specification will describe the present invention according to the preferred
embodiments. It is to be understood that limiting the description to the preferred
embodiments of the invention is merely to facilitate discussion of the present invention
and it is envisioned without departing from the scope of the appended claims.

Reference is first being made to FIG. 1.0, FIG. 2.0 and FIG. 5.0 respectively. FIG. 1.0
illustrates the component integration diagram of the present invention while FIG. 2.0
illustrates the five major modules of the Authentication Server of FIG.1.0 and FIG. 5.0
illustrates the overall system architecture of the present invention. As illustrated in FIG.
1.0, the present invention comprising at least one user (101) with user mobile phone
(106); at least one web application (104); at least one authentication service provider
(103); at least one authentication server. (102); and at least one database (105). As
illustrated in FIG. 2.0, the at least one authentication server (102) further comprising at
least one authentication interface module (201); at least one authentication verification
module (202); at least one SMS key generation module (203); at least one SMS gateway
(204); and at least one database interface module (205). |

The system and method for authentication using non-reusable random generated mobile
SMS key begins with the authentication service provider (101). The at least one
authentication service provider (103) having means to protect web application site from
unauthorized user access wherein the authentication service provider (103) will direct
user to authentication server (102) for authentication. Thereafter, the authentication
interface module (201) which is-an interface to other components of the system will
request user information for authentication. The system of the present invention also
comprises of at least one authentication. verification module (202) that performs user
credential verification by computing hash value (DK1) based on user information and
searching database for matching hash value (DK1) to determine successful user

authorization in the current transaction.

Reference is now being made to FIG. 3.0 and FIG. 4.0 respectively. FIG. 3.0 is a
ﬂowchart illustrating a method for authentication using non-reusable random generated
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mobile SMS key and FIG. 4.0 is a flowchart illustrating a further method for
authentication of user information of the present invention. The said methodology begins
with the system requesting user information for authentication (302) wherein user is
required to enter user mobile phone number and mobile SMS key. Thereafter,
authentication server will authenticate user information (304). Authentication of user
information further comprises steps of computing hash value (DK1) based on user
information (402); searching database for matching hash value (DK1) (404); and
generating new mobile SMS key (K2) upon locating matching record in database (406).
The new mobile SMS key (K2) is a random number generated by the at least one SMS
key generation module (203) of the present invention. The said random number is a non-
reusable mobile SMS key for next login of user to web application while retaining user
privacy after mobile SMS key (K1) has been authenticated in the current transaction.

Upon generating the new mobile SMS key (K2), SMS gateway (204) forwards new
mobile SMS key (K2) to user via SMS for next login to web application (408). Thereafter,
hash value (DK2) is computed by hashing newly generated mobile SMS key (K2) with
user mobile phone number (410) and database record containing hash value (DK1) is
replaced with hash value (DK2) (412). The at least one database interface module (205)
is a module interface to database for retrieving, inserting and updating user information

stored in the database of the present invention.

As illustrated in FIG. 3.0, upon successful authentication of user information;
authentication status is returned to web application (310) wherein user is granted
authentication (i.e. access is granted to user) when matching hash value (DK1) is found
in the database (414). Else, user access is denied when there is no matching hash vaiue
(DK1) in the database.

The system and method of the present invention provides for authentication using non-
reusable random generated mobile SMS key. User privacy is retained as the newly
generated mobile SMS key (K2) is a random number and is a non-reusable mobile SMS
key for next login to web application.

The present invention may be embodied in other specific forms without departing from
its essential characteristics. The described embodiments are to be considered in all
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respects only as illustrative and not restrictive. The scope of the invention is, therefore
indicated by the appended claims rather than by the foregoing description. All changes,
which come within the meaning and range of equivalency of the claims, are to be
embraced within their scope.
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CLAIMS

1. A system (100) for authentication using non-reusable random generated mobile
SMS key with at least one user (101) and user mobile phone (106) on at least
one web application (104) with at least one authentication service provider (103)

to protect web application site from unauthorized user access; at least one

authentication server (102); and at least one database (105);
the at least one authentication server (102) further comprising:

at least one authentication interface module (201) is an interface to other
components of the system; said authentication interface module request

user information;

- at least one authentication verification module (202) performs user

credential verification by computing hash value (DK1) based on user
information and searching database for matching hash value (DK1) to
determine successful user authorization in the current transaction;

at least one SMS key generation module (203);

at least one SMS gateway (204); and

at least one database interface module (205)

characterized in that

the at least one SMS key generation module (203) having means to
generate new mobile SMS key (K2); said new mobile SMS key (K2) is a
random number; said random number is a non-reusable mobille- SMS key
for next fogin to web application after mobile SMS key (K1) has been

authenticated in the current transaction.

2. A system (102) according to Claim 1, wherein the at least one SMS gateway
(204) forwards new mobile SMS key (K2) to user via SMS for next login to web

application.

3. A system (102) according to Claim 1, wherein at least one database interface

module (205) is a module interface to database for retrieving, inserting and

updating user information stored in database.

4. A method (300, 400) for authentication using non-reusable random generated

mobile SMS key; the method comprising steps:
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requesting user information for authentication (302);
authenticating» user information (304);
returning authentication status to web application (310); and
performing authorization by granting access to user upon successful user
authentication (312)
characterized in that
authenticating user information further comprises steps:
computing hash value (DK1) based on user information (402);
searching database for matching hash value (DK1) (404); and
generating new mobile SMS key (K2) upon locating matching
record in database (406) after mobile SMS key (K1) has been
authenticated in the current transaction wherein generating new
mobile SMS key (K2) upon locating matching record further
comprises steps:
forwarding new mobile SMS key (K2) to user via SMS
(408);
computing hash value (DK2) by hashing newly generated
mobile SMS key (K2) with user mobile phone number
(410); and
replacing database record containing hash value (DK1)
with hash value (DK2) (412).

5. A method according to Claim 4, wherein requesting user information for
authentication further requires user to enter user mobile phone number and
mobile SMS key (K1) (306).

6. A method according to Claim 4, wherein generating new mobile SMS key (K2)
upon locating matching record; said new mobile SMS key (K2) is a random
number; said random number is a non-reusable mobile SMS key for next login to

web application.
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