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PR e e ™S

6 GROUPS OF PROGRAM INSTRUCTIONS .
(GPH1 ... GPI6) 185

GP111 for selecting a first target network node of the plurality
of network nodes of the networked system

. J

( GPI112 for handling the first target network node, the handling )
of the first target network node comprising (a) determining a
first vulnerability that can compromise the first target network
node, based on the selected first target network node and
based on the current assignment of the plurality of network
nodes to the blue, red and purple classes, (b) checking
whether compromising the first target network node using the
first vulnerability would result in the attacker achieving full
control of the first target network node; and (c) assigning the
first target network node to the red class, in response to
determining that the compromising of the first target network
node using the first vulnerability would result in the attacker
achieving full control of the first target network node

182

<

GPI13 for selecting a second target network node of the )

plurality of network nodes of the networked system

\.

T 7 -

GP114 for handling the second target network node, the )

handling of the second target network node comprising (a)
determining a second vulnerability that can compromise the
second target network node, based on the selected second
target network node and based on the current assignment of
the plurality of network nodes to the blue, red and purple
classes, {b) checking whether compromising the second
target network node using the second vulnerability would
result in the attacker achieving full control of the second
target network node, and (c) assigning the second target
network node to the purple class, in response to determining
that the compromising of the second target network node
using the second vuinerability would not result in the attacker
achieving full control of the second target network node

CONTINUES IN FIG. 5B S
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FIG. 5A
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6 GROUPS OF PROGRAM INSTRUCTIONS \
(GPI11 ... GPI16) 185

CONTINUES FROM FIG. 5A

GPI15 for determining the way for an attacker to compromise
the networked system based on at least one of the first
vulnerability and the second vulnerability

182

compromise the networked system, the reporting comprising
at least one action selected from the actions group consisting
of (i) causing a display device to display a report including
information about the determined way to compromise the
networked system, (ii) recording the report including the
information about the determined way to compromise the
networked system in a file, and (iii} electronically transmitting
the report including the information about the determined
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8 GROUPS OF PROGRAM INSTRUCTIONS “
(GPI21 ... GPI28) 186 |

GPI21 for selecting a first target network node of the plurality
of network nodes of the networked system

( GPI22 for handling the first target network node, the handling )
of the first target network node comprising: (a) determining a
first vulnerability that can compromise the first target network
node based on the selected first target network node and
based on the current assignment of the plurality of network
nodes to the blue, red and purple classes, {b) checking
whether compromising the first target network node using the
first vulnerability would result in the attacker achieving full
control of the first target network node, and {c) assigning the
first target network node to the red class in response to
determining that the compromising of the first target network
node using the first vulnerability would result in the attacker
achieving full control of the first target network node

/

(

GPI123 for selecting a second target network node of the
_ plurality of network nodes of the networked system

("~ GPI24 for handling the second target network node, the )
handling of the second target network node comprising: {a)
determining a second vulnerability that can compromise the
second target network node based on the selected second
target network node and based on the current assignment of
the plurality of network nodes to the blue, red and purple
classes, (b} checking whether compromising the second
target network node using the second vulnerability would
result in the attacker achieving full control of the second
target network node, and {(c) assigning the second target
network node to the red class in response to determining
that (i) the compromising of the second target network node
using the second vulnerability would not result in the
attacker achieving full control of the second target network
node and (ii) the attacker would be able to achieve full
control of the second target network node by using (A) one
or more privilege escalation techniques and (B) one or more
access rights to the second target network node obtained by
the compromising of the second target network node using
the second vulnerability S

N

CONTINUES IN FIG. 7B
FIG. 7A
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8 GROUPS OF PROGRAM INSTRUCTIONS A
(GPI21 ... GPI28) 186 k

CONTINUES FROM FIG. 7A

GPI25 for selecting a third target network node of the plurality
of network nodes of the networked system

GPI26 for handling the third target network node, the
handling of the third target network node comprising: (a)
determining a third vulnerability that can compromise the

third target network node based on the selected third target
network node and based on the current assignment of the
plurality of network nodes to the blue, red and purple classes,
(b) checking whether compromising the third target network
node using the third vulnerability would result in the attacker
achieving full control of the third target network node, and (c)
assigning the third target network node to the purple class in
response to determining that {!) the compromising of the
third target network node using the third vulnerability would
not result in the attacker achieving full control of the third
target network node and (1) the attacker cannot achieve full
control of the third target network node by using (1) any
combination of privilege escalation techniques and (2} any
combination of access rights to the third target network node
obtained by the compromising of the third target network
node using the third vulnerability

182’

<

\.

J
4 GP127 for determining the way for an attacker to compromise )
the networked system based on at least one of the first

vulnerability, the second vulnerability and the third
\_ vulnerability )

.
GPI28 for reporting the determined way for an attacker to

compromise the networked system, the reporting comprising
at least one action selected from the actions group consisting
of (i} causing a display device to display a report including
information about the determined way to compromise the
networked system, {ii) recording the report including the
information about the determined way to compromise the
networked system in a file, and (iii) electronically transmitting
the report including the information about the determined
way to compromise the networked system
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( Select S01 a first target network node of the plurality of network nodes of the networked )
L system )
2
Handle S02 the first network target, the handling of the first target network node
comprising: (a) determining a first vulnerability that can compromise the first target
network node based on the selected first target network node and based on the current
assignment of the plurality of network nodes to the blue, red and purple classes; (b)
checking whether compromising the first target network node using the first vulnerability
would result in the attacker achieving full control of the first target network node; and (c)
assigning the first target network node to the red class in response to determining that
the compromising of the first target network node using the first vulnerability would
result in the attacker achieving full control of the first target network node
v
Select SO3 a second target network node of the plurality of network nodes of the
networked system
v
Handle S04 the second network target, the handling of the second target network node
comprising: (a)} determining a second vulnerability that can compromise the second
target network node based on the selected second target network node and based on
the current assignment of the plurality of network nodes to the blue, red and purple
classes; (b} checking whether compromising the second target network node using the
second vulnerability would result in the attacker achieving full control of the second
target network node; and (c) assigning the second target network node to the purple
class in response to determining that the compromising of the second target network
node using the second vulnerability would not result in the attacker achieving full control
of the second target network node

v

Determine S05 the way for an attacker to compromise the networked system
based on at least one of the first vulnerability and the second vulnerability

v
/ Report S06 the determined way for an attacker to compromise the networked system, \
the reporting comprising at least one action selected from the actions group consisting
of (i) causing a display device to display a report including information about the
determined way to compromise the networked system, (ii) recording the report
including the information about the determined way to compromise the networked
system in a file, and {iii) electronically transmitting the report including the information
\ about the determined way to compromise the networked system /

\

\

FIG. 11
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( Select S11 a first target network node of the plurality of network nodes of the networked )
system
v
Handle $12 the first network target, the handling of the first target network node
comprising: (a) determining a first vulnerability that can compromise the first target
network node based on the selected first target network node and based on the current
assignment of the plurality of network nodes to the blue, red and purple classes; (b)
checking whether compromising the first target network node using the first vulnerability
would result in the attacker achieving full control of the first target network node; and {(c)
assigning the first target network node to the red class in response to determining that
the compromising of the first target network node using the first vulnerability would
result in the attacker achieving full control of the first target network node
v
Select $13 a second target network node of the plurality of network nodes of the
networked system

¥
Handle $14 the second network target, the handling of the second target network node )
comprising: {(a) determining a second vulnerability that can compromise the second
target network node based on the selected second target network node and based on
the current assignment of the plurality of network nodes to the blue, red and purple
classes; (b) checking whether compromising the second target network node using the
second vulnerability would result in the attacker achieving full control of the second
target network node; and (c) assigning the second target network node to the red class
in response to determining that (i} the compromising of the second target network node
using the second vulnerability would not result in the attacker achieving full control of
the second target network node and (ii) the attacker would be able to achieve full
control of the second target network node by using (A) one or more privilege escalation
technigues and (B) one or more access rights to the second target network node
obtained by the compromising of the second target network node using the second
\_ vulnerability )
v
Select S15 a third target network node of the plurality of network nodes of the
networked system

v

CONTINUES IN FIG. 12B

\. A
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CONTINUES FROM FIG. 12A

Handle $16 the third network target, the handling of the third target network node
comprising: (a) determining a third vulnerability that can compromise the second target
network node based on the selected third target network node and based on the current

assignment of the plurality of network nodes to the blue, red and purple classes; (b)

checking whether compromising the third target network node using the third
vulnerability would result in the attacker achieving full control of the third target network
node; and {c} assigning the second target network node to the purple class in response to

determining that (i) the compromising of the third target network node using the third
vulnerability would not result in the attacker achieving full control of the third target
network node and (ii) the attacker cannot achieve full control of the third target network
node by using (A) any combination of privilege escalation techniques and (B) any
combination of access rights to the third target network node obtained by the
compromising of the third target network node using the third vulnerability

\. J
+ ™\
Determine $17 the way for an attacker to compromise the networked system
based on at least one of the first vulnerability, the second vulnerability and the third
vulnerability
- v

2

/ Report S18 the determined way for an attacker to compromise the networked system, \
the reporting comprising at least one action selected from the actions group consisting
of (i) causing a display device to display a report including information about the
determined way to compromise the networked system, (ii) recording the report
including the information about the determined way to compromise the networked
system in a file, and (iii} electronically transmitting the report including the information
\ about the determined way to compromise the networked system /

FIG. 12B
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TAKING PRIVILEGE ESCALATION INTO
ACCOUNT IN PENETRATION TESTING
CAMPAIGNS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This patent application claims the benefit of U.S. Provi-
sional Patent Application No. 62/801,700 filed on Feb. 6,
2019, which is incorporated herein by reference in its
entirety.

FIELD OF THE INVENTION

The present invention relates to systems and methods for
penetration testing of networked systems, based on assign-
ing network nodes to classes associated with currently
known levels of compromisability at any given time during
the execution of a penetration testing campaign. In particu-
lar, the present invention is suitable for penetration testing of
networked systems in which network nodes are susceptible
to attackers using privilege escalation techniques to escalate
their access rights within nodes and to gain full control of
those nodes.

BACKGROUND

There is currently a proliferation of organizational net-
worked systems. Every type of organization, be it a com-
mercial company, a university, a bank, a government agency
or a hospital, heavily relies on one or more networks
interconnecting multiple computing nodes. Failures of the
networked system of an organization or even of only a
portion of it might cause a significant damage, up to com-
pletely shutting down all operations. Additionally, all data of
the organization exists somewhere on its networked system,
including all confidential data comprising its “crown jewels”
such as prices, details of customers, purchase orders,
employees’ salaries, technical formulas, etc. Loss of such
data or leaks of such data to outside unauthorized entities
might be disastrous for the organization.

As almost all organizational networks are connected to
the Internet at least through one network node, they are
subject to attacks by computer hackers or by hostile adver-
saries. Quite often the newspapers are reporting incidents in
which websites crashed, sensitive data was stolen or service
to customers was denied, where the failures were the results
of hostile penetration into an organization’s networked
system.

Thus, many organizations invest a lot of efforts and costs
in preventive means designed to protect their networked
systems against potential threats. There are many defensive
products offered in the market claiming to provide protec-
tion against one or more known modes of attack, and many
organizations arm themselves to the teeth with multiple
products of this kind.

However, it is difficult to tell how effective such products
really are in achieving their stated goals of blocking hostile
attacks, and consequently most CISO’s (Computer Informa-
tion Security Officers) will admit (maybe only off the
record), that they don’t really know how well they can
withstand an attack from a given adversary. The only way to
really know how strong and secure a networked system is,
is by trying to attack it as a real adversary would. This is
known as penetration testing (pen testing, in short), and is a
very common approach that is even required by regulation
in some developed countries.
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Penetration testing requires highly talented people to man
the testing team. Those people should be familiar with each
and every known security vulnerability and attacking
method and should also have a very good familiarity with
networking techniques and multiple operating systems
implementations. Such people are hard to find and therefore
many organizations give up establishing their own penetra-
tion testing teams and resort to hiring external expert con-
sultants for carrying out that role (or completely give up
penetration testing). But external consultants are expensive
and therefore are typically called in only for brief periods
separated by long time intervals in which no such testing is
done. This makes the penetration testing ineffective as
security vulnerabilities caused by new forms of attacks that
appear almost daily are discovered only months after
becoming serious threats to the organization.

Additionally, even rich organizations that can afford hir-
ing talented experts for in-house penetration testing teams
do not achieve good protection. Testing for security vulner-
abilities of a large networked system containing many types
of computers, operating systems, network routers and other
devices is both a very complex and a very tedious process.
The process is prone to human errors of missing testing for
certain threats or misinterpreting the damages of certain
attacks. Also, because a process of full testing of a large
networked system against all threats is quite long, the
organization might again end with a too long discovery
period after a new threat appears.

Because of the above deficiencies automated penetration
testing solutions were introduced in recent years by multiple
vendors. These automated solutions reduce human involve-
ment in the penetration testing process, or at least in some
of its functions.

A penetration testing process involves at least the follow-
ing main functions: (i) a reconnaissance function, (ii) an
attack function, and (ii) a reporting function. The process
may also include additional functions, for example a cleanup
function that restores the tested networked system to its
original state as it was before the test. In an automated
penetration testing system, at least one of the above three
functions is at least partially automated, and typically two or
three of them are at least partially automated.

A reconnaissance function is the function within a pen-
etration testing system that handles the collection of data
about the tested networked system. The collected data may
include internal data of networks nodes, data about network
traffic within the tested networked system, business intelli-
gence data of the organization owning the tested networked
system, etc. The functionality of a reconnaissance function
can be implemented, for example, by software executing in
a server that is not one of the network nodes of the tested
networked system, where the server probes the tested net-
worked system for the purpose of collecting data about it.

An attack function is the function within a penetration
testing system that handles the determination of whether
security vulnerabilities exist in the tested networked system
based on data collected by the reconnaissance function. The
functionality of an attack function can be implemented, for
example, by software executing in a server that is not one of
the nodes of the tested networked system, where the server
attempts to attack the tested networked system for the
purpose of verifying that it can be compromised.

A reporting function is the function within a penetration
testing system that handles the reporting of results of the
penetration testing system. The functionality of a reporting
function may be implemented, for example, by software
executing in the same server that implements the function-
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ality of the attack function, where the server reports the
findings of the attack function to an administrator or a CISO
of the tested networked system.

All penetration testing systems can be characterized as
doing either an “actual attack penetration testing” or as
doing a “simulated penetration testing”.

An actual attack penetration testing system does its pen-
etration testing by attempting to attack the tested networked
system. Such a system accesses the tested networked system
during the test and is not limiting itself to simulation or
evaluation. This includes veritying that the tested networked
system can be compromised by actively attempting to com-
promise it and then checking if it was indeed compromised.
This implies that a possible side-effect of executing an actual
attack penetration test might be the compromising of the
tested networked system.

A simulated penetration testing system does its penetra-
tion testing while avoiding disturbance to the tested net-
worked system and specifically while avoiding any risk of
compromising it. This implies that whenever there is a need
to verify that the tested networked system can be compro-
mised by an operation or a sequence of operations, the
verification is done by simulating the results of that opera-
tion or sequence of operations or by otherwise evaluating
them, without taking the risk of compromising the tested
networked system.

Every penetration testing system operates by iteratively
(physically or simulatively) compromising network nodes of
the tested networked system. At any iteration during the
testing process some of the network nodes of the tested
networked system are considered to be already compro-
mised by the potential attacker, and the penetration testing
system is attempting to compromise an additional network
node (not yet compromised) by utilizing the already-com-
promised network nodes that are operating under the control
of the attacker. Once an additional network node is found to
be compromisable, it is added to the group of already-
compromised network nodes and a new iteration of the
testing begins.

As explained above, in every iteration of a penetration
testing campaign there is an attempt either to compromise a
network node (if the penetration testing system is of the
“actual attack™ type) or to determine that it is compromis-
able (if the penetration testing system is of the “simulation/
evaluation” type).

There is, however, a difference between “compromising a
network node” and “fully controlling a network node”.
Similarly, there is a difference between “determining that a
network node is compromisable” and “determining that a
network node is fully controllable”.

A node may be compromised by tempting a user of the
node to execute malicious code, as is the case when opening
a Microsoft Word file containing a poisoned macro and
enabling execution of macros or by tempting the user to
select a poisoned link in an email. In such a case the
malicious or poisoned code carries out operations deter-
mined by the attacker, such as exporting a confidential file
out of the network node. However, the user that is to blame
for the compromising may be a non-privileged user and not
a user having administrator rights for the network node.
Consequently, even if the user has access rights to some
confidential files, he may not have access rights to other files
in the node, such as confidential files owned by other users
or confidential files owned by the operating system. There-
fore, even though the network node was compromised, the
attacker may not be able to fully control it. For example he
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may not be able to export a given confidential system file
(e.g. a passwords file) that is the true goal of the attacker.

Lacking full control of a network node, that node may not
be useful for the attacker as a tool for continuing the attack
by compromising additional nodes in additional iterations of
the penetration testing campaign. For example, having full
control of a first node (including an ability to read its
passwords file), the attacker could have compromised a
second node in the same local sub-network by logging into
the second node by mimicking a legitimate user using his
user name and password. But lacking full control of the first
node, the attacker cannot use such a method for compro-
mising the second node, and therefore may have no way of
compromising the second node.

A real attacker that compromises a target network node
and achieves less than full control of it, will typically
attempt to employ “privilege escalation” techniques. The
purpose of such techniques is to “escalate” (i.e. to increase)
the current access rights of a user to a higher level, hopefully
to the highest level that allows full control of the node. Such
techniques are well known in the art and may include
retrieving a passwords file for finding user names and then
intelligently guessing passwords, dumping of certain system
files and then looking for credentials in the dumps, etc.
Dumping a system file (e.g., a SAM file, which is a Security
Account Manager file containing users’ passwords) is a
common way to escalate privileges. Often, it is possible to
retrieve the LM hashes from a computer that may include an
administrator’s hash. It can also be possible to use the
shadow copy feature of Microsoft Systems to get the “SYS-
KEY” and “SAM” files. Another approach used with Unix
systems is retrieving the/etc/password file (e.g., when there
is a non-chrooted FTP server), enumerating the usernames
of the system and trying the usernames as the passwords for
the corresponding accounts (relying on the fact that many
careless users use their username as a password). Another
approach is to investigate the services running in a computer
and check which users are running those services. Malicious
code injected in one of those processes could retrieve
escalated privileges from the process owner. In some
embodiments, shared folders can be useful for achieving
privilege escalation, because sensitive information may be
stored in those shared folders with, at most, few restrictions.
Another approach for achieving privilege escalation is to
utilize a combination of a DLL preloading vulnerability and
having access to a widely used shared folder from which
users execute certain applications. In such case, one of the
legitimate DLLs can be replaced by a malicious DLL.
Additional information on privilege escalation methods can
be found in published International Patent Application No.
WO 2008/054982, which is incorporated by reference herein
in full.

However, there is no guarantee that a given attempt to
achieve full control of a given network node by applying
privilege escalation techniques will be successful. The result
depends on many internal factors of the given network node,
such as the type of the Operating System, the version of the
Operating System, the strength of passwords used by the
users, the encryption method used for protecting critical
files, the defensive applications installed in the node, etc.

If the attempt is successful, then the targeted node is now
indeed under full control of the attacker and can be used by
the attacker for whatever operation that is required for
continuing the attack of the networked system, including for
attacking another node in the next iteration of the attack. If
the attempt is unsuccessful, then the attacker may not be able
to continue with his attack plan for the networked system,
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even though he may still use the resources of the compro-
mised node according to the limited access rights he had
achieved in it.

Penetration testing systems that use actual attacks have no
difficulty in mimicking the behavior of a real attacker in this
respect. When such a penetration testing system succeeds in
gaining a foothold in a target network node, it may attempt
to achieve privilege escalation exactly as a real attacker
does. The system may employ the same techniques available
to a true attacker and consequently will achieve the same
results. When the attempt to achieve full control of a node
fails, the campaign is unable to use to advantage (in the next
iterations of the attack) any access right in the targeted node
that was not actually achieved. Therefore, the conclusions
reached by such penetration testing system regarding the
vulnerabilities of the tested networked system will correctly
reflect the vulnerabilities available to a real attacker.

But penetration testing systems that use simulation or
other types of non-intrusive evaluation are not allowed to
find out the ability of an attacker to achieve privilege
escalation by actually attempting to achieve it. This creates
a difficulty for such systems.

Prior art simulation-based penetration testing systems
typically bypass the difficulty by simplifying the simulation
in assuming that privilege escalation is always possible. In
other words, assuming that once an attacker succeeds in
compromising a node (e.g. getting the access rights of one
of the authorized users of that node), it is able to eventually
get full control of the node (e.g. accessing every file in the
node and being able to run any desired code in the node).

Such assumption eliminates the difficulty but results in
somewhat inaccurate conclusions from the testing. In the
real world some nodes may not be fully controllable after
being compromised to some extent. Therefore, a penetration
testing campaign relying on the above simplifying assump-
tion may incorrectly conclude that a given networked system
is highly vulnerable to attacks, while in reality only some
low-importance resources and assets can be compromised
by an attacker.

Therefore, it is desirable to have penetration testing
systems that, while being of the simulation/evaluation type,
are still able to provide accurate conclusions about tested
networked systems.

SUMMARY OF THE INVENTION

A method is disclosed, according to embodiments of the
present invention, for carrying out a penetration testing
campaign of a networked system by a simulated penetration
testing system, for the purpose of determining a way for an
attacker to compromise the networked system, wherein the
simulated penetration testing system assigns a plurality of
network nodes of the networked system to classes based on
current information about the compromisability of the plu-
rality of network nodes at a current state of the penetration
testing campaign, the classes consisting of (i) a red class,
wherein each network node that is a member of the red class
is known to be compromisable by the attacker in a way that
gives the attacker full control of the red-class-member
network node, (ii) a blue class, wherein each network node
that is a member of the blue class is not known to be
compromisable by the attacker, and (iii) a purple class,
wherein each network node that is a member of the purple
class is known to be compromisable by the attacker in a way
that does not give the attacker full control of the purple-
class-member network node. The method comprises: (a)
selecting a first target network node of the plurality of
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network nodes of the networked system; and (b) handling
the first target network node, the handling of the first target
network node comprising: (i) based on the selected first
target network node and based on the current assignment of
the plurality of network nodes to the blue, red and purple
classes, determining a first vulnerability that can compro-
mise the first target network node; (ii) checking whether
compromising the first target network node using the first
vulnerability would result in the attacker achieving full
control of the first target network node; and (iii) in response
to determining that the compromising of the first target
network node using the first vulnerability would result in the
attacker achieving full control of the first target network
node, assigning the first target network node to the red class.
The method additionally comprises: (c¢) selecting a second
target network node of the plurality of network nodes of the
networked system; and (d) handling the second target net-
work node, the handling of the second target network node
comprising: (i) based on the selected second target network
node and based on the current assignment of the plurality of
network nodes to the blue, red and purple classes, determin-
ing a second vulnerability that can compromise the second
target network node; (ii) checking whether compromising
the second target network node using the second vulnerabil-
ity would result in the attacker achieving full control of the
second target network node; and (iii) in response to deter-
mining that (i) the compromising of the second target
network node using the second vulnerability would not
result in the attacker achieving full control of the second
target network node and (ii) the attacker would be able to
achieve full control of the second target network node by
using (A) one or more privilege escalation techniques and
(B) one or more access rights to the second target network
node obtained by the compromising of the second target
network node using the second vulnerability, assigning the
second target network node to the red class. The method
additionally comprises: (e) selecting a third target network
node of the plurality of network nodes of the networked
system; and (f) handling the third target network node, the
handling of the third target network node comprising: (i)
based on the selected third target network node and based on
the current assignment of the plurality of network nodes to
the blue, red and purple classes, determining a third vulner-
ability that can compromise the third target network node;
(ii) checking whether compromising the third target network
node using the third vulnerability would result in the
attacker achieving full control of the third target network
node; and (iii) in response to determining that (i) the
compromising of the third target network node using the
third vulnerability would not result in the attacker achieving
full control of the third target network node and (ii) the
attacker cannot achieve full control of the third target
network node by using (A) any combination of privilege
escalation techniques and (B) any combination of access
rights to the third target network node obtained by the
compromising of the third target network node using the
third vulnerability, assigning the third target network node to
the purple class. The method additionally comprises: (g)
based on at least one of the first vulnerability, the second
vulnerability and the third vulnerability, determining the
way for an attacker to compromise the networked system;
and (h) reporting the determined way for an attacker to
compromise the networked system, the reporting comprising
at least one action selected from the actions group consisting
of (i) causing a display device to display a report including
information about the determined way to compromise the
networked system, (ii) recording the report including the
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information about the determined way to compromise the
networked system in a file, and (iii) electronically transmit-
ting the report including the information about the deter-
mined way to compromise the networked system.

In some embodiments, the assigning of the third target
network node to the purple class can comprise associating
with the third target network node all access rights that
would be available to the attacker after using the third
vulnerability to compromise the third target network node.
In some such claims, the selecting of the first target network
node can be based on at least one access right associated
with a network node currently assigned to the purple class.
In some such claims, the determining of the first vulnerabil-
ity can be further based on at least one access right associ-
ated with a network node currently assigned to the purple
class.

In some embodiments, the first target network node can be
selected from the network nodes assigned to the blue class.

In some embodiments, the first target network node cam
be selected from the network nodes assigned to the blue
class or the purple class.

In some embodiments, it can be that (i) a reconnaissance
agent software module is installed on at least some network
nodes of the plurality of network nodes, and (ii) the deter-
mining of the first vulnerability that can compromise the first
target network node is based on data received from the
reconnaissance agent software module installed on the first
target network node.

A simulated penetration testing system is disclosed,
according to embodiments of the present invention, for the
purpose of determining a way for an attacker to compromise
the networked system, wherein the simulated penetration
testing system assigns a plurality of network nodes of the
networked system to classes based on current information
about the compromisability of the plurality of network nodes
at a current state of the penetration testing campaign, the
classes consisting of (i) a red class, wherein each network
node that is a member of the red class is known to be
compromisable by the attacker in a way that gives the
attacker full control of the red-class-member network node,
(ii) a blue class, wherein each network node that is a member
of the blue class is not known to be compromisable by the
attacker, and (iii) a purple class, wherein each network node
that is a member of the purple class is known to be
compromisable by the attacker in a way that does not give
the attacker full control of the purple-class-member network
node. The simulated penetration testing system comprises:
(a) a computing device comprising one or more processors,
the computing device in networked communication with
multiple network nodes of the networked system; and (b) a
non-transitory computer-readable storage medium contain-
ing program instructions, wherein execution of the program
instructions by the one or more processors of the computing
device causes the one or more processors of the computing
device to carry out the following steps: (i) selecting a first
target network node of the plurality of network nodes of the
networked system; (ii) handling the first target network
node, the handling of the first target network node compris-
ing: (A) based on the selected first target network node and
based on the current assignment of the plurality of network
nodes to the blue, red and purple classes, determining a first
vulnerability that can compromise the first target network
node; (B) checking whether compromising the first target
network node using the first vulnerability would result in the
attacker achieving full control of the first target network
node; and (C) in response to determining that the compro-
mising of the first target network node using the first
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vulnerability would result in the attacker achieving full
control of the first target network node, assigning the first
target network node to the red class; (iii) selecting a second
target network node of the plurality of network nodes of the
networked system; (iv) handling the second target network
node, the handling of the second target network node
comprising: (A) based on the selected second target network
node and based on the current assignment of the plurality of
network nodes to the blue, red and purple classes, determin-
ing a second vulnerability that can compromise the second
target network node; (B) checking whether compromising
the second target network node using the second vulnerabil-
ity would result in the attacker achieving full control of the
second target network node; and (C) in response to deter-
mining that (I) the compromising of the second target
network node using the second vulnerability would not
result in the attacker achieving full control of the second
target network node and (II) the attacker would be able to
achieve full control of the second target network node by
using (1) one or more privilege escalation techniques and (2)
one or more access rights to the second target network node
obtained by the compromising of the second target network
node using the second vulnerability, assigning the second
target network node to the red class; (v) selecting a third
target network node of the plurality of network nodes of the
networked system; (vi) handling the third target network
node, the handling of the third target network node com-
prising: (A) based on the selected third target network node
and based on the current assignment of the plurality of
network nodes to the blue, red and purple classes, determin-
ing a third vulnerability that can compromise the third target
network node; (B) checking whether compromising the third
target network node using the third vulnerability would
result in the attacker achieving full control of the third target
network node; and (C) in response to determining that (I) the
compromising of the third target network node using the
third vulnerability would not result in the attacker achieving
full control of the third target network node and (II) the
attacker cannot achieve full control of the third target
network node by using (1) any combination of privilege
escalation techniques and (2) any combination of access
rights to the third target network node obtained by the
compromising of the third target network node using the
third vulnerability, assigning the third target network node to
the purple class; (vii) based on at least one of the first
vulnerability, the second vulnerability and the third vulner-
ability, determining the way for an attacker to compromise
the networked system; and (viii) reporting the determined
way for an attacker to compromise the networked system,
the reporting comprising at least one action selected from
the actions group consisting of (i) causing a display device
to display a report including information about the deter-
mined way to compromise the networked system, (ii)
recording the report including the information about the
determined way to compromise the networked system in a
file, and (iii) electronically transmitting the report including
the information about the determined way to compromise
the networked system.

In some embodiments, the assigning of the third target
network node to the purple class can comprise associating
with the third target network node all access rights that
would be available to the attacker after using the third
vulnerability to compromise the third target network node.
In some such embodiments, the selecting of the first target
network node can be based on at least one access right
associated with a network node currently assigned to the
purple class. In some such embodiments, the determining of



US 10,462,177 B1

9

the first vulnerability can be further based on at least one
access right associated with a network node currently
assigned to the purple class.

In some embodiments, the first target network node can be
selected from the network nodes assigned to the blue class.

In some embodiments, the first target network node can be
selected from the network nodes assigned to the blue class
or the purple class.

In some embodiments, the simulated penetration testing
system can additionally comprise: (c) a reconnaissance
agent software module installed on at least some network
nodes of the plurality of network nodes, and it can be that the
determining of the first vulnerability that can compromise
the first target network node is based on data received from
the reconnaissance agent software module installed on the
first target network node.

A method is disclosed, according to embodiments of the
present invention, for carrying out a penetration testing
campaign of a networked system by a simulated penetration
testing system, for the purpose of determining a way for an
attacker to compromise the networked system, wherein the
simulated penetration testing system assigns a plurality of
network nodes of the networked system to classes based on
current information about the compromisability of the plu-
rality of network nodes at a current state of the penetration
testing campaign, the classes consisting of (i) a red class,
wherein each network node that is a member of the red class
is known to be compromisable by the attacker in a way that
gives the attacker full control of the red-class-member
network node, (ii) a blue class, wherein each network node
that is a member of the blue class is not known to be
compromisable by the attacker, and (iii) a purple class,
wherein each network node that is a member of the purple
class is known to be compromisable by the attacker in a way
that does not give the attacker full control of the purple-
class-member network node. The method comprises: (a)
selecting a first target network node of the plurality of
network nodes of the networked system; and (b) handling
the first target network node, the handling of the first target
network node comprising: (i) based on the selected first
target network node and based on the current assignment of
the plurality of network nodes to the blue, red and purple
classes, determining a first vulnerability that can compro-
mise the first target network node; (ii) checking whether
compromising the first target network node using the first
vulnerability would result in the attacker achieving full
control of the first target network node; and (iii) in response
to determining that the compromising of the first target
network node using the first vulnerability would result in the
attacker achieving full control of the first target network
node, assigning the first target network node to the red class.
The method additionally comprises: (c) selecting a second
target network node of the plurality of network nodes of the
networked system; and (d) handling the second target net-
work node, the handling of the second target network node
comprising: (i) based on the selected second target network
node and based on the current assignment of the plurality of
network nodes to the blue, red and purple classes, determin-
ing a second vulnerability that can compromise the second
target network node; (ii) checking whether compromising
the second target network node using the second vulnerabil-
ity would result in the attacker achieving full control of the
second target network node; and (iii) in response to deter-
mining that the compromising of the second target network
node using the second vulnerability would not result in the
attacker achieving full control of the second target network
node, assigning the second target network node to the purple
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class. The method additionally comprises: (e) based on at
least one of the first vulnerability and the second vulner-
ability, determining the way for an attacker to compromise
the networked system; and (f) reporting the determined way
for an attacker to compromise the networked system, the
reporting comprising at least one action selected from the
actions group consisting of (i) causing a display device to
display a report including information about the determined
way to compromise the networked system, (ii) recording the
report including the information about the determined way
to compromise the networked system in a file, and (iii)
electronically transmitting the report including the informa-
tion about the determined way to compromise the networked
system.

In some embodiments, the assigning of the second target
network node to the purple class can comprise associating
with the second target network node all access rights that
would be available to the attacker after using the second
vulnerability to compromise the second target network node.
In some such embodiments, the selecting of the first target
network node can be based on at least one access right
associated with a network node currently assigned to the
purple class. In some such embodiments, the determining of
the first vulnerability can be further based on at least one
access right associated with a network node currently
assigned to the purple class.

In some embodiments, the first target network node can be
selected from the network nodes assigned to the blue class.

In some embodiments, the first target network node can be
selected from the network nodes assigned to the blue class
or the purple class.

In some embodiments, it can be that (i) a reconnaissance
agent software module is installed on at least some network
nodes of the plurality of network nodes, and (ii) the deter-
mining of the first vulnerability that can compromise the first
target network node is based on data received from the
reconnaissance agent software module installed on the first
target network node.

A simulated penetration testing system is disclosed,
according to embodiments of the present invention, for the
purpose of determining a way for an attacker to compromise
the networked system, wherein the simulated penetration
testing system assigns a plurality of network nodes of the
networked system to classes based on current information
about the compromisability of the plurality of network nodes
at a current state of the penetration testing campaign, the
classes consisting of (i) a red class, wherein each network
node that is a member of the red class is known to be
compromisable by the attacker in a way that gives the
attacker full control of the red-class-member network node,
(ii) a blue class, wherein each network node that is a member
of the blue class is not known to be compromisable by the
attacker, and (iii) a purple class, wherein each network node
that is a member of the purple class is known to be
compromisable by the attacker in a way that does not give
the attacker full control of the purple-class-member network
node. The penetration testing system comprises: (a) a com-
puting device comprising one or more processors, the com-
puting device in networked communication with multiple
network nodes of the networked system; and (b) a non-
transitory computer-readable storage medium containing
program instructions, wherein execution of the program
instructions by the one or more processors of the computing
device causes the one or more processors of the computing
device to carry out the following steps: (i) selecting a first
target network node of the plurality of network nodes of the
networked system; (ii) handling the first target network
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node, the handling of the first target network node compris-
ing: (A) based on the selected first target network node and
based on the current assignment of the plurality of network
nodes to the blue, red and purple classes, determining a first
vulnerability that can compromise the first target network
node; (B) checking whether compromising the first target
network node using the first vulnerability would result in the
attacker achieving full control of the first target network
node; and (C) in response to determining that the compro-
mising of the first target network node using the first
vulnerability would result in the attacker achieving full
control of the first target network node, assigning the first
target network node to the red class; (iii) selecting a second
target network node of the plurality of network nodes of the
networked system; and (iv) handling the second target
network node, the handling of the second target network
node comprising: (A) based on the selected second target
network node and based on the current assignment of the
plurality of network nodes to the blue, red and purple
classes, determining a second vulnerability that can com-
promise the second target network node; (B) checking
whether compromising the second target network node
using the second vulnerability would result in the attacker
achieving full control of the second target network node; and
(C) in response to determining that the compromising of the
second target network node using the second vulnerability
would not result in the attacker achieving full control of the
second target network node, assigning the second target
network node to the purple class; (v) based on at least one
of the first vulnerability and the second vulnerability, deter-
mining the way for an attacker to compromise the networked
system; and (vi) reporting the determined way for an
attacker to compromise the networked system, the reporting
comprising at least one action selected from the actions
group consisting of (i) causing a display device to display a
report including information about the determined way to
compromise the networked system, (ii) recording the report
including the information about the determined way to
compromise the networked system in a file, and (iii) elec-
tronically transmitting the report including the information
about the determined way to compromise the networked
system.

In some embodiments, the assigning of the second target
network node to the purple class can comprise associating
with the second target network node all access rights that
would be available to the attacker after using the second
vulnerability to compromise the second target network node.
In some such embodiments, the selecting of the first target
network node can be based on at least one access right
associated with a network node currently assigned to the
purple class. In some such embodiments, the determining of
the first vulnerability can be further based on at least one
access right associated with a network node currently
assigned to the purple class.

In some embodiments, the first target network node can be
selected from the network nodes assigned to the blue class.

In some embodiments, the first target network node can be
selected from the network nodes assigned to the blue class
or the purple class.

In some embodiments, the simulated penetration testing
system can additionally comprise: (c) a reconnaissance
agent software module installed on at least some network
nodes of the plurality of network nodes, and it can be that the
determining of the first vulnerability that can compromise
the first target network node is based on data received from
the reconnaissance agent software module installed on the
first target network node.
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BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described further, by way of
example, with reference to the accompanying drawings, in
which the dimensions of components and features shown in
the figures are chosen for convenience and clarity of pre-
sentation and not necessarily to scale. In the drawings:

FIG. 1 is a timeline of a penetration testing campaign,
showing a number of assigned node classifications at
selected stages of the campaign, according to embodiments
of the present invention.

FIG. 2 is a functional block diagram of a reconnaissance
agent penetration testing system which may employ embodi-
ments of the present invention.

FIGS. 3 and 4 show schematic illustrations of networked
systems that may be tested according to embodiments of the
present invention and their connection to a penetration
testing system.

FIGS. 5A and 5B together show a block diagram of a
non-transitory computer-readable storage medium compris-
ing respective program instructions, according to embodi-
ments of the present invention.

FIG. 6 shows a schematic illustration of a networked
system that may be tested according to embodiments of the
present invention.

FIGS. 7A and 7B together show a block diagram of a
non-transitory computer-readable storage medium compris-
ing respective program instructions, according to embodi-
ments of the present invention.

FIG. 8 is a functional block diagram of a reconnaissance
agent penetration testing system which may employ embodi-
ments of the present invention.

FIGS. 9 and 10 show schematic illustrations of networked
systems that may be tested according to embodiments of the
present invention.

FIGS. 11, 12A and 12B show flowcharts of methods of
carrying out a penetration testing campaign of a networked
system by a penetration testing system, according to
embodiments of the present invention.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

Note: Throughout this disclosure, subscripted reference
numbers (e.g., 10,) or letter-modified reference numbers
(e.g., 100a) may be used to designate multiple separate
appearances of elements in a single drawing, e.g. 10, is a
single appearance (out of a plurality of appearances) of
element 10, and likewise 100« is a single appearance (out of
a plurality of appearances) of element 100.

According to embodiments, a simulation-type penetration
testing system is disclosed that eschews the clear-cut binary
distinction—common to prior-art penetration testing sys-
tems—between nodes that are already known to be com-
promisable (sometimes referred to as “red nodes™ that are in
a “red state”) and nodes that are not known, at a given or
‘current’ stage of a penetration testing campaign, to be
compromisable (sometimes referred to as “blue nodes™ that
are in a “blue state”). A new node state is added herein as a
third classification along with the red state and the blue state.
As it is an intermediate state between the red and blue states,
we may call it a “purple state” and a node being in such state
may be called a “purple node”.

A purple node is a node which, at the current stage of the
campaign, is known to be partially compromisable, but is
not known to be fully controllable by the attacker. In other
words, it is known that an attacker can penetrate into the
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node, gain some access rights to some of its resources and/or
gain some control over some of its assets. However, at the
current stage of the campaign, it is not known whether the
attacker can achieve full control of the node.

According to this realignment of node classes, a red node
is one that not only is known to be compromisable by the
attacker—but is known to be compromisable in a way that
gives the attacker full control of the node. Full control, as
discussed earlier, can include unlimited access to files on the
node, including password files. Blue nodes retain the defi-
nition as nodes that are not known (at the given or ‘current’
stage of the campaign) to be compromisable.

The term “current stage of the campaign” (or, equiva-
lently, “current state of the campaign”) as used in this
disclosure can be better understood with reference to the
non-limiting example illustrated in FIG. 1. A timeline of an
exemplary penetration testing campaign having a given
duration is shown. The duration is from the point marked
‘start’ to the point marked ‘end’. The timeline also shows
three stages of the campaign S, Sy and S, shown only as
illustrative examples—obviously, there can be any number
of stages in a campaign. Any one of the marked stages of the
campaign S, S;-and S, can correspond, in various embodi-
ments, to a point in time during the campaign, to a stage at
which a number of campaign steps or campaign iterations
has been carried out up to that point or at which a number
of network nodes has been analyzed up to that point, or to
any other logical division of the campaign. For example, if
the campaign is scheduled to last two hours, S, might
correspond to the 30-minute mark of the campaign. As
another example, if the campaign is scheduled to determine
the compromisability of 200 network nodes, S, might cor-
respond to the 507 network node targeted during the cam-

paign.
In FIG. 1, the respective classifications of five illustrative
nodes 110, . . . 110, are shown at the various stages of the

campaign. At the ‘start’ of the campaign, it can be said that
at the ‘current’ stage of the campaign, four of the five nodes
are ‘blue’ nodes, meaning that it is not yet known whether
the nodes are compromisable, and Node 110, is already
classified as a ‘purple node’—known to be compromisable
but not known to be fully controllable by an attacker. This
pre-classification of a network node as purple (or even red)
can be on the basis of prior knowledge, for example from a
previous penetration testing campaign.

At stage Sy, a ‘snapshot’ of the five illustrated nodes
shows the respective node classifications (or assignments) as
purple, blue, blue, blue and purple, respectively, i.e., accord-
ing to the ‘current stage’ (or ‘current state’) of the campaign.

In the present example, Node 110, can be a node for
which an ongoing penetration testing campaign has deter-
mined, early in the campaign or at least before reaching
stage S, that an attacker is able to log into Node 110, as a
non-privileged user. However, it has not been determined at
this stage whether the attacker can log into Node 110, as an
administrator. Thus at the current state of the campaign at
point Sy, Node 110, is a purple node—but not a red node,
as the attacker is currently unable to access certain high-
privilege system files or execute malicious code in kernel
mode. Node 110, at stage S, is another example of a
formerly blue node being assigned to the purple class of
nodes.

In contrast, a node for which the penetration testing
campaign had determined that an attacker is able to log into
it as an administrator is a red node, as the attacker can
achieve full control of it. An example of such a node in FIG.
1 is Node 1104, which in the interval between points S, and
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Sy 1s found to be compromisable by an attacker to the extent
of the attacker achieving full control—and thus is assigned
to the red class of nodes.

Returning to the example of Node 110, at the current
state of the campaign as of stage Sy, Node 110, is now a
purple node. In some embodiments, penetration testing
campaigns use a lateral movement strategy that does not
involve revisiting the handling or checking of individual
nodes. In such embodiments, Node 110 , would remain in the
purple class until the end of the penetration testing cam-
paign. In some embodiments, a penetration testing system
may return to a node that has been already assigned to the
purple class, in order to check whether it is now possible to
achieve full control over the previously-handled node and to
push it into the class of red nodes. This can be the case of
Node 110, of FIG. 1, which ‘progresses’ at various stages of
the penetration testing campaign from blue to purple to red.
For example, after achieving full control of a second net-
work node (or, in the case of a ‘simulation’ penetration
testing system, after determining that an attacker can com-
promise a second network node and achieve full control of
it), it may be possible to use access rights or passwords
obtained by controlling the second node to return to a purple
node and now achieve full control of it. Other examples of
re-addressing purple nodes and converting them to red nodes
are discussed hereinbelow.

In the FIG. 1 example, the other network nodes display
the following results: Node 110 is a blue node when the
campaign starts, and somewhere between S, and S, is
assigned to the red class. Node 110 is a blue node when the
campaign starts, and somewhere between S, and S; is
assigned to the purple class. Node 110, is a blue node when
the campaign starts and remains blue until the end—either it
is not found to be compromisable by the penetration testing
system in spite of trying, or it is not tested during the current
campaign, perhaps because it was assigned a low priority for
testing in comparison with other nodes or because it wasn’t
easily accessible from nodes targeted in the campaign, or
because the campaign was of limited duration. It should be
understood that blue nodes ‘not known to be compromis-
able’ at any given current state of the campaign can include
nodes that are not yet tested, as well as nodes that are tested
and not found to be compromisable Finally, Node 110, is a
purple node when the campaign starts, and during the
campaign, somewhere between points Sy.and S, is assigned
to the red class.

Example 1

During a penetration testing campaign carried out accord-
ing to embodiments of the present invention, a specific
iteration may include the following:

A. Based on the current collection of red and purple
nodes, selecting the next target node to be checked for
compromisability. The selection of the target node is done
from the current group of blue nodes and according to the
lateral movement strategy employed by the campaign.

B. Based on the selected target network node, selecting a
potential vulnerability that may compromise the selected
target network node. The vulnerability is selected from the
vulnerabilities known to be potentially effective in compro-
mising a network node with one or more characteristics
known to be present in the selected target network node.

C. Attempting to validate that the selected target network
node could be successfully compromised using the selected
potential vulnerability. The attempt is typically based on
data about the current conditions in the selected target
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network node (e.g. whether a given Internet port, through
which the selected potential vulnerability may penetrate a
victim network node, is currently open in the selected target
network node).

D. In response to determining that the selected target node
can be compromised by some attack method, checking
whether the attack method by which the selected target node
could be compromised gives the attacker full control or
partial control of the selected target network node.

E. If the attack method by which the selected target node
could be compromised gives the attacker full control,
declare the selected target node to be a red node, and loop
back to step A for starting the next iteration of the campaign.

F. Else (i.e. the attack method by which the selected target
node could be compromised gives the attacker only partial
control of the selected target network node), check whether
an attacker having such partial control is able to use privi-
lege escalation techniques for obtaining full control of the
selected target node. The checking is typically based on data
about the current conditions in the selected target network
node (e.g. whether there is a shared folder that provides an
opportunity for achieving privilege escalation).

G. In response to determining that the attacker can suc-
cessfully use privilege escalation techniques for obtaining
full control, declare the selected target node to be a red node,
and loop back to step A for starting the next iteration of the
campaign.

H. Else (i.e. the attacker cannot obtain full control),
declare the selected target node to be a purple node. Keep a
list of access rights available to the attacker in the selected
target node after compromising that node, and then loop
back to step A for starting the next iteration of the campaign.

In steps A, B and C as performed in Example 1, each one
of the selection of the next target node, the selection of the
potential vulnerability and the validating of successful com-
promising, may be done based on, among other things, the
access rights associated with one or more of the current
purple nodes. For example, if there exists a purple node for
which the associated list of access rights (stored in step H of
a previous iteration) does not enable reading the password
file, then a neighboring node in the same local sub-network
of the networked system cannot be compromised by logging
into it as a legitimate user (assuming the passwords file for
the sub-network resides only in that purple node). As another
example, if there exists a purple node for which the asso-
ciated list of access rights includes the right to write into a
folder shared with a given blue node that is known to
periodically execute a given executable file from the shared
folder, then that blue node can be compromised by using the
purple node for poisoning the given executable file in the
shared folder.

The list of access rights associated with a purple node
does not necessarily have to be kept as a list. It may be kept
as any type of data structure known in the art, including,
without limitation, one or multiple tables, linked lists, binary
trees, etc.

Example 2

During a penetration testing campaign carried out accord-
ing to embodiments of the present invention, a specific
iteration may include the following:

A. Based on the current collection of red and purple
nodes, selecting the next target node to be checked for
compromisability. The selection of the target node is done
from the union of the current group of purple nodes and the
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current group of blue nodes. In the current example we
assume the selected target node happens to be a purple node.

B. Based on the selected target network node, selecting a
potential vulnerability that may compromise the selected
target network node. The vulnerability is selected from the
vulnerabilities known to be potentially effective in compro-
mising a network node with one or more characteristics
known to be present in the selected target network node.
Note that the newly selected vulnerability for compromising
a selected target node which is already a purple node is
different from a previous vulnerability that caused that node
to become purple in the first place. The finding of the new
vulnerability may be based on additional nodes becoming
red/purple after declaring the selected purple node to be
purple. The additional red/purple nodes may provide new
ways for attacking the selected purple node, that were not
previously available.

C. Attempting to validate that the selected target network
node could be successfully compromised using the new
selected potential vulnerability. The attempt is typically
based on data about the current conditions in the selected
target network node.

D. In response to determining that the selected target node
can be compromised by some new attack method, checking
whether the new attack method by which the selected target
node could be compromised gives the attacker full control of
the selected target network node. As the newly selected
vulnerability may be based on additional nodes becoming
red/purple after declaring the selected purple node to be
purple, the additional red/purple nodes may provide new
ways for attacking the selected purple node, and if such new
ways of attack provide stronger access rights to the attacker
than the attack method that made the node purple, then the
previously purple node may now be determined to become
fully controllable by the attacker. This explains why a node
may be made purple in a first iteration and then made red in
a later iteration.

E. If the new attack method by which the selected target
node could be compromised gives the attacker full control,
declare the selected target node to be a red node, and loop
back to step A for starting the next iteration of the campaign.

F. Else (i.e. if the new attack method using the second
vulnerability still gives the attacker only partial control of
the selected target network node), check whether an attacker
having such partial control is able to use privilege escalation
techniques for obtaining full control of the selected target
node. The checking is typically based on data about the
current conditions in the selected target network node.

G. In response to determining that the attacker can suc-
cessfully use privilege escalation techniques for obtaining
full control, declare the selected target node to be a red node,
and loop back to step A for starting the next iteration of the
campaign.

H. Else (i.e. the attacker cannot obtain full control), the
selected target node remains a purple node. Add the newly
obtained access rights to the list of access rights available to
the attacker in the selected target node after compromising
that node, and then loop back to step A for starting the next
iteration of the campaign.

As can be understood from the foregoing examples, in
some embodiments (e.g., as illustrated by Example 1) the
selection of the next target node is limited to be from the
group of blue nodes and once a node was declared to be
purple, it remains purple until the end of the campaign. In
some embodiments (e.g., as illustrated by Example 2), a
purple node may also be selected to be the next target node,
and consequently may then become a red node.
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The proposed solution can work for any type of simula-
tion/evaluation-based penetration testing system but is espe-
cially useful for reconnaissance agent penetration testing
systems. Such systems are disclosed, for example, in U.S.
Pat. No. 10,038,711 (which is incorporated by reference
herein in full) and include an agent software module that is
installed in each of multiple network nodes of the tested
networked system in order to collect data from the hosting
nodes and report it to the central server of the penetration
testing system. The availability of such reconnaissance
agent in a network node that is being evaluated before
becoming purple or red makes it simpler to find out infor-
mation that decides the question. This is so because the
question of whether privilege escalation techniques can be
successfully applied to a node may be highly dependent on
multiple facts about that node, possibly including internal
facts of that node that are not visible outside the node.

Referring now to the figures, and in particular to FIG. 2,
a functional block diagram of a penetration testing system
100 is shown according to some embodiments, comprising
a reconnaissance function as defined as definition “14” in the
Definitions Section later in this specification. The reconnais-
sance function includes functionality in reconnaissance
agents 120 (120, 120,, . . . 120,) installed in respective
network nodes 110 (110,, 110,, . . . 110,) and, in some
embodiments, also includes functionality in a remote com-
puting device 180 in which is installed “part of reconnais-
sance function” 190. In some embodiments, an attack func-
tion 160, as defined as definition “15” in the Definitions
Section, a reporting function 130 as defined as definition
“16” in the Definitions Section, and optionally a recovery
function 140 (also known in the industry as a ‘clean-up’
function and synonymous therewith), as defined as defini-
tion “17” in the Definitions Section, are all installed in the
remote computing device 180. As explained in definition
“15”, an ‘attack function’ forms part of the architecture of
every penetration testing system and performs the function
of determining whether one or more security vulnerabilities
exist in the tested networked system. In an alternative
embodiment (NOT SHOWN), one or more network nodes of
the tested networked system act as the remote computing
device, so that any or all of the above-listed functions are
installed in network nodes 110 instead of in a physically-
remote remote computing device 180, or, alternatively, the
functionality of the remote computing device 180 of FIG. 2
is split between the physically-remote remote computing
device 180 and the network nodes 110.

A reconnaissance agent, or a reconnaissance client agent,
which is synonymous therewith, is a software module
designed to be installed in nodes of the tested networked
system. A reconnaissance client agent is able to communi-
cate with a remote computing device hosting a penetration
testing software module responsible, among other things, for
managing and conducting the penetration testing process. A
reconnaissance client agent can report, to the penetration
testing software module when installed on the remote com-
puting device, data extracted by the agent from its hosting
node.

Referring now to FIG. 3, a remote computing device 254
of a penetration testing system 100 is in communication (via
communications link 252) with a plurality of networked
nodes 110 of networked system 200,. Communications link
252 can include any combination of wired and wireless
technologies; in some embodiments link 252 can be an
Internet connection and remote computing device 254 can
be a general-purpose computer server located at a data
center or shared server location, for example ‘in the cloud.’
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The number of network nodes 110 can be as few as two and
as many as several hundred or several thousand. They can be
connected hierarchically, peer-to-peer, hub-and-spoke, or in
any combination of connections as long as each networked
node 110 is connected to at least one other node 110. The
seemingly direct connection of remote computer 254 with
Node 110, shown in FIG. 3 is for convenient illustration
purposes only, and any communications link described
herein can be made, as is known in the art, with one or more
network nodes, with a router or gateway, in any other
networking configuration that facilitates direct or indirect
communication with each of the respective nodes 110 in
networked system 200,. The physical location of remote
computing device 254 is unimportant. It can be, by way of
non-limiting examples, at a physical location belonging to a
supplier or operator of a penetration testing system, in a
‘cloud’ server farm of an Internet services or cloud services
provider, or it can be physically co-located with some or all
of the network nodes 110.

Components of a penetration testing system 100 accord-
ing to some embodiments are illustrated in FIGS. 4, 5A and
5B. The penetration testing system 100 itself comprises
computing device 254, which comprises one or more pro-
cessors 250, and non-transitory computer-readable storage
medium 182. The storage medium 182 is shown for conve-
nience as being part of the remote computing device 254 but
it can be anywhere as long as the one or more processors 250
can access and execute the program instructions 185 stored
therein. First network node 110, is in electronic communi-
cation with computing device 254 (by communications
arrangement 252, which can be an Internet connection or a
LAN connection or any other suitable connection, including
an indirect connection). Second network node 110, is also in
electronic communication with computing device 254 (by
communications arrangement 252 ;. which can be the same as
communications arrangement 252, or separate and/or dif-
ferent).

As illustrated in the block diagram of FIGS. 5A and 5B,
storage medium 182 includes program instructions 185,
which include 6 groups of program instructions GPI11 . . .
GPI6. Execution of the program instructions 185 by the one
or more processors 250 of the computing device 254 causes
the one or more processors 250 of the computing device 254
to execute the following groups of program instructions:

GPI11 for selecting a first target network node of the
plurality of network nodes of the networked system;

GPI12 for handling the first target network node, the
handling of the first target network node comprising (a)
determining a first vulnerability that can compromise the
first target network node, based on the selected first target
network node and based on the current assignment of the
plurality of network nodes to the blue, red and purple
classes, (b) checking whether compromising the first target
network node using the first vulnerability would result in the
attacker achieving full control of the first target network
node; and (c) assigning the first target network node to the
red class, in response to determining that the compromising
of the first target network node using the first vulnerability
would result in the attacker achieving full control of the first
target network node;

GPI13 for selecting a second target network node of the
plurality of network nodes of the networked system;

GPI14 for handling the second target network node, the
handling of the second target network node comprising (a)
determining a second vulnerability that can compromise the
second target network node, based on the selected second
target network node and based on the current assignment of
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the plurality of network nodes to the blue, red and purple
classes, (b) checking whether compromising the second
target network node using the second vulnerability would
result in the attacker achieving full control of the second
target network node, and (c) assigning the second target
network node to the purple class, in response to determining
that the compromising of the second target network node
using the second vulnerability would not result in the
attacker achieving full control of the second target network
node;

GPI15 for determining the way for an attacker to com-
promise the networked system based on at least one of the
first vulnerability and the second vulnerability; and

GPI16 for reporting the determined way for an attacker to
compromise the networked system, the reporting comprising
at least one action selected from the actions group consisting
of (i) causing a display device to display a report including
information about the determined way to compromise the
networked system, (ii) recording the report including the
information about the determined way to compromise the
networked system in a file, and (iii) electronically transmit-
ting the report including the information about the deter-
mined way to compromise the networked system.

In some embodiments, the penetration testing system 100
comprises storage medium 182' which includes program
instructions 186, as illustrated in FIGS. 6, 7A and 7B. The
storage medium 182' is shown for convenience as being part
of the remote computing device 254 but it can be anywhere
as long as the one or more processors 250 can access and
execute the program instructions 186 stored therein.

As illustrated in the block diagram of FIGS. 7A and 7B,
storage medium 182' includes program instructions 186,
which include 8 groups of program instructions GPI21 . . .
GPI28. Execution of the program instructions 186 by the one
or more processors 250 of the computing device 254 causes
the one or more processors 250 of the computing device 254
to execute the following groups of program instructions:

GPI21 for selecting a first target network node of the
plurality of network nodes of the networked system;

GPI22 for handling the first target network node, the
handling of the first target network node comprising: (a)
determining a first vulnerability that can compromise the
first target network node, based on the selected first target
network node and based on the current assignment of the
plurality of network nodes to the blue, red and purple
classes, (b) checking whether compromising the first target
network node using the first vulnerability would result in the
attacker achieving full control of the first target network
node, and (c) assigning the first target network node to the
red class in response to determining that the compromising
of the first target network node using the first vulnerability
would result in the attacker achieving full control of the first
target network node;

GPI23 for selecting a second target network node of the
plurality of network nodes of the networked system;

GPI24 for handling the second target network node, the
handling of the second target network node comprising: (a)
determining a second vulnerability that can compromise the
second target network node, based on the selected second
target network node and based on the current assignment of
the plurality of network nodes to the blue, red and purple
classes, (b) checking whether compromising the second
target network node using the second vulnerability would
result in the attacker achieving full control of the second
target network node, and (c) assigning the second target
network node to the red class in response to determining that
(1) the compromising of the second target network node
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using the second vulnerability would not result in the
attacker achieving full control of the second target network
node and (ii) the attacker would be able to achieve full
control of the second target network node by using (A) one
or more privilege escalation techniques and (B) one or more
access rights to the second target network node obtained by
the compromising of the second target network node using
the second vulnerability;

GPI25 for selecting a third target network node of the
plurality of network nodes of the networked system;

GPI26 for handling the third target network node, the
handling of the third target network node comprising: (a)
determining a third vulnerability that can compromise the
third target network node, based on the selected third target
network node and based on the current assignment of the
plurality of network nodes to the blue, red and purple
classes, (b) checking whether compromising the third target
network node using the third vulnerability would result in
the attacker achieving full control of the third target network
node, and (c) assigning the third target network node to the
purple class in response to determining that (I) the compro-
mising of the third target network node using the third
vulnerability would not result in the attacker achieving full
control of the third target network node and (II) the attacker
cannot achieve full control of the third target network node
by using (1) any combination of privilege escalation tech-
niques and (2) any combination of access rights to the third
target network node obtained by the compromising of the
third target network node using the third vulnerability;

GPI27 for determining the way for an attacker to com-
promise the networked system based on at least one of the
first vulnerability, the second vulnerability and the third
vulnerability; and

GPI28 for reporting the determined way for an attacker to
compromise the networked system, the reporting comprising
at least one action selected from the actions group consisting
of (i) causing a display device to display a report including
information about the determined way to compromise the
networked system, (ii) recording the report including the
information about the determined way to compromise the
networked system in a file, and (iii) electronically transmit-
ting the report including the information about the deter-
mined way to compromise the networked system.

In some embodiments, a penetration testing system 100
comprises computing device 254, which comprises one or
more processors 250 and non-transitory computer-readable
storage medium 182. The penetration testing system 100
also comprises a reconnaissance agent software module 120
installed on at least some network nodes 110 of the plurality
of network nodes 110. As discussed earlier, storage medium
182 includes program instructions 185 stored therein.

In some embodiments, a penetration testing system 100
comprises computing device 254, which comprises one or
more processors 250 and non-transitory computer-readable
storage medium 182'. The penetration testing system 100
also comprises a reconnaissance agent software module 120
installed on at least some network nodes 110 of the plurality
of network nodes 110. As discussed earlier, storage medium
182' includes program instructions 186 stored therein.

A schematic diagram of a networked system 200, accord-
ing to embodiments is shown in FIG. 8. Networked system
200, is similar to networked system 200, as diagrammed in
FIG. 3, but in networked system 200, a reconnaissance agent
software module (RASM) 120 is installed on at least some
of the plurality of network nodes 110 shown as part of
networked system 200;.
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The more detailed diagram of networked system 200,
shown in FIG. 9 is similar to the diagram of networked
system 200, of FIG. 4, except that reconnaissance agent
software modules 120, 120, are installed in first and second
network nodes 110, 110,. Networked system 200, shown in
FIG. 10 is similar to networked system 200, of FIG. 6,
except that reconnaissance agent software modules 120,
120, are installed in first and second network nodes 110,
1105 As disclosed earlier, the RASM 120 can be installed in
any or all of the network nodes 110. The RASMs 120, or at
least some program instructions thereof, can be stored in
respective storage media 112 of corresponding network
nodes 110.

In each of FIGS. 9 and 10, reconnaissance-agent non-
transitory computer-readable storage medium 112 is asso-
ciated with a first node 110, and is provided for storage of
instructions (not shown) of the reconnaissance agent soft-
ware module for execution by one or more processors 240,
of the first network node 110,, which is in electronic
communication with a remote computing device 254 (by
communications arrangement 252 - which can be an Internet
connection or a LAN connection or any other suitable
connection, including an indirect connection). Storage
medium 112 is shown for convenience as being part of the
network node 110, but it can be anywhere as long as the one
or more processors 240 can access and execute the instruc-
tions stored therein. Similarly, reconnaissance-agent non-
transitory computer-readable storage medium 112, is asso-
ciated with the second node 110, and is provided for storage
of instructions (not shown) of the reconnaissance agent
software module for execution by one or more processors
240, of the second network node 1104, which is also in
electronic communication with a remote computing device
254 (by communications arrangement 252 - which can be the
same as communications arrangement 252, or separate
and/or different). Storage medium 112, is also shown for
convenience as being part of the network node 110, but it
can be anywhere as long as the one or more processors 240 -
can access and execute the instructions stored therein.

Referring now to FIG. 11, a method is disclosed for
carrying out a penetration testing campaign of a networked
system 200 (for example, networked system 200, of FIG. 4)
by a simulated penetration testing system 100 for the pur-
pose of determining a way for an attacker to compromise the
networked system, wherein the simulated penetration testing
system assigns a plurality of network nodes of the net-
worked system to classes based on current information about
the compromisability of the plurality of network nodes at a
current state of the penetration testing campaign, the classes
consisting of (i) a red class, wherein each network node that
is a member of the red class is known to be compromisable
by the attacker in a way that gives the attacker full control
of the red-class-member network node, (ii) a blue class,
wherein each network node that is a member of the blue
class is not known to be compromisable by the attacker, and
(iii) a purple class, wherein each network node that is a
member of the purple class is known to be compromisable
by the attacker in a way that does not give the attacker full
control of the purple-class-member network node. As illus-
trated by the flow chart in FIG. 11, the method comprises:

Step S01 Selecting a first target network node of the
plurality of network nodes of the networked system. In some
embodiments, the first target network node is selected from
the network nodes assigned to the blue class. In some
embodiments, the first target network node is selected from
the network nodes assigned to the blue class or the purple
class.
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Step S02 Handling the first target network node, the
handling of the first target network node comprising: (a)
based on the selected first target network node and based on
the current assignment of the plurality of network nodes to
the blue, red and purple classes, determining a first vulner-
ability that can compromise the first target network node; (b)
checking whether compromising the first target network
node using the first vulnerability would result in the attacker
achieving full control of the first target network node; and
(c) in response to determining that the compromising of the
first target network node using the first vulnerability would
result in the attacker achieving full control of the first target
network node, assigning the first target network node to the
red class. In some embodiments of the method, a reconnais-
sance agent software module is installed on at least some
network nodes of the plurality of network nodes, and the
determining of the first vulnerability that can compromise
the first target network node is further based on data received
from the reconnaissance agent software module installed on
the first target network node.

Step S03 selecting a second target network node of the
plurality of network nodes of the networked system.

Step S04 handling the second target network node, the
handling of the second target network node comprising: (a)
based on the selected second target network node and based
on the current assignment of the plurality of network nodes
to the blue, red and purple classes, determining a second
vulnerability that can compromise the second target network
node; (b) checking whether compromising the second target
network node using the second vulnerability would result in
the attacker achieving full control of the second target
network node; and (c) in response to determining that the
compromising of the second target network node using the
second vulnerability would not result in the attacker achiev-
ing full control of the second target network node, assigning
the second target network node to the purple class. In some
embodiments, the assigning of the second target network
node to the purple class comprises associating with the
second target network node all access rights that would be
available to the attacker after using the second vulnerability
to compromise the second target network node. The select-
ing of the first target network node can be based on at least
one access right associated with a network node currently
assigned to the purple class. The determining of the first
vulnerability can be further based on at least one access right
associated with a network node currently assigned to the
purple class.

Step S05 based on at least one of the first vulnerability and
the second vulnerability, determining the way for an attacker
to compromise the networked system.

Step S06 reporting the determined way for an attacker to
compromise the networked system, the reporting comprising
at least one action selected from the actions group consisting
of (i) causing a display device to display a report including
information about the determined way to compromise the
networked system, (ii) recording the report including the
information about the determined way to compromise the
networked system in a file, and (iii) electronically transmit-
ting the report including the information about the deter-
mined way to compromise the networked system.

Referring now to FIGS. 12A and 12B in combination, a
method is disclosed for carrying out a penetration testing
campaign of a networked system 200 (for example, net-
worked system 200, of FIG. 10) by a simulated penetration
testing system 100 for the purpose of determining a way for
an attacker to compromise the networked system, wherein
the simulated penetration testing system assigns a plurality
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of network nodes of the networked system to classes based
on current information about the compromisability of the
plurality of network nodes at a current state of the penetra-
tion testing campaign, the classes consisting of (i) a red
class, wherein each network node that is a member of the red
class is known to be compromisable by the attacker in a way
that gives the attacker full control of the red-class-member
network node, (ii) a blue class, wherein each network node
that is a member of the blue class is not known to be
compromisable by the attacker, and (iii) a purple class,
wherein each network node that is a member of the purple
class is known to be compromisable by the attacker in a way
that does not give the attacker full control of the purple-
class-member network node. As illustrated by the flow chart
in FIGS. 12A-12B, the method comprises:

Step S11 Selecting a first target network node of the
plurality of network nodes of the networked system. In some
embodiments, the first target network node is selected from
the network nodes assigned to the blue class. In some
embodiments, the first target network node is selected from
the network nodes assigned to the blue class or the purple
class.

Step S12 Handling the first target network node, the
handling of the first target network node comprising: (a)
based on the selected first target network node and based on
the current assignment of the plurality of network nodes to
the blue, red and purple classes, determining a first vulner-
ability that can compromise the first target network node; (b)
checking whether compromising the first target network
node using the first vulnerability would result in the attacker
achieving full control of the first target network node; and
(c) in response to determining that the compromising of the
first target network node using the first vulnerability would
result in the attacker achieving full control of the first target
network node, assigning the first target network node to the
red class. In some embodiments of the method, a reconnais-
sance agent software module is installed on at least some
network nodes of the plurality of network nodes, and the
determining of the first vulnerability that can compromise
the first target network node is further based on data received
from the reconnaissance agent software module installed on
the first target network node.

Step S13 selecting a second target network node of the
plurality of network nodes of the networked system.

Step S14 handling the second target network node, the
handling of the second target network node comprising: (a)
based on the selected second target network node and based
on the current assignment of the plurality of network nodes
to the blue, red and purple classes, determining a second
vulnerability that can compromise the second target network
node; (b) checking whether compromising the second target
network node using the second vulnerability would result in
the attacker achieving full control of the second target
network node; and (c) in response to determining that (i) the
compromising of the second target network node using the
second vulnerability would not result in the attacker achiev-
ing full control of the second target network node and (ii) the
attacker would be able to achieve full control of the second
target network node by using (A) one or more privilege
escalation techniques and (B) one or more access rights to
the second target network node obtained by the compromis-
ing of the second target network node using the second
vulnerability, assigning the second target network node to
the red class.

Step S15 Selecting a third target network node of the
plurality of network nodes of the networked system.
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Step S16 handling the third target network node, the
handling of the third target network node comprising: (a)
based on the selected third target network node and based on
the current assignment of the plurality of network nodes to
the blue, red and purple classes, determining a third vulner-
ability that can compromise the third target network node;
(b) checking whether compromising the third target network
node using the third vulnerability would result in the
attacker achieving full control of the third target network
node; and (c) in response to determining that (i) the com-
promising of the third target network node using the third
vulnerability would not result in the attacker achieving full
control of the third target network node and (ii) the attacker
cannot achieve full control of the third target network node
by using (A) any combination of privilege escalation tech-
niques and (B) any combination of access rights to the third
target network node obtained by the compromising of the
third target network node using the third vulnerability,
assigning the third target network node to the purple class.

Step S17 based on at least one of the first vulnerability, the
second vulnerability and the third vulnerability, determining
the way for an attacker to compromise the networked
system.

Step S18 reporting the determined way for an attacker to
compromise the networked system, the reporting comprising
at least one action selected from the actions group consisting
of (i) causing a display device to display a report including
information about the determined way to compromise the
networked system, (ii) recording the report including the
information about the determined way to compromise the
networked system in a file, and (iii) electronically transmit-
ting the report including the information about the deter-
mined way to compromise the networked system.

The present invention has been described using detailed
descriptions of embodiments thereof that are provided by
way of example and are not intended to limit the scope of the
invention. The described embodiments comprise different
features, not all of which are required in all embodiments of
the invention. Some embodiments of the present invention
utilize only some of the features or possible combinations of
the features. Variations of embodiments of the present
invention that are described and embodiments of the present
invention comprising different combinations of features
noted in the described embodiments will occur to persons
skilled in the art to which the invention pertains.

Definitions

This disclosure should be interpreted according to the
definitions below.

In case of a contradiction between the definitions in this
Definitions section and other sections of this disclosure, this
section should prevail.

In case of a contradiction between the definitions in this
section and a definition or a description in any other docu-
ment, including in another document incorporated in this
disclosure by reference, this section should prevail, even if
the definition or the description in the other document is
commonly accepted by a person of ordinary skill in the art.

1. “computing device”—Any device having a processing
unit into which it is possible to install code that can be
executed by the processing unit. The installation of the code
may be possible even while the device is operative in the
field or it may be possible only in the factory.

2. “peripheral device”—Any device, whether a comput-
ing device or not, that provides input or output services to at
least one other device that is a computing device. Examples
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of peripheral devices are printers, plotters, scanners, envi-
ronmental sensors, smart-home controllers, digital cameras,
speakers and display screens. A peripheral device may be
directly connected to a single computing device or may be
connected to a communication system through which it can
communicate with one or more computing devices. A stor-
age device that is (i) not included in or directly connected to
a single computing device, and (ii) accessible by multiple
computing devices, is a peripheral device.

3. “network” or “computing network”—A collection of
computing devices and peripheral devices which are all
connected to common communication means that allow
direct communication between any two of the devices
without requiring passing the communicated data through a
third device. The network includes both the connected
devices and the communication means. A network may be
wired or wireless or partially wired and partially wireless.

4. “networked system” or “networked computing sys-
tem”—One or more networks that are interconnected so that
communication is possible between any two devices of the
one or more networks, even if they do not belong to the same
network. The connection between different networks of the
networked system may be achieved through dedicated com-
puting devices, and/or through computing devices that
belong to multiple networks of the networked system and
also have other functionality in addition to connecting
between networks. The networked system includes the one
or more networks, any connecting computing devices and
also peripheral devices accessible by any computing device
of the networked system. Note that a single network is a
networked system having only one network, and therefore a
network is a special case of a networked system.

5. “module”—A portion of a system that implements a
specific task. A module may be composed of hardware,
software or any combination of both. For example, in a
module composed of both hardware and software, the hard-
ware may include a portion of a computing device, a single
computing device or multiple computing devices, and the
software may include software code executed by the portion
of the computing device, by the single computing device or
by the multiple computing devices. A computing device
associated with a module may include one or more proces-
sors and computer readable storage medium (non-transitory,
transitory or a combination of both) for storing instructions
or for executing instructions by the one or more processors.

6. “network node of a networked system” or “node of a
networked system”—Any computing device or peripheral
device that belongs to the networked system.

7. “security vulnerability of a network node” or “vulner-
ability of a network node”—A weakness which allows an
attacker to compromise the network node. A vulnerability of
a network node may be caused by one or more of a flawed
configuration of a component of the network node, a flawed
setting of a software module in the network node, a bug in
a software module in the network node, a human error while
operating the network node, having trust in an already-
compromised other network node, and the like.

A weakness that allows an attacker to compromise a
network node only conditionally, depending on current
conditions in the network node or in the networked system
in which the network node resides, is still a vulnerability of
the network node, but may also be referred to as a “potential
vulnerability of the network node”. For example, a vulner-
ability that compromises any network node running the
Windows 7 Operating System, but only if the network node
receives messages through a certain Internet port, can be
said to be a vulnerability of any Windows 7 network node,

10

15

20

25

30

35

40

45

50

55

60

65

26

and can also be said to be a potential vulnerability of any
such node. Note that in this example the potential vulner-
ability may fail in compromising the node either because the
certain port is not open (a condition in the node) or because
a firewall is blocking messages from reaching the certain
port in the node (a condition of the networked system).

8. “security vulnerability of a networked system” or
“vulnerability of a networked system”—A weakness which
allows an attacker to compromise the networked system. A
vulnerability of a networked system may be caused by one
or more of a vulnerability of a network node of the net-
worked system, a flawed configuration of a component of
the networked system, a flawed setting of a software module
in the networked system, a bug in a software module in the
networked system, a human error while operating the net-
worked system, and the like.

A weakness that allows an attacker to compromise a
networked system only conditionally, depending on current
conditions in the networked system, is still a vulnerability of
the networked system, but may also be referred to as a
“potential vulnerability of the networked system”. For
example, if a network node of the networked system has a
potential vulnerability then that vulnerability can be said to
be a vulnerability of the networked system, and can also be
said to be a potential vulnerability of the networked system.

9. “validating a vulnerability” or “validating a potential
vulnerability” (for a given network node or for a given
networked system)—Veritying that the vulnerability com-
promises the given network node or the given networked
system under the conditions currently existing in the given
network node or the given networked system.

The validation of the vulnerability may be achieved by
actively attempting to compromise the given network node
or the given networked system and then checking if the
compromising attempt was successful. Such validation is
referred to as “active validation”.

Alternatively, the validation of the vulnerability may be
achieved by simulating the exploitation of the vulnerability
or by otherwise evaluating the results of such exploitation
without actively attempting to compromise the given net-
work node or the given networked system. Such validation
is referred to as “passive validation”. Note that just assuming
that a vulnerability will succeed in compromising a given
network node or a given networked system under current
conditions without executing either active validation or
passive validation, is not considered as validating the vul-
nerability.

10. “vulnerability management”—A cyclical practice of
identifying, classifying, remediating, and mitigating vulner-
abilities of network nodes in a networked system.

11. “penetration testing” or “pen testing” (in some refer-
ences also known as “red team assessment” or “red team
testing”, but in other references those terms referring to a red
team have a different meaning than “penetration test-
ing”)—A process in which a networked system is evaluated
in order to determine if it can be compromised by an attacker
by utilizing one or more security vulnerabilities of the
networked system. If it is determined that the networked
system can be compromised, then the one or more security
vulnerabilities of the networked system are identified and
reported.

Unlike a vulnerability management process which oper-
ates at the level of isolated vulnerabilities of individual
network nodes, a penetration test may operate at a higher
level which considers vulnerabilities of multiple network
nodes that might be jointly used by an attacker to compro-
mise the networked system.
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A penetration testing process involves at least the follow-
ing functions: (i) a reconnaissance function, (ii) an attack
function, and (iii) a reporting function. It should be noted
that the above functions do not necessarily operate sequen-
tially according to the above order, but may operate in
parallel or in an interleaved mode.

Unless otherwise explicitly specified, a reference to pen-
etration testing should be understood as referring to auto-
mated penetration testing.

12. “automated penetration testing”—Penetration testing
in which at least one of the reconnaissance function, the
attack function and the reporting function is at least partially
automated.

13. “penetration testing system”™—A system capable of
performing penetration testing, regardless if composed of
hardware, software or combination of both.

14. “reconnaissance function” or “recon function”—The
function in a penetration testing process that handles col-
lection of data about the tested networked system. The
collected data may include internal data of one or more
network nodes of the tested networked system. Additionally,
the collected data may include data about communication
means of the tested networked system and about peripheral
devices of the tested networked system. The collected data
may also include data that is only indirectly related to the
tested networked system, for example business intelligence
data about the organization owning the tested networked
system, collected in order to use it for assessing importance
of resources of the networked system.

The functionality of a reconnaissance function may be
implemented by any combination of (i) software executing
in a remote computing device, where the remote computing
device may probe the tested networked system for the
purpose of collecting data about it, (ii) hardware and/or
software simulating or duplicating the tested networked
system, (iii) a reconnaissance agent software module execut-
ing in one or more network nodes of the tested networked
system.

15. “attack function”—The function in a penetration
testing process that handles determination of whether one or
more security vulnerabilities exist in the tested networked
system. The determination is based on data collected by the
reconnaissance function of the penetration testing. The
attack function generates data about each of the identified
security vulnerabilities, if any.

The functionality of an attack function may be imple-
mented by any combination of (i) software executing in a
remote computing device, where the remote computing
device may attack the tested networked system for the
purpose of verifying that it can be compromised, (ii) hard-
ware and/or software simulating or duplicating the tested
networked system, (iii) an attack agent software module
executing in one or more network nodes of the tested
networked system.

The methods used by an attack function may include
executing a real attack on the tested networked system by
attempting to change at least one setting, mode or state of a
network node or of a hardware or software component of a
network node, in order to verify that the tested networked
system may be compromised. In such case, the attempt may
result in actually compromising the tested networked sys-
tem. Alternatively, the methods used by an attack function
may be such that whenever there is a need to verify whether
a setting, a mode or a state of a network node or of a
hardware or software component of a network node can be
changed in a way that compromises the tested networked
system, the verification is done by simulating the effects of
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the change or by otherwise evaluating them without ever
actually compromising the tested networked system.

16. “reporting function”—The function in a penetration
testing process that handles reporting of results of the
penetration testing. The reporting comprises at least one of
(1) causing a display device to display a report including
information about the results of the penetration testing, (ii)
recording a report including information about the results of
the penetration testing in a file, and (iii) electronically
transmitting a report including information about the results
of the penetration testing.

The functionality of a reporting function may be imple-
mented by software executing in a remote computing
device, for example in the computing device implementing
the attack function of the penetration testing.

17. “recovery function” or “clean-up function”—The
function in a penetration testing process that handles clean-
ing-up after a penetration test. The recovery includes undo-
ing any operation done during the penetration testing pro-
cess that results in compromising the tested networked
system.

The functionality of a recovery function may be imple-
mented by any combination of (i) software executing in a
remote computing device, for example in the computing
device implementing the attack function of the penetration
testing, (ii) an attack agent software module executing in one
or more network nodes of the tested networked system.

18. “a campaign of penetration testing” or “penetration
testing campaign” or just “campaign”—A specific run of a
specific test of a specific networked system by the penetra-
tion testing system.

An execution of a campaign must end by one of the
following: (i) determining by the penetration testing system
that the goal of the attacker was reached by the campaign,
(i1) determining by the penetration testing system that the
goal of the attacker cannot be reached by the campaign, (iii)
if the campaign is assigned a time limit, exceeding the time
limit by the campaign, and (iv) manually terminating the
campaign by a user of the penetration testing system.

19. “results of a penetration testing campaign”—Any
output generated by the penetration testing campaign. This
includes, among other things, data about any security vul-
nerability of the networked system tested by the penetration
testing campaign that is detected by the campaign. It should
be noted that in this context the word “results” is used in its
plural form regardless of the amount of output data gener-
ated by the penetration testing campaign, including when the
output consists of data about a single security vulnerability.

20. “attacker” or “threat actor”—An entity, whether a
single person, a group of persons or an organization, that
might conduct an attack against a networked system by
penetrating it for uncovering its security vulnerabilities
and/or for compromising it.

21. “a type of an attacker”—A classification of the
attacker that indicates its main incentive in conducting
attacks of networked systems. Typical values for a type of an
attacker are state-sponsored, opportunistic cyber criminal,
organized cyber criminal and insider.

An attacker can have only a single type.

22. “a capability of an attacker”—A tool in the toolbox of
the attacker. A capability describes a specific action that the
attacker can perform. Examples of capabilities are copying
a local file of a network node and exporting it to the attacker
out of the networked system and remotely collecting data-
base information from an SQL server of the networked
system. In some systems, selecting a type of an attacker
causes a corresponding default selection of capabilities for
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that type of attacker, but the user may have an option to
override the default selection and add or delete capabilities.

An attacker can have one or multiple capabilities.

23. “a goal of an attacker”—What the attacker of a
campaign is trying to achieve when attacking a targeted
networked system. In other words, what is the criterion
according to which the attacker will judge whether the attack
was a success or a failure and/or to what extent was it a
success or a failure. Selecting a type of an attacker may
cause a default selection of a goal for that attacker, but the
user may have an option to override the default selection. An
attacker can have one or multiple goals.

24. “a lateral movement strategy of an attacker”—A
decision logic applied by the attacker of a campaign for
selecting the next network node to try to compromise.

During a penetration testing campaign, the attacker is
assumed to make progress by an iterative process in which
in each iteration he selects the next node to attack, based on
the group of network nodes he already controls (i.e. that are
already compromised). If the attack on the selected node is
successful, that node is added to the group of nodes that are
already compromised, and another iteration starts. If the
attempt to compromise the selected node fails, another node
is selected, either according to some other rule or randomly.

It should be noted that all types of penetration testing
systems, whether using simulated penetration testing, actual
attack penetration testing or some other form of penetration
testing, must use a lateral movement strategy. In the case of
a penetration testing system that actually attacks the tested
networked system, the lateral movement strategy selects the
path of attack actually taken through the networked system.
In the case of a penetration testing system that simulates or
evaluates the results of attacking the tested networked
system, the lateral movement strategy selects the path of
attack taken in the simulation or the evaluation through the
networked system. Therefore in the above explanation, the
term “attack” should be understood to mean “actual attack or
simulated attack™, the term “already controls” should be
understood to mean “already controls or already determined
to be able to control”, the term “already compromised”
should be understood to mean “already compromised or
already determined to be compromisable”, etc.

A simple example of a lateral movement strategy is a
“depth first” strategy. In such strategy, the next network node
to try to compromise is an immediate neighbor of the last
network node that was compromised that is not yet com-
promised (provided such neighbor node exists).

Another simple example is a “breadth search” strategy. In
such strategy, the next network node to try to compromise is
a network node whose distance from the first node compro-
mised by the campaign is the smallest possible. The distance
between two network nodes is the number of network nodes
along the shortest path between them, plus one. A path is an
ordered list of network nodes in which each pair of adjacent
nodes in the list is a pair of immediate neighbors. Thus, the
distance between two immediate neighbors is one.

An example of a more advanced lateral movement strat-
egy is a strategy that is applicable when a goal of the attacker
is related to a resource of the networked system that resides
in a specific network node. In such case the next network
node to try to compromise may be selected by determining
the shortest path in the networked system leading from an
already compromised node to the specific node containing
the desired resource, and picking the first node on this path
to be the next node to try to compromise. Note that if the
shortest path has a length of one (which happens when the
specific node is an immediate neighbor of an already com-
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promised node), then the next node to try to compromise is
the specific node containing the desired resource. Another
example of a lateral movement strategy is a strategy that
gives priority to network nodes satisfying a specific condi-
tion, for example nodes that are known to have a specific
weakness, such as running the Windows XP operating
system. In such case the next node to try to compromise is
a node that satisfies the condition and is also an immediate
neighbor of an already compromised node (if such node
exists). Selecting a type of an attacker may cause a default
selection of a lateral movement strategy for that attacker, but
the user may have an option to override the default selection.

Typically, an attacker uses a single lateral movement
strategy during an attack.

25. “network nodes A and B are immediate neighbors of
each other”-Network nodes A and B have a direct commu-
nication link between them that does not pass through any
other network node.

26. “penetration testing by simulation” or “simulated
penetration testing”—Penetration testing in which the meth-
ods used by the attack function are such that whenever there
is a need to verify whether a setting, a mode or a state of a
network node or of a hardware or software component of a
network node can be changed in a way that compromises the
tested networked system, the verification is done by simu-
lating the effects of the change or by otherwise evaluating
them without risking compromising the tested networked
system.

27. “penetration testing by actual attack” or “actual attack
penetration testing” or “penetration testing by actual
exploit” or “actual exploit penetration testing”—Penetration
testing in which the methods used by the attack function
include executing a real attack on the tested networked
system by attempting to change at least one setting, mode or
state of a network node or of a hardware or software
component of a network node in order to verify that the
tested networked system may be compromised, such that the
attempt may result in compromising the tested networked
system.

28. “penetration testing by reconnaissance agents” or
“reconnaissance agent penetration testing”—Penetration
testing in which the functionality of the reconnaissance
function is at least partially implemented by a reconnais-
sance agent software module installed and executed in each
one of multiple network nodes of the tested networked
system.

29. “reconnaissance client agent”, “reconnaissance agent”
or “recon agent”—A software module that can be installed
on a network node and can be executed by a processor of that
network node for partially or fully implementing the recon-
naissance function of a penetration test. A reconnaissance
agent must be capable, when executed by a processor of the
network node in which it is installed, of collecting data at
least about some of the events occurring in the network
node. Such events may be internal events of the network
node or messages sent out of the network node or received
by the network node. A reconnaissance agent may be
capable of collecting data about all types of internal events
of'its hosting network node. Additionally, it may be capable
of collecting other types of data of its hosting network node.
A reconnaissance agent may additionally be capable of
collecting data about other network nodes or about other
components of a networked system containing the hosting
network node. A reconnaissance agent may be persistently
installed on a network node, where “persistently” means that
once installed on a network node the reconnaissance agent
survives a reboot of the network node. Alternatively, a
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reconnaissance agent may be non-persistently installed on a
network node, where “non-persistently” means that the
reconnaissance agent does not survive a reboot of the
network node and consequently should be installed again on
the network node for a new penetration test in which the
network node takes part, if the network node was rebooted
since the previous penetration test in which it took part.

30. “attack client agent” or “attack agent”—A software
module that can be installed on a network node and can be
executed by a processor of that network node for partially or
fully implementing the attack function of a penetration test.
Typically, an attack agent is installed by an actual attack
penetration testing system in a network node that it had
succeeded to compromise during a penetration test. Once
installed on such network node, the attack agent may be used
as a tool for compromising other network nodes in the same
networked system. In such case, the attack agent may
include code that when executed by a processor of the
compromised network node compromises another network
node that is adjacent to it in the networked system, possibly
taking advantage of the high level of trust it may have from
the point of view of the adjacent network node. Another type
of an attack agent may include code that when executed by
a processor of a network node determines whether that
network node would be compromised if a given operation is
performed.

31. “penetration testing software module” or “remote
computing device penetration testing software module”—A
software module that implements the full functionality of a
penetration testing system, except for the functionality
implemented by (i) reconnaissance agents, (ii) attack agents,
and (iii) hardware and/or software simulating or duplicating
the tested networked system, if such components are used in
the implementation of the penetration testing system.

The penetration testing software module may be installed
and executed on a single computing device or comprise
multiple software components that reside on multiple com-
puting devices. For example, a first component of the
penetration testing software module may implement part or
all of the reconnaissance function and be installed and
executed on a first computing device, a second component
of the penetration testing software module may implement
part or all of the attack function and be installed and
executed on a second computing device, and a third com-
ponent of the penetration testing software module may
implement the reporting function and be installed and
executed on a third computing device.

32. “internal data of a network node”—Data related to the
network node that is only directly accessible to code execut-
ing by a processor of the network node and is only accessible
to any code executing outside of the network node by
receiving it from code executing by a processor of the
network node. Examples of internal data of a network node
are data about internal events of the network node, data
about internal conditions of the network node, and internal
factual data of the network node.

33. “internal event of/in a network node”—An event
occurring in the network node whose occurrence is only
directly detectable by code executing by a processor of the
network node. Examples of an internal event of a network
node are an insertion of a USB drive into a port of the
network node, and a removal of a USB drive from a port of
the network node. An internal event may be a free event or
a non-free event.

It should be noted that the term “an event of X” refers to
any occurrence of an event of the type X and not to a specific
occurrence of it. For referring to a specific occurrence of an
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event of type X one should explicitly say “an occurrence of
event of X. Thus, a software module which looks for
detecting insertions of a USB drive into a port is “detecting
an event of USB drive insertion”, while after that module
had detected such event it may report “an occurrence of an
event of USB drive insertion”.

34. “internal condition of/in a network node”—A Boolean
condition related to the network node which can only be
directly tested by code executing by a processor of the
network node. Examples of an internal condition of a
network node are whether the local disk of the terminal node
is more than 98% full or not, and whether a USB drive is
currently inserted in a port of the network node.

35. “internal factual data of/in a network node” or “inter-
nal facts of a network node”—Facts related to the network
node which can only be directly found by code executing by
a processor of the network node. Examples of factual data of
a network node are the version of the firmware of a solid-
state drive installed in the network node, the hardware
version of a processor of the network node, and the amount
of free space in a local disk of the network node.

36. “resource of a network node”—A file in the network
node, a folder in the network node, credentials of a user
residing in the network node (the credentials not necessarily
applying to the network node containing the credentials), a
peripheral device of the network node or a communication
device accessible to the network node.

37. “resource of a networked system”—A file in a net-
work node of the networked system, a folder in a network
node of the networked system, credentials of a user of the
networked system, a peripheral device of a network node of
the networked system, a peripheral device directly attached
to a network of the networked system, or a communication
device accessible by a network node of the networked
system.

38. “access rights” (of a user in a network node)—Rights
of'the user to perform operations on resources of the network
node. For example, a right to execute a given file or a given
class of files, a right to read from a given file or from a given
folder, a right to create a new file in a given folder, a right
to change a given file, a right to print on a given printer, or
a right to send out data through a given communication
device.

The term “access rights” in the plural may be used even
if only a single right is involved (e.g. when a user has only
a right to read a single file in the network node).

39. “compromising a network node”—Successfully caus-
ing execution of an operation in the network node that is not
allowed for the entity requesting the operation by the rules
defined by an administrator of the network node, or suc-
cessfully causing execution of code in a software module of
the network node that was not predicted by the vendor of the
software module. Examples for compromising a network
node are reading a file without having read permission for it,
modifying a file without having write permission for it,
deleting a file without having delete permission for it,
exporting a file out of the network node without having
permission to do so, getting an access right higher than the
one originally assigned without having permission to get it,
getting a priority higher than the one originally assigned
without having permission to get it, changing a configura-
tion of a firewall network node such that it allows access to
other network nodes that were previously hidden behind the
firewall without having permission to do it, and causing
execution of software code by utilizing a buffer overflow. As
shown by the firewall example, the effects of compromising
a certain network node are not necessarily limited to that
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certain network node. In addition, executing successful ARP
spoofing, denial-of-service, man-in-the-middle or session-
hijacking attacks against a network node are also considered
compromising that network node, even if not satisfying any
of the conditions listed above in this definition.

40. “ARP spoofing”—a technique for compromising a
target network node in which an attacker sends a false
Address Resolution Protocol (ARP) reply message to the
target network node. The aim is to associate an attacker’s
MAC address (either a MAC address of the node sending the
false ARP reply message or a MAC address of another node
controlled by the attacker) with the IP address of another
host, such as the default gateway, causing any traffic sent by
the target node and meant for that IP address to be sent to the
attacker instead. ARP spoofing may allow an attacker to
intercept data frames on a network, modify the traffic, or
stop all traffic to a certain node. Often the attack is used as
an opening for other attacks, such as denial-of-service,
man-in-the-middle, or session-hijacking attacks.

41. “denial-of-service attack”—a cyber-attack where an
attacker seeks to make a service provided by a network node
to other network nodes unavailable to its intended users
either temporarily or indefinitely. The denial-of-service
attack may be accomplished by flooding the node providing
the targeted service with superfluous requests in an attempt
to overload it and prevent some or all legitimate requests
from being fulfilled. Alternatively, the denial-of-service
attack may be accomplished by causing some or all of the
legitimate requests addressed to the targeted service to not
reach their destination.

42. “man-in-the-middle attack”—a cyber-attack where an
attacker secretly relays and possibly alters the communica-
tion between two network nodes who believe they are
directly communicating with each other. One example of
man-in-the-middle attacks is active eavesdropping, in which
the attacker makes independent connections with the victims
and relays messages between them to make them believe
they are communicating directly with each other, when in
fact the entire communication session is controlled by the
attacker. The attacker must be able to intercept all relevant
messages passing between the two victims and inject new
ones.

43. “session-hijacking attack”™—a cyber-attack where a
valid communication session between two network nodes in
a networked system is used by an attacker to gain unauthor-
ized access to information or services in the networked
computer system.

44. “compromising a networked system”—Compromis-
ing at least one network node of the networked system or
successfully causing execution of an operation in the net-
worked system that is not allowed for the entity requesting
the operation by the rules defined by an administrator of the
networked system. Examples for operations in the net-
worked system that may not be allowed are exporting a file
out of the networked system without having permission to
do so, sending a file to a network printer without having
permission to do so, and copying a file from one network
node to another network node without having permission to
do so.

45. “compromising a software application”—Success-
fully causing the software application to execute an opera-
tion that is not allowed for the entity requesting the operation
by the rules defined by an administrator of the network node
on which the software application is installed or by a vendor
of the software application, or successfully causing the
execution of code in the software application that was not
predicted by the vendor of the software application.
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Examples for compromising a software application are
changing a configuration file controlling the operation of the
software application without having permission for doing
so, and activating a privileged function of the software
application without having permission for doing so. In
addition, causing the software application to execute a
macro without checking rights of the macro code to do what
it is attempting to do is also considered compromising that
software application, even if not satistying any of the
conditions listed above in this definition.

46. “administrator of a network node”—Any person that
is authorized, among other things, to define or change at
least one rule controlling at least one of an access right, a
permission, a priority and a configuration in the network
node.

47. “administrator of a networked system”—Any person
that is authorized, among other things, to define or change at
least one rule controlling at least one of an access right, a
permission, a priority and a configuration in the networked
system. Note that an administrator of a networked system
may also be an administrator of one or more of the network
nodes of the networked system.

48. “achieving full control of a computing device”—For
a multi-user computing device that distinguishes between
administrator and non-administrator users, logging into the
computing device with administrator access rights. For a
single-user computing device, logging into the computing
device as the single user.

49. “privilege escalation”™—An act of exploiting a bug, a
design flaw or a configuration oversight in an operating
system or a software application in order to gain additional
access rights to resources in a network node on top of
previously held access rights (if any). The result of applying
privilege escalation in a network node is that the entity
applying it (whether a legitimate user or an illegitimate
attacker) can now perform unauthorized actions that were
not available to him prior to applying the privilege escala-
tion.

50. “remote computing device” or “penetration testing
remote computing device” (with respect to a given net-
worked system)—A computing device that executes soft-
ware implementing part or all of the penetration testing
software module that is used for testing the given networked
system.

A remote computing device may be (i) outside of the
given networked system, or (ii) inside the given networked
system. In other words, a remote computing device is not
necessarily physically remote from the given networked
system. It is called “remote” to indicate its functionality is
logically separate from the functionality of the given net-
worked system.

A remote computing device may (i) be a dedicated
computing device that is dedicated only to doing penetration
testing, or (ii) also implement other functionality not directly
related to penetration testing.

A remote computing device is not limited to be a single
physical device with a single processing unit. It may be
implemented by multiple separate physical devices pack-
aged in separate packages that may be located at different
locations. Each of the separate physical devices may include
one or multiple processing units.

A remote computing device may be (i) a physical com-
puting device, or (ii) a virtual machine running inside a
physical computing device on top of a hosting operating
system.

51. “explicitly selecting”—Directly and clearly selecting,
by a human user, of one option out of multiple options
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available to the human user, leaving no room for doubt and
not relying on making deductions by a computing device.

Examples of explicit selections are (i) selection of a
specific type of an attacker from a drop-down list of types,
(i1) selection of specific one or more attacker capabilities by
marking one or more check boxes in a group of multiple
check boxes corresponding to multiple attacker capabilities,
and (iii) reception for viewing by a user of a recommenda-
tion automatically computed by a computing device for a
value of an information item and actively approving by the
user of the recommendation for using the value, provided
that the approving user has an option of rejecting the
recommendation and selecting a different value for the
information item.

Examples of selections that are not explicit selections are
(1) selection of specific one or more attacker capabilities by
selecting a specific scenario of a penetration testing system
from a pre-defined library of scenarios, where the specific
scenario includes an attacker having the one or more capa-
bilities, and (ii) selection of specific one or more attacker
capabilities by selecting a specific goal of an attacker,
accompanied by a deduction by a computing device con-
cluding that the specific one or more attacker capabilities
must be selected because they are essential for the attacker
to succeed in meeting the specific goal.

52. “automatically selecting”—Selecting, by a computing
device, of one option out of multiple options, without
receiving from a human user an explicit selection of the
selected option. It should be noted that the selecting of an
option is an automatic selecting even if the computing
device is basing the selection on one or more explicit
selections by the user, as long as the selected option itself is
not explicitly selected by the user. It should also be noted
that receiving from a user of an approval for a recommen-
dation which is otherwise automatically selected without
giving the user an ability to override the recommendation
does not make the selection a non-automatic selection.

An example of an automatic selection is a selection by a
computing device of one or more attacker capabilities by (a)
receiving from a user an explicit selection of a specific
scenario of a penetration testing system from a pre-defined
library of scenarios, (b) determining by the computing
device that the specific scenario includes an attacker having
the one or more capabilities, and (c) deducing by the
computing device that the user wants to select the one or
more attacker capabilities.

An example of a selection that is not an automatic
selection is a selection of a value for an information item by
(a) calculating by a computing device of a recommended
value for the information item, (b) displaying the recom-
mendation to a user, and (c) receiving from the user an
explicit approval to use the recommended value of the
information item, provided that the approving user has an
option of rejecting the recommendation and selecting a
different value for the information item.

53. “defensive application”—A software application
whose task is to defend the network node in which it is
installed against potential attackers. A defensive application
may be a passive defensive application, in which case it only
detects and reports penetration attempts into its hosting
network node but does not attempt to defend against the
detected attacks. Alternatively, a defensive application may
be an active defensive application, in which case it not only
detects penetration attempts into its hosting network node
but also attempts to defend its hosting node against the
detected attacks by activating at least one counter-measure.
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54. “selecting a link”—Making an operation by a user that
causes following the link to a destination pointed to by the
link. Typically, selecting a link is achieved by pointing a
visible cursor to the link and clicking a button on a pointing
device (e.g. a mouse). However, there are other ways of
selecting a link, for example by moving a selection indicator
until the link is marked as selected and then hitting a
selection button (e.g. an “Enter” button in a keyboard or an
“OK” button in a remote-control device).

55. “opening a file”—If the file is an executable file, then
opening it means executing it. If the file is not an executable
file, then opening it means creating by the operating system
at least one data structure associated with the file, the one or
more data structures used for enabling a software application
to read or write data from/to the file.

56. “user interface”—A man-machine interface that does
at least one of (i) providing information to a user, and (ii)
receiving input from the user. Towards this end, any user
interface includes at least one of (i) an input device (e.g.
touch-screen, mouse, keyboard, joystick, camera) for receiv-
ing input from the user, and (ii) an output device (e.g.
display screen such as a touch-screen, speaker) for providing
information to the user. A user interface typically also
includes executable user-interface code for at least one of (i)
causing the output device to provide information to the user
(e.g. to display text associated with radio-buttons or with a
check list, or text of a drop-down list) and (ii) processing
user-input received via the input device.

In different examples, the executable code may be com-
piled-code (e.g. in assembly or machine-language), inter-
preted byte-code (e.g. Java byte-code), or browser-executed
code (e.g. JavaScript code) that may be sent to a client
device from a remote server and then executed by the client
device.

57. “user interface of a computing device”—A user inter-
face that is functionally attached to the computing device
and serves the computing device for interacting with the
user.

An input device of a user interface of a computing device
may share a common housing with the computing device
(e.g. a touch-screen of a tablet), or may be physically
separate from the computing device and be in communica-
tion with it, either through a physical port (e.g. a USB port)
or wirelessly (e.g. a wireless mouse).

An output device of a user interface of a computing device
may share a common housing with the computing device
(e.g. a touch-screen of a tablet), or may be physically
separate from the computing device and be in communica-
tion with it, either through a physical port (e.g. an HDMI
port) or wirelessly.

User-interface code of a user interface of a computing
device is stored in a memory accessible to the computing
device and is executed by one or more processors of the
computing device. In one example related to web-based user
interfaces, at least some of this code may be received from
a remote server and then locally executed by the computing
device which functions as a client. In another example
related to locally-implemented user interfaces, all of the
user-interface code is pre-loaded onto the computing device.

58. “random selection”—A selection that depends on a
random or pseudo-random factor. Different possible out-
comes in a random selection do not necessarily have the
same probabilities of being selected.

59. “blocking an attacker step”, “blocking a vulnerabil-
ity”—Making the attacker step or the exploitation of the
vulnerability (as the case may be) practically unavailable,
more expensive, more difficult, less efficient and/or less
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useful to attackers. The blocking of the attacker step or the
exploitation of the vulnerability is done by implementing a
remediation action.

60. “a Boolean condition”—A statement that can have a
value of either true or false. If the statement is true, we say
that the Boolean condition is satisfied. If the statement is
false, we say that the Boolean condition is not satisfied.

61. “subset/subgroup of a given set/group” or “sub-set/
sub-group of a given set/group”™—A set/group that satisfies
the condition that that every member of it is also a member
of the given set/group. Unless otherwise stated, a subset/
subgroup may be empty and contain no members at all.
Unless otherwise stated, a subset/subgroup of a given set/
group may contain all the members of the given set/group
and be equal to the given set/group.

62. “proper subset/subgroup of a given set/group” or
“proper sub-set/sub-group of a given set/group”—A subset/
subgroup of the given set/group that is not equal to the given
set/group. In other words, there is at least one member of the
given set/group that is not a member of the subset/subgroup.

63. “or"—A logical operator combining two Boolean
input conditions into a Boolean compound condition, such
that the compound condition is satisfied if and only if at least
one of the two input conditions is satisfied. In other words,
if condition C=condition A or condition B, then condition C
is not satisfied when both condition A and condition B are
not satisfied, but is satisfied in each of the following cases:
(1) condition A is satisfied and condition B is not satisfied,
(i1) condition A is not satisfied and condition B is satisfied,
and (iii) both condition A and condition B are satisfied.

64. “one of A and B”—If A and B are specific items, then
“one of A and B” is equivalent to “only A or only B, but not
both”. For example, “one of John and Mary” is equivalent to
“only John or only Mary, but not both John and Mary”. If A
and B are categories, then “one of A and B” is equivalent to
“only one of A or only one of B, but not both one of A and
one of B”. For example, “one of a dog and a cat” is
equivalent to “only one dog or only one cat, but not both one
dog and one cat”. Similarly, if A and B are specific items,
then “at least one of A and B” is equivalent to “only A or
only B, or both A and B”. For example, “at least one of John
and Mary” is equivalent to “only John or only Mary, or both
John and Mary”. If A and B are categories, then “at least one
of A and B” is equivalent to “only at least one of A or only
at least one of B, or both at least one of A and at least one
of B”. For example, “at least one of a dog and a cat” is
equivalent to “only at least one dog or only at least one cat,
or both at least one dog and at least one cat”.

Note that in “one of dogs and cats”, “dogs” and “cats” are
not categories but specific groups (i.e. specific items). There-
fore, “one of dogs and cats” is equivalent to “only dogs or
only cats, but not both dogs and cats”. Similarly, “at least
one of dogs and cats” is equivalent to “only dogs or only
cats, or both dogs and cats”.

If A, B and C are specific items, then “one of A, B and C”
is equivalent to “only A or only B or only C, but not a
combination of two or three members of the group consist-
ing oft A, B and C”, and “at least one of A, B and C” is
equivalent to “only A or only B or only C, or any combi-
nation of two or three members of the group consisting of:
A, B and C”.

If A, B and C are categories, then “one of A, B and C” is
equivalent to “only one of A or only one of B or only one of
C, but not a combination of two or three members of the
group consisting of: one of A, one of B and one of C”, and
“at least one of A, B and C” is equivalent to “only at least
one of A or only at least one of B or only at least one of C,
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or any combination of two or three members of the group

consisting of: one of A, one of B and one of C”.

If the list following the “one of” or the “at least one of”
contains more than three members, then the previous defi-
nitions are again applicable, with the appropriate modifica-
tions that extrapolate the above logic.

Note that “one or more of” is equivalent to “at least one
of”, and the two terms are synonyms.

The invention claimed is:

1. A method of carrying out a penetration testing cam-
paign of a networked system by a simulated penetration
testing system for the purpose of determining a way for an
attacker to compromise the networked system, wherein the
simulated penetration testing system assigns a plurality of
network nodes of the networked system to classes based on
current information about the compromisability of the plu-
rality of network nodes at a current state of the penetration
testing campaign, the classes consisting of (i) a red class,
wherein each network node that is a member of the red class
is known to be compromisable by the attacker in a way that
gives the attacker full control of the red-class-member
network node, (ii) a blue class, wherein each network node
that is a member of the blue class is not known to be
compromisable by the attacker, and (iii) a purple class,
wherein each network node that is a member of the purple
class is known to be compromisable by the attacker in a way
that does not give the attacker full control of the purple-
class-member network node, the method comprising:

a. selecting a first target network node of the plurality of

network nodes of the networked system;

b. handling the first target network node, the handling of

the first target network node comprising:

i. based on the selected first target network node and
based on the current assignment of the plurality of
network nodes to the blue, red and purple classes,
determining a first vulnerability that can compromise
the first target network node;

ii. checking whether compromising the first target
network node using the first vulnerability would
result in the attacker achieving full control of the first
target network node; and

iii. in response to determining that the compromising of
the first target network node using the first vulner-
ability would result in the attacker achieving full
control of the first target network node, assigning the
first target network node to the red class;

c. selecting a second target network node of the plurality

of network nodes of the networked system;

d. handling the second target network node, the handling

of the second target network node comprising:

i. based on the selected second target network node and
based on the current assignment of the plurality of
network nodes to the blue, red and purple classes,
determining a second vulnerability that can compro-
mise the second target network node;

i. checking whether compromising the second target
network node using the second vulnerability would
result in the attacker achieving full control of the
second target network node; and

iii. in response to determining that (i) the compromis-
ing of the second target network node using the

second vulnerability would not result in the attacker

achieving full control of the second target network
node and (ii) the attacker would be able to achieve
full control of the second target network node by
using (A) one or more privilege escalation tech-
niques and (B) one or more access rights to the

—-
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second target network node obtained by the compro-
mising of the second target network node using the
second vulnerability, assigning the second target
network node to the red class;

e. selecting a third target network node of the plurality of
network nodes of the networked system;

f. handling the third target network node, the handling of
the third target network node comprising:

i. based on the selected third target network node and
based on the current assignment of the plurality of
network nodes to the blue, red and purple classes,
determining a third vulnerability that can compro-
mise the third target network node;

ii. checking whether compromising the third target
network node using the third vulnerability would
result in the attacker achieving full control of the
third target network node; and

iii. in response to determining that (i) the compromis-
ing of the third target network node using the third
vulnerability would not result in the attacker achiev-
ing full control of the third target network node and
(i) the attacker cannot achieve full control of the
third target network node by using (A) any combi-
nation of privilege escalation techniques and (B) any
combination of access rights to the third target net-
work node obtained by the compromising of the third
target network node using the third vulnerability,
assigning the third target network node to the purple
class;

g. based on at least one of the first vulnerability, the
second vulnerability and the third vulnerability, deter-
mining the way for an attacker to compromise the
networked system; and

h. reporting the determined way for an attacker to com-
promise the networked system, the reporting compris-
ing at least one action selected from the actions group
consisting of (i) causing a display device to display a
report including information about the determined way
to compromise the networked system, (ii) recording the
report including the information about the determined
way to compromise the networked system in a file, and
(iii) electronically transmitting the report including the
information about the determined way to compromise
the networked system.

2. The method of claim 1, wherein the assigning of the
third target network node to the purple class comprises
associating with the third target network node all access
rights that would be available to the attacker after using the
third vulnerability to compromise the third target network
node.

3. The method of claim 1, wherein the first target network
node is selected from the network nodes assigned to the blue
class.

4. The method of claim 1, wherein the first target network
node is selected from the network nodes assigned to the blue
class or the purple class.

5. The method of claim 1, wherein (i) a reconnaissance
agent software module is installed on at least some network
nodes of the plurality of network nodes, and (ii) the deter-
mining of the first vulnerability that can compromise the first
target network node is based on data received from the
reconnaissance agent software module installed on the first
target network node.

6. A simulated penetration testing system for carrying out
apenetration testing campaign of a networked system for the
purpose of determining a way for an attacker to compromise
the networked system, wherein the simulated penetration
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testing system assigns a plurality of network nodes of the
networked system to classes based on current information
about the compromisability of the plurality of network nodes
at a current state of the penetration testing campaign, the
classes consisting of (i) a red class, wherein each network
node that is a member of the red class is known to be
compromisable by the attacker in a way that gives the
attacker full control of the red-class-member network node,
(ii) a blue class, wherein each network node that is a member
of the blue class is not known to be compromisable by the
attacker, and (iii) a purple class, wherein each network node
that is a member of the purple class is known to be
compromisable by the attacker in a way that does not give
the attacker full control of the purple-class-member network
node, the penetration testing system comprising:

a. a computing device comprising one or more processors,
the computing device in networked communication
with multiple network nodes of the networked system;
and

b. a non-transitory computer-readable storage medium
containing program instructions, wherein execution of
the program instructions by the one or more processors
of the computing device causes the one or more pro-
cessors of the computing device to carry out the fol-
lowing steps:

i. selecting a first target network node of the plurality of
network nodes of the networked system;

ii. handling the first target network node, the handling
of the first target network node comprising:

A. based on the selected first target network node and
based on the current assignment of the plurality of
network nodes to the blue, red and purple classes,

determining a first vulnerability that can compromise
the first target network node;

B. checking whether compromising the first target
network node using the first vulnerability would
result in the attacker achieving full control of the
first target network node; and

C. in response to determining that the compromising
of the first target network node using the first
vulnerability would result in the attacker achiev-
ing full control of the first target network node,
assigning the first target network node to the red
class;

iii. selecting a second target network node of the
plurality of network nodes of the networked system;
iv. handling the second target network node, the han-
dling of the second target network node comprising:

A. based on the selected second target network node
and based on the current assignment of the plu-
rality of network nodes to the blue, red and purple
classes, determining a second vulnerability that
can compromise the second target network node;

B. checking whether compromising the second target
network node using the second vulnerability
would result in the attacker achieving full control
of the second target network node; and

C. in response to determining that (I) the compro-
mising of the second target network node using
the second vulnerability would not result in the
attacker achieving full control of the second target
network node and (II) the attacker would be able
to achieve full control of the second target net-
work node by using (1) one or more privilege
escalation techniques and (2) one or more access
rights to the second target network node obtained
by the compromising of the second target network
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node using the second vulnerability, assigning the
second target network node to the red class;

v. selecting a third target network node of the plurality
of network nodes of the networked system;

vi. handling the third target network node, the handling
of the third target network node comprising:

A. based on the selected third target network node
and based on the current assignment of the plu-
rality of network nodes to the blue, red and purple
classes, determining a third vulnerability that can
compromise the third target network node;

B. checking whether compromising the third target
network node using the third vulnerability would
result in the attacker achieving full control of the
third target network node; and

C. in response to determining that (I) the compro-
mising of the third target network node using the
third vulnerability would not result in the attacker
achieving full control of the third target network
node and (II) the attacker cannot achieve full
control of the third target network node by using
(1) any combination of privilege escalation tech-
niques and (2) any combination of access rights to
the third target network node obtained by the
compromising of the third target network node
using the third vulnerability, assigning the third
target network node to the purple class;

vii. based on at least one of the first vulnerability, the
second vulnerability and the third vulnerability,
determining the way for an attacker to compromise
the networked system; and

viii. reporting the determined way for an attacker to
compromise the networked system, the reporting
comprising at least one action selected from the
actions group consisting of (i) causing a display
device to display a report including information
about the determined way to compromise the net-
worked system, (ii) recording the report including
the information about the determined way to com-
promise the networked system in a file, and (iii)
electronically transmitting the report including the
information about the determined way to compro-
mise the networked system.

7. The simulated penetration testing system of claim 6,
wherein the assigning of the third target network node to the
purple class comprises associating with the third target
network node all access rights that would be available to the
attacker after using the third vulnerability to compromise the
third target network node.

8. The simulated penetration testing system of claim 6,
wherein the first target network node is selected from the
network nodes assigned to the blue class.

9. The simulated penetration testing system of claim 6,
wherein the first target network node is selected from the
network nodes assigned to the blue class or the purple class.

10. The simulated penetration testing system of claim 6,
additionally comprising:

c. a reconnaissance agent software module installed on at
least some network nodes of the plurality of network
nodes,

wherein the determining of the first vulnerability that can
compromise the first target network node is based on
data received from the reconnaissance agent software
module installed on the first target network node.

11. A method of carrying out a penetration testing cam-

paign of a networked system by a simulated penetration
testing system for the purpose of determining a way for an

10

15

20

25

30

35

40

45

50

55

60

65

42

attacker to compromise the networked system, wherein the
simulated penetration testing system assigns a plurality of
network nodes of the networked system to classes based on
current information about the compromisability of the plu-
rality of network nodes at a current state of the penetration
testing campaign, the classes consisting of (i) a red class,
wherein each network node that is a member of the red class
is known to be compromisable by the attacker in a way that
gives the attacker full control of the red-class-member
network node, (ii) a blue class, wherein each network node
that is a member of the blue class is not known to be
compromisable by the attacker, and (iii) a purple class,
wherein each network node that is a member of the purple
class is known to be compromisable by the attacker in a way
that does not give the attacker full control of the purple-
class-member network node, the method comprising:
a. selecting a first target network node of the plurality of
network nodes of the networked system;
b. handling the first target network node, the handling of
the first target network node comprising:

i. based on the selected first target network node and
based on the current assignment of the plurality of
network nodes to the blue, red and purple classes,
determining a first vulnerability that can compromise
the first target network node;

ii. checking whether compromising the first target
network node using the first vulnerability would
result in the attacker achieving full control of the first
target network node; and

iii. in response to determining that the compromising of
the first target network node using the first vulner-
ability would result in the attacker achieving full
control of the first target network node, assigning the
first target network node to the red class;

c. selecting a second target network node of the plurality
of network nodes of the networked system;

d. handling the second target network node, the handling
of the second target network node comprising:

i. based on the selected second target network node and
based on the current assignment of the plurality of
network nodes to the blue, red and purple classes,
determining a second vulnerability that can compro-
mise the second target network node;

i. checking whether compromising the second target
network node using the second vulnerability would
result in the attacker achieving full control of the
second target network node; and

iii. in response to determining that the compromising of
the second target network node using the second
vulnerability would not result in the attacker achiev-
ing full control of the second target network node,
assigning the second target network node to the
purple class;

e. based on at least one of the first vulnerability and the
second vulnerability, determining the way for an
attacker to compromise the networked system; and

f. reporting the determined way for an attacker to com-
promise the networked system, the reporting compris-

ing at least one action selected from the actions group
consisting of (i) causing a display device to display a
report including information about the determined way
to compromise the networked system, (ii) recording the
report including the information about the determined
way to compromise the networked system in a file, and
(iii) electronically transmitting the report including the
information about the determined way to compromise
the networked system.
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12. The method of claim 11, wherein the assigning of the
second target network node to the purple class comprises
associating with the second target network node all access
rights that would be available to the attacker after using the
second vulnerability to compromise the second target net-
work node.

13. The method of claim 11, wherein the first target
network node is selected from the network nodes assigned to
the blue class.

14. The method of claim 11, wherein the first target
network node is selected from the network nodes assigned to
the blue class or the purple class.

15. The method of claim 11, wherein (i) a reconnaissance
agent software module is installed on at least some network
nodes of the plurality of network nodes, and (ii) the deter-
mining of the first vulnerability that can compromise the first
target network node is based on data received from the
reconnaissance agent software module installed on the first
target network node.

16. A simulated penetration testing system for carrying
out a penetration testing campaign of a networked system
for the purpose of determining a way for an attacker to
compromise the networked system, wherein the simulated
penetration testing system assigns a plurality of network
nodes of the networked system to classes based on current
information about the compromisability of the plurality of
network nodes at a current state of the penetration testing
campaign, the classes consisting of (i) a red class, wherein
each network node that is a member of the red class is known
to be compromisable by the attacker in a way that gives the
attacker full control of the red-class-member network node,
(ii) a blue class, wherein each network node that is a member
of the blue class is not known to be compromisable by the
attacker, and (iii) a purple class, wherein each network node
that is a member of the purple class is known to be
compromisable by the attacker in a way that does not give
the attacker full control of the purple-class-member network
node, the penetration testing system comprising:

a. a computing device comprising one or more processors,
the computing device in networked communication
with multiple network nodes of the networked system;
and

b. a non-transitory computer-readable storage medium
containing program instructions, wherein execution of
the program instructions by the one or more processors
of the computing device causes the one or more pro-
cessors of the computing device to carry out the fol-
lowing steps:

i. selecting a first target network node of the plurality of
network nodes of the networked system;

ii. handling the first target network node, the handling
of the first target network node comprising:

A. based on the selected first target network node and
based on the current assignment of the plurality of
network nodes to the blue, red and purple classes,
determining a first vulnerability that can compro-
mise the first target network node;

B. checking whether compromising the first target
network node using the first vulnerability would
result in the attacker achieving full control of the
first target network node; and
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C. in response to determining that the compromising
of the first target network node using the first
vulnerability would result in the attacker achiev-
ing full control of the first target network node,
assigning the first target network node to the red
class;

iii. selecting a second target network node of the
plurality of network nodes of the networked system;
iv. handling the second target network node, the han-
dling of the second target network node comprising:

A. based on the selected second target network node

and based on the current assignment of the plu-
rality of network nodes to the blue, red and purple
classes, determining a second vulnerability that
can compromise the second target network node;
. checking whether compromising the second target
network node using the second vulnerability
would result in the attacker achieving full control
of the second target network node; and

. in response to determining that the compromising
of the second target network node using the sec-
ond vulnerability would not result in the attacker
achieving full control of the second target network
node, assigning the second target network node to
the purple class;

v. based on at least one of the first vulnerability and the
second vulnerability, determining the way for an
attacker to compromise the networked system; and

vi. reporting the determined way for an attacker to
compromise the networked system, the reporting
comprising at least one action selected from the
actions group consisting of (i) causing a display
device to display a report including information
about the determined way to compromise the net-
worked system, (ii) recording the report including
the information about the determined way to com-
promise the networked system in a file, and (iii)
electronically transmitting the report including the
information about the determined way to compro-
mise the networked system.

17. The simulated penetration testing system of claim 16,
wherein the assigning of the second target network node to
the purple class comprises associating with the second target
network node all access rights that would be available to the
attacker after using the second vulnerability to compromise
the second target network node.

18. The simulated penetration testing system of claim 16,
wherein the first target network node is selected from the
network nodes assigned to the blue class.

19. The simulated penetration testing system of claim 16,
wherein the first target network node is selected from the
network nodes assigned to the blue class or the purple class.

20. The simulated penetration testing system of claim 16,
additionally comprising:

c. a reconnaissance agent software module installed on at
least some network nodes of the plurality of network
nodes,

wherein the determining of the first vulnerability that can
compromise the first target network node is based on
data received from the reconnaissance agent software
module installed on the first target network node.
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