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(57) ABSTRACT 

The transaction method is for Secure payment by credit cards 
or debit cards for goods or services with the use or mobile 
devices. The payment authorization center delivers a public 
portion of the authorization token to the Service provider Via 
the existing communication channels and the private portion 
of the authorization token is delivered to the mobile device 
via SMS or USSD or e-mail short message. The mobile 
device delivers the private authorization token to the Service 
provider via a private local network based on bluetooth, 
infrared or other short radio frequency based technology. 
The credit card or debit card number is never revealed and 
a temporary card token replaces it. 
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WIRELESS PAYMENT PROCESSING SYSTEM 

FIELD OF INVENTION 

0001. This invention relates to credit card and debit card 
payment Systems. Specifically, this invention relates to pay 
ment Systems with the use of wireleSS devices Such as cell 
phones or PDAs. 
0002 Every payment system has to be deployed in a 
context of customer-merchant interaction architecture and 
this invention is well Suited to be deployed as part of a 
purpose Bluetooth application profile. The profile could be 
designed to enable the user to interact with a local environ 
ment using a variety of electronic devices Such as cellular 
phones, PDAS, etc. The local environment is defined as a Set 
of Service offerings and interaction points that can be 
accessed and affected by the user. For example, the user will 
be able to complete a vending machine purchase, make a 
payment at a checkout counter or purchase a ticket at a train 
Station. 

0.003 Subsequent description of this invention will be 
presented in the context of Bluetooth profile environment. 
However this invention is applicable to any wireleSS pay 
ment environment. 

BACKGROUND OF THE INVENTION 

0004. This application is a divisional application of U.S. 
patent application Ser. No. 10/894,074 filed on 20 Jul. 2004 
by the same applicants of this application. 
0005 Credit card and debit card payment systems have 
been developed to enable cashleSS payment for goods and 
Services at the point of purchase by the use of credit card or 
debit card. The cards are issued to users (card owners) by 
financial institutions Such as banks, Credit Unions or Trusts 
and they represent identification of a bank account with the 
issuing financial institution. In order to enable the card 
owners to use the cards at the point of purchase locations 
payment Systems have been developed that allow transfer of 
an electronic purchase request transaction to the financial 
institution for authorization against the user's bank account. 
Once the balance of the bank account is checked and 
determined Sufficient to cover the requested purchase 
amount an authorization transaction is sent back to the point 
of purchase location, which in turn instructs the merchant 
that the purchase amount is guaranteed and the goods can be 
released to the card owner. 

0006 The biggest challenge facing any card payment 
System is Security of the credit card information. This is 
especially difficult for credit card based systems where there 
is no Personal Identification Number (PIN) assigned to the 
card. In recent years VISA has introduced their own PIN for 
Visa cards only but that Solution is not available on majority 
of credit cards in circulation. However, those types of 
Solutions cannot Solve the major weakness in the existing 
card payment Systems that eXclude the card owner from the 
transaction flow and Solely rely on merchant-card issuer 
interaction to authorize the payment. 

SUMMARY OF THE INVENTION 

0007. It is a principal object of the present invention to 
provide a card payment System that makes the card owner an 
integral part of the payment authorization flow. 
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0008. It is another object of the present invention to 
provide a card payment System that creates a highly Secured 
environment for exchanging credit or debit card information 
where the card number is never exposed. 
0009. It is another object of the present invention to 
provide a card payment System with an enhanced Security 
for credit card financial transactions by implementing real 
time cardholder notification. 

0010. It is another object of the present invention to 
provide a card payment System that eliminates the use of 
encryption technology for exchanging credit or debit card 
information. 

0011. It is another object of the present invention to 
provide a public card Vault facility So a card owner can 
register his/her list of cards to be used by him/her at 
merchant locations. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIG. 1 is a schematic view of the card payment 
transaction authorization flow which comprises the System 
of the present invention. 
0013 FIG. 2 is a schematic view of the card payment 
transaction authorization flow with alternate embodiment of 
the System of the present invention. 
0014 FIG. 3 is a schematic view of the card payment 
transaction authorization flow with alternate transaction 
flow providing notification based mode of the system of the 
present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Best Mode For Carrying Out the Invention 
0015 Referring now to the drawings and particularly to 
FIG. 1 there is shown therein a schematic view of a 
transaction authorization process carried out with a preferred 
embodiment of the system of the present invention, which 
process is generally indicated 20. In the transaction autho 
rization proceSS carried out in connection with the invention, 
Service Provider 21, which in preferred embodiment is the 
Bluetooth Retail Server, is operated at the retailer location 
and is responsible for managing interaction with card owner 
23 and the Card Validation Platform 25. A bank or other 
entities responsible for processing transactions operate the 
validation platform. 
0016. The card owner generally indicated 23, operates his 
Mobile Device 22 that is used to interact with Service 
Provider 21. The server uses some sort of interaction pro 
tocol, which in preferred embodiment is a Bluetooth Profile, 
to exchange messages with Mobile Device 22. 
0017. The card payment process starts with the Service 
Provider 21 Sending GetCredential request message 1 to the 
Mobile Device 22. The credential token could be PIN, 
password or any biometric reading of the card owner's body 
(voice, retina Scan, etc.), which in the preferred embodiment 
is providing voice token by the card owner 23 represented by 
activity GetCredential 2. 
0018. The Mobile Device 22 sends the credential token 
back to the Service Provider 21 along with Mobile devices 
International Mobile Equipment Identity (IMEI). 
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0019. Next the Service Provider 21 sends GetCardList 
request message 3 to the Public Card Vault Platform 24 
passing along the credential token and IMEI. 
0020. The Public Card Vault Platform is a repository of 
card names list for card owner's mobile device. Any card 
owner who wishes to create his card vault list would come 
to a Web based interface and create a new account for his 
mobile device by providing his/her mobile device's IMEI 
number and account credential token (i.e. voice token) and 
then S/he would select from the list of card names by 
financial institution. For each card name Selected the card 
owner would provide last 2 digits of his/her card number, a 
credential token type for the card, and S/he would assign his 
own friendly display name for the card. The Card Vault 
Provider would store the card's financial Institution BIN 
number, last 2 digits of the card, display name, credential 
token type for each card Selected and also credential token 
and its status (i.e. required/optional) for the account itself. 
0021. The Service Provider 21 sends the card name list 
obtained form the Public Card Vault Platform 24 to the 
Mobile Device 22 with SelectCard message 4. The card 
owner 23 Selects one of the card names and action GetSe 
lection 5 depicts that process. 
0022. Once the Service Provider 21 receives the card 
name Selection information it sends the GetPreAuth request 
message 6 to the Card Validation Platform 25 passing along 
the amount, credential token for the card (i.e. voice token), 
IEMI, card BIN, and last 2 digits of the card. Based on that 
data set (voice token, Card BIN, and last 2 digits of the card, 
IMEI) the Card Validation Platform 25 can identify the card 
account and performs preauthorization for the requested 
amount. If the preauthorization Succeeds then the Card 
Validation Platform 25 generates temporary Card token and 
sends it back to the Service Provider 21 in response. Of 
course the pre-requisite is that the card owner updates his 
card account with the card issuer and associates his card with 
IMEI and phone number of his mobile device. 
0023) Next, the Service Provider 21 sends GetAuth mes 
sage 7 to the Card Validation Platform 25 passing along the 
transaction amount and card token. The Card Validation 
Platform 25 performs final authorization of the payment and 
sends back to the Service Provider 21 public portion of the 
authorization token for the authorized payment and check 
digit of private part of the authorization token. At the same 
time the Card Validation Platform 25 sends unsolicited 
SMSNotify message 8 to the card owner's phone number 
along with the card token and private part of the authoriza 
tion token. 

0024. Once the Mobile Device 22 receives the SMSNo 
tify message 8, it presents the Card Owner 23 the option to 
authorize the transaction 9. If the card owner selects to 
authorize the transaction then the Mobile Device 22 sends 
Authorize message 10 to the Service Provider 21 along with 
the card token and the private portion of the authorization 
token and by doing that it completes the payment transac 
tion. 

0025. At this moment the Service Provider 21 has both 
public and private authorization tokens for a given card 
token So it verify private authorization tokens' check digit 
and then it can send Settle message 11 to the Card Validation 
Platform 25 to instruct the Card Validation Platform to 
transfer the money. 
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Note: 

0026. The described flow of messages assumes that the 
Credential Token Type specified for the cards in the Card 
Vault server is a “VoiceTokenType so there is no need to ask 
card owner for the credential token after his Selection of a 
card from the list. If this is not the case then another message 
1 will be sent between the Service Provider 21 and the 
Mobile Device 22 requesting credential token for the 
Selected card. 

Alternate Mode for Carrying Out the Invention 
0027. An alternate embodiment of the present invention 
can be applicable for closed card environments like Loyalty 
cards or private credit cards. In those Systems the card can 
be accepted only at Specific retail locations where the issuer 
of the private card provides transaction processing for those 
cards. In the embodiment of the present invention for the 
Loyalty type card systems the wireless devices IMEI 
becomes the 'card number therefore there will be Substan 
tial Savings in operation of those Systems. The closed card 
transaction processing System would perform two major 
functions from the point of view of the present invention. 
First it would provide functionality of the Public Card Vault 
Platform 24 (FIG. 1), and second it would store cross 
reference between the Loyalty card in the form of the IMIE 
number and the real credit card number provided by the 
loyalty card holder. 
0028 Referring now to the drawings and particularly to 
FIG. 2 there is shown therein a schematic view of a 
transaction authorization proceSS carried out with an alter 
nate embodiment of the System of the present invention, 
which process is generally indicated 20. In the transaction 
authorization process carried out in connection with the 
invention, Service Provider, which in alternate embodiment 
is the Bluetooth Service Provider 21, is operated at the 
retailer location and is responsible for managing interaction 
with Card Owner 23 and the Loyalty Server 24. The Loyalty 
Server 24 is responsible for maintaining the credit card 
names list and the correlation of the credit card numbers to 
the Loyalty card in the form of the IMIE number. Also the 
Loyalty Server 24 is responsible for interaction with the 
Card Validation Platform 25 to perform credit card transac 
tion authorization. 

0029. The card owner generally indicated 23, operates his 
Mobile Device 22 that is used to interact with Service 
Provider 21. The server uses some sort of interaction pro 
tocol, which in alternate embodiment is Bluetooth Profile, to 
eXchange messages with Mobile Device 22. 

0030 The card payment process starts with the Service 
Provider 21 Sending GetCredential request message 1 to the 
Mobile Device 22. The credential token could be PIN, 
password or any biometric reading of the card owner's body 
(voice, retina Scan, etc.), which in the alternate embodiment 
is a voice token provided by the Card Owner 23 represented 
by activity GetCredential 2. 

0031) The Mobile Device 22 sends the credential token 
back to the Service Provider 21 along with its (Mobile 
Device 22) International Mobile Equipment Identity (IMEI). 
0032) Next, the Service Provider 21 sends GetCardList 
request message 3 to the Loyalty Server 24, passing along 
the credential token and IMEI. 
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0033. The Loyalty Server 24 is also fulfilling role of the 
Public Card Vault provider with one difference that the 
cardholder would also provide the credit card number and its 
expiration date. The Loyalty Server 24 would store securely 
the credit card number, its expiration date along with other 
data elements of standard Card Vault provider. The Loyalty 
Server 24 would become a trusted server once the card 
holder releases the credit card information. 

0034. The Loyalty Server sends back the card name list 
along with the temporary Card token for each card name on 
the list. 

0035) The Service Provider 21 sends the card name list 
obtained form the Loyalty Server 24 to the Mobile Device 
22 with SelectCard message 4. The Card Owner 23 selects 
one of the card names and action GetSelection 5 depicts that 
process. This Step can be omitted if there is only one card on 
the list. 

0036) Once the Service Provider 21 receives the card 
Selection information, or there is only one card on the list, it 
Sends the GetAuth request message 6 to the Loyalty Server 
24, passing along the amount and the card token. Based on 
that data set the Loyalty Server 24 retrieves the correlated 
credit card number for that card token and sends GetCard 
Auth message 7 to the Card Validation Platform 25. The 
Card Validation Platform 25 performs its normal authoriza 
tion processing and Sends back the authorization number. 
The Loyalty Server stores the authorization information 
received from the Card Validation Platform 25 and generates 
its own Private and Public authorization tokens. 

0037 Next, the Loyalty Server 24 sends AuthResp mes 
sage 8 back to the Service Provider 21 with public portion 
of the authorization token for the authorized payment and 
check digit of private portion of the authorization toekn. At 
the same time the Loyalty Server 24 sends unsolicited 
SMSNotify message 9 to the card owner phone number 
along with card token and private authorization token. 

0038. Once the Mobile Device 22 receives the SMSNo 
tify message 9, it presents the Card Owner 23 the option to 
authorize the transaction 10. If the card owner selects to 
authorize the transaction then the Mobile Device 22 sends 
Authorize message 11 to the Service Provider 21 along with 
card token and the private authorization token and by doing 
that it completes the payment transaction. 

0039. At this moment the Service Provider 21 has both 
public and private authorization tokens for a given card 
token So it verify the check digit of private authorization 
token and then it can Send Settle message 12 to the Loyalty 
Server 24, which in turn correlates the message to the real 
authorization information and Sends Settle message 13 to the 
Card Validation Platform 25 to instruct the back to transfer 
the money. 

Notification Mode for Carrying Out the Invention 
0040 Another alternate embodiment of the present 
invention can be applicable as Security enhancement to the 
current credit card authorization System. Implementation of 
the present invention in the notification mode brings the card 
owner into the loop of the credit card authorization process. 
This mode is not fully secured from the perspective of the 
card owner but it provides the card owner with a notification 
every time a credit card transaction is attempted and it gives 
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the card owner time to contact the bank and Stop the 
transaction from going through Settlement process. 

0041 Referring now to the drawings and particularly to 
FIG. 3 there is shown therein a schematic view of a 
transaction authorization proceSS carried out with an alter 
nate embodiment of the System of the present invention in 
the notification mode, which proceSS is generally indicated 
20. In the transaction authorization proceSS carried out in 
connection with the invention, Service provider, which in 
alternate embodiment is the Bluetooth Service Provider 21, 
is operated at the retailer location and is responsible for 
managing interaction with Card Owner 23 and the Card 
Validation Platform 24. The Card Validation Platform 24 
performs credit card transaction authorization. 

0042. The card owner generally indicated 23, operates his 
Mobile Device 22 that is used to interact with Service 
Provider 21. The server uses some sort of interaction pro 
tocol, which in alternate embodiment is Bluetooth Profile, to 
eXchange messages with Mobile Device 22. 

0043. The card payment process starts with the Service 
Provider 21 sending GetCardInfo request message 1 to the 
Mobile Device 22, passing along the Reference Number to 
be used for Subsequent authorization messages. The card 
information can be keyed in by the card owner (not practi 
cal), or retrieved from any type of Secure Storage applica 
tions on the Mobile Device 22 like Nokia Wallet. 

0044) The Mobile Device 22 sends the card information 
to the Service Provider 21 along with its (Mobile Device 22) 
International Mobile Equipment Identity (IMEI). 

0045 Next the Service Provider 21 sends GetAuth 
request message 3 to the Card Validation Platform 24 
passing along all information required by the currently 
defined credit card authorization protocols. Note that there is 
no change to the interaction between the Service Provider 21 
and the Card Validation Platform 24 as we know it today. 

0046) Next, Card Validation Platform 24 sends AuthResp 
message 4 back to the Service Provider 21 with the trans 
action reference number and authorization number. Again 
note that there is no change to the interaction between the 
Service Provider 21 and the Card Validation Platform 24 as 
we know it today. At the same time the Card Validation 
Platform 24 sends unsolicited SMSNotify message 5 to the 
card owner's phone number along with a copy of the 
AuthResp message 4 sent to the Service Provider 21. The 
Card Validation Platform needs to maintain correlation 
between the credit card number and the card owner's cell 
phone number in order to Support the notification mode of 
the present invention. 

0047 Once the Mobile Device 22 receives the SMSNo 
tify message 5, it presents the Card Owner 23 the option to 
authorize the transaction 6. If the card owner Selects to 
authorize the transaction then the Mobile Device 22 sends 
Authorize message 7 to the Service Provider 21 along with 
received message from the Card Validation Platform 24 and 
by doing that it completes the payment transaction. 

0048. At this moment the Service Provider 21 compares 
the two messages and if they match then the transaction is 
authorized So it can Send Settle message 8 to the Card 
Validation Platform 24. 
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Alternate Embodiment of Notification Mode for Carrying 
Out the Invention 

0049 Another alternate embodiment of the present 
invention can be applicable as Security enhancement to the 
existing credit cart authorization Systems. This implemen 
tation of the present invention in the notification mode 
brings the card owner into the loop of the credit card 
authorization process. The card owner gets notification 
every time his credit card it used to perform transaction 
authorization and it gives the card owner time to contact the 
bank and Stop the transaction from going through Settlement 
proceSS when the card owner perceives the transaction as 
fraudulent. 

0050 Referring now to the drawings and particularly to 
FIG. 4 there is shown therein a schematic view of a 
transaction authorization proceSS carried out with an alter 
nate embodiment of the System of the present invention in 
the notification mode, which proceSS is generally indicated 
20. In the transaction authorization proceSS carried out in 
connection with the invention, Service Provider 21 is oper 
ated at the retailer location and is responsible for managing 
interaction with Card Owner 23 and the Card Validation 
Platform 24. The Card Validation Platform 24 performs 
credit card transaction authorization. 

0051) The Service Provider 21 sends GetAuth request 
message 1 to the Card Validation Platform 24 passing along 
credit card information obtained from the card owner in any 
presently known systems. 
0.052 Next, the Card Validation Platform 24 sends Auth 
Resp message 2 back to the Service Provider 21 with the 
transaction reference number and authorization number. At 
the same time the Card Validation Platform 24 sends unso 
licited SMSNotify message 3 to the card owner phone 
number along with a copy of the AuthResp message 4 Sent 
to the Service Provider 21. The bank needs to maintain 
correlation between the credit card number and the card 
owner's cell phone number in order to Support the notifica 
tion mode of the present invention. 
0053) The Card Owner 23 can review the notification 
messages and act when any of the transactions appears to be 
fraudulent. 

0054 While the preferred embodiments of the invention 
have been described above, it will be recognized and under 
stood that various modifications may be made therein and 
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the appended claims are intended to cover all Such modifi 
cations which may fall within the Spirit and Scope of the 
invention. 

1. A transaction method for displaying externally Stored 
credit card Selection list of a customer using a mobile device, 
comprising: 

transmitting a credential request from the Service provider 
to said mobile device of said customer with a wireless 
communication network; 

transmitting a credential token from Said mobile device 
along with at least International Mobile Equipment 
Identity (IMEI) number of said mobile device back to 
Said Service provider; 

transmitting a card list request with at least Said credential 
token and said International Mobile Equipment Identity 
(IMEI) number of said mobile device from said service 
provider to a Public Card Vault platform; 

transmitting Said card list with at least card names, card 
Bank Identification Numbers (BINs) and last two digits 
of each card number from said Public Card Vault Server 
to Said Service provider; 

transmitting Said credit card list from Said provider to Said 
mobile device with a wireless system; 

displaying a credit card Selection list on Said mobile 
device. 

2. A transaction method according to claim 1 wherein the 
credential token is an alphanumeric password code. 

3. A transaction method according to claim 1 wherein the 
credential token is a voice Sample of the customer. 

4. A transaction method according to claim 1 wherein the 
credential token is a biometric customer identifier Selected 
from fingerprint, retina Scan and iris Scan of Said customer. 

5. A transaction method according to claim 1 wherein Said 
credit card is a bank debit card. 

6. A transaction method according to claim 1 wherein Said 
wireleSS communication System includes Selectively a short 
range wireleSS radio network, an infrared wireleSS network, 
Short Message Service (SMS) network, and emails. 

7. A transaction method according to claim 1 wherein Said 
wireleSS communication network is an interface provided by 
Said Service provider and Said private part of payment 
authorization token is entered manually into Said interface. 
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