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SECURE DIRECT MEMORY ACCESS

BACKGROUND

[0001] More and more computing devices are being used to view and/or listen to streaming

video or audio content that may be copyright protected. Also, as video/audio content of

increasing resolutions is streamed, computing devices may need to at temporarily store protected

content. Owners of copyright protected content may place requirements on computing devices

to ensure the content is not pirated or freely copied when it is streamed to the computing devices.

These requirements may include configuring the computing devices to execute protected

playback. Typically, protected playback includes decrypting protected content and placing the

decrypted content into a secure memory for eventual output to a user of the computing device.

However, while in the secure memory, the decrypted content is not accessible to host

applications (e.g., an operating system) for the computing device.



Brief Description of the Drawings

[0002] FIG. 1 illustrates an example computing platform.

[0003] FIG. 2 illustrates a block diagram of an example architecture for a destination manager.

[0004] FIG. 3 illustrates an example process diagram for a secure DMA operation.

[0005] FIG. 4 illustrates an example process diagram for another secure DMA operation.

[0006] FIG. 5 illustrates a flow chart of example operations for a secure DMA operation.

[0007] FIG. 6 illustrates an example system.



DETAILED DESCRIPTION

[0008] As contemplated in the present disclosure, protected playback includes decrypting

protected content and placing the decrypted content into a secure memory. In some examples,

secure processor (SEP) subsystems may provide for secure direct memory access (DMA)

operations. Secure DMA operations may be referred to as "crypto-DMA operations". Current

crypto-DMA operations include obtaining encrypted content from a source memory and placing

the decrypted content in a secure destination memory. For these current crypto-DMA

operations, a host or operating system for a computing device typically has control over what

destination addresses the decrypted content is to be placed. But host or operating systems may

be hijacked by malicious applications or code. Thus, a malicious application may hijack an

operating system and redirect the decrypted content to destination address for an unsecure

destination memory. The malicious application or possibly any application may then freely copy

the decrypted content.

[0009] In some examples, techniques are implemented for secure DMA operations. For these

examples, a secure destination address range may be established in response to initiation of a

DMA operation. The DMA operation may include obtaining encrypted content maintained at a

source memory, decrypting the encrypted content, and placing the decrypted content at a secure

destination memory. Once a secure destination address range has been established, a destination

DMA table may be received that includes one or more destination addresses associated with the

secure destination memory. Allowance of the decrypted content to be placed at the secure

destination memory may be based on the one or more destination addresses falling within the

secure destination address range.



[0010] FIG. 1 illustrates an example computing platform 100. As shown in FIG. 1, computing

platform 100 includes a secure processing (SEP) subsystem 110, an operating system 120, a

source memory 130, a shared memory 140, a secure destination memory 150, a video/sound

subsystem 160, a central processing unit (CPU) 170, communications (comms) 180, and

application(s) 190. Also, as shown in FIG. 1, several interfaces may interconnect and/or

communicatively couple elements of computing platform 100. For example, a user interface 115

and an interface 125 may allow for users (not shown) and/or application(s) 190 to couple to

operating system 120. Also, interface 135 may allow for operating system 120 to have at least

limited access to elements of computing platform 100 such as SEP subsystem 110, shared

memory 130, source memory 140, secure destination memory 150, video/sound subsystem 160

or comms 180. Interface 154, may allow hardware and/or firmware elements of computing

platform 100 to communicatively couple together, e.g., via a system bus or other type of internal

communication channel.

[0011] In some examples, as shown in FIG. 1, SEP subsystem 110 may include a destination

manager 112, a crypto-DMA module 114 and a secure processor 116. Destination manager 112,

crypto-DMA module 114 and secure processor 116 may include logic and/or features configured

to perform crypto-DMA operations. The crypto-DMA operations may include obtaining

encrypted content maintained at a source memory (e.g., source memory 140), decrypting the

encrypted content and placing the decrypted content at a secure destination memory (e.g., secure

destination memory 150).

[0012] According to some examples, operating system 120 may cooperate with SEP subsystem

110 to allow for protected playback of content that application(s) 190 may have requested. For

these examples, a user of applications(s) 190 may want to watch a streaming video (e.g., via a



network resource or media server) on a display attached or coupled to computing platform 100.

Operating system 120, for example, may allow application(s) 190 to utilize comms 180 to stream

protected content to source memory 140. As described more below, operating system 120 and/or

application(s) 190 may initiate crypto-DMA operations to be implemented by elements of SEP

subsystem 110 to allow for protected playback of the encrypted content stream.

[0013] According to some examples, shared memory 130 may be include a wide variety of

memory media utilized by various elements of computing platform 100 (e.g., operating system

120, SEP subsystem 110, application(s) 190, etc.). For these implementations, shared memory

130 may include, but is not limited to, one or more of volatile memory, non-volatile memory,

flash memory, random access memory (RAM), dynamic random access memory (DRAM) or

static RAM (SRAM).

[0014] In some examples, source memory 140 and secure destination memory 150 may also

include a wide variety of memory media including, but not limited to, one or more of volatile

memory, non-volatile memory, flash memory, RAM, ROM, or other static or dynamic storage

media.

[0015] According to some examples, video/sound subsystem 160 may include elements of

computing platform 100 to provide video/sound output to a user of a computing device including

computing platform 100. These elements may include audio/video controllers, graphics

processors, etc. In some examples, video/sound subsystem 160 may be directed by operating

system 120 to obtain video/sound content from one or more memory addresses associated with

secure destination memory 150.

[0016] According to some examples, CPU 170 may be implemented as a central processing unit

for computing platform 100. CPU 170 may include one or more processing units having one or



more processor cores or having any number of processors having any number of processor cores.

CPU 170 may include any type of processing unit, such as, for example, a multi-processing unit,

a reduced instruction set computer (RISC), a processor having a pipeline, a complex instruction

set computer (CISC), digital signal processor (DSP), and so forth.

[0017] In some examples, comms 180 may include logic and/or features to enable computing

platform 100 to communicate externally with elements remote to computing platform 100 (e.g.,

to request and receive streaming protected content). These logic and/or features may include

communicating over wired and/or wireless communication channels via one or more wired or

wireless networks. In communicating across such networks, comms 180 may operate in

accordance with one or more applicable communication or networking standards in any version.

[0018] As mentioned above, interface 154 may allow hardware and/or firmware elements of

computing platform 100 to communicatively couple together. According to some examples,

communication channels interface 154 may operate in accordance with one or more protocols or

standards. These protocols or standards may be described in one or one or more industry

standards (including progenies and variants) such as those associated with the Inter-Integrated

Circuit (I C) specification, the System Management Bus (SMBus) specification, the Accelerated

Graphics Port (AGP) specification, the Peripheral Component Interconnect Express (PCI

Express) specification, the Universal Serial Bus (USB), specification or the Serial Advanced

Technology Attachment (SATA) specification. Although this disclosure is not limited to only

the above-mentioned standards and associated protocols.

[0019] In some examples, computing platform 100 may be at least part of a computing device.

Examples of a computing device may include a personal computer (PC), laptop computer, ultra-

laptop computer, tablet, touch pad, portable computer, handheld computer, palmtop computer,



personal digital assistant (PDA), cellular telephone, combination cellular telephone/PDA,

television, smart device (e.g., smart phone, smart tablet or smart television), mobile internet

device (MID), messaging device, data communication device, and so forth.

[0020] FIG. 2 illustrates a block diagram of an example architecture for destination manager

112. As described above for computing platform 100 in FIG. 1, SEP subsystem 110 may include

destination manager 112. In some examples, destination manager 112 includes features and/or

logic configured or arranged to facilitate secure DMA operations.

[0021] The example destination manager 112 of FIG. 2, includes destination logic 210, control

logic 220, a memory 230 and input/output (I/O) interfaces 240. As illustrated in FIG. 2,

destination logic 210 may be coupled to control logic 220, memory 230 and I/O interfaces 240.

Destination logic 210 may include one or more of an initiate feature 2 11, a range feature 213, a

set feature 215, a validate feature 217, or an indicate feature 219, or any reasonable combination

thereof.

[0022] In some examples, the elements portrayed in FIG. 2 are configured to support or enable

destination manager 112 as described in this disclosure. A given destination manager 112 may

include some, all or more elements than those depicted in FIG. 2 . For example, destination logic

210 and control logic 220 may separately or collectively represent a wide variety of logic

device(s) or executable content to implement the features of destination manager 112. Example

logic devices may include one or more of a microprocessor, a microcontroller, a processor

circuit, a secure processor, a field programmable gate array (FPGA), an application specific

integrated circuit (ASIC), a sequestered thread or a core of a multi-core/multi-threaded

microprocessor or a combination thereof.



[0023] In some examples, as shown in FIG. 2, destination logic 210 includes initiate feature 211,

range feature 213, set feature 215, validate feature 217, or indicate feature 219. Destination logic

210 may be configured to use one or more of these features to perform operations. For example,

initiate feature 211 may respond to initiation of a request by an operating system or application

to begin a crypto-DMA operation. Range feature 213 may establish a secure destination address

range for placement of decrypted content in a secure destination memory. Set feature 215 may

set source and destination registers at a crypto-DMA module to assist in the movement of

protected content from the source memory to the secure destination memory. Validate feature

217 may determine whether destination addresses associated with the secure destination memory

fall within the secure destination address range. Indicate feature 219 may send error indications

to the operating system or application if the crypto-DMA operation is halted due to one or more

destination addresses falling outside of the secure destination address range.

[0024] In some examples, control logic 220 may be configured to control the overall operation

of destination manager 112. As mentioned above, control logic 220 may represent any of a wide

variety of logic device(s) or executable content. For some examples, control logic 220 may be

configured to operate in conjunction with executable content or instructions to implement the

control of destination manager 112. In some alternate examples, the features and functionality of

control logic 220 may be implemented within destination logic 210.

[0025] According to some examples, memory 230 may be arranged to store executable content

or instructions for use by control logic 220 and/or destination logic 210. The executable content

or instructions may be used to implement or activate features or elements of destination manager

112. As described more below, memory 230 may also be arranged to at least temporarily

maintain information associated with establishing secure destination address ranges and setting



source and destination registers at a DMA module such a crypto-DMA module 114. Memory

230 may also be arranged to temporarily store information associated with validating destination

addresses associated with a secure destination memory.

[0026] Memory 230 may include a wide variety of memory media including, but not limited to,

one or more of volatile memory, non-volatile memory, flash memory, programmable variables or

states, RAM, ROM, or other static or dynamic storage media.

[0027] In some examples, I/O interfaces 240 may provide an interface via a local communication

medium or link between destination manager 112 and elements of computing platform 100

depicted in FIG. 1. I/O interfaces 240 may include interfaces that operate according to various

communication protocols to communicate over the local communication medium or link (e.g.,

I2C, SMBus, AGP, PCI Express, USB, SATA, etc).

[0028] FIG. 3 illustrates an example process 300 for a secure DMA operation. In some

examples, destination manager 112 as shown in FIG. 1 or described in FIG. 2 may include logic

and/or features to facilitate process 300. Also, crypto-DMA module 114, secure processor 116,

operating system 120, shared memory 130, source memory 140, secure destination memory 150

or application(s) 190 as shown in FIG. 1 may also be configured to implement at least some

operations of process 300. Examples are not limited to just the above-mentioned elements for

implementing process 300.

[0029] Starting at example process 3.1 (Scatter-Gather List), operating system 120 and/or

application(s) 190 may be configured to generate or construct a scatter-gather list. In some

examples, the scatter-gather list may indicate source and destination addresses for encrypted and

decrypted content, respectively. For these examples, a user of application(s) 190 may want to

watch a streaming video on a display coupled to computing platform 100. Operating system



120, for example may allow application(s) 190 to direct encrypted content to source memory

140. Operating system 120 and/or application(s) 190 may then generate a list of source

addresses in source memory 140 to indicate where the encrypted content is being maintained.

Operating system 120 and/or application(s) 190 may also generate a list of destination address

associated with secure destination memory 150 to indicate where the decrypted content is to be

placed. The source or destination list may be called a scatter-gather list to reflect the possibility

that the encrypted/decrypted content may be obtained from non-contiguous portions of source

memory 140 and/or secure destination memory 150. Also, for these examples, operating system

120 and/or application(s) 190 may at least temporarily place the scatter-gather list in shared

memory 130.

[0030] Continuing to example process 3.2 (Initiate Crypto-DMA Operation), operating system

120 and/or application(s) 190 may initiate a crypto-DMA operation. In some examples,

destination manager 112 at SEP subsystem 110 may include logic and/or features to respond to

the initiation (e.g., via initiate feature 2 11) to begin the crypto-DMA operation. For these

examples, the presence of the scatter-gather list in shared memory 130 may indicate operating

system 120's and/or application(s) 190's intent to initiate the crypto-DMA operation.

[0031] Continuing to example process 3.3 (Set Valid Dest. Range Registers), destination

manager 112 may include logic and/or features to set valid destination range registers maintained

at crypto-DMA module 114 (e.g., via range feature 213) in response to the initiation of the

crypto-DMA operation. In some examples, the valid destination range registers maintained at

crypto-DMA module 114 may be set to establish a secure destination address range via which

decrypted content may be placed at secure destination memory 150. For these examples,

destination manager 112 may set a valid destination start address register and a valid destination



end register maintained at crypto-DMA module 114. A destination address falling at or between

the start and the end addresses indicated by these registers, for example, falls within the secure

destination address range and may be considered as a "valid destination address".

[0032] Continuing to example process 3.4 (Set Source and Dest. Registers), destination manager

112 may include logic and/or features to receive the scatter-gather list from shared memory 130

and begin to set source and destination address registers (e.g., via set feature 215) maintained at

crypto-DMA module 114 based on the scatter-gather list. In some examples, as mentioned

above, the scatter-gather list includes source addresses associated with encrypted content

maintained at source memory 140 and also includes destination addresses to place decrypted

content at secure destination memory 150.

[0033] Continuing to example process 3.5 (Validate), crypto-DMA module 114 may be

configured to automatically validate destination addresses included in the scatter-gather list. In

some examples, crypto-DMA module 114 may separately validate individual destination

addresses as destination manager 112 attempts to set each destination address register. For

example, crypto-DMA module 114 may be configured to automatically confirm whether each

destination address falls within the secure destination address range.

[0034] Moving to example process 3.6 (Indicate Error if Invalid Dest. Address), crypto-DMA

module 114 may be configured to determine that a given destination address does not fall within

the secure destination address range. In some examples, crypto-DMA module 114 may

determine that the given destination address is invalid and crypto-DMA module 114 may halt the

register setting process and send an error signal to destination manager 112.

[0035] Continuing to example process 3.7 (Stop Crypto-DMA Operation If Error / Not

Validated), destination manager 112 may include logic and/or features configured to stop the



crypto-DMA operation (e.g., via validate feature 217). In some examples, upon stopping the

crypto-DMA operation, destination manager 112 may send an error message or indication to

operating system 120 and/or application(s) 190. For these examples, the error message may

indicate that an invalid destination address was included in the scatter-gather list.

[0036] Moving to example process 3.8 (Complete Crypto-DMA Operation If All Dest.

Addresses Validated), crypto-DMA module 114 may then begin the movement of the encrypted

content from source memory 140 based on the source address registers set as described above.

In some examples, the encrypted content obtained from source memory 140 may be decrypted

by secure processor 116 and then placed by crypto-DMA module 114 in secured destination

memory 150 based on the destination address registers also set and validated as described above.

[0037] Continuing to example process 3.9 (Clear Valid Dest. Range Registers), destination

manager 112 may clear the valid destination range registers set at crypto-DMA module 114 as

mentioned above. In some examples, the valid destination range registers may be cleared based

on completion of the crypto-DMA operation. In some other examples, the valid destination

range registers may also be cleared if, following an error message (e.g., invalid destination

address), operating system 120 and/or application 190 abandons efforts to conduct the crypto-

DMA operation. For these examples, destination manager 112 may assume operating system 120

and/or application 190 has abandoned efforts to conduct the crypto-DMA operation if a new or

modified scatter-gather list is not generated within a given period of time (e.g., a number of

seconds or a few minutes).

[0038] Moving to example process 3.10 (Successful Crypto-DMA Operation), destination

manager 112 may included logic and/or features to indicate a successful crypto-DMA operation

(e.g., via indicate feature 219). In some examples, the successful crypto-DMA operation may



include the movement of the protected content between source memory 140 and secure

destination memory 150 according to the source/destination address indicated in scatter-gather

list. For these examples, all destination addresses were determined to be within the secure

destination address range and thus were validated before decrypted content was placed in secure

destination memory 150.

[0039] FIG. 4 illustrates an example process 400 for another secure DMA operation. In some

examples, destination manager 112 as shown in FIG. 1 or described in FIG. 2 may include logic

and/or features to facilitate process 400. Also, crypto-DMA module 114, secure processor 116,

operating system 120, shared memory 130, source memory 140, secure destination memory 150

or application(s) 190 as shown in FIG. 1 may also be configured to implement at least some

operations of process 400. Examples are not limited to just the above-mentioned elements for

implementing process 400.

[0040] Starting at example process 4.1 (Source DMA Table), operating system 120 and/or

application(s) 190 may be configured to generate or construct a source DMA table. In some

examples, destination manager 112 may not have adequate memory resources to maintain

source/destination addresses included in a scatter-gather list as described above for process 300.

So for these examples, destination manager 112 may utilize shared memory 130 to maintain the

source/destination addresses. Only a source DMA table indicating one or more source addresses

for encrypted content is constructed by operating system 120 and/or application(s) 190 and

placed in shared memory 130. In order to protect the destination addresses, destination manager

112 may generate or construct a destination DMA table as described below.

[0041] Continuing to example process 4.2 (Initiate Crypto-DMA Operation), operating system

120 and/or application(s) 190 may initiate a crypto-DMA operation. In some examples,



destination manager 112 at SEP subsystem 110 may include logic and/or features to respond to

the initiation (e.g., via initiate feature 2 11) to begin the crypto-DMA operation. For these

examples, the presence of the source DMA table in shared memory 130 may indicate operating

system 120's and/or application(s) 190's intent to initiate the crypto-DMA operation.

[0042] Continuing to example process 4.3 (Dest. DMA Table / Flag Shared Memory),

destination manager 112 may include logic and/or features configured to construct a destination

DMA table (e.g., via initiate feature 2 11) and place the destination DMA table in a portion of

shared memory 130. Also, destination manager 112 may flag the portion of shared memory 130

to indicate the portion's association with the crypto-DMA operation. In some examples,

flagging the portion of shared memory 130 may also indicate that these destination addresses

have yet to be validated.

[0043] Continuing to example process 4.4 (Set Valid Dest. Range), destination manager 112

may include logic and/or features configured to set a valid destination start address and a valid

destination end address (e.g., via range feature 213). In some examples, unlike in process 300,

destination manager 112 does not set registers at crypto-DMA module 114 to establish a secure

destination address range. Rather, for these examples, destination manager 112 may maintain

the valid destination start and end addresses in its own, secure memory (e.g., memory 230).

[0044] Continuing to example process 4.5 (Copy Dest. Addresses To Secure Memory),

destination manager 112 may copy destination addresses from the destination DMA table

maintained in shared memory 130. In some examples, one or more destination addresses may be

copied to destination manager 112's own, secure memory (e.g., memory 230).

[0045] Continuing to example process 4.6 (Validate), destination manager 112 may include logic

and/or features to validate the destination addresses copied to its secure memory (e.g., via



validate feature 217). As mentioned above, destination manager 112 flagged the portions of

shared memory 130 to indicate the need for validation of the destination addresses. In some

examples, the flag indicates to destination manager 112 to check the validity of the one or more

copied destination addresses. For these examples, destination manager 112 may determine

validity by confirming whether the one or more copied destination addresses fall within the

secure destination address range.

[0046] Moving to example process 4.7 (Stop Crypto-DMA Operation If Dest. Address Not

Valid), destination manager 112 may stop the crypto-DMA operation if at least one of the

destination addresses copied from shared memory 130 does not fall within the secure destination

address range. In some examples, the at least one of the destination addresses not falling within

the secure destination address range may result in an invalid destination address. For these

examples, destination manager 112 may include logic and/or features to send an error message

(e.g., via indicate feature 219) to operating system 120 and/or application(s) 190 to indicate an

invalid destination address.

[0047] Moving to example process 4.8 (Set Crypto-DMA Registers), destination manager 112

may program or set source and destination registers at crypto-DMA module 114. In some

examples, destination manager 112 may set these registers following validation of a destination

address. For these examples, source registers may be set according to the source DMA table

maintained in shared memory 130 and destination registers may be set according to the

destination addresses maintained in shared memory 130.

[0048] Moving to example process 4.9 (Successful Crypto-DMA Operation), destination

manager 112 may indicate a successful crypto-DMA operation. In some examples, the

successful crypto-DMA operation may include the movement of the protected content between



source memory 140 and secure destination memory 150 according to the source/destination

addresses indicated in source and destination DMA tables. For these examples, all destination

addresses were determined to be within the secure destination address range and thus were

validated before decrypted content was placed in secure destination memory 150.

[0049] Moving to example process 4.10 (Remove Shared Memory Flag), destination manager

112 may remove the flag from the portion of shared memory 130 that indicated the portion's

association with the crypto-DMA operation. In some examples, removal of the flag may indicate

that the portion of memory may be overwritten with new source or destination DMA tables in

subsequent crypto-DMA operations. In some other examples, the shared memory flag may also

be cleared if following an error message (e.g., invalid destination address), operating system 120

and/or application 190 abandons efforts to conduct the crypto-DMA operation. For these

examples, destination manager 112 may assume operating system 120 and/or application 190 has

abandoned efforts to conduct the crypto-DMA operation if a request to retry the crypto-DMA

operation is not received within a given period of time (e.g., a number of seconds or a few

minutes).

[0050] FIG. 5 illustrates a flow chart of example operations for a secure DMA operation. In

some examples, elements of computing platform 100 as shown in FIG. 1 may be used to

illustrate example operations related to the flow chart depicted in FIG. 5 . Destination manager

112 as shown in FIG. 1 and FIG. 2 may also be used to illustrate the example operations. But the

described methods are not limited to implementations on computing platform 100 or to

destination manager 112.

[0051] Moving from the start to block 510 (Initiate Crypto-DMA Operation), operating system

120 and/or application(s) 190 may initiate a crypto-DMA operation as described above for



process 300 or process 400. In some examples, destination manager 112 at SEP subsystem 110

may include logic and/or features to respond to the initiation (e.g., via initiate feature 2 11) to

begin the crypto-DMA operation.

[0052] Moving from block 510 to block 520 (Establish Secure Dest. Address Range), destination

manager 112 may include logic and/or features configured to establish a secure destination

address range (e.g., via range feature 213). In some examples, destination manager 112 may

establish the secure destination address range by setting valid destination range registers

maintained at crypto-DMA module 114. For these examples, similar to process 300, destination

manager 112 may set a valid destination start address register and a valid destination end address

register maintained at crypto-DMA module 114. In other examples, destination manager 112

may establish the secure destination without the setting of range registers. For these examples,

similar to process 400, destination manager 112 may set a valid destination start address and a

valid destination end address and maintain these addresses in its own, secure memory (e.g.,

memory 230).

[0053] Proceeding from block 520 to block 530 (Receive Dest. DMA Table), destination

manager 112 may include logic and/or features configured to receive a destination DMA table

(e.g., via validate feature 217). In some examples, destination manager 112 may receive the

destination DMA table via a scatter-gather list generated by operating system 120 and/or

application(s) 190. In other examples, the destination DMA table may be maintained in a

flagged portion of shared memory 130. For these other examples, destination manager 112 may

have generated the destination DMA table and flagged the portion of shared memory. The

destination DMA table may then be received from this flagged portion of shared memory 130.



[0054] Proceeding from block 530 to decision block 540 (Destination Address Valid?),

destination manager 112 may include logic and/or features configured to validate destination

addresses included in the received DMA table (e.g., via validate feature 217). In some examples,

destination manager may base validity on whether a destination address falls within the secure

destination address range established as mentioned above. If the destination address does not fall

with the secure destination address range, the destination address is deemed as invalid and the

process moves to block 550. Otherwise, the process moves to decision block 570.

[0055] Moving from decision block 540 to block 550 (Halt Crypto-DMA Operation), destination

manager 112 may include logic and/or features configured to either halt the crypto-DMA

operation or determine if the crypto-DMA operation has been halted. In some examples, similar

to process 300, crypto-DMA module 114 may send an error signal to destination manager 112 to

indicate that one or more destination addresses are invalid. For these examples, destination

manager 112 determines that the crypto-DMA operation has been halted based on the error

signal. In other examples, similar to process 400, destination manager 112 may halt the crypto-

DMA operation based on its own determination that one or more of the destination addresses are

invalid.

[0056] Proceeding from block 550 to block 560 (Send Error Indication), destination manager

112 may include logic and/or features configured to send an error indication to operating system

120 and/or application(s) 190 (e.g., via indicate feature 219). In some examples, destination

manager 112 may wait a period of time for operating system 120 and/or application(s) 190 to

reinitiate the crypto-DMA operation and then may either clear the valid destination range

registers or remove the shared memory flag if the crypto-DMA operation is not reinitiated. The

process then comes to an end.



[0057] Moving from decision block 540 to block 570 (Allow Crypto-DMA Operation to

Continue), destination manager 112 may include logic and/or features configured to allow the

crypto-DMA operation to continue. In some examples, crypto-DMA module 114 may now have

applicable source and destination address registers set. For these examples, encrypted content

obtained from source memory 140 may be decrypted by secure processor 116 and then placed by

crypto-DMA module 114 in secured destination memory 150 based on the set source and

destination address registers.

[0058] Continuing from block 570 to decision block 580 (Crypto-DMA Op. Complete?),

destination manager 112 may include logic and/or features configured to determine if all of the

encrypted content obtained from source memory 140 has been decrypted by secure processor

116 and then placed by crypto-DMA module 114 in secured destination memory 150. If all of

the encrypted content has not been decrypted, the process moves back to decision block 540.

Otherwise, the valid destination range registers are cleared or the shared memory flag is removed

and the process comes to an end.

[0059] FIG. 6 is a diagram of an example system 600 for a computing device. In particular,

FIG. 6 is a diagram showing a system 600, which may include various elements. For instance,

FIG. 6 shows that system 600 may include a processor 602, a chipset 604, an input/output (I/O)

device 606, a random access memory (RAM) (such as dynamic RAM (DRAM)) 608, and a read

only memory (ROM) 610, and various platform components 614 (e.g., a fan, a crossflow blower,

a heat sink, DTM system, cooling system, housing, vents, and so forth). These elements may be

implemented in hardware, software, firmware, or any combination thereof. The embodiments,

however, are not limited to these elements.



[0060] As shown in FIG. 6, device 606, RAM 608, and ROM 610 are coupled to processor

602 by way of chipset 604. Chipset 604 may be coupled to processor 602 by a bus 612.

Accordingly, bus 612 may include multiple lines. In various examples, chipset 604 may be

integrated or packaged with processor 602. Other examples are described and claimed.

[0061] Processor 602 may be a central processing unit including one or more processor cores

and may have any number of processors including any number of processor cores. The

processor 602 may include any type of processing unit, such as, for example, CPU, multi

processing unit, a reduced instruction set computer (RISC), a processor that have a pipeline, a

complex instruction set computer (CISC), digital signal processor (DSP), and so forth.

[0062] Although not shown, the system 600 may include various interface circuits, such as an

Ethernet interface and/or a Universal Serial Bus (USB) interface, and/or the like. In some

exemplary embodiments, the I/O device 606 may include one or more input devices connected to

interface circuits for entering data and commands into the system 600. For example, the input

devices may include a keyboard, mouse, touch screen, track pad, track ball, isopoint, a voice

recognition system, and/or the like. Similarly, the I/O device 606 may include one or more

output devices connected to the interface circuits for outputting information to an operator. For

example, the output devices may include one or more displays, printers, speakers, and/or other

output devices, if desired. For example, one of the output devices may be a display. The display

may be a cathode ray tube (CRTs), liquid crystal displays (LCDs), or any other type of display.

[0063] The system 600 may also have a wired or wireless network interface to exchange data

with other devices via a connection to a network. The network connection may be any type of

network connection, such as an Ethernet connection, digital subscriber line (DSL), telephone

line, coaxial cable, etc. The network may be any type of network, such as the Internet, a



telephone network, a cable network, a wireless network, a packet-switched network, a circuit-

switched network, and/or the like.

[0064] Various examples may be implemented using hardware elements, software elements, or a

combination of both. Examples of hardware elements may include processors, microprocessors,

circuits, circuit elements (e.g., transistors, resistors, capacitors, inductors, and so forth),

integrated circuits, application specific integrated circuits (ASIC), programmable logic devices

(PLD), digital signal processors (DSP), field programmable gate array (FPGA), logic gates,

registers, semiconductor device, chips, microchips, chip sets, and so forth. Examples of software

may include software components, programs, applications, computer programs, application

programs, system programs, machine programs, operating system software, middleware,

firmware, software modules, routines, subroutines, functions, methods, procedures, software

interfaces, application program interfaces (API), instruction sets, computing code, computer

code, code segments, computer code segments, words, values, symbols, or any combination

thereof. Determining whether an example is implemented using hardware elements and/or

software elements may vary in accordance with any number of factors, such as desired

computational rate, power levels, heat tolerances, processing cycle budget, input data rates,

output data rates, memory resources, data bus speeds and other design or performance

constraints.

[0065] One or more aspects of at least one example may be implemented by representative

instructions stored on a machine-readable medium which represents various logic within the

processor, which when read by a machine causes the machine to fabricate logic to perform the

techniques described herein. Such representations, known as "IP cores" may be stored on a



tangible, machine readable medium and supplied to various customers or manufacturing facilities

to load into the fabrication machines that actually make the logic or processor.

[0066] Various examples may be implemented using hardware elements, software elements, or a

combination of both. In some examples, hardware elements may include devices, components,

processors, microprocessors, circuits, circuit elements (e.g., transistors, resistors, capacitors,

inductors, and so forth), integrated circuits, application specific integrated circuits (ASIC),

programmable logic devices (PLD), digital signal processors (DSP), field programmable gate

array (FPGA), memory units, logic gates, registers, semiconductor device, chips, microchips,

chip sets, and so forth. In some examples, software elements may include software components,

programs, applications, computer programs, application programs, system programs, machine

programs, operating system software, middleware, firmware, software modules, routines,

subroutines, functions, methods, procedures, software interfaces, application program interfaces

(API), instruction sets, computing code, computer code, code segments, computer code

segments, words, values, symbols, or any combination thereof. Determining whether an

example is implemented using hardware elements and/or software elements may vary in

accordance with any number of factors, such as desired computational rate, power levels, heat

tolerances, processing cycle budget, input data rates, output data rates, memory resources, data

bus speeds and other design or performance constraints, as desired for a given implementation.

[0067] Some examples may include an article of manufacture. An article of manufacture may

include a non-transitory storage medium to store logic. In some examples, the non-transitory

storage medium may include one or more types of computer-readable storage media capable of

storing electronic data, including volatile memory or non-volatile memory, removable or non

removable memory, erasable or non-erasable memory, writeable or re-writeable memory, and so



forth. In some examples, the logic may include various software elements, such as software

components, programs, applications, computer programs, application programs, system

programs, machine programs, operating system software, middleware, firmware, software

modules, routines, subroutines, functions, methods, procedures, software interfaces, application

program interfaces (API), instruction sets, computing code, computer code, code segments,

computer code segments, words, values, symbols, or any combination thereof.

[0068] According to some examples, an article of manufacture may include a non-transitory

storage medium to store or maintain instructions that when executed by a computer or system,

cause the computer or system to perform methods and/or operations in accordance with the

described examples. The instructions may include any suitable type of code, such as source

code, compiled code, interpreted code, executable code, static code, dynamic code, and the like.

The instructions may be implemented according to a predefined computer language, manner or

syntax, for instructing a computer to perform a certain function. The instructions may be

implemented using any suitable high-level, low-level, object-oriented, visual, compiled and/or

interpreted programming language.

[0069] Some examples may be described using the expression "in one example" or "an

example" along with their derivatives. These terms mean that a particular feature, structure, or

characteristic described in connection with the example is included in at least one example. The

appearances of the phrase "in one example" in various places in the specification are not

necessarily all referring to the same example.

[0070] Some examples may be described using the expression "coupled" and "connected" along

with their derivatives. These terms are not necessarily intended as synonyms for each other. For

example, descriptions using the terms "connected" and/or "coupled" may indicate that two or



more elements are in direct physical or electrical contact with each other. The term "coupled,"

however, may also mean that two or more elements are not in direct contact with each other, but

yet still co-operate or interact with each other.

[0071] It is emphasized that the Abstract of the Disclosure is provided to comply with 37 C.F.R.

Section 1.72(b), requiring an abstract that will allow the reader to quickly ascertain the nature of

the technical disclosure. It is submitted with the understanding that it will not be used to

interpret or limit the scope or meaning of the claims. In addition, in the foregoing Detailed

Description, it can be seen that various features are grouped together in a single example for the

purpose of streamlining the disclosure. This method of disclosure is not to be interpreted as

reflecting an intention that the claimed examples require more features than are expressly recited

in each claim. Rather, as the following claims reflect, inventive subject matter lies in less than

all features of a single disclosed example. Thus the following claims are hereby incorporated

into the Detailed Description, with each claim standing on its own as a separate example. In the

appended claims, the terms "including" and "in which" are used as the plain-English equivalents

of the respective terms "comprising" and "wherein," respectively. Moreover, the terms "first,"

"second," "third," and so forth, are used merely as labels, and are not intended to impose

numerical requirements on their objects.

[0072] Although the subject matter has been described in language specific to structural features

and/or methodological acts, it is to be understood that the subject matter defined in the appended

claims is not necessarily limited to the specific features or acts described above. Rather, the

specific features and acts described above are disclosed as example forms of implementing the

claims.



CLAIMS:

What is claimed is:

1. A method implemented at host computing device comprising:

establishing a secure destination address range responsive to initiation of a direct memory

access (DMA) operation that includes obtaining encrypted content from a source memory,

decrypting the encrypted content, and placing the decrypted content at a secure destination

memory;

receiving one or more destination addresses associated with the secure destination

memory; and

allowing the decrypted content to be placed at the secure destination memory based on

the one or more destination addresses falling within the secure destination address range.

2 . The method of claim 1, comprising establishing the secure destination address range by

setting both a valid destination start address register and a valid destination end address register

at a DMA module configured to implement the DMA operation.

3 . The method of claim 2, comprising resetting the valid destination start address register

and the valid destination end address register responsive to completion of the DMA operation.

4 . The method of claim 1, comprising receiving the one or more destination addresses

includes receiving a destination DMA table as part of a scatter-gather list generated by an

application requesting the DMA operation, the scatter-gather list to also include one or more

source addresses associated with the source memory.



5 . The method of claim 4, comprising setting source address and destination address

registers at the DMA module based on the scatter-gather list and the DMA module halting the

setting of the source and destination address registers based on at least one destination address

from among the one or more destination addresses falling outside of the secure destination

address range.

6 . The method of claim 5, comprising the DMA module sending an error indication to a

controller for the DMA module to indicate the at least one destination address is an invalid

destination address.

7 . The method of claim 1, comprising receiving the one or more destination addresses from

a portion of memory shared between a controller for a DMA module configured to implement

the DMA operation and an operating system for the host computing device, the one or more

destination addresses constructed by the controller, the controller to flag the portion of the shared

memory to indicate the portion's association with the DMA operation.

8. The method of claim 7, comprising the controller establishing the secure destination

address range by setting a valid destination start address and setting a valid destination end

address.

9 . The method of claim 8, comprising the controller receiving one or more source addresses

from the shared memory, the one or more source addresses constructed by an application



requesting the DMA operation, the controller to set source address and destination address

registers at the DMA module based on both the one or more source addresses and the one or

more destination addresses, the controller to halt the setting of the source address and destination

address registers based on at least one destination address from among the one or more

destination addresses falling outside of the secure destination address range.

10. The method of claim 9, comprising the controller sending an error indication to the

application requesting the DMA operation responsive to the at least one destination address

falling outside the secure destination range.

11. The method of claim 8, comprising the controller receiving one or more source addresses

from the shared memory, the one or more source addresses constructed by an application

requesting the DMA operation, the controller to set source address and destination address

registers at the DMA module based on both the one or more source addresses and the one or

more destination addresses and based on whether all the destination addresses from among the

one or more destinations fall within the secure destination address range.

12. An apparatus comprising:

a processor circuit; and

a memory unit communicatively coupled to the processor circuit, the memory unit

arranged to store a destination manager operative on the processor circuit to establish a secure

destination address range responsive to initiation of a direct memory access (DMA) operation to

move encrypted content from a source memory, decrypt the encrypted content, and place the



decrypted content at a secure destination memory, the destination manager also operative to

receive one or more destination addresses associated with the secure destination memory and

allow the decrypted content to be placed at the secure destination memory based on the one or

more destination addresses falling within the secure destination address range.

13. The apparatus of claim 12, comprising a display to visually play back a video content

portion of the decrypted content placed at the secure destination memory.

14. The apparatus of claim 12, comprising the destination manager configured to set both a

valid destination start address register and a valid destination end address register at a DMA

module configured to implement the DMA operation in order to establish the secure destination

address range.

15. The apparatus of claim 14, comprising the destination manager configured to receive the

one or more destination addresses in a destination DMA table as a scatter-gather list generated

by an application requesting the DMA operation, the scatter-gather list also including one or

more source addresses associated with the source memory.

16. The apparatus of claim 15, comprising the destination manager configured to set source

address and destination address registers at the DMA module based on the scatter-gather list and

also configured to halt the setting of the source address and destination address registers based

on an error indication from the DMA module that indicates at least one destination address from



among the one or more destination addresses falls outside of the secure destination address

range.

17. The apparatus of claim 12, comprising the destination manager configured to receive the

one or more destination addresses from a portion of memory shared between the destination

manager and an operating system for the host computing device, the destination manager also

configured to construct the one or more destination addresses and flag the portion of the shared

memory to indicate the portion's association with the DMA operation.

18. The apparatus of claim 17, comprising the destination manager configured to set a valid

destination start address and a valid destination end address in order to establish the secure

destination address range.

19. The apparatus of claim 17, comprising the destination manager configured to set the valid

destination start address and the valid destination end address at registers maintained at the DMA

module configured to implement the DMA operation.

20. The apparatus of claim 18, comprising the destination manager configured to receive one

or more source addresses from the shared memory, the one or more source addresses

constructed by an application requesting the DMA operation, the destination manager to set

source address and destination address registers at the DMA module based on both the one or

more source addresses and the one or more destination addresses, the destination manager also

configured to halt the setting of the source address and destination address registers based on at



least one destination address from among the one or more destination addresses falling outside of

the secure destination address range.

21. The apparatus of claim 20, comprising the destination manager configured to send an

error indication to the application requesting the DMA operation responsive to the at least one

destination address being an invalid destination address.

22. An article of manufacture comprising a storage medium containing instructions that when

executed cause a direct memory access (DMA) system for a host computing device to:

establish a secure destination address range responsive to initiation of a DMA operation

that includes obtaining encrypted content from a source memory, decrypting the encrypted

content, and placing the decrypted content at a secure destination memory;

receive one or more destination addresses associated with the secure destination memory;

and

cause the decrypted content to be placed at the secure destination memory based on the

one or more destination addresses falling within the secure destination address range.

23. The article of manufacture of claim 22, comprising the instructions to cause the DMA

system to establish the secure destination address range by the DMA system setting both a valid

destination start address register and a valid destination end address register at a DMA module

configured to implement the DMA operation.



24. The article of manufacture of claim 23, comprising the instructions to cause the DMA

system to receive the one or more destination addresses in a DMA table as part of a scatter-

gather list generated by an application requesting the DMA operation, the scatter-gather list to

also include one or more source addresses associated with the source memory.

25. The article of manufacture of claim 24, comprising the instructions to cause the DMA

system to set source address and destination address registers at the DMA module based on the

scatter-gather list and the instructions to also cause the DMA system to halt the setting of the

source and destination address registers based on an error indication from the DMA module that

indicates at least one destination address from among the one or more destination addresses falls

outside of the secure destination address range.

26. The article of manufacture of claim 22, comprising the instructions to cause the DMA

system to receive the one or more destination addresses from a portion of memory shared

between the DMA system and an operating system for the host computing device, the one or

more destination addresses constructed by the DMA system, the instructions to cause the DMA

system to flag the portion of the shared memory to indicate the portion's association with the

DMA operation.

27. The article of manufacture of claim 26, comprising the instructions to cause the DMA

system to establish the secure destination address range by setting a valid destination end address

to establish the secure destination address range.



28. The article of manufacture of claim 27, comprising the instructions to cause the DMA

system to receive a one or more source addresses from the shared memory, the one or more

source addresses constructed by an application requesting the DMA operation, the instructions to

also cause the DMA system to set source address and destination address registers at the DMA

module based on both the one or more source addresses and the one or more destination

addresses, the instructions to also cause the DMA system to halt the setting of the source address

and destination address registers based on at least one destination address from among the one or

more destination addresses falling outside of the secure destination address range.

29. The article of manufacture of claim 28, comprising the instructions to cause the DMA

system to send an error indication to the application requesting the DMA operation based on the

at least one destination address falling outside the secure destination address range.
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