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AN APPARATUS AND METHOD FOR DETERMINING A LEVEL OF INTEGRITY IN A
VIRTUAL TRUSTED PLATFORM MODULE

FIELD OF INVENTION

5 The present invention relates to an apparatus and method of determining level of integrity
within a plurality of virtual machine monitor (VMM) components in a virtual Trusted

Platform Module (vTPM).

BACKGROUND OF INVENTION
10
US 20060212939 A1 describes a virtual PCR (VPCR) construct that can be loaded into a
resettable hardware PCR to make use of the functionality of a Trusted Platform Module
(TPM). The VPCRs may cryptographically reflect their characteristics (resettable or not) in
their stored values. Also, since the PCRs are virtualized, they are (effectively) unlimited in
15 number and may be given general names (UUIDs) that are less likely to collide. The
VPCRs can be loaded into a physical PCR as needed, but in a way that stops one piece
of software from impersonating another piece of software. However, integrity of virtual

machine monitors from point to point is not addressed in this document.

20 US 2007230504 A1 describes a method of generating a chain of trust for a virtual
endpoint. The method performs a measurement of the virtual machine monitor and uses
the measurement of the virtual machine monitor that is part of the chain of trust. However,
this invention is restricted to only hardware TPM. The document is also silent after
generation of chain of trust and no information is given on maintaining the chain of trust to

25  endpoint.
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Therefore, a more holistic method of ensuring integrity of TPMs is required, which is not

restricted to only hardware.
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SUMMARY OF INVENTION

Accordingly, there is provided a method of determining level of integrity within a plurality
of virtual machine monitor (VMM) components in a virtual Trusted Platform Module
(VTPM), the method includes the steps of measuring the plurality of VMM components,
loading all related components to run; selecting a virtual core root of trusted
measurement (vVCRTM), executing vVCRTM measuring module, measuring all other VMM

components and extending measurements into platform configuration register (PCR).

There is further provided an apparatus for determining level of integrity within a plurality of
components in a virtual Trusted Platform Module (vTPM), the apparatus includes a Virtual
Machine Monitor (VMM) which further includes a manager, wherein the manager includes

a plurality of virtual modules.

The present invention consists of several novel features and a combination of parts
hereinafter fully described and illustrated in the accompanying description and drawings,
it being understood that various changes in the details may be made without departing
from the scope of the invention or sacrificing any of the advantages of the present

invention.
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BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be fully understood from the detailed description given herein
below and the accompanying drawings which are given by way of illustration only, and

thus are not limitative of the present invention, wherein:

Figure 1 illustrates an architectural block diagram of an apparatus for determining level of
integrity within a plurality of components in a virtual Trusted Platform Module (VTPM) in

the preferred embodiment of the invention; and

Figure 2 illustrates a flowchart of a method of determining level of integrity within a
plurality of components in a virtual Trusted Platform Module (vTPM) in the preferred

embodiment of the invention.
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DETAILED DESCRIPTIONIOF THE PREFERRED EMBODIMENT

The present invention relates to an apparatus and method of determining leve! of integrity
within a plurality of virtual machine monitor (VMM) components in a virtual Trusted
Platform Module (vIPM). Hereinafter, this specification will describe the present invention
according to the preferred embodiment of the present invention. However, it is to be
understood that limiting the description to the preferred embodiment of the invention is
merely to facilitate discussion of the present invention and it is envisioned that those
skilled in the art may devise various modifications and equivalents without departing from

the scope of the appended claims.

The following detailed description of the preferred embodiment will now be described in

accordance with the attached drawings, either individually or in combination.

Figure 2 illustrates a flow chart showing a method of determining level of integrity within a
plurality of virtual machine monitor (VMM) components in a virtual Trusted Platform
Module (vTPM). The method includes the steps of measuring the plurality of VMM
components (201), loading all related components to run (202), selecting a virtual core
root of trusted measurement (vVCRTM) (203), executing vCRTM measuring module (204,
205), measuring all other VMM components and extending measurements into platform
configuration register (PCR) (210). The step of extending measurements into platform
configuration register (PCR) (210) further includes hashing integrity measurement and

storing measurements into PCR.

As seen in Figure 2, the method includes the steps of selecting trusted manager measure
(206) upon loading components to run (202), executing measuring virtual modules (207),

measuring all other VMM components and extending measurements into PCR (210). In
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another possibility, the method includes the steps of selecting external measure (208)
upon loading componeﬁts to run (202), executing measuring external measure virtual
modules (209), measuring all other VMM components and extending measurements into
PCR (210). The step of extending measurements into PCR (210) further includes the

steps of hashing integrity measurement and storing measurements into PCR.

Measuring the plurality of VMM (201) is a step to measure all the components in the
VMM. A virtual machine Manager loads all related components to run including
configurations. If VCRTM measure is selected, Trusted Manager measure vCRTM
Modules steps are executed to load vCRTM module, measure vCRTM and pass control
to the vCRTM. vCRTM Measure Virtual Modules is a step to initialize the core root of trust
measurement (CRTM), measuring the CRTM and then measure other VMM components.
If Trusted Manager Measure is selected, Trusted Manager Measure Virtual Modules
steps are executed to measure virtual modules and then measure other VMM
components. The Trusted Manager is an internal entity that has been subjected with
trusted codes which can be verified by other parties such as privacy CA or a producer of
source codes. If external measure is selected, external measure virtual modules steps
are executed to measure virtual modules and then measure other VMM components.The
external measure is a trusted external entity such as third parties or Host OS services
that perform integrity measurement. Extending Measurement into PCRs is a step to hash
such as SHA1 the integrity measurement and then store (TPM_Extend) these
measurements into PCRs. These integrity measurements in the PCRs represent state of
the VMM and are used by upper layer services such as OS, application to run at trusted

states.

Figure 1 shows architecture of an apparatus for determining level of integrity within a

plurality of components in a virtual Trusted Platform Module (VTPM). The apparatus
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includes a Virtual Machine Monitor (VMM) (101) which further includes a manager (103),
wherein the manager (103) includes a plurality of virtual modules (104). The plurality of
virtual modules (104) includes a virtual Trusted Platform Module (vTPM) and virtual core

root of trusted measurement (vCRTM).

Figure 1 shows a diagram showing general components of the VMM that can be
extracted as integrity measurement. This apparatus uses these measurements as a value
(digest) to be stored (TPM;Extend) in PCR. These PCR values represent the integrity of
the VMM which is similar to hardware TPM measurement. The VMM (101) is a
virtualization tool with the purpose of providing virtual environment to run operating
system (OS) and application. The Virtual Machine (VM) (102) executes programs like a
real machine and this environment is isolated from other VM or Host OS. The manager
(103) includes, but not restricted to, VM, Trusted, Storage and Translator manager
modules to manage the VM and VM components. The Virtual Modules (104) components

run within VM and provide virtual hardware such as BIOS, Display Card and Sound Card.

| PCR Index PCR Usage
0 VM Measurement, vBIOS, vCRTM, vTBB, virtual Embedded Option ROMs
VM Configuration, vCRTM
VM Virtual Modules (e.g. vTPM Module, virtual ¥O module)
VM Virtual Modules Configuration & Data
VM Bootstrap Loader, vIPL code (e.g. vVMBR)
VM Bootstrap Loader, vIPL with configuration and data
VM and vTPM State Transition, VM and vTPM Wake Events
Reserved for future usage; or Credential Measurement (e.g. vIPM, VM)
Guest OS Measurement (e.g. kernel and initial ramdisk images)
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Table 1
Table 1 shows PCR usage for the vTPM in the virtual machine (VM). Usage of the PCR
depends on PCR index as specified in TPM specification. These PCR index and usage
represent the VM integrity measurement that is similar to the real hardware TPM. In

virtualization environment, this method and apparatus provides virtual measurement for
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the vTPM by replaciﬁg hardware measurement to virtual modules (VM components)
measurement. This method and apparatus pursues the TPM specification and deploys
that specification to the virtual device. These virtual measurements can be generated via
binary hash and properties base measurement of the virtual machine components and
modules. Binary hash is a result of hashing process to the source codes, executable files,
library files or object files and these résult become a static measurement for mapping into
PCRs. Properties base measurement is a result of hashing process of logic, semantic
and properties of the source codes, executable files, library files or object files and these
result become a dynamic measurement for mapping into PCRs. Formulas to generate

and extend PCR value are:

.Generate Integrity Measurement (IM)

X = VMM Component;
Static_IM = HASH (Virtual Module X),

Dynamic_IM = HASH (PROPERTIES (Virtual Module X)),

Extend Integrity Measurement (IM)

PCRY « Extend (HASH (IM | PCRY));

It is to be noted that HASH can be hashing algorithm, PROPERTIES can be logic;
semantic; behavior before, during, and after runtime; and properties of VMM Components
and Modules, IM can be Static_IM or Dynamic_IM integrity measurement and Y could be

PCR Index.

This invention is adapted for use in Virtual Trusted Platform Module (vTPM), virtualization
technology and cloud computing to provide secured and trusted services to the client that
runs on virtual machine. The disclosed invention is suitable, but not restricted to, for use

in measuring integrity and mapping data into PCRs.
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CLAIMS

1.

A method of determining level of integrity within a plurality of virtual machine monitor

(VMM) components in a virtual Trusted Platform Module (vTPM), the method includes the
steps of:

i. measuring the plurality of VMM components (201);

il. loading all related components to run (202);

iii. selecting a virtual core root of trusted measurement (vCRTM) (203);

iv. executing vCRTM measuring module (204, 205);

V. measuring all other VMM components; and

vi. extending measurements into platform configuration register (PCR) (210).

The method as claimed in claim 1, wherein extending measurements into platform
configuration register (PCR) (210) further includes the steps of:
i. hashing integrity measurement; and

ii. storing measurements into PCR.

. The method as claimed in claim 1, wherein the method includes the steps of:

i. selecting trusted manager measure (206) upon loading components to run (202);
ii. executing measuring virtual modules (207);
iii. measuring all other VMM components; and

iv. extending measurements into PCR (210).

. The method as claimed in claim 3, wherein extending measurements into PCR (210)

further includes the steps of:
i. hashing integrity measurement; and

il. storing measurements into PCR.

The method as claimed in claim 1, wherein the method includes the steps of:
i. selecting external measure (208) upon loading components to run (202);
ii. executing measuring external measure virtual modules (209);

iii. measuring all other VMM components; and

iv. extending measurements into PCR (210).
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6.

10.

10

The method as claimed in claim 5, wherein extending measurements into PCR (210)
further includes the steps of:

i. hashing integrity measurement; and

ii. storing measurements into PCR.

An apparatus for determining level of integrity within a plurality of components in a virtual
Trusted Platform Module (vTPM), the apparatus includes:

a Virtual Machine Monitor (VMM) (101) which further include a manager (103), wherein
the manager (103) includes a plurality of virtual modules (104).

The apparatus as claimed in claim 7, wherein the plurality of virtual modules (104)
include a virtual Trusted Platform Module (vTPM) and virtual core root of trusted
measurement (VCRTM).

The apparatus as claimed in claim 7, wherein a manager (103) is a Trusted Manager
which is an internal entity that has been subjected with trusted codes which can be
verified by other parties.

The apparatus as claimed in claim 7, wherein a plurality of virtual modules (104) include
an external measure module which is a trusted external entity that performs integrity

measurement.
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