US 20120069762A1

a9 United States

a2y Patent Application Publication (o) Pub. No.: US 2012/0069762 A1l

Thermond et al.

43) Pub. Date: Mar. 22, 2012

(54) WIRELESS ACCESS POINT SERVICE continuation of application No. 10/357,795, filed on
COVERAGE AREA MANAGEMENT Feb. 4, 2003, now Pat. No. 7,394,796.
75 1 . Jefivev L. Th d. Sarat (60) Provisional application No. 60/398.744, filed on Jul.
nventors: effrey L. Thermond, Saratoga, 26, 2002.
CA (US); Richard G. Martin,
Morgan Hill, CA (US); Jeff Publication Classification
Abramowitz, Menlo Park, CA
- i . (51) Imt.CL
(83), Stephen Palm, Irvine, CA HO4W 24/00 (2009.01)
(US) HO4W 52/04 (2009.01)
HO4L 1226 2006.01
(73) Assignee: BROADCOM CORPORATION, ( )
IRVINE, CA (US) (52) US.Cl .ot 370/252
57 ABSTRACT
(21) Appl. No.: 13/306,116 . . . . .
A wireless terminal serviced by a Wireless Access Point
(22) Filed: Nov. 29. 2011 (WAP) of a Wireless Local Area Network (WLAN) infra-
) e structure includes a processor, an RF unit and a directional
o antenna. The RF unit receives instructions from the WAP that
Related U.S. Application Data are derived from participatory data based on communications
(63) Continuation of application No. 13/086,276, filed on involving the WAP and non-participatory data based on com-
Apr. 13, 2011, now Pat. No. 8,085,748, which is a munications the WAP listens to, but does not participate in.
continuation of application No. 12/127,513, filed on The processor alters a gain vector of the directional antenna
May 27, 2008, now Pat. No. 7,948,956, which is a based on the instructions received from the WAP.
114
0000 O 0000 0000 d
aodo0on
oooog 112
0000 |~ 104 =
oodn
oadno O0ii0 O oo O 0000 O
0ogQ 5888 [~ 106
oodn oggg
B[] 5555
£l 0000 O r
Qiii O dJooond Ooimo ‘
o -
o
ooggl 102 108
oo
85855 Q000 00000 00000
oood
cooooo

b

100



Patent Application Publication = Mar. 22,2012 Sheet 1 of 12 US 2012/0069762 A1

(q\| (@)
| B | 8 =
S 0 e
O O
= =
O O
O O
= =
= =
3 ] ]
- O
\l B
= ©
= =) —
O - \
0 K 3 -
= Ooooooon I U .
= 0000000g = ()
00000008 = —
O 00000000 O LL
= O
O 5
0
S =
{ \ O
Ooooooon ~
OO000ogog S
O0000gos -
O00000oo {
0ooooood
00000o0e
0000000E
00000000




Patent Application Publication = Mar. 22,2012 Sheet 2 of 12 US 2012/0069762 A1

206B
Iﬁ/212D

206E

~ 208

FIG. 2

~ 206

BLDG.
200




€ 9Old

US 2012/0069762 Al

u =
S “ “_
m THLIND 013 (SINVM omm\__m_ _ __
g oIV ‘LIANYILNI

7 5 ‘NLSd OL \.\ 208

e~ / 9ce

& M/N

n. dVM /vmﬁwu\m_wﬁww.\ dVM

s a3dIMm

= 9902~ _ # S0€ # _ V902

vmm\__m_ A

\ B
/

aLe”

Patent Application Publication



US 2012/0069762 Al

Mar. 22,2012 Sheet 4 of 12

Patent Application Publication

MN
. INOGMOVE  <—]
T41ND NVIM OL V902
div oy \.% _/<Nov
oze /
M/N INOSMOVE
NVIM OL
AN =_
INogMOve =
NVIM OL A 908
10)7401% -0902 lf
\# _/omov
MIN
INOGMOVE <e— 9
NYIMOL gyt asoc
\# _/DNS

¥ "Old

M/N
INOGMOve
NVIM OL

~ +

N 9902

gv0v \# _/m_Ng




US 2012/0069762 Al

Mar. 22,2012 Sheet S of 12

Patent Application Publication

d

by
.,
Al
A

Vw902

VyOy M
o

VM
_/<No¢

_dYM m@om.._...,.
avovy \w _/ z0h
|

AW M ez T
@8# _/ azoy .~



Patent Application Publication = Mar. 22,2012 Sheet 6 of 12 US 2012/0069762 A1

FIG. 6B

FIG. 6A

180



US 2012/0069762 Al

Mar. 22,2012 Sheet 7 of 12

Patent Application Publication

1222

47
R

MIN

ANOGMOVE

d3adim oL

dVM

LINM dgd IAM
1 anz i GLITTT
dane , - 02/ 30U1S
S reL AV
sl
LINN L H NOYd3
Py e oLL”
1St sk g =
J 7 i
0es ~ 8¢. 31/ J NYHS
JeL 80/ -~
> JOVAYILINI WN | Wvdd
90/ 7
vel 7
L IAM
S3IDIAIA YIHIO wwNo U
"00¥d
N \
ovL 7 v0

A90Z HO ‘D907 ‘9902) V902




US 2012/0069762 Al

Mar. 22,2012 Sheet 8 of 12

Patent Application Publication

da. '9Old

- T 29/

Ad3l1vd

4/1v1va || DIN/AIMLS

agA3ax AV1dSId

B AOV4H3LINI 38N

09, -

INM

%w 7
AMOWIN

86/ 7

B d0SS300dd

95/ 7

N 1INN 44

vG.L <

N@N\ O@N\




US 2012/0069762 Al

Mar. 22,2012 Sheet 9 of 12

Patent Application Publication

8 'Old

M/N

ANOGXMOVE d3dIM ‘NVM ‘NVT

G0¢
2¢8 - 4/l WN 818
SSIT1FHIM 4/l WN a3dIM
_ _
018 - 4/ TVe3IHdIY3d
i
INAA 4/l
HO1S MN
808 7 908 ~
N
018 AﬂleV 20dd
E
08 - 208 7
gze
J10SNOD

918 - HON

013 "LANYILNI

9c8



US 2012/0069762 Al

Mar. 22,2012 Sheet 10 of 12

Patent Application Publication

V6 9Old
0olavyd 1SHi4 HITI0OELNOD HIV olavy 1Sy
40 NOILYOOTIV TaNNVHD 0L 13¥0d3d T¥NOILYHIdO WO¥4 V.1va olavy
SHAL TV HOSSIAD0Nd dVM SAN3IS J0SSID0¥Hd 1SHI4 IAIFDTY
926 7 ﬁ 816 7 4 0L6 7 ﬂ
Olav (1SHl4) 180d3 @%_mﬂqw_ﬂ,_m__w,__mmﬁ
40 ¥3IMOd LINSNVYYL TVYNOILVYHIdO dVM SSTTIMIM
SHALTV HOSSIAD0Hd wm_w/m_m_o d08S3004d 2OIANIS
ve6 7 4 916 » 906 7 *
. v.1va olavy S30YNOS3Y
VYNNILNV
TYNOILLOTHIA 40 N¥ILLVd ANOD3S S3-OLS ANV olavd
NIVO SuaLTY HOSSIN0N SIAITOTY HOSSID0Hd 1SHI4 ILYD0 TV
5 167 906 - a
443 4 026 4 216 . 706
/4
TYNINY3AL
HITI0OYLINOD SNOISSINSNVYL SSTT1IHIM
IV WO SNOILD3HIA IVNINYGL SST13dIM WON4 1SINO3IY
SAAITDTY HOSSIADONd SHOLINOW OIdvd ANOO3S JDIAY3S IAIFDIY

¢06 - SNOILYH3dO 31dl dVM




US 2012/0069762 Al

Mar. 22,2012 Sheet 11 of 12

Patent Application Publication

TANNVHD HITI0OELNOD
a31o313S M3N HIVY OL 1H0d3ay
NO NOOV39 LINSNVYL ac6 7 »
gve 7 A
(SIHLONIHLS
TANNYHO M3N 10313S YN I9NSYIN
CCE o6 ~ A&
TANNVYHD @3Lo313s (SINOOV3IAL a4VMOL
NO NOOVIg LINSNVYL VYNNILNY 1LO3dId
e 7 A vee 7 A
NOILDO3YId NOdN g3svd (SINOOV3g
TANNVYHD 1237138 dVM H04 N31sIT
6 7 * €6 7 *
- 0v6 - 0€6
HIATIOHUINOD HIV WO HIATIOHUINOD HIV WO

NOILO3dId NOOV3d
W3LSAS IAIFO3H

NOILO3HId NOILVNIVASL
W3LSAS IAIFOIH

¢06 - SNOILVH3dO 31dl dVM




US 2012/0069762 Al

Mar. 22,2012 Sheet 12 of 12

Patent Application Publication

0L "Old

i

SNOILO3dId IHL
S3AANTONI LVHL H3OVNVYIN
NYIM OL 1043 AN3S

q

9z01- a

SdVM JAILD3d4S3d JHL
OL1 SNOILO3dHId A4VMHOA

(SdVYM
H3IHLO OL 123dS3Y HLIM)
dvM IAOW OL HOIHM
NI NOILO3¥IAa A4ILNIAI

8L0L7 H

SdvM JNOS 1SV LV
d04 SNOILO3HId F1v3HO

v20lL” 4

INIWIOVTd A3431TV
ONIHINO3IY dVM AdILN3AI

2201’
0201

aL0L’

¢d3dINO3Y
‘133410 dVM

14291°

2101

140d3d
TVYNOILVH3dO
dVM 340.1S

9001~
a 001

a3d1N03Y NOILYH3LTY
1ININWIOVTd dVM

AONVINHO4H3d WILSAS
JZ14310VdvVHO O1
S1d0d3d T¥YNOILVYHIdO
dVM SS300dd

dVM d30INY3S
NOHd 1H40d3d
TVYNOILVH3dO
dVM JAIFD3d

00l - SNOILVYH3dO F1dI 437T10HLINOD dIV




US 2012/0069762 Al

WIRELESS ACCESS POINT SERVICE
COVERAGE AREA MANAGEMENT

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] The present U.S. Utility patent application claims
priority pursuant to 35 U.S.C. §120, as a continuation, to the
following U.S. Utility patent application, which is incorpo-
rated herein by reference in its entirety and made part of the
present U.S. Utility patent application for all purposes:
[0002] 1. U.S. Utility application serial Ser. No. 13/086,
276, entitled “WIRELESS ACCESS POINT SERVICE COV-
ERAGE AREA MANAGEMENT,” (Attorney Docket No.
BP2488C2), filed Apr. 13, 2011, pending, which claims pri-
ority pursuant to 35 U.S.C. §120, as a continuation, to the
following U.S. Utility patent application, which is incorpo-
rated herein by reference in its entirety and made part of the
present U.S. Utility patent application for all purposes:
[0003] A. U.S. Utility application Ser. No. 12/127,513,
entitled “WIRELESS ACCESS POINT SERVICE
COVERAGE AREA MANAGEMENT,” (Attorney
Docket No. BP2488C1), filed May 27, 2008, now U.S.
Pat. No. 7,948,956, which claims priority pursuant to 35
U.S.C. §120, as a continuation, to the following U.S.
Utility patent application, which is hereby incorporated
herein by reference in its entirety and made part of the
present U.S. Utility patent application for all purposes:
[0004] i.U.S. Utility application Ser. No. 10/357,795,
entitled “WIRELESS ACCESS POINT SERVICE
COVERAGE AREA MANAGEMENT,” (Attorney
Docket No. BP2488), filed Feb. 3, 2003, now U.S. Pat.
No. 7,394,796, which claims priority pursuant to 35
U.S.C. §119(e) to the following U.S. Provisional
Patent Application which is hereby incorporated
herein by reference in its entirety and made part of the
present U.S. Utility patent application for all pur-
poses:
[0005] a.U.S.Provisional Patent Application Ser. No.
60/398,744, filed Jul. 26, 2002.

1. FIELD OF THE INVENTION

[0006] This invention relates generally to wireless local
area networks; and more particularly to the management of
wireless access points within such wireless local area net-
works.

2. BACKGROUND OF THE INVENTION

[0007] Communication technologies that link electronic
devices in a networked fashion are well known. Examples of
communication networks include wired packet data net-
works, wireless packet data networks, wired telephone net-
works, wireless telephone networks, and satellite communi-
cation networks, among other networks. These
communication networks typically include a network infra-
structure that services a plurality of client devices. The Public
Switched Telephone Network (PSTN) is probably the best-
known communication network that has been in existence for
many years. The Internet is another well-known example of a
communication network that has also been in existence for a
number of years. These communication networks enable cli-
ent devices to communicate with each other on a global basis.
Wired Local Area Networks (LANs), e.g., Ethernets, are also
quite common and support communications between net-
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worked computers and other devices within a serviced area.
LANSs also often link serviced devices to Wide Area Networks
and the Internet. Each of these networks is generally consid-
ered a “wired” network, even though some of these networks,
e.g., the PSTN, may include some transmission paths that are
serviced by wireless links.

[0008] Wireless networks have been in existence for a rela-
tively shorter period. Cellular telephone networks, wireless
LANs (WLANs), and satellite communication networks,
among others, are examples of wireless networks. Relatively
common forms of WLANs are IEEE 802.11(a) networks,
IEEE 802.11(b) networks, and IEEE 802.11(g) networks,
referred to jointly as “IEEE 802.11 networks.” In a typical
IEEE 802.11 network, a wired backbone network couples to
a plurality of Wireless Access Points (WAPs), each of which
supports wireless communications with computers and other
wireless terminals that include compatible wireless interfaces
within a serviced area. The wired backbone network couples
the WAPs ofthe IEEE 802.11 network to other networks, both
wired and wireless, and allows serviced wireless terminals to
communicate with devices external to the IEEE 802.11 net-
work.

[0009] WLANSs provide significant advantages when ser-
vicing portable devices such as portable computers, portable
data terminals, and other devices that are not typically sta-
tionary and able to access a wired LAN connection. However,
WLAN:S provide relatively low data rate service as compared
to wired LANs, e.g., IEEE 802.3 networks. Currently
deployed wired networks provide up to one Gigabit/second
bandwidth and relatively soon, wired networks will provide
up to 10 Gigabit/second bandwidths. However, because of
their advantages in servicing portable devices, WLANs are
often deployed so that they support wireless communications
in a service area that overlays with the service area of a wired
network. In such installations, devices that are primarily sta-
tionary, e.g., desktop computers, couple to the wired LAN
while devices that are primarily mobile, e.g., laptop comput-
ers, couple to the WLAN. The laptop computer, however, may
also have awired LAN connection that it uses when docked to
obtain relatively higher bandwidth service.

[0010] When adecision is initially made to installa WLAN
in a premises, the WLAN must first be engineered. In such
engineering, the lay out of the premises, e.g., warehouse,
office space, campus environment, etc. is first considered. In
most installations, wireless coverage is desired across all
areas of the premises. The deployment of the WAPs within the
premises is the most critical step in the WLAN engineering.
Because the conductance of Radio Frequency (RF) transmis-
sions through building walls and other obstacles in the pre-
mises is dependent upon respective structure, the structural
aspects of the premises must be carefully considered when
determining WAP placement. However, most WAP place-
ment decisions are subjectively made, based upon the care
and experience level of the installer.

[0011] During the initial WLAN installation, the WAP
placement is fixed. Thus, the WAP placement cannot address
changes in the topology and structure of the premises. Such
changes in the topology and structure may include the addi-
tion of walls, the additions of partitions, the addition of wiring
that will affect propagation of RF transmissions, and other
characteristics. Problems that typically result due to poor
WAP placement include poor channel utilization, interfer-
ence between WAPs, WAP capacity shortages, and other
shortcomings. These operational problems, however, will
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typically only be seen as poor WLAN performance. The
WLAN network installer/administrator, however, has no way
of determining whether these problems are caused by equip-
ment deficiencies, the nature of the premises, WAP place-
ment, or lack of capacity in the WAPs.

[0012] Thus, there is a need in the art for improvements in
the management of WAPs servicing a WLAN within a pre-
mises.

SUMMARY OF THE INVENTION

[0013] Thepresent invention is directed to an apparatus and
methods of operation that are further described in the follow-
ing Brief Description of the Drawings, the Detailed Descrip-
tion of the Drawings, and the Claims. Other features and
advantages of the present invention will become apparent
from the following detailed description of the invention made
with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] These and other features, aspects and advantages of
the present invention will be more fully understood when
considered with respect to the following detailed description,
appended claims and accompanying drawings wherein:
[0015] FIG.1is asystem diagram illustrating a premises in
which a Wireless Local Area Network (WLAN) constructed
according to the present invention is deployed;

[0016] FIG. 2 is a partial system diagram illustrating a
portion of the campus of FIG. 1 in which wireless communi-
cations are serviced according to the present invention;
[0017] FIG. 3 is a partial system diagram illustrating a
portion of a campus in which wireless communications are
serviced according to the present invention;

[0018] FIG. 4 is a partial system diagram illustrating a
WLAN constructed according to the present invention;
[0019] FIG. 5 is a partial system diagram illustrating in
more detail the WLAN of FIG. 4;

[0020] FIGS. 6A and 6B are graphs illustrating various
antenna gain patterns of WAP directional antennas operating
according to the present invention;

[0021] FIG. 7A is a block diagram illustrating a WAP con-
structed according to the present invention;

[0022] FIG. 7B is a block diagram illustrating the compo-
nents of a wireless terminal that operates according to the
present invention;

[0023] FIG. 8 is a block diagram illustrating an air control-
ler constructed according to the present invention;

[0024] FIGS. 9A and 9B are a logic diagrams illustrating
WARP operations according to the present invention; and
[0025] FIG. 10 is a logic diagram illustrating air controller
operations according to the present invention.

DETAILED DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 is a system diagram illustrating a premises
100 in which a Wireless Local Area Network (WLAN) con-
structed according to the present invention is deployed. The
premises 100 (campus) includes office buildings 102, 104,
106 and industrial buildings 108, 110, 112, and 114. The
premises 100 may correspond to a company such as a tech-
nology company, a seller of goods, a service company, or
another type of company. Contained within each of the office
buildings 102, 104, and 106 are a number of offices, each of
which provides a working space for at least one person. Each
of the industrial buildings 108, 110, 112, and 114 provides
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space for manufacturing, storage, and/or another purpose.
People also work within industrial buildings 108, 110, 112,
and 114.

[0027] Contained within each of these buildings 102-114
are computer workstations, computer servers, printers, FAX
machines, phones, and other electronic devices. Each of these
electronic devices has its communication requirements. For
example, computer workstations, computer servers, and
printers each require data communication service. Such data
communication service requires that the devices can commu-
nicate with other devices located within the premises 100 and
with devices located external to the premises 100 across one
or more data networks. The FAX machines and phones
require coupling to one another and to the Public Switched
Telephone Network (PSTN).

[0028] FIG. 2 is a partial system diagram illustrating a
portion of the campus of FIG. 1 in which wireless communi-
cations are serviced according to the present invention. A
building floor 200 shown in FIG. 2 may be a lower floor of one
of the buildings of FIG. 1, e.g., building 102. The building
floor 200 includes a plurality of rooms 202, 204,206, and 208.
Each ofthese rooms 202, 204, 206, and 208 has placed therein
WAPs 206A,206B,206C, 206D, and 206E, respectively, that
service corresponding areas. Further, an external WAP 206F
services an area external to room 208 of building floor 200.
Each of these WAPs 206A-206F couples to a wired network
infrastructure that may include a building router 216.

[0029] Serviced within the building floor 200 are wireless
telephones/data terminals 212A-2121 and laptop computers
214A-214H, together “wireless terminals.” Fach of these
wireless terminals wirelessly communicates with a servicing
WARP. For example, laptop computer 214A and wireless ter-
minals 212A and 212B wirelessly communicate with WAP
206A (in their illustrated positions). Each of the WAPs 206 A-
206F supports wireless communications primarily within a
designated area respectively. However, the coverage area of
each WAP 206A-206E extends beyond the boundaries of the
serviced rooms 202-208 so that overlapping coverage areas
exist. For example, WAPs 206A and 206C provide service
between rooms 202 and 206 so that wireless terminals that
roam between the rooms continue to receive wireless com-
munication service when between the rooms 202 and 206.
Further, WAP 206E supports wireless communications out-
side of the floor 200 to service laptop computer 214H and
wireless terminal 2121.

[0030] FIG. 3 is a block diagram partially illustrating a
portion of the WLAN of FIG. 2 that supports operations
according to the present invention. The portion of the network
shown includes WAPs 206 A and 206B that support wireless
communications within a serviced area, for example, the
rooms 202 and 204 of FIG. 2. The WAPs 206A and 206B
couple to a wired backbone network 305. The WAPs 206A
and 2068 service wireless communications for laptop com-
puters 306, 308, and 310, desktop computers 312, 314, 316,
and 318, and wireless telephones/data terminals 320, 322,
322, 324, 326, and 328, together “wireless terminals.” Note
that while different numbering is used for the wireless termi-
nals of FIG. 3, they are the same as, or similar to wireless
terminals of FIG. 2. Service coverage areas supported by
WAPs 206A and 2068 partially overlap. The wired backbone
network 305 couples to one or more data networks and to an
air controller 326.

[0031] As illustrated, each of the WAPs 206A and 2068
includes two antennas. A first antenna of the two antennas is
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a dynamically directional antenna that couples to a first radio
of'arespective WAP and a second antenna of the two antennas
couples to a second radio of arespective WAP. The directional
antennas and first radios of the WAPs 206 A and 206B service
wireless communications with those of the laptop computers
306,308, and 310, desktop computers 312,314,316, and 318,
and wireless telephones/data terminals 320, 322, 322, 324,
326, and 328, together “wireless terminals,” operating within
respective service areas. As will be described further with
reference to FIGS. 4-10, the WAPs 206A and 206B are con-
trolled by the air controller 326 so that their respective service
areas do not unduly interfere with one another and such that
satisfactory service is provided therein. In such case, each of
WAPs 206A and 206B provides service to a subset of the
wireless terminals.

[0032] In controlling the WAPs 206A and 206B, the air
controller 326 directs the WAPs 206A and 206B to alter the
gain pattern of their directional antennas, to modify their first
radio transmit powers, and to alter the channels upon which
they operate, among other directions. The control of the
WAPs 206A and 206B by the air controller 326 is based upon
WAP operational reports received from the WAPs. Second
radios of the WAPs 206A and 206B listen to transmissions
from at least one of the wireless terminals and WAPs and
collect non-participatory WAP data. The WAPs 206A and
206B produce the WAP operational reports based upon the
non-participatory WAP data and forward the WAP opera-
tional reports to the air controller 326. In some operations, the
WARP operational reports may also include information gath-
ered by the WAPs 206 A and 206B based upon the communi-
cations serviced by the first radio—participatory WAP data.
Participatory WAP data may include received carrier signal
strengths, carrier to interference ratios, bit error rates,
dropped link occurrences, and channel utilization. Non-par-
ticipatory WAP data may include received carrier signal
strengths, carrier to interference ratios, and channel utiliza-
tions. Based upon the WAP operational reports, the air con-
troller 326 controls the service areas of the plurality of WAPs
206A and 206B. Resultantly, the air controller 326 reduces
Radio Frequency (RF) interference among the plurality of
WAPs, ensures that coverage is provided within all desired
areas of the premises, and provides specialized service when
required, e.g., VoIP service.

[0033] According to another aspect of the present inven-
tion, that will be described further with reference to 7B and
7C, the WAPs 206 A and 206B also control the directionality
(and transmit power) of serviced wireless terminals. In per-
forming this function, the WAPs 206A and 2068 listen to the
strength of the received transmissions from a managed wire-
less terminal, determine a gain vector for a directional
antenna of the wireless terminal and have the wireless termi-
nal control its directional antenna to meet this gain vector.
Generally, the gain vector will correspond to the location of a
servicing WAP, WAP 206 A for example. By directing the gain
of'the directional antenna of the wireless terminal toward the
servicing WAP 206 A, interference with non-servicing WAPs
is reduced and the ability of the servicing WAP 206A to
service the wireless terminal is improved.

[0034] FIG. 4 is a partial system diagram illustrating a
WLAN constructed according to the present invention. As
shown in FIG. 4, the WAPs 206A, 206B, 206C, and 206D are
located across the serviced premises. Each of the WAPs 206A
through 206D and the air controller 326 couples to the wired
backbone network 305 (not in FIG. 4). As is further illus-
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trated, each of the WAPs 206A through 206D includes a
directional antenna 404A through 404D, respectively, and a
second antenna, 402A through 402D, respectively.

[0035] WAP 206A services communications with a laptop
computer 306 using its first radio and its directional antenna
404 A. However, according to the present invention, each of
the WAPs 206A, 2068, 206C, and 206D also listens to trans-
missions from the laptop computer 306 (and also to transmis-
sions from the WAP 206A in some embodiments). In these
operations, the WAPs 206 A through 206D use antennas 402A
through 402D and second radios, respectfully, to listen to
transmissions of the laptop computer 306.

[0036] As will be further described herein with reference to
FIGS. 5 through 10, in listening to transmissions of the laptop
computer 306 and each other transmitting wireless terminal
within the service premises and other sources of interference,
the WAPs generate WAP operational reports. These WAP
operational reports are forwarded by the WAPs 206 A through
206D to the air controller 326. Based upon the WAP opera-
tional reports the air controller produces directions which are
sent to one or more of the WAPs 206A through 206D. Then,
based upon its directions, the WAPs 206A through 206D alter
the operations of their directional antennas 404A-404D,
respectively, alter the transmission power of their first radios,
and/or alter the channels of operation of the first radios.
According to another aspect of the present invention, when
the WAPs 206A-206D include only a single radio and a single
antenna, the WAPs 206A-260D listen to transmissions of
non-serviced wireless terminals when they are idle with
respect to their serviced wired terminals. Thus, with the
embodiment, the WAPs 206A-206D are able to collect non-
participatory WAP data and participatory WAP data using a
single radio.

[0037] FIG. 5isasystem diagram illustrating in more detail
the WLAN of FIG. 4 that operates according to the present
invention. FIG. 5 also illustrates the manner in which WAPs
206A through 206D service wireless terminals operating
within the premises. As shown, WAP 206A provides RF
coverage within a respective service area 502 for wireless
terminals 212A, 212B, and 306. Likewise, WAP 206B pro-
vides RF coverage within a respective service area 504 for
wireless terminals 212C, 212D, 214B and 214C. WAP 206C
provides RF coverage within a respective service area 506 for
wireless terminals 214D, 214E and 212F. Finally, WAP 206D
provides RF coverage within a respective service area 508 for
wireless terminals 212H, 214F, and 214G.

[0038] As is illustrated, each of the service areas 502, 504,
506, and 508 has an irregular shape. While these irregular
shapes are exaggerated for the illustrative purposes of FIG. 5,
each of the WAPs 206A through 206D includes directional
antennas 404A through 404D, respectively, that are capable
of supporting respective service areas having irregular (and
unique) shapes. As was previously discussed herein, the
directional antennas 404 A through 404D, the transmit power
provided thereto by the coupled first radios, and the channel
usage of the first radios are altered via direction from the air
controller. As part of this alteration process, varying the direc-
tionality of the directional antennas 404A through 404D as
well as the transmit power applied to the directional antennas
404 A through 404D will alter the service coverage areas 502,
504, 506, and 508 respectively. Such alteration in the service
coverage areas 502 through 508 results in reduced interfer-
ence among the WAPs 206A through 206D. In some opera-
tions, WAPs 206A through 206D have differing wireless ter-
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minal density within their service coverage areas 502-508. By
altering these service coverage areas, the air controller equal-
izes load among the WAPs 206 A through 206D. Further, by
altering channel usage, varying the directionality of the direc-
tional antennas 404 A through 404D, as well as the transmit
power applied to the directional antennas 404 A through 404D
that are supported by the WAPs 206 A through 206D, the air
controller ensures that specialized service requirements, e.g.
Quality of Service, VOIP service, are met.

[0039] FIGS. 6A and 6B are graphs illustrating various
antenna gain patterns of WAP directional antennas operating
according to the present invention. As illustrated in FIG. 6A,
a first antenna gain pattern 602 differs from a second antenna
gain pattern 604. However, neither gain pattern of 602 or 604
is symmetrical about the antenna. The antenna gain patterns
602 and 604 may be those provided by the directional anten-
nas 404A through 404D of one of the WAPs 206 A through
206D.

[0040] As shown in FIG. 6B, a first antenna gain pattern
652 is substantially symmetrical. Such would be the case with
a monopole or dipole antenna such as the antennas 402A
through 402D of the WAPs 206 A through 206B that couple to
respective second radios. The second antenna gain pattern
shown 654 may be a gain pattern that is produced by direc-
tional antenna 404A through 404D of the WAPs 206A
through 206D.

[0041] FIG. 7A is a block diagram illustrating a WAP
206A, 206B, 206C, or 206D constructed according to the
present invention. The WAP 206 A includes a processor 704
and one or more storage devices that may include dynamic
RAM 706, static RAM 708, EPROM 710, and/or storage
device 712, such as a hard drive, optical drive, tape drive, etc.
These components intercouple via a local bus 717 and couple
to a peripheral bus 720 via an interface 718. The processor
704 may be any type of processing device capable of execut-
ing software instructions. The processor 704 may be a single
integrated circuit or a processing module including a plurality
of integrated circuits.

[0042] The WAP 206A also includes a network interface
724, which couples the WAP 206A to the wired backbone
network 305. The WAP 206A also includes a first radio 726,
asecond radio 732, directional antenna 742, and antenna 744.
The firstradio 726 includes a first baseband processor 728 and
a first RF unit 730 that couples to the directional antenna 742.
The second radio 732 includes a second baseband processor
734 and a second RF unit 736 that couples to antenna 744. The
embodiment of the WAP 206A illustrated supports at least
one standardized operating protocol, e.g., IEEE 802.11(a),
TEEE 802.11(b), IEEE 802.11(g), etc.

[0043] In performing operations according to the present
invention, the WAP 206 A may execute software instructions,
i.e., WAP Management Instructions (WMI). WMI 714 enable
the WAP 206A to perform the operations of the present inven-
tion. In executing the WMI, the WMI 716 are loaded into the
storage unit 712 and some or all of the WMI 714 are loaded
into the processor 704 for execution. During this process,
some of the WMI 716 may be loaded into the DRAM 706. In
other embodiments, however, the WAP 206A may operate
according to the present invention based upon hardware func-
tion, firmware instructions, or a combination of any/all of
these.

[0044] FIG. 7B is a block diagram illustrating the compo-
nents of a wireless terminal that operates according to the
present invention. The wireless terminal 750 includes a RF
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unit 754, a processor 756, and a memory 758. The RF unit 754
couples to a controllable directional antenna 752 that may be
located internal or external to the case of the wireless terminal
750. In the described embodiment, the processor 756 controls
the directionality of the directional antenna 752. In another
embodiment, for enhanced directionality control, the wireless
terminal 750 may include multiple antennas.

[0045] The processor 756 may be an Application Specific
Integrated Circuit (ASIC) or another type of processor that is
capable of operating the wireless terminal 750 according to
the present invention. The memory 758 includes both static
and dynamic components, e.g., DRAM, SRAM, ROM,
EEPROM, etc. In some embodiments, the memory 758 may
be partially or fully contained upon an ASIC that also includes
the processor 756. A user interface 760 includes a display,
indicators, a keyboard, a speaker, a microphone, and/or a data
interface, and may include other user interface components.
The radio 754, the processor 756, the memory 758, and the
user interface 760 couple via one or more communication
buses/links. A battery 762 also couples to and powers the
radio 754, the processor 756, the memory 758, and the user
interface 760. The structure of the wireless terminal 750
illustrated is only an example of one wireless terminal struc-
ture. Many other varied wireless terminal structures could be
operated according to the teachings of the present invention.
[0046] As was previously discussed, according to another
aspect of the present invention, the WAPs 206A and 206B
may also control the directionality (and transmit power) of
serviced wireless terminals. In performing this function, the
WAPs 206 A and 206B listen to the strength of the received
transmissions from a managed wireless terminal, determine a
gain vector for a directional antenna of the wireless terminal
and have the wireless terminal control its directional antenna
to meet this gain vector. Generally, the gain vector will cor-
respond to the location of a servicing WAP, WAP 206A for
example. By directing the gain of the directional antenna 752
of'the wireless terminal 750 toward the servicing WAP 206 A,
interference with non-servicing WAPs is reduced and the
ability of the servicing WAP 206A to service the wireless
terminal is improved. The wireless terminal 750 of FIG. 7B
supports these operations.

[0047] In performing the operations of the present inven-
tion, the wireless terminal 750 may execute software instruc-
tions, i.e., WAP Management Instructions (WMI) 764. WMI
764 enable the wireless terminal 750 to perform the opera-
tions of the present invention. In executing the WMI, the
WMI 764 are loaded from memory 758 into the processor 756
for execution. In other embodiments, however, the wireless
terminal 750 may operate according to the present invention
based upon hardware function, firmware instructions, or a
combination of any/all of these.

[0048] FIG. 8 is a block diagram illustrating an air control-
ler 326 constructed according to the present invention. The air
controller 326 may be general-purpose computer that has
been programmed and/or otherwise modified to perform the
particular operations described herein. The air controller 326
includes a processor 802, memory 804, a network manager
interface 806, storage 808 and a peripheral interface 814, all
of which couple via a processor bus 813. The processor 802
may be a microprocessor or another type of processor that
executes software instructions to accomplish programmed
functions. The memory 804 may include DRAM, SRAM,
ROM, PROM, EPROM, EEPROM, or another type of
memory in which digital information may be stored. The
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storage 808 may be magnetic disk storage, magnetic tape
storage, optical storage, or any other type of device, which is
capable of storing digital instructions and data.

[0049] The network manager interface 806 couples to a
network manager console 816, which allows a network man-
ager to interface with the air controller 326. The network
manager console 816 may be a keypad/display or may be a
more complex device, such as a personal computer, which
allows the manager to interface with the air controller 326.
However, the network manager may interface with the air
controller 326 using other techniques as well, e.g., via a card
coupled to the peripheral interface 810.

[0050] The peripheral interface 810 couples to a wired net-
work interface 818 and to wireless network infrastructure
interface 822. The wired network interface 818 couples the air
controller 326 to at least one network 826 that may include a
Local Area Network (LAN), a Wide Area Network (WAN), or
the Internet. The wireless network infrastructure interface
822 couples the air controller 326 to the wired backbone
network 305.

[0051] WAP Management Instructions (WMI) 812 are
loaded into the storage 808 of the air controller 326. Upon
their execution, a portion of the WMI 812 is downloaded into
memory 804 (as WMI 810). The processor 802 then executes
the WMI 810 to perform the operations described herein
performed by the air controller 326. The programming and
operation of digital computers is generally known to perform
such steps. Thus, the manner in which the processor 802 and
the other components of the air controller 326 function to
perform these operations is not further described herein.
[0052] FIGS. 9A and 9B are a logic diagrams illustrating
WAP operations according to the present invention. Referring
particularly to FIG. 9A, operation of the WAP remains idle
state until action according to the present invention com-
mences (step 902). From step 902, the WAP may receive a
service request from a wireless terminal (step 904), may
employ its second radio to monitor wireless terminal trans-
mission (step 912), may receive directions from an air con-
troller (step 920), may receive a system evaluation direction
from the air controller (step 930), or may receive a system
beacon direction from the air controller (step 940).

[0053] The WAP may receive a service request from any
wireless terminal operating in the WAP’s service area (step
904). From step 904, the WAP allocates first radio resources
for servicing the wireless terminal (step 906). The manner in
which a wireless terminal requests service from the WAP and
the manner in which the WAP responds may be defined
according to a standardized operating protocol, e.g. IEEE
802.11(a), IEEE 802.11(b), or IEEE 802.11(g). After first
radio resources are allocated, the WAP services the wireless
terminal using its first radio (step 908). In servicing the wire-
less terminal, the WAP may optionally receive participatory
WAP data from the first radio 910. Once the communication
has been fully serviced, operation returns from 910 to step
902.

[0054] From step 912 in which the second radio monitors
wireless terminal and/or WAP transmissions, the processor of
the WAP receives and stores the non-participatory WAP data
(step 914). As has been previously described, the second radio
of the WAP is listens to wireless terminal and/or WAP trans-
missions within the WLAN. In this fashion, the second radio
is able to determine when a conflict or sub optimal operating
condition exists. In performing this type of listening, the
second radio gathers non-participatory WAP data. Option-
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ally, the first radio gathers participatory WAP data that relates
to its serviced communications.

[0055] In another embodiment of the present invention,
each WAP only includes a single radio. In this embodiment,
the single radio collects participatory WAP data when it is
actively servicing a wireless terminal and collects non-par-
ticipatory WAP data when it is not actively servicing a wire-
less terminal but is instead merely listening. In either embodi-
ment, the first radio and/or the second radio provide the non-
participatory data (and optionally the participatory WAP
data) to the processor.

[0056] After receipt of the non-participatory WAP data and
optionally the participatory WAP data, the WAP creates a
WARP operational report (step 916). In particular, the proces-
sor of the WAP creates the WAP operational report. The
processor then sends the WAP operational report to the air
controller (step 918). The WAP may send the WAP opera-
tional report to the air controller periodically or immediately
after its creation, or upon request by the air controller. As is
evidenced, the WAP operational report may not be created on
a periodic fashion because of variations in loading on the
WLAN. During high usage times, e.g., during the day, more
participatory WAP data and non-participatory WAP data is
collected than during low usage times, e.g., night time hours.
Thus, the WAP operational reports may be sent from the WAP
to the air controller as is required considering particular sys-
tem loading conditions.

[0057] When the processor of the WAP receives directions
from the air controller (at step 920), the processor performs at
least one of three different operations. In a first one of these
operations, the processor alters the gain pattern of the direc-
tional antenna of the corresponding WAP (step 922). In a
second operation, the processor alters the transmit power of
the first radio of the WAP (step 924). In a third operation, the
processor alters the channel allocation of the first radio (step
926). From each of step 918 and 926, operation returns to step
902.

[0058] Referring now to FIG. 9B, operations regarding
WLAN system evaluation are discussed. Generally, immedi-
ately after installation, or at a subsequent time, the WLAN is
evaluated for its coverage and performance. As one step of
this evaluation, the relative radio positions of the WAPs of the
WLAN are determined. One technique for this determination
is accomplished at step 930-948. As a first operation in this
evaluation, a WAP receives a system evaluation direction
from the air controller (step 930). In response to the system
evaluation direction, the WAP listens for beacons of other
WAPs (step 932). These beacons will typically be on particu-
lar channels at particular times. When the WAP hears a bea-
con, it controls its directional antenna in the direction of the
beacon (step 934). Then, the WAP measures the maximum
signal strength of the beacon (step 936). Steps 932, 934, and
936 will be repeated for each beacon. The air controller, in the
system evaluation direction, may identify the beacon chan-
nels and beacon intervals to the WAPs. Alternately, the WAP
will simply scan for beacons on each serviced channel, record
information, and continue until directed to stop by the air
controller. Finally, the WAP prepares a report regarding the
beacon and provides the report to the air controller (step 938).
[0059] At step 940, the WAP receives a system beacon
direction from the air controller (step 940). In response to the
system beacon direction, the WAP selects a channel (step
942) and transmits a beacon on the selected channel (step
944). In one operation, the WAP transmits in a non-direc-
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tional manner. However, in another operation, the WAP trans-
mits with a previously determined directionality. With step
944 complete, the WAP optionally selects a new channel
based upon the received direction or based upon another
received direction (step 946) and transmits a beacon on the
new selected channel (step 948). From steps 938 and 948
operation returns to step 902.

[0060] FIG. 10 is a logic diagram illustrating air controller
operations according to the present invention. When the air
controller is not performing operations of the present inven-
tion, it is either idle or performing other of its operations (step
1002). During a first operation of the present invention, the air
controller receives a WAP operational report from a serviced
WAP (step 1004). The air controller then stores the WAP
operation report in its memory (step 1006). From step 1006
operation returns to step 1002.

[0061] In a second operation from step 1002, the air con-
troller processes the received WAP operational reports to
characterize system performance of the WLAN (step 1012).
Based upon this system performance characterization, the
WARP determines whether WAP directions are required (step
1014). If WAP directions are not required, operation proceeds
from step 1014 to step 1002. However, if WAP directions are
required, the air controller creates directions for at least some
of'the WAPs of the serviced WL AN (step 1016). Then, the air
controller forwards the directions to respective WAPs (step
1018). Because the directions may only alter operation of one
of the WAPs, at step 1018, the directions are forwarded to
only targeted WAPs of the plurality of WAPs of the WLAN.
However, in other operations, the directions are forwarded to
a number of respective WAPs that are requested to alter their
operations. In still another operation, the directions are broad-
cast to all managed WAPs. From step 1018 operations returns
to step 1002.

[0062] According to a further operation, the air controller
may determine that it can no longer simply adjust operations
of'the WAPs but that WAP placement alterations are required
(step 1020). In such case, the air controller identifies the
WAP(s) requiring altered placement (step 1022). Such deter-
mination may be made by the air controller based upon its
continued attempted adjustment of the WAP without produc-
ing sufficient WLAN system performance improvement. In
its operations, the air controller may also identify a direction
in which to move a WAP with respect to other WAPs (step
1024). The air controller then sends a report to a WLAN
manager that includes directions for WAP movement (step
1026). From step 1026 operation returns to step 1002.
[0063] Theinventiondisclosed herein is susceptible to vari-
ous modifications and alternative forms. Specific embodi-
ments therefore have been shown by way of example in the
drawings and detailed description. It should be understood,
however, that the drawings and description thereto are not
intended to limit the invention to the particular form dis-
closed, but on the contrary, the invention is to cover all modi-
fications, equivalents and alternatives falling within the spirit
and scope of the present invention as defined by the claims.

1. A wireless terminal serviced by a Wireless Access Point
(WAP) within a Wireless Local Area Network (WLAN) infra-
structure, the wireless terminal comprising:

a directional antenna;

an RF unit communicatively coupled to the directional

antenna and operable to receive instructions from the
WAP, the instructions being derived from participatory
data based on communications involving the WAP and
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non-participatory data based on communications the
WAP listens to, but does not participate in; and

a processor for altering a gain vector of the directional
antenna based on the instructions received from the
WAP.

2. The wireless terminal of claim 1, wherein the instruc-
tions are further based upon WAP operational reports created
from the participatory data and non-participatory data that are
provided from the WAP to the WL AN and directions received
from the WL AN in response to the WAP operational reports.

3. The wireless terminal of claim 1, wherein, based upon
the instructions, the processor also alters the channels of
operation of the RF unit.

4. The wireless terminal of claim 3, wherein in altering the
channels of operation of the RF unit, the processor directs the
RF unit to operate on a reserved set of channels.

5. The wireless terminal of claim 1, further comprising:

a memory containing WAP management instructions
executable by the processor to alter the gain vector of the
directional antenna.

6. The wireless terminal of claim 1, wherein the directional
antenna includes a plurality of directional antennas, each
having a respective gain vector controllable by the processor
based on the instructions.

7. The wireless terminal of claim 1, wherein the participa-
tory WAP data is selected from the group consisting of
received carrier signal strength, carrier to interference ratio,
bit error rate, dropped link occurrences, and channel utiliza-
tion.

8. The wireless terminal of claim 1, wherein the non-
participatory WAP data is selected from the group consisting
of received carrier signal strength, carrier to interference
ratio, and channel utilizations.

9. The wireless terminal of claim 1, wherein the participa-
tory data includes information on transmissions received at
the WAP from the wireless terminal.

10. The wireless terminal of claim 1, wherein, based upon
the instructions, the processor also alters a transmission
power of the RF unit.

11. A method for operating a wireless terminal serviced by
a Wireless Access Point (WAP) within a Wireless Local Area
Network (WLAN) infrastructure, the method comprising:

receiving, by an RF unit of the wireless terminal, instruc-
tions from the WAP, the instructions being derived from
participatory data based on communications involving
the WAP and non-participatory data based on commu-
nications the WAP listens to, but does not participate in;
and

altering, by a processor of the wireless terminal, a gain
vector of a directional antenna of the wireless terminal
based on the instructions received from the WAP.

12. The method of claim 11, wherein the instructions are
further based upon WAP operational reports created from the
participatory data and non-participatory data that are pro-
vided from the WAP to the WLAN and directions received
from the WL AN in response to the WAP operational reports.

13. The method of claim 11, further comprising:

based upon the instructions, altering, by the processor, a
transmission power of the RF unit.

14. The method of claim 11, further comprising:

based upon the instructions, altering, by the processor,
channels of operation of the RF unit.
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15. The method of claim 14, wherein in altering the chan-
nels of operation of the RF unit, the method further com-
prises:

directing, by the processor, the RF unit to operate on a

reserved set of channels.

16. The method of claim 11, wherein the directional
antenna includes a plurality of directional antennas, each
having a respective gain vector controllable by the processor
based on the instructions.

17. The method of claim 11, wherein the participatory
WARP data is selected from the group consisting of received
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carrier signal strength, carrier to interference ratio, bit error
rate, dropped link occurrences, and channel utilization.

18. The method of claim 11, wherein the non-participatory
WARP data is selected from the group consisting of received
carrier signal strength, carrier to interference ratio, and chan-
nel utilizations.

19. The method of claim 11, wherein the participatory data
includes information on transmissions received by the WAP
from the wireless terminal.
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