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Service-based Loss Forwarding in Communication Networks
FIELD OF THE INVENTION

The present invention is in the field of network architecture and network control. In particular,
the present invention relates to network nodes for implementing a service-based loss forwarding

mechanism, a network comprising such network nodes and a corresponding method.
BACKGROUND AND RELATED ART

In a routing environment, packets are forwarded according to a so-called routing table. The rout-
ing table contains so-called route entries, which show the best interface to reach the destination
address. The enfries to the routing table can be configured by an operator. Operator-configured
routes are also referred to as "static routes". Alternatively, the routing table entries can be auto-
matically determined by suitable routing protocols. Routes automatically configured by a routing

protocol typically referred to as "dynamic routes".

A widely used routing protocol is the Open Shortest Path First (OSPF) protocol. The goal of a
routing protocol is to configure the routing tables automatically, so that end-to-end paths in the
network are automatically updated in case of network topology changes. In order to obtain a con-

figured routing table, typically the following steps are carried out:

1. Each router communicates with all other routers in the network using Link State Adver-
tisement (LSA) messages to inform about the router's ID, to inform about which other rout-
ers the present route is connected to, via which interface and at what cost.

2. Each router collects the LSAs in a link-state database representing the network topology.

3. Using the Shortest Path First (SPF) algorithm, every router calculates a Shortest Path Tree
(SPT) topology of the network and consequently the best path to reach the destination. Un-
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der the OSPF protocol, the best path is determined by a lowest metric or cost value. The
metric value may be based on a link bandwidth, The metric for a route may be the sum of

the metrics for all the links in the route

4.  The best paths to the destination addresses are used for updating the entries in the routing

table, and the best path is stored as a route in the routing table.

Fig. 1 shows a first router 10 and a second router 12. In Fig. 1, the best path as calculated by the
routing protocol is the path 14 which extends between the physical ports EO at the first and sec-
ond routers 10, 12 and traverses a switching network 16, such as a wide area network (WAN) or
any other physically non transparent network. Under operation, hello messages, also referred to
as "keep-alive messages" continuously check for reachability of neighboring routers along the
path 14. When a failure occurs as indicated by the cross in the upper link shown in Fig. 2, since
no direct physical connection exists between the first and second routers 10, 12, this would only
be detected within 30 to 40 seconds by missing hello messages. Link-state advertisements (LSAs)
are sent to the other routers causing every router to recalculate entries in the corresponding rout-
ing tables. When the recalculation of the routing tables has been finished, a new route or path 18
between the first and second routers 10, 12 becomes active, which path extends between the
physical ports El at the first and second routers 10, 12 and likewise traverses the switching net-
work 16 (or other physically non transparent network). Since the path 18 connects the same rout-
ers 10, 12 as the path 14, it may also be referred to as an "redundant path". This redundant path is

automatically established under the routing protocol.

However, the convergence time for establishing the redundant path 18 can be quite substantial
and may easily be in the range of minutes, as it corresponds to the sum of the following dura-
tions:

a)  the time for detection of the failure of the active path,

b) the propagéttion time to inform other routers by LSAs,
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¢)  SPF calculation time on all routers upon receipt of new network information by L.SAs, and
d) time for updating the routing tables.

To reduce the long redundant path convergence times encountered in pure OSPF routed net-
works, the Equal Cost Multipath (ECMP) routing strategy can be used, where next-hop packet
forwarding to a single destination can occur over multiple "best paths" which tie for top place in
the routing metric calculations. The ECMP routing strategy can be combined with the so called
Fast ReRoute (FRR) protection mechanism. In this scenario, simply put, the routers store several
routes, such as the best and the second best one, to the same destination in the routing table. If the
route gets down, the ECMP uses FRR to redirect the traffic along a backup path without having
to first update the routing table. This way, the time durations c¢) and d) above can be avoided, but
the time durations a) and b) remain. In practice, this still leaves convergence times on the order of

one minute,

The time durations a) and b) can in principle be avoided by using physical point-to-point connec-
tions. In this case, link down failure situations can be detected in a dual digit millisecond range.
As a consequence of physical link down detection, the packet forwarding would then use the re-
maining operational route. For this reason, it is good practice to use direct physical point-to-point
links whenever possible. It is however obvious that direct physical point-to point links are not
possible in most applications. In practice, there are typically physically non-transparent networks
between the routers. So time durations a) and b) remain present as principle disadvantages of

fault management using L3 mechanisms even with ECMP and FRR.

One polssible way of avoiding or reducing the time durations a) and b) could be based on layer 1
loss forwarding. The idea of this mechanism is to propagate a network error, such as the loss of a
physical connection, to all affected interfaces. This way, the error propagates eventually from the
network to the customer site. On the customer site or network access side, suitable mechanisms
could then be established to react to the network error. This will be further explained with refer-
ence to Fig. 3, in which an aggregating network for end-to-end services is shown, i.e. a network

which aggregates end-to-end services from different sources and physical connections to one
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physical connection. In Fig. 3, again a WAN 16 is shown which includes nodes 1 through 4. Each
of the nodes 1 through 4 is a network element with ethernet or packet aggregation capabilities for
ethernet/packet services. Further in Fig. 3, the open circles resemble physical network interfaces,
the thick lines correspond to physical connections within the WAN, and the thin lines resemble
physical connections to customer equipment, such as the first and second routers 10 and 12
shown in the Fig. 3. The thick line 20 with the (bottom left to top right) hatched filling represents
a logical service referred to as "service yellow" in the following, where the hatching used in thick
line 20-(from bottom left to top right) shall resemble the color yellow. Please note that the colors
are simply meant to designate different services in the description. The thick line 22 with the op-
positely hatched (bottom right to top left) filling represents a logical service referred to as "ser-
vice blue" in the following, and the hatching used in the thick line 22 shall represent the color
blue. Finally, the thick line 24 with the striped filling shall resemble a logical service referred to
as "service green" in the following, where the striped filling pattern of the thick line 24 shall rep-

resent the color green.

As is seen from Fig. 3, the yellow, blue and green services are all aggregated on the same physi-
cal connection (thick black line) between node 2 and node 4. Further, the blue and green services
22, 24 are aggregated on the physical connection between node 1 and node 2, while only the yel-

low service 20 occupies the physical connection between node 3 and node 2.

With reference to Fig. 4, let it now be assumed that an error occurs in the physical link between
node 3 and node 2 as indicated by the solid cross 26. This error could for example be due to an
optical connection fiber cut or the like. This fiber cut would lead to a link down at the corre-

sponding ports, e.g. ethernet ports, of node 2 and node 3.

On node 2, a simple loss forwarding mechanism would force all affected interfaces to link down
status. This is indicated by the dashed cross 28. The consequently forced loss of signal is then
recognized on node 4 to which the customer equipment, in this case the second router 12 is con-
nected, as indicated by the dashed cross 30. Note that the order of events, involving various
components in the figure, is indicated by the number encircled with a pentagon placed next to the

respective component in the figure. This second router 12 can then react accordingly with fault
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management, for example by informing an operator or by carrying out protection activities, such
as using an alternative path or the like. However, while the network error at the place of the solid
cross 26 is inevitably influencing the yellow logical service 20, effectively the blue and green
logical services 22 and 24 are likewise affected, although from the network point of view, there is
no reason why the blue and green services 22 and 24 should not remain active. Accordingly, the
layer 1 loss forwarding described with reference to Fig. 3 and 4 above has the problem that not
impacted services will also be affected, by the fault management, especially in aggregating net-

works.
SUMMARY OF THE INVENTION

A problem underlying the present invention is to improve the redundancy convergence time of
communication via service-based physically non-transparent networks, in particular for

point-to-point communication services.

This problem is solved by a network node according to claim 1, a network according to claim 14
and by a method according to claim 18. Preferable embodiments are defined in the dependent

claims.,

According to one aspect of the invention, a network node is provided, said network node com-
prising at least one client interface port for connecting the network node with a client device. The
client device could e.g. be a router, but could generally be any customer device which can be a
source or sink for packet traffic and can decide between alternative paths to reach a remote de-
vice, e.g. a carrier ethernet switch, a provider backbone bridge, a packet relay, a frame relay, a
MPLS label switch, an ATM switch, a lambda switch. The network node comprises or has asso-
ciated therewith at least one database stofing data allowing to retrieve

- for a given client interface of said network node, one or more services associated there-

with, and

- for a given service, one or more client interfaces associated therewith.

At least one Maintenance End Point (MEP) is established on the network node, the MEP associ-



10

15

20

25

30

WO 2017/137411 PCT/EP2017/052693

ated with an end-to-end service between a client device connected with said client interface port
of the network node and a remote client device connected to a remote network node, said MEP
being configured to exchange connectivity messages with a corresponding MEP established on
said remote network node. In the present disclosure, a “Maintenance End Point” is a functionality
that can be implemented in hardware and/or software and that comprises at least the aforemen-
tioned function of exchanging connectivity messages with a corresponding MEP established on
said remote network node. Herein, each of the MEPs hence define a boundary of the service

maintenance domain. Note that the service domain can consist of a complete network.

The network node is configured to detect
- aclient interface fault, which client interface fault corresponds to a situation in which the
communication between the network node and said client is inoperative, and
- aservice fault, based on
o the content of connectivity messages received from said corresponding MEP estab-
lished on said remote network node, or
» based on missing connectivity messages from said corresponding MEP established on
said remote network node,
which service fault corresponds to a situation in which the communication between said at least
one remote client device and the present network node employing said service is inoperative.
Simply put, the service fault is a fault from the “network side”. The service fault could either be
due to a fault in the path between the instant network node and the remote network, or due to a

client interface fault at the remote node.

The network node is further configured to, upon detecting said client interface fault,
- determine from the database which service(s) is (are) related to said client, and

- inform the MEP related to this service about said client interface fault.

The network node is further configured to, upon detecting said service fault,
- determine from the database which client interface(s) is (are) associated with said service,
and

- carry out a predetermined action associated with said client interface(s).
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Using network nodes of the invention, including the MEP and the database, a mechanism refetred
to as Service-based Loss Forwarding (SLF) herein can be employed, as will be further explained
with reference to specific embodiments below. If a logical service is to be established between
two or more clients, two of the network nodes according to the invention can be established at the
terminal nodes of the service. Then, if a service fault occurs somewhere along the path betWeen
the terminal nodes, or if a client interface fault occurs at a client interface or at the client itself,
the occurrence of the error can be communicated to the clients rapidly, typically within less than
20 ms. Accordingly, from the client device point of view, the situation is very similar to that of a
physical point-to-point connection, although in reality a service-based physically non-transparent
network is used. Moreover, using such network nodes, it becomes possible ensure that network
errors for specific services only affect the corresponding interfaces and services, but leave all

other interfaces and services unaffected, particularly in aggregating networks.

Preferably, the network node is further configured to, upon detecting that said service fault has
been recovered,
- determine from the database which client interface(s) is (are) associated with said service,
and

- revert said predetermined action associated with said client interface(s).

This way, once the service fault has been recovered, the network nodes allow to bring the corre-

sponding service back to operation quickly.

In a preferred embodiment, said at least one database includes information indicating
- whether a certain service involving the instant network node is subjected to a service
fault, and/or
- whether a client interface associated with said remote network node is subjected to a cli-
ent interface fault, and/or
- whether a certain client interface associated with the instant network node is subjected to

a client interface feiult.
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As will become apparent from a specific embodiments below, based on this information, the
quick and reliable detection of client interface faults or service faults, and the communication

thereof to the clients involved, can be ensured.

Preferably, the nétwork node is configured
- to check, upon detecting a client interface fault and determining which service or services
is (are) related to said client, whether this service or services is (are) marked as being
subjected to a service fault in the database, and if this is not the case, to update the data-

base accordingly, and/or

- to check, upon detecting that a client interface fault has been recovered and determining
which service or services is (are) related to said client, whether this service or services is
(are) marked as being subjected to a service fault in the database, and if this is the case, to

update the database accordingly.

In a preferred embodiment, the network node is configured to carry out one or both of the fol-

lowing steps:

- In case a MEP is informed by received connectivity messages, or by missing connectivity
messages, that a service fault has occurred, or a fault with a remote client has occurred, to
update the database accordingly, e.g. by providing a mark in the database that the corre-

sponding service is subject to service fault.

- In case a MEP is informed by received connectivity messages, that a service fault has
been recovered, or a fault with a remote client has been recovered, to update the database
accordingly, e.g. by removing such marking in the database that the corresponding service

is subject to service fault.

In a preferred embodiment of the network node, the MEP is configured to send connectivity
messages based on the status of the information included in the database as to whether a certain

client interface associated with the instant network node is subjected to a client interface fault.
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Preferably, the aforementioned predetermined action associated with said client interface is

stored in said at least one database.

In a preferred embodiment, said predetermined action associated with said client interface(s) is an
action suitable for informing the client(s) of the service fault. Once the clients are informed about
the service fault, they can for example switch to an alternative path. Herein, the predetermined
action associated with said client interface(s) may comprise one or more of closing down the link
between said network node and said client(s), dropping of frames, modifying frames and
re-direction of frames. In particular, by using link states for signet ring of network problems to
the clients, multivendor interworking is possible with several layer 2 and layer 3 resiliency
mechanisms. In fact, very simple link down mechanisms can be used to inform client devices
about service faults, which means that very simple routers, or even legacy routers can be used

while still achieving fast redundancy convergence.

In a preferred embodiment, wherein a protocol for connectivity fault management is enabled on
the network node, in particular an IEEE 802.1ag or an ITU-T Y .1731 protocol. Using such types
of established connectivity fault management protocols, essentially the WAN network itself cares
for the self's fault management, needing to fast fault detection, rather than the external equip-
ment. This also leads to a very favorable scalability that will be described in more detail below.
Simply put, the more logical services are needed, the more "intelligence” is added to the WAN

network to handle and to and service where fault management.
In a preferred embodiment, the MEP established on said network node is configured to send
connectivity messages to said corresponding MEP at the remote node in regular intervals, to

thereby indicate the status of the service.

Preferably, said connectivity messages include further information, in particular information

about the status of one or more client interfaces associated with the service.

In a preferred embodiment, said at least one database can be configured by an operator. In partic-
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ular, the operator can preferably manually manipulate the database information indicating wheth-
er a certain service involving the instant network node is subjected to a service fault or not,
and/or whether a certain client interface associated with the instant network node is subjected to a
client interface fault or not. In addition or alternatively, the operator can manually manipulate the
database information with regard to which service(s) is (are) associated to which client inter-
face(s), and which client interface(s) is (are) associated to which service(s). Moreover, the opera-
tor can manually set the predetermined action associated with said client interface(s).

BRIEF DESCRIPTION OF THE FIGURES

Fig. 1 shows first and second routers connected by a path and a redundant path traversing a

switching network,
Fig. 2 shows the same situation as Fig. 1, but with a failure occurring in the path,

Fig. 3 shows a WAN including four network nodes and having three logical services estab-

lished thereon,
Fig. 4 shows the same WAN as Fig. 3, but with a network error occurring,

Fig. § shows a WAN and two pairs of terminal nodes of an end-to-end service established

thereon,
Fig. 6 shows the same WAN as Fig. 5, but with a client interface error occurring,
Fig. 7 shows the same WAN as Fig. 5, but with the client interface error of Fig. 6 cleared,
Fig. 8 shows the same WAN as Fig. 5, but with a network service error occurring,

Fig. 9 shows the same WAN as Fig. 5, but with the network service error of Fig. 8 cleared,
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shows a similar WAN as Fig. 5, but with a service multiplexing topology in which

several client interfaces subscribe to one service,

shows a similar WAN as Fig. 5, but with a service multiplexing topology in which

traffic of one client interface is multiplexed to several services,

shows a WAN generally identical to that of Fig. 3, but with an SLF mechanism estab-

lished thereon, and with a network service error occurring,
shows the same WAN as Fig. 12, but with a client interface error occurring,

shows an exemplary WAN in which optical protection on the optical physical layer and

logical service path protection by SLF involving layers 2 and 3 are combined,
illustrates the scalability of a WAN employing the SLF mechanism of the invention,

illustrates the lack of scalability of an alternative scenario in which the fault detection

would be carried out in the customer premises equipment.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Next, the service-based loss forwarding (SLF) mechanism according to various embodiments of

the invention will be described with reference to Fig 5 to Fig. 9. In Fig. 5, again two client devic-

es, e.g. routers 10 and 12 are shown. Between the two routers 10 and 12, a logical service "yel-

low" is established, which is again indicated by the hatching from bottom left to top right. For the

logical service "yellow", two paths are provided: The first path 32 extends between node 3 and
node 4 through the WAN 16. The second path 34 extends between nodes 36 and 38 through the
WAN 16. Note that the nodes 36 and 38 are generally of the same type as nodes 3 and 4, but are

shown in less detail and will not be separately described. Nodes 3 and 4 are hence the termination

nodes of path 32, and nodes 36 and 38 are the termination nodes of path 34.
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Each of nodes 3, 4, 36 and 38 has a client interface 40 indicated by a circle. The number next to
the client interface 40 of node 3 and node 4 indicates an associated client, which in case of Fig. 5
is "client 1" for both nodes. As is further seen in Fig. 5, node 4 has an additional client interface
40 designated with a number "3", indicating that this client interface 40 serves a "client 3", which
corresponds to a third router designated by reference sign 42. In the following, for simplicity ref-

erence will often be made to a “client interface x” rather than to a “client interface 40 serving

‘client x”, for brevity. Client 3 takes part in a different logical end-to-end service, indicated by a

hatching from bottom right to top left and referred to as "blue service" in the following. Note that
in Fig. 5, traffic for customers 1 and 2 associated with the same client interface 1 is shown as
“C1” and “C2” under reference signs 58, 60, respectively. More particularly, the traffic may em-
ploy traffic frames having a frame ID (e.g. Customer VLAN tag or the like) to indicate which

traffic belongs to which customer. This is also referred to as logical traffic separation in the art.

As is further seen in Fig. 5, each of nodes 3, 4, 36 and 38 has at least one physical network inter-

face 44, which is likewise represented by a circle or, in case of node 4, by an ellipse.

On each of the terminal network nodes for a given service, a first database 46 is established,
which allows to retrieve, for a given service, one or more client interfaces associated therewith.
This first database 46 is also referred to as “SLF Service to Client IF Fault DB” herein, where
"[F" stands for interface and "DB" stands for database. For example, in the first database 46 on
node 3, for a given service "yellow" (Y), the corresponding client interface 1 can be retrieved.
Since node 3 is not a terminal node to any other service, no further services are recorded in the
first database 46 on node 3. While in the example of Fig. 5 only one client interface is associated
with the service yellow, it is generally possible that plural client interfaces are associated with a
same service, to thereby support service-multiplexing in the sense that one service serves plural

clients.

Similarly, in the first database 46 on node 4, for a given service "yellow" (Y), the corresponding
client interface 1 can be retrieved. However, since node 4 is also a terminal node for the service
"blue", the first database 46 on node 4 also contains a field for the blue service (B), and the cor-

responding client interface 3 can be retrieved for the blue service.
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In preferred embodiments, the first database 46 further stores information on actions to be taken
on the associated client(s) and/or client interface(s) in case of a service fault. Exemplary actions

to be taken on a client interface upon service failure could be as follows:

- Forcing a link down.

- Dropping frames, i.e. keeping the link to the client(s) on the link level working, but cancel-
ing specific traffic frames. The specific traffic frames to be canceled could be selected for
example according to end-to-end service labels, priority attributes, address attributes or the
like.

- Redirecting frames, in the sense that the frames are not sent to the normal client interface or

normal client device, but to another client interface or client device.

Further, although not shown in Fig. 5, each service database entry in the first database 46 has
information fields indicating whether a "service fault condition" or a "remote client fault condi-

tion" is active or not.

On each of the terminal network nodes for a given service, a second database 48 is further estab-
lished, which allows to retrieve, for a given client, one or more services associated therewith.
This second database 48 is also referred to herein as “SLF Client IF to Service Fault DB”. For
example, the second database 48 on node 3 allows to retrieve service yellow for client 1, and the
second database 48 on node 4 allows to retrieve service yellow for client 1 and service blue for
client 3. Although this is not shown in the embodiment of Fig. 5, it is possible that more than one
service is associated with a single client interface, thereby supporting service-multiplexing in the
sense that one client interface is served by several services. As mentioned above with respect to
the first database 46, it is likewise possible that in the second database 48, different client inter-
faces refer to the same service. In other words, each client interface database entry can reference
to one or several services, thereby supporting service multiplexing. As will be explained in more
detail below, traffic of different customers on the same client interface can be multiplexed to dif-

ferent services (see Fig. 11 below).
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In preferred embodiments, the second database 48 further stores information on actions to be
taken in case of a client interface fault. In particular, in case of a client interface fault, a local
Maintenance End Point (MEP) (to be described in more detail below) associated with the service
that is referenced by the client interface that is subject to a fault will inform its partner MEP at the
remote node about the local fault. Herein, if node 3 is the “local” node, then node 4 is the “re-
mote” node, and vice versa. In preferred embodiments the action of informing local MEP about a

client interface fault is a pre-defined and obligatory action.

Further, although not shown Fig. 5, each client database entry in the second database 48 has in-
formation fields indicating if a "client interface fault” is active, i.e. whether a local client inter-

face fault is present, or not.

While the first and second databases 46 and 48 are described as two separate databases for illus-
tration purposes, they could of course be part of a same database. Similar first and second data-

bases 46 and 48 are provided on nodes 36 and 38, but are not described in any detail herein.

Note further that in the present disclosure, the term “database” has a broad meaning and shall
cover any type of memory and associated data structure allowing to determine one or more cli-

ents associated with a given service and/or one or more services associated with a given client.

Moreover, on each of the terminal network nodes for a given service, a corresponding Mainte-
nance End Point (MEP) is established. The MEP is symbolized by a triangle with a hatching or
"color" associated with the corresponding service. In particular, one MEP 50 associated with the
yellow service is established on each of nodes 3 and 4 of Fig. 5. Further, a MEP 52 associated
with the blue service is established on node 4. A MEP is a function established on the respective
terminal node of the service, which may have one or more of the functionalities that are described

below.

One function of the MEP is to exchange connectivity messages with its "partner-MEP", i.e. with
the MEP established on the other terminal node of the corresponding service. The exchange of

connectivity messages is symbolized by the dashed arrow 54 in Fig. 5. These connectivity mes-
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sages could be connectivity messages under a standard protocol for connectivity fault manage-
ment, for example an IEEE802.1ag protocol or an ITU-T Y.1731 protocol, which connectivity
fault management is established per service. In Fig. 5, a connectivity message for the yellow ser-
vice "CMy "is shown under reference sign 56. Further, traffic "C1" and "C2" related to different
customers 1 and 2, respectively, is exchanged between routers 10 and 12 and is shown by refer-
ence signs 58 and 60, respectively. Moreover, traffic "C3" related to a customer 3 associated with
router 42 is shown under reference sign 62. Note that different “customers” may, but need not be

associated with different clients.
Actions and functionalities of SLF

Under the Service based Loss Forwarding (SLF) a mechanism according to an embodiment of the

invention, the following actions and functionalities are provided:
a) Service fault to first database action

e In case an MEP 50 is informed by the received éonnectivity messages (or missing con-
nectivity messages) that a service fault has occurred, or a fault with a remote client has
occurred, it causes the "service fault condition" field or the "remote client fault condition"
field of the first database 46, respectively, to be set active.

e In case an MEP 50 is informed by the received connectivity messages that a service fault
has been recovered, or a fault with a remote client has been recovered, it causes the "ser-
vice fault condition" field or the "remote client fault condition" field of the first database

46, respectively, to be set inactive.
b) Operator driven manual first database action

e The SLF mechanism allows for operator driven manual actions, such as input of com-
mands or the like, to influence the "service fault condition" field or the "remote client
fault condition" field of the first database 46, respectively. This can in particular be used

for manually forced protection switch over.
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The SLF mechanism further allows an operator to lock individual entries of the first da-
tabase 46.

¢) First database to client interface action

Based on the entries having active service fault condition fields in the first database 46
entries, the SLF mechanism is configured to execute consequent action for the corre-
sponding client interfaces.

In order to avoid network fluctuations, the consequent actions will only be carried out
with some delay, or, in other words, after a predetermined hold-off time determined by a
hold-off counter has passed. It is however possible to configure the delay time to zero in
some embodiments.

If service entries in the first database 46 have inactive service fault condition fields, the
SLF mechanism will reverse the consequent action for the corresponding client interfaces.
In order to avoid network fluctuations, the consequent actions will only be reverted with
some delay, or, in other words, after a predetermined wait-to-restore time determined by a

wait-to-restore counter has passed.

d) Client interface to second database action

In case a client interface gets to a fault condition, such as to a link down condition, several

database actions may be triggered. First, it is determined from the second database 48
which service is related to the client interface. Next, it is checked in the first database 46,
whether the corresponding "service fault condition" field is active. If this is the case, no
further database action is executed. However, if no "service fault condition" is active, an
action in the second database 48 is triggered, according to which the "client interface fault
condition" field is set active.

In case a client interface fault recovers, the corresponding "client interface fault condi-

tion" field in the second database 48 is set inactive.

e) Operator driven manual second database action
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e The SLF mechanism allows for operator driven manual actions, such as input of com-
mands or the like, to influence the "client interface fault condition” field of the second
database 48. This can in particular be used for manually forced protection switch over.

e The SLF mechanism further allows an operator to lock individual entries of the second

database 48.
f) Second database to logical service action

e If a "client interface fault condition" field of the second database 48 is active, under the
SLF mechanism, this will cause the MEPs to change their connectivity messages accord-
ingly in a way depending on the underlying connectivity fault management protocol. For
example, the MEP could simply stop sending connectivity messages, or have a client in-
terface fault field within a connectivity message be active. Conversely, if the "client in-
terface fault condition" field of the second database 48 is inactive, the MEP could restart
sénding connectivity messages, or have a client interface fault field within the connectiv-

ity message be inactive.

Next, the function of the SLF mechanism will be further explained with reference to several
characteristic operation conditions. It is worth mentioning, that SLF also supports

point-to-multipoint and multipoint-to-multipoint services topologies.
A SLF mechanism for client interface error raising

With reference to Fig. 6, the SLF mechanism for an etror raised on a client interface will be ex-
plained. Let it be assumed that an error related to the client interface 40 of node 3 occurs. Note
that, as before, the reference numeral 40 designates the component as such, while the number “17
designates the client interface to distinguish the same from other client interfaces, such as client
interface 3 of node 4. In the following, reference will for all simplicity be made to the client in-
terface by this distinguishing number (i.e. “client interface 17, “client interface 3”), while the

component reference number 40 will be omitted. In addition, more than one customer in the ex-
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ample of Fig. 6, two customers | and 2 can be served via the same client interface 1. In this case,
the SLF mechanism according to an embodiment of the invention carries out the following se-

quence of steps:

1. A link down on the client interface 1 of node 3 is detected. In Fig. 6, this fault is symbol-
ized by a solid cross 62. The numbers in the pentagons next to a component indicate the
temporal sequence in which the described actions are taken. Accordingly, since in this case
the sequence starts with the client interface fault, this is indicated by the pentagon with the

1 inside next to the client interface 1 of node 3 and the solid cross 62.
2. The link down condition triggers the SLF mechanism to carry out the following steps:

. checking in the second database 48 which service or services is (are) related to this
client interface 1 (in this example, service yellow is affected),

J checking in the first database 46 whether service yellow is already marked for ser-
vice fault induced from the network side, which would indicate that the link down
of the client interface 1 is actually a consequent action of the SLF mechanism in re-
sponse to such service fault (to avoid a deadlock situation), and

'3 if the link down is not induced by a service fault, the MEP 50 of node 3 is informed

about the client interface fault.

Note that this step makes use of part of the "client interface to second database action” recited

under d) above.

3.  The MEP 50 of the yellow service on node 3 informs the remote partner MEP of the yellow
service, i.e. the MEP 50 on node 4, about the client interface fault. The precise mechanism
how the partner MEP 50 is informed will depend on what fault management protocol is
used. Some protocols allow for transporting proprietary information inside the connectivity
messages 56. In this case, a client interface status (fault active or interactive) may be trans-

ported inside the connectivity message 56.
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An alternative way to inform the partner MEP 50 of the interface status is by simply disabling the
sending of connectivity messages 56 in regular intervals, or setting a remote defect indication
field in the connectivity message 56 to active. Any other way of informing the partner MEP 50

on the interface status is possible as well.

Note that this step makes use of part of the "second database to logical service action" recited

under f) above.

4,  The yellow MEP 50 on node 4 receives the fault information from node 3 depending on the

used fault management protocol in one of the ways described under 3. above.

5. The MEP fault condition on node 4 for the yellow service triggers the SLF mechanism to

carry out the following steps:

e  Determining from the first database of 46 on node 4 which client interface or interfaces
is (are) related to the yellow service. In this example, client interface 1 (for customers 1
and 2) is affected.

e The service fault is marked in both, the first and second databases 46 and 48 of node 4,
as is symbolically indicated by the rectangle in the databases of Fig. 6. In other words,
the respective "service fault condition" fields are set to active. In this case, the service
fault is actually due to a remote client fault (from the perspective of node 4). Assuming
that this information is conveyed by the connectivity message 56, then in this step a
"remote client fault condition" field in the first database 46 can be set active.

o For services marked with the active "service fault condition", consequent action will be
processed on the affected client interface(s). In this case, the client interface 1 (for
customer 1 and 2) of node 4 will be forced to link down, as is indicated by the
hatched cross 64. As is apparent from this example, a single client interface (“client

interface 17) can serve plural customers (customers “1” and “27).

Note that this step makes use of the "service fault to first database action" recited under a) and of

the "first database to client interface action" recited under c¢) above.
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6.  The link down condition of client interface 1 of node 4 triggers the SLF mechanism to
check on node 4 in the second database 48 whether the service yellow is already marked for
service fault induced from the network side. Since this is here the case, no further actions

will be taken.

Note that this step makes use of part of the "client interface to second database action" recited

under d) above.

The described SLF error raise mechanism is combined with a hold-off counter for step 5.).
Namely, in order to avoid network fluctuations, a hold-of time has to be passed before the client

interface 40 is forced to link down.
B SLF mechanism for client interface error clearing

With reference to Fig. 7, the SLF mechanism for an error cleared on a client interface will be
explained. Let it be assumed that the error related to the client interface 1 of node 3 shown in Fig.
6 is recovered, i.e. the solid cross 62 shown in Fig. 6 is removed in Fig. 7. In this case, the SLF
mechanism according to an embodiment of the invention carries out the following sequence of

steps:

1. Error on client interface 1 on node 3 is removed (solid cross 62 shown in Fig. 6 is re-

moved).

2. The change in link status triggers the SLF mechanism to check in the second database 48
on node 3 which service(s) is (are) related to this client interface. In the example shown, the
yellow service is affected. The MEP 50 related to service yellow is informed about the link

status change for client interface 1.

Note that this step makes use of part of the "client interface to second database action" recited

under d) above.
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3. The MEP 50 related to service yellow on node 3 will inform the remote partner MEP 50 of
the yellow service on node 4 that the client interface state has changed to no fault condition.
As before, the mechanism how to inform the partner MEP 50 is depending on the fault

management protocol used.

Note that this step makes use of part of the "second database to logical service action” recited

under f) above.

4. The MEP 50 related to service yellow on node 4 receives the information that the client

interface state has changed to no fault condition.

5.  The information received in step 4. triggers the SLF mechanism to check in the first data-
base 46 on node 4 which client interface(s) is (are) related to the yellow service. In this
example, client interface 1 is affected. Per entry in the first database 46, a consequent action
is determined. According to the defined consequent action and the no fault condition, the
previous action will be reversed on the affected client interface. In this specific case, the
client interface 1 will be enabled (link up) again. The marking of the fault of the yellow
service in the first and second databases 46 and 48 on node 4 will be removed, or in other
words, the respective "service fault condition" fields are set to inactive. In Fig. 7, this is in-
dicated by the fact that the rectangles shown in databases 46 and 48 in Fig. 6 for the yellow

service are now removed.

Note that this step makes use of the "service fault to first database action" recited under a) and of

the "first database to client interface action" recited under c) above.

6.  The client interface 1 is link-up again, which is indicated by the fact that the hatched cross

64 shown in Fig. 6 is now removed. No further database action will be triggered.

The SLF error clearing mechanism is combined with a wait-to-restore counter for step 5.. Name-

ly, in order to avoid network fluctuations, a wait-to-restore time has to be passed before the ac-
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tion is reversed and the client interface 40 is linked up again. Nevertheless, in some embodiments

the wait-to-restore time can be configured to 0 seconds delay.
C  SLF mechanism for network service error raising

With reference to Fig. 8, the SLF mechanism for an error raised on the network service will be
explained. Let it be assumed that a service error occurs somewhere in the network 16 between
node 3 and node 4 for the yellow logical service. This could be a physical interface error, such as
an optical or electrical error, or any error on the yellow logical service, for example due to a
wrong service configuration. In this case, the SLF mechanism according to an embodiment of the

invention carries out the following sequence of steps:

L. The service error appears somewhere in the network between node 3 and node 4, as indi-

cated by the solid cross 66 in Fig. 8.

Steps 2. and 3. as described with regard to the SLF mechanism for client interface error raising in
Section A above do not apply in this case. Accordingly, in Fig. 8, no pentagons including the

numbers 2 and 3 are shown.

Steps 4. to 6. are generally the same as steps 4. to 6. explained above with reference to the SLF
mechanism for client interface error raising of section A and need not be recited again. However,

contrary to section A, node 3 likewise executes steps 4. to 6.
D  SLF mechanism for network service error clearing

With reference to Fig. 9, the SLF mechanism for an error cleared in the network service will be
explained. Let it be assumed that the network error indicated by solid cross 66 in Fig. 8 has been
recovered, i.e. the solid cross 66 shown in Fig. 8 is removed in Fig. 9. In this case, the SLF
mechanism according to an embodiment of the invention carries out the following sequence of

steps:
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1. The service error that had appeared in the network between node 3 and node 4 and was

indicated by the solid cross 66 in Fig. 8 has been recovered (no solid cross 66 in Fig. 9).

Steps 2. and 3. as described with regard to the SLF mechanism for client interface error clearing
in section B above do not apply in this case. Accordingly, in Fig. 8, no pentagons including the

numbers 2 and 3 are shown.

Steps 4. to 6. are generally the same as steps 4. to 6. explained above with reference to the SLF
mechanism for client interface error clearing of section B and need not be recited again. Howev-

er, contrary to section B, node 3 likewise executes steps 4. to 6.

E  SLF support for service multiplexing

The SLF mechanism supports a service multiplexing topology in which several client interfaces
subscribe to one service, as is shown in Fig. 10. As seen in Fig. 10, traffic C1 of client 1 and traf-
fic C2 of client 2 is mapped to the same yellow service. More particularly, client traffic C1 and

C2 are multiplexed to respective client interfaces 1 and 2.

In order to support this topology, the first and second databases 46, 48 can have several client
interface references per service database entry, as seen in the databases 46, 48 of node 4 in Fig.
10. With reference to Fig. 10, if the yellow service is in a fault condition, all client interfaces
aligned with this entry in the first place 46 will see the consequent action. In this example, the
database entry "Y" is aligned with client interfaces 1 and 2. Accordingly, in case of a fault of
service yellow, both client interfaces will be set to link down. However, it is the operator’s deci-
sion whether this is a reasonable decision. Depending on the network topology, it may be desira-
ble to have one of the client interfaces still running, for example if traffic to the client interface
comes from different sources of which only one might be affected. This situation may in fact

frequently arise in multipoint to multipoint topologies.

In the second database 48, several client interfaces referencing to the same logical service. In the

example, client interfaces 1 and 2 have separate entries in the second database 48, referencing to
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the same logical service yellow. If one of client interface 1 or 2 is link down, the yellow MEP 50
is informed of a fault condition. It is again the network operator's decision whether this is rea-

sonable for the application.

The SLF mechanism further supports a service multiplexing topology in which traffic of one cli-
ent interface is multiplexed to several services, as is shown in Fig. 11. In Fig. 11, traffic entering
node 4 through client interface 1 is multiplexed to the yellow service (traffic C1) and the blue
service (traffic C3). In addition, all traffic received at node 4 via the blue or yellow service is

mapped to client interface 1.

In order to support this topology, the first and second databases 46, 48 can have several service
references per client interface database entry, as is seen in the databases 46, 48 of node 4 in Fig.
11. If the yellow or the blue service is in a fault condition, all client interfaces aligned with these
services in the first database 46 will see the consequent action. In the example shown in Fig. 11,
the service entries yellow (Y) and blue (B) are both aligned with client interface 1, so client in-
terface 1 will see a link down if there is a fault in one of the blue or yellow services. It is again
the network operator's decision whether this is reasonable for the application. Depending on the
network topology, it could e.g. be the case that only one service is affected, in which a further

distinction could be made.

In the second database 48 of node 4, one client interface references to different logical services.
In the example shown in Fig. 11, the entry of client interface 1 in the second database 48 refer-
ences to both, the blue and the yellow logical service. Accordingly, if the client interface 1 is link
down, both the yellow MEP 50 and the blue MEP 52 on node 4 are informed of a fault condition.

It is the network operator's decision whether this is reasonable for the application.
F SLF in the network context
Next, the operation of the SLF from the network application point of view will be described with

reference to Fig. 12 and 13. Note that Fig. 12 and 13 show the same network 16, the same nodes

1 to 4 and the same services 20, 22 and 24 as in Fig. 3 and 4 above, but in a situation, where the
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SLF is employed. Nodes 3 and 4 are the terminal nodes of the yellow end-to-end service 20.
Consequently, MEPs 50 for the yellow service are established on nodes 3 and 4. Moreover, nodes
1 and 4 are the terminal nodes of the blue and green end-to-end services 22, 24. Consequently,

MEPs 52 and 70 for the blue and green services, respectively, are established on nodes 1 and 4.

On the termination nodes of the various end-to-end services, i.e. nodes 1, 3, and 4, a commonly
used protocol for connectivity fault management is established. Moreover, the yellow, blue and
green end-to-end services are monitored by the yellow, green and blue MEPs 50, 70 and 52 as

described before. However, the WAN 6 itself cares for the service fault management as such.

The routers 10, 12 and 42 are connected to nodes 3 and 4 and are able to recognize link down
conditions and can be triggered in this way to notify service faults as described above and/or to

switch to another disjoint pre-provisioned service.

Let it be assumed that similar to the situation previously shown in Fig. 4, an error occurs in the
WAN network 16 at the place designated by the solid cross 66 in Fig. 12. For example, the error
could be a physical connection cut off, such as an optical fiber cut, which will lead to a link down
at the corresponding port. Since this error affects the yellow service, the fault management
mechanism reveals the problem, in combination with the yellow MEPs 50, which is then reflect-
ed in the first and second databases 46, 48 (not shown in Fig. 12 and 13) in a manner described in
section C (SLF mechanism for network service error raising) above. The result of this is that only
the client interfaces associated with the yellow service on node 3 and node 4 will be linked down,
as shown by the hatched crosses 68 in Fig. 12, while the client interfaces of node 4 associated
with the blue and green services 22, 24 will remain linked up. Accordingly, unlike the situation
described with reference to Fig. 3 and 4 above, the blue and green services 22, 24 will remain

unaffected by the network error.

The link down on the client interfaces (hatched crosses 68) associated with the yellow service
will be recognized by the routers 10 and 12, or by whatever customer equipment is present in
general. This triggers the routers 10, 12 (or the customer equipment in general) to notify an oper-

ator and/or switch to an alternative path. Importantly, since the link's status is used for signaling
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the network problem to the equipment outside the WAN network, multivendor interworking is
possible with several layer 3 and layer 2 resiliency mechanisms. Thanks to the SLF mechanism
disclosed herein, this fault detection and propagation to the routers 10, 12 can be very fast, and in
fact may take place on the order of 20 ms only. From the router’s point of view, this is similar to
a situation encountered when a direct physical connection was present, in spite of the fact that a

non-transparent switching network is in reality employed.

In Fig. 13, the same network is shown as in Fig. 12, but it is assumed that the cause of the
end-to-end service error is on the client’s side, as indicated by the solid cross 62 in the physical
link between the first router 10 and node 3. The situation corresponds to the situation shown in
Fig. 6 and described in section A (SLF mechanism for client interface error rising), and steps 1.
to 6. as described therein are carried out. The result of these steps is that also the client interface
employed by the yellow service at the remote node, i.e. node 4, will be linked down. But again,

the traffic traveling via the blue and green services to the third router 42 will be unaffected.

With reference to Fig. 12 and 13, note that irrespectively of where the error occurs, using the SLF
mechanism, the client interfaces associated with the affected service will be linked down, and this
change of link state is used as a means for signaling the network problem to the external equip-
ment. Importantly, this change of link state at the client interfaces associated with the affected
service will be effected very quickly after the error occurs, typically within 20 ms at least when
the MEPs are implemented in hardware. From a functional point of view, this is similar to a situ-
ation in which the external equipment would be connected by a physical path, or “physical
point-to-point connection”, where failures in the path would be noticed practically instantane-

ously.

The following table 1 gives an overview about error cases in a WAN, examples for causes of
such error, the mechanism of detecting the error fault, and the consequent action. The following
table 2 summarizes the same information for errors occurring at the edge node, i.e. at a node at
which a service terminates and which has direct physical connection to customer equipment via a
user network interface, A "transit node" is a node without direct physical connection to the cus-

tomer equipment subscribed to the end-to-end service. In the table, "CFM" refers to connectivity
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fault management, and "CPE" refers to customer premises equipment.

Error casesin Example Error detected in | Error Fault Detec- | Consequent ac-
WAN tion Mechanism tion

Physical link fail- Fibre cut Edge Node CFM Link-down client
ure , bi-or unidi- IF on edge nodes
rectional by SLF mechanism
Logical e2e path Misconfiguration Edge Node CFM Link-down client
error or ethernet IF on edge nodes
link error by SLF mechanism
Transit node Power failure Edge Node CFM Link-down client
equipment failure, IF on edge nodes
temporary by SLF mechanism
Transit node Damaged equip- Edge Node CFM Link-down client

equipment failure,
permanent

ment

IF on edge nodes
by SLF mechanism

Table 1

Error cases at the | Example Error detected in | Error Fault Detec- | Conseguent ac-
WAN edges nodes tion Mechanism tion
Physical link fail- Fibre cut Router/CPE Link down detec- | CFM error notifi-
ure on client in- Edge Node tion Router/CPE cation by SLF
terfaces to rout- and Edge Node mechanism leads
er/CPE . , bi-or to Link-down cli-
unidirectional ent IF on remote
edge node by SLF
mechanism
Ethernet link error | Misconfiguration Router/CPE Link down detec- | CFM error notifi-
on client interfac- Edge Node tion Router/CPE cation by SLF
es to rout- mechanism leads
er/CPE , bi-or to Link-down cli-
unidirectional ent IF on remote
edge node by SLF
mechanism
Edge node Power failure Router/CPE Link down detec- | Missing CFM noti-
equipment failure, tion Router/CPE, fication leads to
temporary CFM Link-down client
IF on remote edge
node by SLF
mechanism
Edge node Damaged equip- Router/CPE Link down detec- | Missing CFM noti-
equipment failure, | ment, tion Router/CPE, fication leads to
permanent CFM Link-down client

IF on remote edge
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node by SLF
mechanism

Table 2

Fig. 14 again shows a first and a second router 10, 12, which are connected via two disjoint logi-
cal end-to-end services 72 and 74 represented by dashed lines. Further shown in Fig. 14 are
components involved by the logical end-to-end service 72. The terminal nodes of the logical ser-
vice 72 are formed by network elements 76 on which corresponding MEPs and databases for use
in the SLF mechanism are established. The network elements 76 are have ethernet/packet aggre-
gation capabilities for ethernet/packet services. Along the path connecting the terminal nodes 76,
network elements 78 without ethernet/packet aggregation capabilities are shown. These network
elements 78 are transparent for ethernet/packet services. Between the network elements 76, 78,
optical -connections 80 are shown, which are represented by thick lines. As is seen in Fig. 14,
between each to network elements 76, 78, two disjoint optical connections are present, allowing

for optical protection. Reference sign 82 optical protection switches.

The optical protection provides reliability on the optical physical layer, i.e. layer 0 between
neighboring network elements. The corresponding reach of the optical protection is designated by
reference sign 84. The optical protection for example increases robustness against fiber break
scenarios. Due to the direct optical connection 80 between adjacent network elements 76, 78, the

optical protection time can be faster than 1 ms.

The logical service path protection established by the routers 10, 12 and layer 2 switch mecha-
nisms involving layers 2 and/or 3 with fast fault detection employing the SLF mechanism pro-
vides real end-to-end protection between routers 10 and 12, including protection from failure of
complete network elements. Using the SLF mechanism, the logical service protection time can be

faster than 50 ms.

Since the mechanisms of optical and logical service protection are covering different reach,
working on different layers and operating on different protection times, both mechanisms can be
ideally be combined. During the network planning, special care should be taken that the lower

layer protection mechanism comes always with faster protection time than the higher layer pro-
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tection.

A very important advantage of the SLF mechanism as described herein is that it allows not only
for a robust, but also for a highly scalable service-based fault management. Namely, it is essen-
tially the WAN network 16 itself that cares for the service fault management, leading to fast fault
detection, rather than the external equipment. The more logical services are needed, the more
"intelligence" is added to the WAN network 16 to handle end-to-end service aware fault man-
agement, for example by the information stored in the first and second databases 46 and 48 pro-

vided on the (increasing number of) nodes.

To further appreciate this aspect of the invention, reference is made to Fig. 15, showing the scal-
able network approach with the fault detection in the WAN employing the SLF mechanism as
compared to an alternative scenario (Fig. 16), in which the fault detection would be carried out in
the CPEs, such as in the routers. As is seen in Fig. 15, in the scenario of the invention employing
the SLF mechanism, the service fault detection and processing is carried out in the network ele-
ments or communication nodes using the MEPs and the corresponding databases (not shown in
Fig. 15) described above. Accordingly, if the network is growing, with increasing demand for
services and bandwidth, additional communication nodes have to be added as well, which in turn
take care of the service fault detection and processing under the SLF. Accordingly, this approach
is inherently scalable. The "growth of the network" is symbolized by the dots in the left half of
Fig. 15.

Moreover, since the WAN network 16 itself cares for the service fault management, the CPEs,
such as the routers, do not need to have to provide specific capabilities for very fast service-based
fault detection. This way, legacy routers, or even virtual routers implemented in software, may be

sufficient. This is an enormous advantage in terms of capital expenditure.

In contrast to this, if the fast fault detection and processing capability was concentrated and per-
formed on the routers, as shown in Fig. 16, then very complex and costly routers would be nec-
essary to cover the network needs. Moreover, as the network grows, the demand on the perfor-

mance of the routers would likewise increase, as indicated by the dots within router 10 of Fig. 16.
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Accordingly, it is seen that the SLF mechanism of the invention has tremendous scalability and

cost advantages.
Further advantages of the SLF mechanism are as follows:

1.  With fault detection times as low as 20 ms, redundancy convergence times of below 50 ms

become possible.

2. The SLF mechanism uses the service-based fault management database to control interface
link states. The SLF mechanism further allows that network errors for specific services are
only affecting specific interfaces and services. All other interfaces and services remain un-
affected. This leads to a highly scalable and deterministic behavior, avoiding impact on not

affected end-to-end services.

3.  The SLF mechanism can be used in the context of both, network side errors and client side

CIrors.

4.  Since link states are used for signaling of network problems to the external equipment,
multivendor interworking is possible with several layer 2 and layer 3 resiliency mecha-
nisms. In fact, as was shown in the specific embodiments, very simple link down mecha-
nisms can be used to inform CPEs about service faults, which means that very simple rout-

ers or even legacy routers can be used while still achieving fast redundancy convergence.

5. For resiliency and protection, activities outside of the WAN are initiated, triggered by the
link state. This avoids additional performance requirements, for example for an automatic
protection switching protocol, on carrier ethernet switch capabilities inside the WAN net-

work.

6.  Essentially, the SLF mechanism allows for providing an interface behavior, at the transfer
network edge to router interfaces, in a way that is in many senses equivalent to direct phys-

ical connection to a partner router.
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Claims

A network node (3, 4), said network node comprising at least one client interface port (40)
for connecting the network node (3, 4) with a client device (10, 12), wherein said network
node (3, 4) comprises or has associated therewith at least one database (46, 48) storing da-
ta allowiﬁg to retrieve
- fora given client interface of said network node (3, 4), one or more services associat-
ed therewith,
- for a given service, one or more client interfaces associated therewith,
wherein at least one Maintenance End Point (MEP) (50, 52, 70) is established on the net-
work node (3, 4), the MEP (50, 52, 70) associated with an end-to-end service between a
client device (10, 12) connected with said client interface port (40) of the network node
and a remote client device connected to a remote network node (3, 4), said MEP (50, 52,
70) being configured to exchange connectivity messages with a corresponding MEP (50,
52, 70) established on said remote network node (3, 4),
wherein said network node (3.4) is configured to detect
- aclient interface fault, which client interface fault corresponds to a situation in which
the communication between the network node (3,4) and said client device is inopera-
tive, and
- aservice fault, based on
e the content of connectivity messages received from said corresponding MEP
(50, 52, 70) established on said remote network node (3,4), or
e based on missing connectivity messages from said corresponding MEP (50, 52,
70) established on said remote network node,
which service fault corresponds to a situation in which the communication be-
tween said at least one remote client device (10, 12) connected to said remote net-
work node (3, 4) and the present network node (3, 4) employing said service is in-
operative,

wherein said network node (3, 4) is further configured to, upon detecting said client inter-
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face fault,

- determine from the database (46, 48) which service(s) is’(are) related to said client in-
terface, and

- inform the MEP (50, 52, 70) related to this service about said client interface fault,
and wherein said network node (3, 4) is further configured to, upon detecting said
service fault,

- determine from the database (46, 48) which client interface(s) is (are) associated with
said service, and

- carry out a predetermined action associated with said client interface(s).

The network node (3, 4) of claim 1, wherein said network node (3, 4) is further configured

to, upon detecting that said service fault has been recovered,

- determine from the database (46, 48) which client interface(s) is (are) associated with
said service, and

- revert said predetermined action associated with said client interface(s).

The network node (3, 4) of claim 1 or 2, wherein said at least one database (46, 48) in-

cludes information indicating

- whether a certain service involving the instant network node is subjected to a service
fault, and/or

- whether a client interface associated with said remote network node (3, 4) is subject-
ed to a client interface fault, and/or

- whether a certain client interface associated with the instant network node (3, 4) is

subjected to a client interface fault.

The network node (3, 4) of one of the preceding claims, wherein said network node is

configured

- to check, upon detecting a client interface fault and determining which service or ser-
vices is (are) related to said client interface, whether this service or services is (are)
marked as being subjected to a service fault in the database, and if this is not the case,

to update the database accordingly, and/or
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- to check, upon detecting that a client interface fault has been recovered and determin-
ing which service or services is (are) related to said client interface, whether this ser-
vice or services is (are) marked as being subjected to a service fault in the database,

and if this is the case, to update the database accordingly.

The network node (3, 4) according to one of the preceding claims, wherein said network

node (3, 4) is configured to carry out one or both of the following steps:

- in case a MEP (50, 52, 70) is informed by received connectivity messages, or by
missing connectivity messages, that a service fault has occurred, or a fault with a re-

mote client has occurred, to update the database accordingly,

- incase a MEP (50, 52, 70) is informed by received connectivity messages, that a ser-
vice fault has been recovered, or a fault with a remote client has been recovered, to

update the database (46, 48) accordingly.

The network node (3, 4) according to one of the preceding claims, wherein the MEP (50,
52, 70) is configured to send connectivity messages based on the status of the information
included in the database (46, 48) as to whether a certain client interface associated with

the instant network node (3, 4) is subjected to a client interface fault.

The network node (3, 4) of one of the preceding claims, wherein said predetermined ac-

tion associated with said client interface is stored in said at least one database (46, 48).

The network node (3, 4) of one of the preceding claims, wherein said predetermined ac-
tion associated with said client interface(s) is an action suitable for informing respective

client device(s) connected via said client interface(s) of the service fault.

The network node (3, 4) of claim 8, wherein said predetermined action associated with
said client interface(s) comprises one or more of closing down the link between said net-
work node and said client(s), dropping of frames, modifying frames and re-direction of

frames.
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The network node (3, 4) of one of the preceding claims, wherein a protocol for connectivi-
ty fault management is enabled on the network node, in particular an IEEE 802.1ag or an

ITU-T'Y .1731 protocol.

The network node (3, 4) of one of the preceding claims, wherein the MEP (50, 52, 70)
established on said network node (3, 4) is configured to send connectivity messages to
said corresponding MEP (50, 52, 70) at the remote node (3, 4) in regular intervals, to

thereby indicate the status of the service.

The network node (3, 4) of one of the preceding claims, wherein said connectivity mes-
sages include further information, in particular information about the status of one or

more client interfaces associated with the service.

The network node (3, 4) of one of the preceding claims, wherein said at least one database
(46, 48) can be configured by an operator, and wherein in particular, the operator can
manually manipulate the database information indicating whether a certain service involv-
ing the instant network node (3, 4) is subjected to a service fault or not, and/or whether a
certain client interface associated with the instant network node is subjected to a client in-
terface fault or not, and/or manually manipulate the database information with regard to
which service(s) is (are) associated to which client intefface(s), and which client inter-
face(s) is (are) associated to which service(s), and/or manually set the predetermined ac-

tion associated with said client interface(s).

A network (16), comprising a first and a second network node (3, 4) according to one of

the preceding claims,
wherein an end-to-end service is established between a first client device (10) connected
via a client interface of the first network node (3) and a second client device (12) connect-

ed via a client interface of the second network node (4),

wherein an MEP (50) corresponding to the service is established on each of the first and
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second network nodes (3, 4), said MEPs (50) configured to exchange connectivity mes-

sages with each other.

The network (16) according to claim 14, wherein at least one of said first and second cli-

ent devices (10, 12) is a router, a carrier ethernet switch, a provider backbone bridge, a

packet relay, a frame relay, a MPLS label switch, an ATM switch, a lambda switch.

The network (16) according to one of claims 14 or 15, wherein more than one client inter-

face of one or both of the first and second network nodes (3, 4) subscribe to said service.

The network (16) according to one of claims 14 to 16, wherein on at least one of said first
and second network nodes (3, 4), traffic on one client interface is multiplexed to more

than one services.

A method for loss forwarding in a network (16), said network (16) comprising a first and

a second network node (3, 4), wherein an end-to-end service is established between a first

client device (10) connected via a client interface of the first network node (3) and a sec-

ond client device (12) connected via a client interface of the second network node (4),

wherein an MEP (50) corresponding to the service is established on each of the first and
second network nodes (3, 4), said MEPs (50) being configured to exchange connectivity

messages with each other,

said method comprising the following steps:

- monitoring occurrence of a client interface fault, which client interface fault corre-
sponds to a situation in which the communication between one of said first and second
network nodes (3, 4) and its corresponding client device (10 ,12) is inoperable, and,

upon detecting such client interface fault,

e determining from a database (48) comprised by or associated with the correspond-

ing network node (3) which service(s) is (are) related to the corresponding client
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interface, and
e informing the MEP (50) established on the corresponding network node (3) and re-

lated to this service about said client interface fault,

- monitoring occurrence of a service fault, which service fault corresponds to a situation
in which the communication between one of said first and second network nodes (3, 4)
employing said service and a client device connected via the client interface of the oth-
er of the first and second network nodes (3, 4) is inoperative, wherein said monitoring

of occurrence of a service fault is based on

e the content of connectivity messages received from the MEP (50) of the respective
other of the first and second network nodes (3, 4), or
* based on missing connectivity messages from the MEP (50) of the respective other

of the first and second network nodes (3, 4),
and, upon detecting occurrence of such service fault,

e determining, from said database (46), which client interface(s) is (are) associated

with said service, and

e carrying out a predetermined action associated with said client interface.

The method of claim 18, further comprising the step of monitoring recovery of said ser-

vice fault, and, upon detecting that said service fault has been recovered,

- determining from the database (46) which client interface(s) is (are) associated with
said service, and

- reverting said predetermined action associated with said client interface(s).

The method of claim 18 or 19, wherein said at least one database (46, 48) includes infor-

mation indicating

- whether a certain service involving the instant network node (3, 4) is subjected to a
service fault, and/or

- whether a client interface associated with the other of said first and second network
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nodes (3, 4) is subjected to a client interface fault, and/or

whether a certain client interface associated with the instant network node (3, 4) is sub-

jected to a client interface fault.

The method of one of claims 18 to 20, further comprising the steps of

checking, upon detecting a client interface fault and determining which service or ser-
vices is (are) related to said client interface, whether this service or services is (are)
marked as being subjected to a service fault in the database (46, 48), and if this is not

the case, to update the database accordingly, and/or

checking, upon detecting that a a client interface fault has been recovered and deter-
mining which service or services is (are) related to said client interface, whether this
service or services is (are) marked as being subjected to a service fault in the database,

and if this is the case, to update the database accordingly.

The method according to one of claims 18 to 21, further comprising one or both of the

following steps:

in case a MEP (50) is informed by received connectivity messages, or by missing con-
nectivity messages, that a service fault has occurred, or a fault with a remote client has

occurred, updating the database accordingly,

in case a MEP (50) is informed by received connectivity messages, that a service fault
has been recovered, or a fault with a remote client has been recovered, updating the da-

tabase accordingly.

The method according to one of claims 18 to 22, wherein the MEP (50) sends connectivi-

ty messages based on the status of the information included in the database (46, 48) as to

whether a certain client interface associated with the instant network node is subjected to

a client interface fault.

The method of one of claims 18 to 23, wherein said predetermined action associated with
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said client interface is stored in said at least one database (46, 48).

The method of one of claims 18 to 24, wherein said predetermined action associated with
said client interface(s) is an action suitable for informing the respective client device(s)

(10, 12) connected via said client interface of said service fault.

The method of claim 25, wherein said predetermined action associated with said client
interface(s) comprises one or more of closing down the link between said network node

and said client(s), dropping of frames, modifying frames, and re-direction of frames.

The method according to one of claims 18 to 26, wherein the MEP (50) established on
one of said first and second network nodes (3, 4) send connectivity messages to said cor-
responding MEP at the other of said first and second network nodes in regular intervals, to

thereby indicate the status of the service.

The method of one of claims 18 to 27, wherein upon detecting a client interface fault, and
in case the at least one database (46, 48) includes no information indicating that a service
associated with said client interface is subjected to a service fault, the corresponding MEP
stops sending connectivity messages to the remote MEP, or sends connectivity messages

including content indicating the client interface fault to the remote MEP, and/or

wherein upon detecting that a client interface fault has recovered, the corresponding MEP
starts sending connectivity messages to the remote MEP, or sends connectivity messages

including content indicating the recovery of the client interface fault to the remote MEP.
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