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AGGREGATED REAL-TIME POWER OUTAGES/RESTORATION REPORTING

(RTPOR) IN A SECURE MESH NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims benefit of similarly titled U.S. Provisional Patent

Application 61/435,822, filed January 25, 201 1, which is incorporated herein by reference in its

entirety.

FIELD OF THE INVENTION

[0002] The present invention relates generally to reporting of status changes, such as but

not limited to power outages and power restorations, within a smart grid system.

BACKGROUND OF THE INVENTION

[0003] In the utility delivery space, there have been numerous advances in technology in

efforts to provide improved methods and systems for monitoring and controlling the delivery and

use of various utilities (e.g., electricity, water, gas, etc). By way of specific example, smart grid

systems, including advanced metering infrastructures ("AMIs") and the like, and have been

developed which incorporate smart meters or existing meters retrofitted with modules that

include at least a radio, configurable microprocessor and storage capacity. These meters are

configured to communicate using predetermined protocols with other nodes such as other meters

and WAN/NAN access points (i.e., collectors, bridges, mesh gates) in the smart grid across what

is commonly referred to as a neighborhood area network ("NAN").

[0004] A smart grid system may be employed to monitor delivery of a utility, such as by

reporting meter readings to back-end systems. For example, meters within the smart grid may

determine if delivery of power is occurring or if there is a power outage, and may report power

readings to the back-end server. The ability to achieve this monitoring automatically and

wirelessly is an important advancement over the wired, drive-by or house-to-house meter reading

methodologies of the past. A more detailed description of an exemplary smart grid system

configuration and the various communications processes implemented across the smart grid are



described in at least US Patent Application No. 12/554,135, titled "System and Method for

Implementing Mesh Network Communications Using a Mesh Network Protocol," which is

incorporated herein by reference in its entirety.

[0005] The timely reporting of power outages and restoration across a NAN is critical to

maintaining utility access for all customers. Accordingly, there is a need in the art for an

efficient reporting process that is able to timely and accurately report outage and restoration

information from the point of outage/restoration, across the NAN to the access point and

eventually across the WAN to back-end systems for processing and, if necessary, acting on the

reported information.

SUMMARY OF THE INVENTION

[0006] Embodiments of the invention provide systems and methods for the reporting of

status changes, such as but not limited to power outages and/or power restorations, throughout a

smart grid system. Through the use of location-based reporting period selection and/or status

change report aggregation, embodiments may provide efficient reporting processes that timely

and accurately report status change information from the point(s) of the change to a back-end

system via an access point.

[0007] In one aspect of the invention a method for reporting a status change is provided.

The method may include, for example, determining, by a mesh device, that a status change has

occurred for a period of time at least as long as a predetermined recognition period. The method

also includes determining, by the mesh device, one or more reporting windows within a reporting

period. The one or more reporting windows may be determined based on a distance (e.g.,

number of hops) the mesh device is located from a NAN access point with which it is associated.

The mesh device may also receive at least one child status change report from one or more child

mesh devices associated with the NAN access point and may also prepare a device status change

report, the device status change report including the one or more child status change reports.

Finally, the mesh device may transmit the device status change report to one or more parent

mesh devices during the reporting window within the reporting period. In certain embodiments,

the method may further include listening, by the mesh device, for an acknowledgment from the

one or more parent devices and, upon failing to receive the acknowledgement, repeating said

receiving, preparing and transmitting.



[0008] In another aspect of the invention, a mesh device is provided. The mesh device

may includes a processor that determines that a status change has occurred for a period of time at

least as long as a predetermined recognition period; determines one or more reporting windows

within a reporting period, based on a number of hops the mesh device is located from an access

point with which it is associated; and prepares a device status change report. The mesh device

may also include a transceiver that receives at least one child status change report from one or

more child mesh devices associated with the access point; and transmits the device status change

report to one or more parent mesh devices during the one or more reporting windows within the

reporting period. Generally, the device status change report may include the one or more child

status change reports.

[0009] In yet another aspect of the invention, a method of transmitting a status change to

a server is provided. The method includes receiving, by an access point, a child status change

report from a child mesh device associated with the access point, the child status change report

including status change information for one or more child mesh devices that have experienced a

status change. The method also includes, determining, by the access point, a random period

based on a number of child mesh devices that have experienced a status change. The access

point may prepare an access point status change report, including the information from the

received child status change report; and may transmit the access point status change report to a

server at a randomly selected time within the random period. In certain embodiments, the

method may also include determining, by the access point, a retry period based on the number of

child mesh devices that have experienced a status change; listening, by the access point, for an

acknowledgement from the server; and upon failing to receive the acknowledgment,

transmitting, by the access point, the access point status change report to the server at a randomly

selected time within the retry period.

[0010] In another aspect of the invention an access point is provided. The access point

may include a transceiver that receives a child status change report from a child mesh device

associated with the access point, the child status change report including status change

information for one or more child mesh devices that have experienced a status change. The

access point may also include a processor that determines a random period based on a number of

child mesh devices that have experienced a status change; and prepares an access point status

change report, including information from the received child status change report. The



transceiver may transmit the access point status change report to a server at a randomly selected

time within the random period.

[0011] In yet another aspect of the invention, a system is provided including a mesh

device and an access point. The mesh device is associated with the access point, such as via a

mesh network, and experiences a status change. The mesh device may determine that the status

change has occurred for a period of time at least as long as a predetermined recognition period;

and may transmit a device status change report to an access point during a reporting window

within a reporting period, the reporting window based on a number of hops the mesh device is

located from the access point. The access point may receive the device status change report from

the mesh device; and may transmit an access point status change report including the device

status change report to a server at a randomly selected time within a random period, the random

period based on a number of child mesh devices that have experienced a status change

[0012] These and other aspects of the invention will be better understood by reading the

following detailed description and appended claims.

BRIEF DESCRIPTION OF THE FIGURES

[0013] Figure 1 illustrates an exemplary system for providing smart grid

communications over a mesh network.

[0014] Figure 2A illustrates an exemplary meter device for use within a mesh network.

[0015] Figure 2B illustrates an exemplary access point for use within a mesh network.

[0016] Figure 3 illustrates a reporting timeline for an access point in accordance with a

preferred embodiment described herein

DETAILED DESCRIPTION

[0017] All terms used herein are intended to have their ordinary meaning in the art unless

otherwise provided.

[0018] Referring to Figure 1, an exemplary smart grid system for providing status

change information within and to/from at least one mesh network is illustrated. As shown, a

mesh network A 100 may include a NAN access point (e.g., mesh gate A) 102 and a plurality of

meters: meters A 104, B 106, C 108, D 110, E 112, and F 114. A NAN access point may be

referred to herein as a mesh gate, NAN-WAN gate, a collector, or a concentrator. The mesh gate



A 102 may communicate with a server 118 over a wide area network (WAN) 116 and it will be

appreciated that any number of mesh gates may communicate with the server (e.g., mesh gate B

120 and mesh gate C 124).

[0019] In addition to the mesh gate A 102, the mesh network A 100 may include a

plurality of mesh devices, e.g., meters (as shown) or communication hubs, which cover a

geographical area. The mesh devices may be in communication with or may otherwise include

one or more utility sensors for monitoring utility usage, such as gas, water, or electricity usage

and usage patterns at a specific customer location. Alternative mesh devices may include

thermostats, user displays, and other components for monitoring utilities, which may be part of a

home area network ("HAN"). As discussed in detail below, the mesh gate A 102 may aggregate

information from mesh devices (meters A 104, B 106, C 108, D 110, E 112, and F 114) within

the mesh network A 100 and transmit the information to the server 118.

[0020] The meters A 104, B 106, C 108, D 110, E 112, and F 114 may be associated

with the mesh network A 100 through direct or indirect communications with the mesh gate A

102. Each meter may forward transmissions from other meters within the mesh network A 100

towards the mesh gate A 102. It will be appreciated that while only six meters are depicted in

the mesh network A 100, any number of mesh devices may be deployed to cover any number of

utility lines or locations, subject to bandwidth constraints with the mesh network and the mesh

gate.

[0021] As depicted, only meters A 104 and D 110 are in direct communications with

mesh gate A 102. However, meters B 106, E 112 and F 114 can all reach mesh gate A 102

through meter D 110. Similarly, meter C 108 can reach mesh gate A 102 through meter E 112

and meter D 110. Accordingly, meter A 104 may be described as being 1 "hop" from mesh gate

A 102; meter D 110 may be described as being 2 "hops" from mesh gate A, and meter C 108

may be described as being 3 "hops" from mesh gate A.

[0022] It will be appreciated that the WAN 116 may be any communication medium

capable of transmitting digital information. For example, the WAN 116 may be the Internet, a

cellular network, a private network, a phone line configured to carry a dial-up connection, or any

other network.

[0023] The head end server 118 may be a computing device configured to receive

information, such as status change information, meter readings, or any other data from a plurality



of mesh networks and meters. The server 118 may also be configured to transmit instructions to

the mesh networks, mesh gates, and mesh devices. In certain embodiments, the server 118 may

be a central processing system including one or more computing systems (i.e., one or more

server computers). Where the head end includes more than one computing system, the

computing systems can be connected by one or more networks and the system may be referred to

as a "backhaul network" or back end system.

[0024] The number of mesh networks, e.g., mesh networks B 12 and C 126 are similar to

mesh network A 100 in operation, as discussed above. Moreover, descriptions of exemplary

mesh networks, including electric meters and other mesh devices, can be found in commonly

owned United States Patent Application No. 12/275,252, titled "Method and System for Creating

and Managing Association and Balancing of a Mesh Device in a Mesh Network," filed

November 21, 2008, which is incorporated herein by reference in its entirety.

[0025] Referring to Figure 2A, an exemplary mesh device (e.g., meter) for use within a

mesh network is shown. A mesh device 200 may include a radio 202, a communication card

204, a metering sensor 206, and a battery or other power or energy storage device 208. The

radio 202 may include a memory 210, a processor 212, a transceiver 214, and a microcontroller

unit (MCU) 216. Generally, the communication card 204 may interface between the radio and a

sensor 206 and sensor readings may be converted to radio signals for transmission over the radio.

The memory 210 may store instructions and run-time variables for execution. For example, the

memory 210 may include both volatile and non-volatile memory. The memory 210 may also

store a history of sensor readings from the metering sensor 206 and an incoming queue of server

instructions. As discussed below, the memory may store status information of the mesh device,

and may also store status information received from one or more child mesh devices.

[0026] A mesh device 200 may communicate with an access point and other mesh

devices over a mesh network. For example, the mesh device 200 may be an electricity smart

meter installed in a residential building or other location to monitor electricity usage. The meter

may also control access to energy in response to server instructions, for example, by reducing or

stopping the flow of electricity.

[0027] In certain embodiments, one or more mesh devices 200 may provide a status

change report to a head end server in real-time or near real-time via an access point. As used

herein, a "status change" may refer to a loss of power (i.e., a power outage) or a restoration of



power (i.e., a power restoration). In the event of an outage, the mesh device may employ a

secondary power source that backs up the device's real-time clock, such as a battery, super

capacitor or the like 208, to provide a "last gasp" of activity. For example, a super capacitor may

provide the mesh device with about 15 seconds of recognition time to determine whether a

power outage is momentary or lasting and another about 7.5 seconds of time for "last-gasp" radio

transmissions.

[0028] In one embodiment, a mesh device first determines that a status change has

occurred for a period of time lasting at least as long as a predetermined recognition period. The

predetermined recognition period may be any amount of time allowed by the secondary power

source, such as but not limited to, from about 5 seconds to about 30 seconds, from about 10

seconds to about 25 seconds, or about 15 seconds. Generally, if a mesh device becomes affected

by an outage, it may enter a "sleep" mode for the duration of the recognition period, wherein the

radio and/or the processor are shut down to preserve the backup power.

[0029] If a status change ends prior to the end of the recognition period, the device may

resume normal operation and may record the momentary status change in memory. The

recorded status change may then be reported by a mesh device in non-real-time as part of a

normal, scheduled reporting process (e.g., daily).

[0030] However, if the status change persists beyond the recognition period, a mesh

device may employ an aggregated real-time or near real-time power outage/restoration reporting

(RTPOR) algorithm to report the status change to a parent node. Because the mesh device may

be aware of its location within the mesh network defined by each NAN access point, the

aggregated algorithm may be location-based, such that the mesh device may autonomously

transmit status change report(s) in a way that increases the probability of the report(s)

successfully reaching the NAN access point.

[0031] In one embodiment, each mesh device receiving a status change report or

experiencing a status change may prepare and broadcast an aggregated status change report to

one or more of its parent mesh devices during a reporting period. A reporting period may

comprise from about 1 to about 5 seconds, for example, about 1.5 seconds. Generally, the

reporting period may depend on the secondary source of power employed at the mesh device.

[0032] During the reporting period, a mesh device may transmit a status report at a

reporting time within a reporting window. The reporting period may be divided into any number



of reporting windows, and the mesh device may transmit the status report once (e.g., at a random

reporting time), during each reporting window. Accordingly, the mesh device may send status

report(s) multiple times during the reporting period.

[0033] According to one embodiment, each mesh device may employ a reporting

window based on its distance from an access point. For example, a mesh device may determine

a reporting window based on a number of hops the mesh device is located from an access point

with which it is associated. Each mesh device may employ its knowledge of the mesh network

so that devices far from the access point may transmit their information more frequently to

increase the probability of successfully reaching their parent devices, while devices near the

access point may transmit less frequently to provide more time to aggregate data from child

devices and decrease the likelihood of collisions. Generally, the mesh device's clock may be

implemented to determine the reporting window and/or reporting time and a timer may be set to

begin at the end of the recognition period.

[0034] By way of non-limiting example, a mesh device located 1 hop from the access

point may employ a reporting window of about 500 ms, a mesh device located 2 hops from the

access point may employ a reporting window of about 300; a mesh device located 3 hops from

the access point may employ a reporting window of about 214 ms; and so on according to the

equation below:

Reporting Window (device at hops) = reporting period / ( 1 + n)

[0035] In one embodiment, a mesh device may prepare a status change report including

information about a status change. Such information may include, for example, the start time

and end time of the status change, the duration of the status change, the identity of the mesh

device, and/or the location of the mesh device. A report may be prepared during each reporting

window, or a single report may be prepared and repeatedly transmitted.

[0036] In one embodiment, the mesh device may receive one or more child status change

reports from one or more child mesh devices. During each reporting window, the mesh device

may check for such child status reports and, in certain embodiments, may include information

from such reports in the status change report to be transmitted to the mesh device's parent node.

In other words, the mesh device may aggregate status change reports from one or more child

mesh devices in the mesh network during one or more reporting windows.



[0037] For example, during each reporting window, each mesh device in a mesh network

may check whether it has received new child status change reports and, if so, may broadcast an

aggregated status change report including this new information. Regardless of whether child

status change reports are received or not, mesh devices may continue re-broadcasting the

aggregated status change report at each reporting window, either until adequate power is no

longer available for transmission or for a total of the entire reporting period.

[0038] As used herein, the term "child" refers to a mesh device located a further distance

away from an access point than the reference mesh device. Similarly, the term "parent" refers to

a mesh device located closer to the access point than the reference mesh device. By way of

example, if a reference mesh device is located 2 hops from an access point, a mesh device

located 1 hop from the access point may be referred to as a "parent mesh device," and a mesh

device located 3 hops from the access point may be referred to as a "child mesh device," with

respect to the reference mesh device.

[0039] In certain embodiments, the mesh device may suspend local generation of all

other message transmissions, including but not limited to keep-alive messages and neighbor

exchange procedures as used by the NAN network layer protocol, and may suspend the relay of

data packets from other nodes in the mesh network.

[0040] The aggregated RTPOR process is extremely useful in reporting random, isolated

power outages as well as restoration of power after any type of outage. After power is restored,

the device will use the routing tables and other data stored in its nonvolatile memory to resume

communications with the access point to which it belonged before the outage. If

communications cannot resume as before, then a new association process will be initiated, for

example, as discussed in U.S. Patent Application No. 12/554,135, titled "System and Method for

Implementing Mesh Network Communications Using a Mesh Network Protocol," which is

incorporated herein by reference in its entirety.

[0041] Referring to Figure 2B, an access point (i.e., mesh gate 230) for use within a

mesh network is illustrated. As shown, the mesh gate 230 may include a mesh radio 232, a wide

area network interface 234, a battery 236, and a processor 238. The mesh radio 232 may include

a memory 242, a processor 244, and a transceiver 246. The mesh gate 230 may also include a

WAN interface 234, a battery 236 and a processor 238. By acting as a gateway, the access point

forwards information and instructions between the meters in its mesh network and the server.



The access point may also function as a node within the mesh network, by forwarding messages

between meters.

[0042] As status change reports are received at the access point 230, it may timestamp

and aggregate these messages (adding its own status information, as appropriate) into a report of

confirmed outages that is delivered to the head-end in real-time. Generally, operation of the

access point during a power outage requires that it be equipped with a battery backup 236, either

integrated as part of the device or supplied as an external unit. Typically, the lead-acid batteries

used for backup provide at least 8 hours of operation at 20° Celsius. For such lead-acid batteries,

the lifetime is typically 5-7 years before they should be replaced as routine maintenance.

[0043] In one embodiment, the access point may aggregate the status change reports

from one or more child mesh devices such that they may be reported to a head end. The access

point may prepare its own status change report including, for example, a status report table

listing all mesh devices associated with the reporting access point for which there has been a

change in status (including itself, if applicable). The access point may then transmit the status

change report in real-time or near real time to a head end server. In certain embodiments, a real

time status change report may be continually updated while the reporting process is underway,

and the most recent changes in device status throughout the system may be ready to be

transmitted at any given moment.

[0044] Referring to Figure 3 an exemplary sequence followed by an access point to

report to its notification server(s) when a power outage or power restoration event occurs and/or

has been reported by one or more associated nodes to an access point is illustrated.

[0045] As shown, once a status change has been detected locally or a status change has

been reported by one or more associated nodes, the access point may wait for a predetermined

minimum delay before transmitting the status change report to a head end server. During the

minimum delay, incoming status change reports from mesh devices or local status change events

occurring at the access point may be aggregated into a single status change report. After

successful reporting the status change report to a server, the minimum delay restarts (and may

repeat indefinitely) to aggregate additional incoming status change reports as they are received

and local status change events as they occur. The minimum delay may be any amount of time,

for example from about 30 seconds to about 60 seconds, or about 45 seconds.



[0046] Generally, the access point may determine certain parameters used in the

reporting process based on the number of devices affected by a power outage or power

restoration. For example, if the number of devices that have changed status exceeds a certain

threshold, the values for such notification parameters as the "random period" and "retry period"

(discussed below) employed throughout the reporting process may be adjusted. Although the

threshold may be set to any value, in certain embodiments, the threshold may be from about 10

% to about 30 % of the mesh devices associated with the access point, or more particularly,

about 20 % of such devices.

[0047] As shown in Figure 3, after the minimum delay is over, the access point attempts

to transmit the status change report to a first configured notification server at an instant in time

randomized over a random period. The random period defines the maximum duration that the

access point may wait before attempting transmission, and only one attempt is allowed within

this period. Generally, the random period may be from about 5 seconds to about 30 seconds, or

from about 10 seconds to about 20 seconds (e.g., about 15 seconds) when less than the threshold

number of child devices experience a status change. When greater than the threshold number of

child devices experience a status change, the random period may range from about 30 seconds to

about 60 seconds (e.g., about 45 seconds).

[0048] In one embodiment, upon sending a status change report to a head end server, the

access point may listen for an acknowledgment from the server that the report was received. If

the access point does not successfully receive an acknowledgement from the server, the

transmission attempt may be assumed to have failed, and the next attempt may occur over a retry

period. The attempt may be initiated at a random instant over the retry period, and only one

attempt may be allowed within this period. Generally, the retry period may be from about 10

seconds to about 60 seconds (e.g., about 15 seconds, about 30 seconds, or about 45 seconds)

when less than the threshold number of child devices experience a status change. When greater

than the threshold number of child devices experience a status change, the retry period may

range from about 30 seconds to about 60 seconds (e.g., about 45 seconds).

[0049] If the transmission again fails, retries are attempted in successive retry windows

until the transmission is successful or the number of maximum retries has been reached.

Generally, each retry may be attempted over a retry period, as described above. Moreover, the

maximum number of retries may be set to any value (e.g., 1, 2, 3, 4, 5, etc.).



[0050] However, if the server acknowledges successful transmission, then, for that

specific server, the status of each associated node for which a status change has been

communicated may be reset. If more than one server has been configured by the access point,

then, for each notification server, the above steps may be repeated.

[0051] In certain embodiment, after the real-time status change report has been

successfully or unsuccessfully transmitted to all notification servers as described above, the

access point may wait for an exclusion period to ensure that all other access points in the

network are able to reach the notification servers before transmitting an additional status change

report. The exclusion period may last from about 30 seconds to about 120 seconds, including but

not limited to about 30 seconds, about 60 seconds, about 90 seconds, or about 120 seconds.

[0052] If additional status changes occur during the exclusion period, then the above

described process may be repeated. In other words, after the exclusion period has elapsed, any

incoming status change reports received or local status change events occurring since the last

report or during the exclusion period may trigger another cycle, beginning with the minimum

delay. If new child status change reports are received after the status change report has been

reported to a first server, but prior to being reported to another server, then the first notification

server may only be informed of the new events once the process has been reinitiated.

[0053] Unless specifically stated otherwise as apparent from the foregoing discussion, it

is appreciated that throughout the description, discussions utilizing terms such as "processing" or

"computing" or "calculating" or "determining" or "displaying" or the like, can refer to the action

and processes of a data processing system, or similar electronic device, that manipulates and

transforms data represented as physical (electronic) quantities within the system's registers and

memories into other data similarly represented as physical quantities within the system's

memories or registers or other such information storage, transmission or display devices.

[0054] The exemplary embodiments can relate to an apparatus for performing one or

more of the functions described herein. This apparatus may be specially constructed for the

required purposes, or it may comprise a general purpose computer selectively activated or

reconfigured by a computer program stored in the computer. Such a computer program may be

stored in a machine (e.g. computer) readable storage medium, such as, but is not limited to, any

type of disk including floppy disks, optical disks, CD-ROMs and magnetic-optical disks, read

only memories (ROMs), random access memories (RAMs) erasable programmable ROMs



(EPROMs), electrically erasable programmable ROMs (EEPROMs), magnetic or optical cards,

or any type of media suitable for storing electronic instructions, and each coupled to a bus.

[0055] Some exemplary embodiments described herein are described as software

executed on at least one processor, though it is understood that embodiments can be configured

in other ways and retain functionality. The embodiments can be implemented on known devices

such as a server, a personal computer, a special purpose computer, a programmed

microprocessor or microcontroller and peripheral integrated circuit element(s), and ASIC or

other integrated circuit, a digital signal processor, a hard-wired electronic or logic circuit such as

a discrete element circuit, or the like. In general, any device capable of implementing the

processes described herein can be used to implement the systems and techniques according to

this invention.

[0056] It is to be appreciated that the various components of the technology can be

located at distant portions of a distributed network and/or the internet, or within a dedicated

secure, unsecured and/or encrypted system. Thus, it should be appreciated that the components

of the system can be combined into one or more devices or co-located on a particular node of a

distributed network, such as a telecommunications network. As will be appreciated from the

description, and for reasons of computational efficiency, the components of the system can be

arranged at any location within a distributed network without affecting the operation of the

system. Moreover, the components could be embedded in a dedicated machine.

[0057] Furthermore, it should be appreciated that the various links connecting the

elements can be wired or wireless links, or any combination thereof, or any other known or later

developed element(s) that is capable of supplying and/or communicating data to and from the

connected elements. The terms determine, calculate and compute, and variations thereof, as used

herein are used interchangeably and include any type of methodology, process, mathematical

operation or technique.

[0058] The invention described and claimed herein is not to be limited in scope by the

specific embodiments herein disclosed since these embodiments are intended as illustrations of

several aspects of the invention. Any equivalent embodiments are intended to be within the

scope of this invention. Indeed, various modifications of the invention in addition to those

shown and described herein will become apparent to those skilled in the art from the foregoing



description. Such modifications are also intended to fall within the scope of the appended

claims. All publications cited herein are incorporated by reference in their entirety.



CLAIMS

1. A method for reporting a status change comprising:

determining, by a mesh device, that a status change has occurred for a period of time at

least as long as a predetermined recognition period;

determining, by the mesh device, one or more reporting windows within a reporting

period, based on a number of hops the mesh device is located from an access point with which it

is associated;

receiving, by the mesh device, at least one child status change report from one or more

child mesh devices associated with the access point;

preparing, by the mesh device, a device status change report, the device status change

report including the one or more child status change reports; and

transmitting, by the mesh device, the device status change report to one or more parent

mesh devices during the reporting window within the reporting period.

2 . A method according to claim 1, wherein the status change is a power outage or power

restoration.

3 . A method according to claim 1, wherein the recognition period comprises about 15

seconds.

4 . A method according to claim 1, wherein a radio and a processor of the mesh device are

shut down during the recognition period.

5 . A method according to claim 1, wherein the reporting period comprises from about 1

second to about 5 seconds.

6 . A method according to claim 5, wherein the reporting period comprises about 1.5

seconds.

7 . A method according to claim 1, wherein the reporting window comprises about 500 ms

when the mesh device is located 1 hop from the access point.

8. A method according to claim 1, wherein the reporting window comprises about 300 ms

when the mesh device is located 2 hops from the access point.

9 . A method according to claim 1, wherein the reporting window comprises about 214 ms

when the mesh device is located 3 hops from the access point.



10. A method according to claim 1, wherein the device status change report is transmitted at

a random reporting time within the reporting window.

11. A method according to claim 1 further comprising listening, by the mesh device, for an

acknowledgment from the one or more parent devices and, upon failing to receive the

acknowledgement, repeating said receiving, preparing and transmitting.

12. A mesh device comprising:

a processor for:

determining that a status change has occurred for a period of time at least as long

as a predetermined recognition period;

determining one or more reporting windows within a reporting period, based on a

number of hops the mesh device is located from a access point with which it is associated; and

preparing a device status change report;

a transceiver for:

receiving at least one child status change report from one or more child mesh

devices associated with the access point; and

transmitting the device status change report to one or more parent mesh devices

during the one or more reporting windows within the reporting period, the device status change

report including the one or more child status change reports.

13. A mesh device according to claim 12, wherein the status change is a power outage or

power restoration.

14. A mesh device according to claim 12, wherein recognition period comprises about 15

seconds.

15. A mesh device according to claim 12, wherein the transceiver and the processor are shut

down during the recognition period.

16. A mesh device according to claim 12, wherein the reporting period comprises from about

1 second to about 5 seconds.

17. A mesh device according to claim 16, wherein the reporting period comprises about 1.5

seconds.



18. A mesh device according to claim 12, wherein the reporting window comprises about 500

ms when the mesh device is located 1 hop from the access point; about 300 ms when the mesh

device is located 2 hops from the access point; or about 214 ms when the mesh device is located

3 hops from the access point

19. A mesh device according to claim 12, wherein the device status change report is

transmitted at a random reporting time within the reporting window.

20. A mesh device according to claim 12, wherein the transceiver listens for an

acknowledgment from the one or more parent devices and, upon failing to receive the

acknowledgement, the processor repeats said preparing and said transceiver repeats said

receiving and transmitting.

2 1. A method of transmitting a status change to a server comprising:

receiving, by an access point, a child status change report from a child mesh device

associated with the access point, the child status change report including status change

information for one or more child mesh devices that have experienced a status change;

determining, by the access point, a random period based on a number of child mesh

devices that have experienced a status change;

preparing, by the access point, an access point status change report, including the

information from the received child status change report; and

transmitting, by the access point, the access point status change report to a server at a

randomly selected time within the random period.

22. A method according to claim 2 1 further comprising:

determining, by the access point, a retry period based on the number of child mesh

devices that have experienced a status change;

listening, by the access point, for an acknowledgement from the server; and

upon failing to receive the acknowledgment, transmitting, by the access point, the access

point status change report to the server at a randomly selected time within the retry period.

23. The method of claim 22 further comprising repeating said listening step and, upon failing

to receive the acknowledgment, repeating said transmitting of the access point status change

report during a second retry period.



24. A method according to claim 21, wherein said random reporting period is from about 10

seconds to about 20 seconds when less than a threshold number of the child mesh devices

experience a status change.

25. A method according to claim 24, wherein said random reporting period is from about 30

seconds to about 60 seconds when more than a threshold number of the child mesh devices

experience a status change.

26. A method according to claim 25, wherein said threshold number comprises from about

10% to about 30 % of the child mesh devices associated with the access point.

27. A method according to claim 26, wherein said threshold number is about 20 % of the

child mesh devices associated with the access point.

28. A method according to claim 21, further comprising resetting the status of each of the

child mesh devices that have experienced a status change, upon receiving an acknowledgment of

a successful transmission from the server.

29. A method according to claim 21, wherein said status change comprises a power outage or

power restoration.

30. An access point comprising:

a transceiver:

receiving a child status change report from a child mesh device associated with

the access point, the child status change report including status change information for one or

more child mesh devices that have experienced a status change;

a processor:

determining a random period based on a number of child mesh devices that have

experienced a status change; and

preparing an access point status change report, including information from the

received child status change report;

wherein the transceiver transmits the access point status change report to a server at a

randomly selected time within the random period.

31. An access point according to claim 30 wherein:



the processor determines a retry period based on the number of child mesh devices that

have experienced a status change; and

the transceiver listens for an acknowledgement from the server and, upon failing to

receive the acknowledgment, transmits the access point status change report to the server at a

randomly selected time within the retry period.

32. An access point according to claim 30, wherein said random reporting period is from

about 10 seconds to about 20 seconds when less than a threshold number of the child mesh

devices experience a status change.

33. An access point according to claim 32, wherein said random reporting period is from

about 30 seconds to about 60 seconds when more than a threshold number of the child mesh

devices experience a status change.

34. An access point according to claim 33, wherein said threshold number comprises from

about 10% to about 30 % of the child mesh devices associated with the access point.

35. An access point according to claim 34, wherein said threshold number is about 20 % of

the child mesh devices associated with the access point.

36. An access point according to claim 30, wherein said status change comprises a power

outage or power restoration.

37. A system comprising:

(i) a mesh device associated with an access point, the mesh device experiencing a status

change and:

determining that the status change has occurred for a period of time at least as

long as a predetermined recognition period; and

transmitting a device status change report to an access point during a reporting

window within a reporting period, the reporting window based on a number of hops the mesh

device is located from the access point;

(ii) the access point:

receiving the device status change report from the mesh device; and



transmitting an access point status change report including the device status

change report to a server at a randomly selected time within a random period, the random period

based on a number of child mesh devices that have experienced a status change;

38. A system according to claim 37, wherein the device status change report includes a child

status change report.

39. A system according to claim 37, wherein the status change comprises a power outage or

power restoration.
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