wo 2023/002575 A1 |0 0000 K000 0O 00 0

) FRFBAEFWICE DWW T LRI N -ERLERR

(19) H 5 AP F HAR > 00O 0
EREEHR = P
Bastnen = WO 20231002575 Al
2023F1H26H(26.01.2023) WIPO | PCT

(51) EFRRFEr o 4A: #2(CHIBA, Daiki); T1808585 R & RS FH

GO6N 20/00 (2019.01) HBET3THO9—11 NTT AMHEEYSYN

2) EEHEES Tokyo (JP). #K 1L i BB (AKIYAMA, Mitsuaki);

Q1) EFF I RRE S PCT/JP2021/027177 808585 R AR B R 3 L H O - 1
(22 EFRHEER - 202178 20H(20.07.2021) 1 NTT XMEEE > 9 K Tokyo (JP).

(25) EF* RO SEE - AASE HREA: BT LBEZABABEET

(26) EABIDEE HAGE = 7% AT (SAKAI INTERNATIONAL PATENT

. &= /= &= = < OFFICE); T1000013 RR & TR H X & »°
HHBEA: H A & 8 8 58 % X = B3 THS8ZE1S2 EOM=3%EIL

#f (NIPPON TELEGRAPH AND TELEPHONE 54 ¥ 4 Tokyo (JP) =
CORPORATION) [JP/JP]; T1008116 REHT '
KRAXAFEH—THS% 12 Tokyo (JP). B FHEE(FTDRWRY ., £TORBOERK

7 " " . EMNETRE) 1 AE, AG, AL, AM, AO, AT, AU, AZ,
(72) EBE: Z R R 5§ (SHIBAHARA, Toshiki); BA. BB, BG. BH, BN, BR, BW, BY. BZ, CA, CH,

T 1808585 RRAMHEHFHHHA S THO — 11 CL.CN., CO. CR, CU. CZ. DE, DJ.DK. DM, DO, DZ
NTT XK ELE> Y AN Tokyo JP). FE K EC. EE, EG. ES, FL, GB, GD, GE. GH. GM., GT, HN,

(54) Title: GENERATION DEVICE, GENERATION METHOD, GENERATION PROGRAM, ASSESSMENT DE-
VICE, ASSESSMENT METHOD, AND ASSESSMENT PROGRAM

(54) DA : £REE, £RAE. £RTOT T 4, HEEE, HEAERVCHETR TS A

g10
EREE
c11 c13
ALRTT—RE il E1&0
131
g12 N
Fp— AR
121 c132 10 Generation device
— e 11 Interface unit
E7—4 FERE 12 Storage unit
122 ¢133 13 Control unit
é g 121 Raw data
HERT—4 122 Training data
[ ——pY 123 Model information
CS 131 Extraction unit
LG 132 Mixing unit
T 133 Construction unit
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Method Training Test Difference
Dataset 1
L2 0.9709=+0.0000 0.6067+0.0438 0.3642+0.0437
L2+DO 0.9255%+0.0013 0.7343%0.0261 0.1912+0.0271
L2+BN 0.9709=0.0000 0.6360+0.0232 0.3349+0.0232
(L2Mixup | 09623::00005 0728300218 02340:£00218
Dataset 2
L2 0.9405=0.0000 0.7503%0.0110 0.1902+0.0110
L2+DO 0.9073=+0.0008 0.7928+0.0028 0.1144+0.0022
L2+BN 0.9409=+0.0000 0.7617%0.0214 0.1792+0.0214
[ L2+Mixup | 09316600005  0.8068£0.0040  0.1249+00037




6/7

PCT/JP2021/027177

WO 2023/002575

[E49]

Q)

9zIs JuM

oﬁ_um oﬁ_:,

0¢

| O
—

00

OQ+Ng+dNXIN+Z T —-C-—
NG+ANXIN+¢T--G--
OQ+dNXIN+gT—o—

dnXIN+gT—0—

0Q+Ng+z1--6—

NG+Z T+

0Q+¢1—06—

T

A

\
1
J

A e
2 — ]
SNl R

\’_

S PP
\

—¢ 0

-0

onvd

—9°0

—80

0’}

(&)
8z1s Ju
00G 00! 05 ol
_ _ _ L 00
( ™
On_+Zm_+a:x__>_+N|_|-m-|
Ng+dnxIN+gT--&-- 7
S o
OQ+dNXIN+ZT—O— Tlzo
dnXiN+Z1—d— n
On_+Zm_+N|_||m| my\, _
NG+E ] Al -
0Q+¢1—6— .
o8 ! >
“ -
“ o
90
80
o'l



PCT/JP2021/027177

7/7

WO 2023/002575

[E10]

£—L N—TLTE TLLOL S0
sTL40c Te4LOL | REA—LNOLL
S 7 7 { { -
//////// 601 €60} 2601 160} .~
m T ored m
| CredgerL LYy Ld—\r m
m 7 7 m
m 0011 0601 m
Y—TICKk7 ) Y—TICK) thHrn%,_&\
G— (i lk credger L LYy Ld—\1
“ 7 7 7 m
m 0.0} V0! 0g01 m
) { m
i Y2/ 0801 m
m e m
N Nt A ET Y a ndo AV m
m : , N N |
m odol odo1 020! 2101 |
m WOY m
| 7 m
" 1101 “
m EX3 m
m N m
: £—TAE olLol .
0001
d——% YG2r || F1LxrL
( ( {
0zl oLt 0cLl



INTERNATIONAL SEARCH REPORT

International application No.

PCT/JP2021/027177

A. CLASSIFICATION OF SUBJECT MATTER

GO6N 20/00(2019.01)i
FI:  GO6N20/00 130

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6N20/00

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Published examined utility model applications of Japan 1922-1996
Published unexamined utility model applications of Japan 1971-2021
Registered utility model specifications of Japan 1996-2021
Published registered utility model applications of Japan 1994-2021

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

Y VINAYAKUMAR, R. et al. Deep android malware detection and classification. 2017
International Conference on Advances in Computing, Communications and Informatics
(ICACCI) [online]. [EEE, 13 September 2014, pp. 1677-1683, Retrieved from the Internet:
<URL:https://ieeexplore.ieee.org/document/8126084>, [Retrieved on 28 September 2021],
DOI: 10.1109/ICACCI.2017.8126084

particularly, abstract, section IV, A, D, fig. 6

1-8

Y JP 2020-154925 A (KDDI CORP.) 24 September 2020 (2020-09-24)
particularly, paragraphs [0018], [0035], [0044]

1-8

See patent family annex.

D Further documents are listed in the continuation of Box C.

*  Special categories of cited documents: «1> later document published after the international filing date or priority

> document defining the general state of the art which is not considered
to be of particular relevance

date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

, L L i . X L «x” document of particular relevance; the claimed invention cannot be
earlier application or patent but published on or after the international considered novel or cannot be considered to involve an inventive step
filing date when the document is taken alone

’ dpcgment le)ll‘?hhllzﬁ‘y thfgl‘.’v d(.)ubtz on plélorltyhclz.um(s). or wl_nctl;lls_ «“y” document of particular relevance; the claimed invention cannot be
cited tlo.esFa 1sn the Pfl.l dlcatlon ate of another citation or other considered to involve an inventive step when the document is
special reason (as specified) combined with one or more other such documents, such combination

> document referring to an oral disclosure, use, exhibition or other being obvious to a person skilled in the art
means “&” document member of the same patent family

> document published prior to the international filing date but later than
the priority date claimed

Date of the actual completion of the international search

28 September 2021

Date of mailing of the international search report

05 October 2021

Name and mailing address of the [SA/JP

Japan Patent Office (ISA/JP)
3-4-3 Kasumigaseki, Chiyoda-ku, Tokyo 100-8915
Japan

Authorized officer

Telephone No.

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members

PCT/JP2021/027177
Patent document Publication date Patent family member(s) Publication date
cited in search report (day/month/year) Y (day/month/year)
Ip 2020-154925 A 24 September 2020 (Family: none)

Form PCT/ISA/210 (patent family annex) (January 2015)



[EI R & ] % B 5

PCT/JP2021/027177

A. HERORTLI0FONE (BRFEHFIH (1PC) )

GO6N 20/00(2019.01)1
FI: GO6N20/00 130

B. FEZITH> 705

AEZT > 2 NRER (EERGFOH (1P C) )

GOBN20/00
BNEERDAOBER CHEZ T2 A0BIIEENIED
HAREEMAFEQAR 1922-19964
HAEAFEEAFEAR 1971-20214
HAEEAFTRERAHR 1996-20214
HAE S AR AH 1994-202 14
FEBFAECHALZEBF T —ANR—R (F—AR—ZADLHR, FAEIMEH L - HZE

C. B % 23 515 STk

FAMTRERENE=TH4&E3 =5

31 A Sk D e . ET %
BT — FIASCEE RO—MOEMmRPEEY S & Sk TOBEY SEROHRR SR DR
Y VINAYAKUMAR, R., et al., Deep Android Malware Detection and Classification, 1-8
2017 International Conference on Advances in Computing, Communications and
Informatics (ICACCI) [online], IEEE, 2014.09.13, pp. 1677-1683, Retrieved
from the Internet: <URL: https://ieeexplore. ieee. org/document/8126084>
[Retrieved on 2021-09-28], DOI: 10.1109/ICACCI.2017.8126084
BplzAbstract, Sec. IV.A. and D., Fig. 6
Y JP 2020-154925 A (KD D I #=\2x4k) 24.09.2020 (2020 - 09 - 24) 1-8
KRz ER#£(0018], [0035], [0044]
[ criow: xic e scmssize s htn s KTV R T 7 20— TR B AR S5,
*  BIAXEOATITY— ‘T’E%&@EXi@%E&EAﬁ;m#gﬁf?ofﬁﬁtﬁ
A RCEE OB 5 LETRA . AR E RS 0 Rr2pp RS, RNOREXEDRORROL O
‘F’E%&ﬁﬁ%@ﬁ@itﬁ%ﬁ?%%ﬁ\E%&@HM%K X RZEEOH D IMTH 0T, éﬁﬁﬁ@&f%%@%ﬁr
RRINZED NiZEBERRNEEZ 5NDE
‘T’@%%fﬁ’“iékﬁﬁéiﬁiiﬁmim®%4 HEL vy BIZEEOHDLXETH > T, éﬁiﬁtﬁmluk®iﬁ
AFMUORERIREH % 2§ 57208 AT &0k GEfH % Zm\gﬁﬁitofﬁﬁf%%ﬂAﬁ Tk TESHNR
£19) WEEZLNDED
“0” OBEICL BB, A, BREFIZERT 50 “” F—/8FY F 77 20—k
‘?’I%&@wa WOBEEOTROEE L 22 BEEOHOD
Bz I N R
EERHEEZ7TTLUAZH ARG O F%KH
28, 09. 2021 05.10. 2021
ZA RO H TR HEROHLBE (BHTHEEE)
H AR R (1SA/JP)
T100-8915 5. 5B 4876
e S N

FEEEFEE 03-3581-1101 PR 3545

FE= PCT/ISA/210 (BB2~<—Y) (20154 1H)




| R B B
AVINE NP R e
TYRTTRY AT S PCT/JP2021/027177
51 A sck AFEH AVIME VSRS TS AFH
JP 2020-154925 A 24.09. 2020 (7730 —=7%L)

FER PCT/ISA/210 (OS5 b7 7 3 ) —HIBHD (201581 H)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - wo-search-report
	Page 31 - wo-search-report
	Page 32 - wo-search-report
	Page 33 - wo-search-report

