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(57) ABSTRACT

A method is disclosed. The method may include a method
for management of an electronic device. The method may
include acquiring operation data of an electronic device. The
method may include determining, based on the operation
data of the electronic device whether to send a data-acquir-
ing command to the electronic device. The method may
include sending a data-acquiring command to the electronic
device. The method may include receiving, from the elec-
tronic device, response data generated by the electronic
device in response to the data-acquiring command. An
apparatus and program product are also disclosed.

14 Claims, 3 Drawing Sheets
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DEVICE-MANAGING METHOD,
APPARATUS, AND PROGRAM PRODUCT

FIELD

The present disclosure relates to the field of data process-
ing, and more specifically, relates to a device-managing
method, apparatus, and program product.

BACKGROUND

When managing electronic devices, it may be useful for
a management center on the back end to know how the
electronic devices operate. For example, when managing a
large chain of stores, the management center may verify the
display status of displaying devices (such as computers,
televisions, or the like) in each store to determine whether
the display in each store is functioning properly. Where data
cannot be collected or uploaded due to, for example, a
powered-off computer or network or device failure, the
management center may designate the monitored device as
operating abnormally. However, in the process of deciding
whether the result is due to store-related causes, it may not
be advantageous for the management center to collect data
from the device because of a possible delay in the evaluation
of the device.

SUMMARY

In one embodiment, a method is disclosed. The method
may include acquiring operation data of an electronic
device. The method may include determining, based on the
operation data of the electronic device whether to send a
data-acquiring command to the electronic device. The
method may include sending a data-acquiring command to
the electronic device. The method may include receiving,
from the electronic device, response data generated by the
electronic device in response to the data-acquiring com-
mand.

In one embodiment, an apparatus is disclosed. The appa-
ratus may include a processor. The method may include a
memory storing code executable by the processor. The
executable code may include code that acquires operation
data of an electronic device. The executable code may
include code that determines, based on the operation data of
the electronic device, whether to send a data-acquiring
command to the electronic device. The executable code may
include code that sends the data-acquiring command to the
electronic device. The executable code may include code
that receives, from the electronic device, response data
generated by the electronic device in response to the data-
acquiring command.

In one embodiment, a program product is disclosed. The
program product may include a computer-readable storage
medium that stores code executable by a processor. The
executable code may include code to perform acquiring
operation data of an electronic device. The executable code
may include code to perform determining, based on the
operation data of the electronic device whether to send a
data-acquiring command to the electronic device. The
executable code may include code to perform sending a
data-acquiring command to the electronic device. The
executable code may include code to perform receiving,
from the electronic device, response data generated by the
electronic device in response to the data-acquiring com-
mand.
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2
BRIEF DESCRIPTION OF THE DRAWINGS

To describe the technical solutions according to the
embodiments of the present disclosure, accompanying draw-
ings used for describing the embodiments are hereinafter
briefly introduced. It is apparent that the accompanying
drawings hereinafter are only intended to illustrate some
embodiments of the present disclosure.

FIG. 1 is a flow chart diagram illustrating one embodi-
ment of a managing method;

FIG. 2 is a schematic block diagram illustrating one
embodiment of a managing apparatus; and

FIG. 3 is a schematic block diagram illustrating another
embodiment of a managing apparatus.

DETAILED DESCRIPTION

FIG. 1 depicts one embodiment of a method 100. The
method 100 may include a managing method that may
manage one or more electronic devices. An electronic device
may include a computer, such as a laptop computer, desktop
computer, server, or the like. An electronic device may
include a display device, such as computer monitor, televi-
sion, projector, or the like. In some embodiments, the
electronic device may include another type of device
capable of being managed, for example, by a back end server
or the like.

In one embodiment, the method 100 may be implemented,
used, or the like in the scenario of managing a large chain of
stores. The method 100 may be implemented in a manage-
ment center. The management center may include one or
more servers that implement the method 100. The server
may communicate with the one or more electronic devices
via a data network. The data network may include a digital
communication network that transmits digital communica-
tions. For example, the data network may include a Wi-Fi
network, a BLUETOOTH network, a wide area network
(“WAN”), a storage area network (“SAN™), a local area
network (“LAN™), an optical fiber network, the Internet, or
other digital communication network. While examples
herein discuss the method 100 in relation to a server the
method 100 is not limited thereto.

In one embodiment, the method 100 may include acquir-
ing S110 operation data of an electronic device. In one
embodiment, the operation data may include log information
of the electronic device. Log information may include the
log information automatically recorded during operation of
the electronic device. In some embodiments, in order to
reduce the amount of data to be delivered, the log informa-
tion may only include exceptional log information of the
electronic device. In one embodiment, exceptional log infor-
mation may include log information that is recorded during
improper operation of the electronic device. For example,
improper operation log information may include log infor-
mation due to errors, faults, illegal operations, exceptions,
unexpected operations, corrupted data, or the like. In some
embodiments, exceptional log information may include non-
routine log information. Exceptional log information may
include log information generated by the operating system
(“OS”), software installed on the electronic device, or hard-
ware that the generating hardware or software marks as
exceptional, unusual, or the like.

In some embodiments, acquiring S110 operation data of
the electronic device may include acquiring metadata asso-
ciated with the electronic device. The metadata may include
metadata about the model of electronic device on a network.
The model of the electronic device may be stored in advance
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in a device that may implement the method 100. For
example, a server may include metadata indicating its
model, version number, OS, or the like. The electronic
device may request one or more pieces of metadata from the
server. The metadata may be stored on the electronic device
or may be acquired from another source, such as a database.

For example, in one embodiment, web crawling may
extract related web pages, automatically analyze metadata
from the crawled data, and extract data related to software
and hardware concerning the network and systems on the
network. Those skilled in the art should understand that the
web crawling mentioned above is only illustrative, and the
method 100 may acquire metadata in other manners. In some
embodiments, each of the pieces of metadata acquired may
be stored in association with its data source. The data source
may be marked automatically or manually.

As seen above, in some embodiments, the acquiring S110
the operation data may include acquiring the operation data
from the electronic device. For example, the electronic
device may generate log information and send to a server. In
one embodiment, the acquiring S110 the operation data may
include acquiring the operation data from a source other than
the electronic device. For example, as described above, a
web crawler may acquiring operation data about the elec-
tronic device from web pages. Acquiring S110 the operation
data of the electronic device from sources other than the
electronic device may include other manners or sources.

In one embodiment, the method 100 may include deter-
mining S120, based on the operation data of the electronic
device, whether to send a data-acquiring command to the
electronic device.

In some embodiments, operation data may be generated
based on the log information, the metadata, or other opera-
tion data. For example, metadata of an electronic device may
be extracted in various manners of information analysis,
such as semantic analysis, association analysis, or the like to
generate the device metadata of the electronic device. The
device metadata may include, for example, data associated
with various aspects of the device, such as network interface
controller (“NIC”) connection, system stability, driver sta-
tus, or the like. In some embodiments, the device metadata
may be expressed in the form of one or more entries. An
entry may include various values. For example, an NIC
connection entry may include a value of “1” indicating
“good connection” and a value of “0” indicating “poor
connection.”

In one embodiment, the method 100 may include deter-
mining, based on the operation data of the electronic device,
whether to send a data-acquiring command to the electronic
device. For example, the server may store one or more tables
that express the correspondence between device operation
data and command transmission status (e.g., “sent” or “not
sent”). The table may include multiple items, each of which
may indicate the correspondence between various combina-
tions of device metadata entries and command transmission
status. For example, one item in the table may include “poor
NIC connection,” “poor system stability,” “outdated driver,”
or the like” that may correspond to “sending a data-acquir-
ing command.”

In one embodiment, in response to determining, according
to the table described above, to send a data-acquiring
command to the electronic device, the data-acquiring com-
mand may be sent to the electronic device.

In one embodiment, the method 100 may include deter-
mining whether to send the data-acquiring command to the
electronic device based, at least in part, on a scoring mecha-
nism. The determining S120, based on the operation data of
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the electronic device whether to send the data-acquiring
command to the electronic device may include calculating a
score for the electronic device based on the operation data of
the electronic device. In one embodiment, a weight may be
preset for each entry of the device metadata. The score of an
electronic device may be calculated based on the value and
corresponding weight of each of the entries. In some
embodiments, in the case where both log information and
metadata are acquired, different weights may also be set for
two kinds of data in view of the difference between the
different types of data acquired to obtain a more accurate
score. For example, the weight of log information may
include a larger weight than that of metadata. In some
embodiments, the weight of the metadata may further be
adjusted in based on the credibility of the data source of the
metadata to obtain a more accurate score. In one embodi-
ment, calculating the score for an electronic device may
include calculating a score for each of multiple electronic
devices.

In some embodiments, in response to obtaining the cal-
culated score, the determining S120, based on the operation
data of the electronic device whether to send the data-
acquiring command to the electronic device may include,
determining, based on the score, whether to send the data-
acquiring command to the electronic device. For example,
the method 100 may include determining to send a data-
acquiring command to the electronic device in response to
the score being less than or larger than a score threshold. The
score threshold may include a predetermined score thresh-
old.

In one embodiment, multiple electronic devices may be
sequenced based on the score for the corresponding elec-
tronic device and the method may include determining to
send the data-acquiring command to a portion of the elec-
tronic devices based on the sequence. For example, the
method 100 may include determining to send a data-acquir-
ing command to a portion of electronic devices at the
beginning of the sequence, end of the sequence, middle of
the sequence, or the like. The portion of electronic devices
that are sent the data-acquiring command may include a
predetermined number, sequence, ratio, percentage, or the
like.

In some embodiments, managing multiple electronic
devices may include selecting a single recipient electronic
device. A single recipient device may be selected to reduce
the number of data-acquiring commands to be sent or the
amount of data to be subsequently transmitted. For example,
in one embodiment, in response to determining multiple
electronic devices that may be recipients of a data-acquiring
command in a manner mentioned above a single target
electronic device, to which the command may be sent, may
be further selected, in one or more various manners, from the
candidates to which the command may be sent.

For example, in one embodiment, one or more factors
may be taken into consideration to determine to which
electronic device(s) to send the data-acquiring command. A
factor may include data transmission between the electronic
device and the server, device metadata, or the like. For
example, historical data or current data may be transmitted
properly between the electronic device and the server, and in
response to this determination, a data-acquiring command
may not be sent to the electronic device.

In one embodiment, a finer granularity of analysis may be
performed on entries of the device log information or
metadata. For example, the analysis may include analysis of
the series and model of an electronic device instead of the
brand. Thus, in some embodiments, some log information or
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metadata about certain electronic devices of a specific brand
may always include a certain value. The device log infor-
mation or metadata of a specific series or a specific model
from a specific brand of electronic devices may include a
different value. In response to this analysis, a data-acquiring
command may not be sent to the specific series or specific
model of electronic devices.

In one embodiment, for example, device metadata may be
defined as E=<D, C, Source, Score>. D may indicate a set
of one or more virtual devices. The one or more virtual
devices may undergo attribute filtering. For example, the
one or more virtual devices may include devices with
integrated a NIC or a certain operating systems. C may
indicate metadata. For example, the metadata may include
data about a network connection issue, unstable operating
system, drive exception, or the like. Source may indicate the
data source from which the data is extracted. Score may
indicate the value related to device management determined
as described herein. The above is only one example of an
electronic device metadata. The device metadata may be
defined by those skilled in the art in another suitable manner.

In some embodiments, a data about an electronic device
may be defined as d={spec, network, scenario, status}. Spec
may indicate basic device information. For example, basic
device data may include series, model, stock keeping unit
(“SKU”), hardware or software information, or the like.
Network may indicate data about one or more networks the
device connects to. For example, network data may include
media access control (“MAC”) address of the device, one or
more Internet protocol (“IP”) addresses, or the like. Scenario
may include data about the scenario, situation, context, or
the like where the device is utilized for example, in the store
management case as mentioned above, the scenario data
may include data about how a store is organized. Status may
indicate whether the electronic device supports automatic
information collection. The above is only an example of how
data about an electronic device may be stored. The device
may be defined by those skilled in the art in another suitable
manner.

In one embodiment, for example, the data-acquiring com-
mand may be defined as c={stores, rules, timeframe, type}.
Stores may indicate a corresponding electronic device under
management. For example, in the store management case as
mentioned above, stores may indicate store code informa-
tion. Rules may indicate one or more rules for data collec-
tion. A rule may be defined according to device type,
network condition, or other constraints. Timeframe may
indicate a time interval for data collection. For example,
timeframe may include a time window determined on the
management side. Type may indicate a type of data collec-
tion. For example, types of data collection may include
manual, automatic, optional, mandatory, or the like. The
above is only an example and the data-acquiring command
may be generated by those skilled in the art in another
suitable manner.

In some embodiments, the method 100 may include
sending S130 a data-acquiring command to the electronic
device. In one embodiment, the sending S130 the data-
acquiring command may include sending the data-acquiring
command to a portion of multiple electronic devices based
on a sequence, such as the sequence calculated above. In
some embodiments, sending S130 the data-acquiring com-
mand to the electronic device may include sending multiple
data-acquiring commands to the same electronic device.

In one embodiment, the method 100 may include receiv-
ing S140, from the electronic device, response data gener-
ated by the electronic device in response to the data-
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acquiring command. In some embodiments, the response
data may include operation data of the electronic device.

In one embodiment, routine communication between the
electronic device and the server may be performed via a first
communication link such as wired communication. For
example, acquiring S110 operation data of the electronic
device may include acquiring the operation data via the first
communication link. In one embodiment, receiving S140,
from the electronic device, response data generated by the
electronic device in response to the data-acquiring command
may include receiving the response data from the electronic
device via a second communication link. The first commu-
nication link and second communication link may be dif-
ferent. For example, in response to communication between
the electronic device and the server being normal, the
response data may be received from the electronic device via
the first communication link. In some embodiments, in
response to one or more causes (e.g. network failure or the
like), a communication error between the electronic device
and the server may occur. The data may be received from the
electronic device via a second communication link different
from the first communication link. The first communication
link may employ a different communication protocol,
medium, manner, or the like from the second communica-
tion link. For example, in one embodiment, the first com-
munication link may support wired communication and the
second communication link may support wireless commu-
nication. For example, with the use of an external electronic
device (such as a cellphone, a tablet computer, or the like),
the electronic device may send response data wirelessly, to
the external electronic device, and the external electronic
device may forward the response data to the server.

In some embodiments, the response data may be gener-
ated by the electronic device based on the data-acquiring
command. The command may include data related to the
operation of the electronic device. For example, the elec-
tronic device may automatically extract local data that has
been cached (for example, exceptional log information), or
automatically start to record, save, or the like data corre-
sponding to one or more parameters of the command. In one
embodiment, to avoid errors, faults, or the like, the device
may automatically access content information, and the con-
tent data may be defined in the data-acquiring command in
the form of a rule. For example, the data may include
screenshots. In some embodiments, the data may include
time data or other device data. The time data may be used to
implement time synchronization. Differential alignment
may be performed by extracting machine clock information.
The data may be indexed according to some items (such as
time) to form a specific format of content, which may be
saved locally in an electronic device or a specific storage
location to form the response data.

In one embodiment, for example, the response data may
be defined as a data collection model m={images, logs, data
series, index}. Images may indicate data about images
collected. Logs may indicate device log information. Data
series may indicate calibration data of local time and net-
work time. In some embodiments, local time and network
time may include time values different from each other.
Index may indicate index data about the content collected.
The above is only an example. The response data may be
formed by those skilled in the art in another suitable manner.

In one embodiment, in response to generating the
response data, the electronic device may send the response
data to the server. The electronic device may send the
response data immediately or may waits for a triggering
event. For example, a triggering event may include a certain
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time interval passing, a certain time being reached, receiving
a command, signal, or the like. In response to triggering
event occurring, the electronic device may send the response
data to the server. In one embodiment, sending the response
data may finish submission of information. In some embodi-
ments, before submission, response data to be submitted
may be shown to a user and allow the user to confirm or
cancel the delivery of the response data.

In some embodiments, the method 100 may include
receiving, from the electronic device, monitoring informa-
tion of the electronic device. The method 100 may include
verifying the response data based on the monitoring infor-
mation. The method 100 may include determining, based on
the veritying, whether to continue sending the data-acquir-
ing command to the electronic device. The method 100 may
include, in response to determining to continue to send the
data-acquiring command to the electronic device, sending
the data-acquiring command to the electronic device.

In one embodiment, data collected from one or more
electronic devices may be relatively consistent with data
already included in back end data. This may result in little
usefulness of data collection from those devices. In one
embodiment, to avoid wasteful data collection and improve
efficiency, monitoring data may be received from the one or
more electronic devices. The monitoring data may include,
for example, daily operation data. The response data may be
verified based on the monitoring data to determine whether
to continue sending the data-acquiring command to the
electronic device. In response to the difference between the
response data and the monitoring data being within a preset
allowance, a command for canceling data acquisition may
be sent to the electronic device. In response to the cancel-
lation, the electronic device may not continue sending
response data. In one embodiment, in response to determin-
ing that the data-acquiring command should continue to be
sent to the electronic device, the data-acquiring command
may be sent to the electronic device. In one embodiment, in
response to determining, based on the score as discussed
above, whether a data-acquiring command should be sent,
the server may adjust the score of the electronic device
according to the verification result.

In on embodiment, resource utilization of the managing
device, managed electronic device or devices, the network
connecting the managing device and the managed electronic
devices(s), may be improved. Pressure on the back end
server may be alleviated, workload may decrease, and
overall stability or work efficiency of the system may
increase and may improve the function of the managing
device, managed electronic device(s), or the network. In one
embodiment, the method 100 may enable smart manage-
ment of the one or more electronic devices and data collec-
tion. In the case where the electronic device(s) under man-
agement may operate improperly, the cause of improper
operation may be analyzed intelligently, and the results of
such analysis may help improve management efficiency and
optimizing management reliability.

FIG. 2 depicts one embodiment of a managing apparatus
200 according to one embodiment. As shown in FIG. 2, the
managing apparatus 200 may include an acquiring unit 210.
In one embodiment, the managing apparatus 200 may
include a determining unit 220. IN some embodiments, the
managing apparatus 200 may include a sending unit 230. In
one embodiment, the managing apparatus 200 may include
a first receiving unit 240.

In one embodiment, the acquiring unit 210 may acquire
data from the electronic device. The data may include log
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information of an electronic device. The acquiring unit 210
may acquire metadata associated with the electronic device.

In some embodiments, the determining unit 220 may
determine, based on the operation data of the electronic
device, whether to send a data-acquiring command to the
electronic device. The sending unit 230 may send the
data-acquiring command to the electronic device. The send-
ing unit 230 may send the data-acquiring command based,
at least in part, on the acquired data from the electronic
device or in response to the determination of the determining
unit 220. In one embodiment, the first receiving unit 240
may receive response data generated by the electronic
device based on the data-acquiring command. The first
receiving unit 240 may receive the response data from the
electronic device.

In one embodiment, the determining unit 220 may include
a scoring unit. The scoring unit may calculate a score for the
electronic device based on the operation data about the
electronic device (e.g. the log information of the electronic
device, metadata associated with the electronic device, or
the like). In one embodiment, the determining unit 220 may
include a first deciding unit. The first deciding unit may
determine, based on the score, whether to send a data-
acquiring command to the electronic device. The sending
unit 230 may include a first command sending unit. The first
command sending unit may, in response the determination
that a data-acquiring command is to be sent to the electronic
device, send the data-acquiring command to the electronic
device.

In one embodiment, the determining unit 220 may include
a second deciding unit. The second deciding unit may
calculate a score corresponding to each of multiple elec-
tronic devices. The second deciding unit may determine a
sequence the multiple electronic devices based on the cor-
responding score. In some embodiments, the sending unit
230 may send the data-acquiring command to a portion of
the plurality of electronic devices based on the sequence.

In some embodiments, the managing apparatus 200 may
include a first communication link 260A. As described
above in relation to FIG. 1, a communication link may
communicatively link the managing apparatus 200 and the
electronic device. For example, a communication link may
include a data network, such as the data network described
above. In one embodiment, the communication link may
include a network interface of the managing apparatus 200
or electronic device.

Data about the electronic device, such as log information,
may be acquired from the electronic device via a first
communication link 260A. The first receiving unit 240 may
receive the data from the electronic device via a second
communication link 260B. The second communication link
260B may be different from the first communication link
260A. For example, as described above, there may be a
communication failure associated with the first communi-
cation link 260A. The communication failure may include at
least a part of the data network being down or may include
network interface failure. The managing apparatus 200 may
detect the failure (for example, from an unresponsive elec-
tronic device over the first communication link 260A) and in
response, use the second communication link 260B to
acquire data, response data, monitoring data, or the like from
the electronic device or send data, such as the data-acquiring
command to the electronic device.

In one embodiment, the managing apparatus 200 may
include a second receiving unit 250. The second receiving
unit 250 may receive monitoring data. The second receiving
unit 250 may receiving the monitoring data from the elec-
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tronic device. In one embodiment, the second receiving unit
250 may receiving the data in response to the monitoring of
the electronic device. In one embodiment, the managing
apparatus 200 may include a second deciding unit. The
second deciding unit may verify the response data based on
the monitoring data. The second deciding unit may verify
the response data to determine whether to continue sending
the data-acquiring command to the electronic device. In
some embodiments, the managing apparatus 200 may
include a second command sending unit. The second com-
mand sending unit may, in response to the determination that
the data-acquiring command is to continue to be sent to the
electronic device, send the data-acquiring command to the
electronic device. In some embodiments, the managing
apparatus 200 may manage multiple electronic devices.
Thus, in some embodiments, the above units may interact
with one or more electronic devices. For example, the
acquiring unit 210 may acquire data from one or more
electronic devices. One or more other units described above
may operate as described above in relation to one or more
electronic devices.

As described above in relation to the method 100,
resource utilization of the managing apparatus 200, man-
aged electronic device or devices, the network connecting
the managing apparatus 200 and the managed electronic
devices(s), may be improved. Pressure on the back end
server may be alleviated, workload may decrease, and
overall stability or work efficiency of the system may
increase and may improve the function of the managing
apparatus 200, managed electronic device(s), or the net-
work. These benefits may result from more efficient man-
agement of the monitored electronic device(s), from sending
or receiving data to only certain electronic devices or to an
electronic device under certain conditions.

FIG. 3 depicts one embodiment of a managing apparatus
300. The managing apparatus 300, according to an embodi-
ment of the present disclosure, may include one or more
processors 310. In one embodiment, the managing apparatus
300 may include a memory 320. These components may
connect by a bus system 330 or connecting mechanisms in
other forms. The components and structures of the managing
apparatus 300 as shown in FIG. 3 are illustrative, rather than
limiting. The managing apparatus 300, in some embodi-
ments, may include other components or structures.

The processor 310 may include a central processing unit
(“CPU”) or a processing unit in other forms with a data
processing capability or instruction executing capability.
The processor 310 may control other components in the
managing apparatus 300 to execute expected functions. In
some embodiments, the processor 310 may include one or
more processors, one or more cores, or the like.

The memory 320 may include one or more computer
program products that may include various forms of com-
puter-readable media. The computer-readable media may
include storage media, such as volatile memory and/or
nonvolatile memory. The volatile memory, for example, may
include random access memory (RAM), cache memory
(cache), or the like. The non-volatile memory, for example,
may include a read only memory (ROM), a hard disk, a flash
memory, or the like. One or more computer program instruc-
tions may be stored on the computer-readable storage
medium. The processor 310 may run the program instruc-
tions to implement the functions of the managing method,
such as the method 100, according to one or more embodi-
ments of the present disclosure. In one embodiment, the
computer-readable media may include a non-transitory
media. In some embodiments, configuration and specific
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10
operations of various units of the managing apparatus 200 or
300 have been described in the method 100 described with
reference to FIG. 1, and therefore, are not repeated herein.

According to some embodiments, a computer program
product is provided. The computer program product may
include computer-readable media (including computer-read-
able storage media or non-transitory computer-readable
media) on which computer program instructions, such as
executable code, may be stored. In response to the instruc-
tions being run by a computer, the computer program
instructions may execute the method 100 described above or
may perform the functions of the units described above in
relation to FIG. 2. The computer program product may result
in the same or similar advantages and benefits as the method
100 or the managing apparatus 200 or 300.

In the description herein, the terms “includes”, “includ-
ing” or another variation thereof are intended to cover a
non-exclusive inclusion, such that a process, a method, an
article, or a device that comprises a list of elements does not
include only those elements, but may include other elements
not expressly listed or inherent to such process, method,
article, or device. An eclement defined by the phrase
“includes a(n) . . . ” does not, without more constraints,
preclude the existence of additional identical elements in the
process, method, article, or device that comprises the ele-
ment.

Moreover, note that in the description, the expressions
similar to “the first . . . unit”, “the second . . . unit” are only
for convenience of distinguishing in description, and do not
mean that they must be implemented as two or more
physically separated units. In fact, the unit may be imple-
mented as a unit integrally and also implemented as multiple
units as needed. Furthermore, the terms “first” and “second”
do not necessarily indicate an order, sequence, or the like.
The above-mentioned series of processing includes not only
the processing performed according to time series in the
sequence described herein, but also the processing per-
formed in parallel or respectively rather than according to
time series.

Those skilled in the art should understand from the
description of the above embodiments that the present
disclosure may be realized with the help of software, hard-
ware, or a mixture of software and hardware. All or a part of
the components of the present disclosure may be embodied
in the form of a software product, which may be stored in the
storage medium such as ROM/RAM, diskette, or optical
disc, hard disk, universal serial bus (“USB”) drive, or the
like. The software product may include several instructions
for one computer device (such as a personal computer, a
server, a network device, or the like) to execute the embodi-
ments of the present disclosure or execute one or more
methods described by some parts of the embodiments.

In the embodiments of the present disclosure, a unit,
module, or the like may be implemented by software for
execution by various types of processors. For example, a
processor may include the processor 310, described above.
A processor may include multiple processors, multiple
cores, or the like. A processor may include a specialty
processor. A unit, module, or the like may include executable
code. The executable code may include one or more physical
or logical blocks of computer instructions, which may, for
instance, be constructed as an object, procedure, or function.
The executable code may not be physically located together,
but may comprise separate instructions stored in different
locations which, in response to being joined logically
together, may include the unit, module, or the like, substan-
tially achieve the stated purpose for the unit, module, or the
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like. The executable code may be stored in a memory, such
as the memory 320 described above.

The unit, module, or the like may be implemented using
hardware. Corresponding hardware circuits may achieve
corresponding functions for the unit, module, or the like
which may be implemented by the software. The hardware
circuit may include very large scale integration (VLSI)
circuits, gate arrays, semiconductors (such as logic chips,
transistors), or other discrete elements. A unit, module, or
the like may be implemented in programmable hardware
devices such as field programmable gate arrays, program-
mable array logic, programmable logic devices, or the like.

The present disclosure has been described above using
examples to illustrate embodiments of the present disclo-
sure. The above-mentioned description of the embodiments
is may help to understand the present disclosure and the
concepts thereof. Changes can be made and application
range according to the concept of the present disclosure.
Thus, the contents of the description should not be consid-
ered to limit the present disclosure.

What is claimed is:

1. A method comprising:

acquiring operation data for a plurality of electronic

devices;

calculating a score for each of the plurality of electronic

devices based on weighted values for the operation
data;

determining a sequence of the plurality of electronic

devices based on the calculated score for each of the
plurality of electronic devices in response to the cal-
culated score for each of the plurality of electronic
devices in response to the calculated score for each of
the plurality of electronic devices satistying a prede-
termined score threshold;

sending a data-acquiring command to at least a portion of

the plurality of electronic devices based on the
sequence, the data-acquiring command defining types
of content to be acquired from the at least a portion of
the plurality of electronic devices; and

receiving, from the at least a portion of the plurality of

electronic devices in the sequence, response data gen-
erated by each of the at least a portion of the plurality
of electronic devices in the sequence in response to the
data-acquiring command.

2. The method of claim 1, wherein acquiring the operation
data of the plurality of electronic devices comprises at least
one of:

acquiring log information associated with each of the

plurality of electronic devices; and

acquiring metadata associated with each of the plurality of

electronic devices.

3. The method of claim 1, wherein:

acquiring operation data of the plurality of electronic

devices comprises acquiring the operation data from
the plurality of electronic devices via a first communi-
cation link; and

receiving, from the at least a portion of the plurality of

electronic devices, response data generated by the at
least a portion of the plurality of electronic devices in
response to the data-acquiring command comprises
receiving the response data from the at least a portion
of the plurality of electronic devices via a second
communication link, wherein the second communica-
tion link comprises a communication link different
from the first communication link.
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4. The method of claim 1, wherein the response data
comprises operation data of the at least a portion of the
plurality of electronic devices.

5. The method of claim 1, further comprising:

receiving, from the plurality of electronic devices, moni-

toring information of the plurality of electronic devices;
verifying the response data based on the monitoring
information;

determining, based on the verifying, whether to continue

sending the data-acquiring command to the at least a
portion of the plurality of electronic devices; and

in response to determining to continue to send the data-

acquiring command to the at least a portion of the
plurality of electronic devices, sending the data-acquir-
ing command to the at least a portion of the plurality of
electronic devices.

6. An apparatus comprising:

a processor; and

a memory storing code executable by the processor, the

code comprising:

code that acquires operation data for a plurality of
electronic devices;

code that calculates a score for each of the plurality of
electronic devices based on weighted values for the
operation data;

code that determines a sequence of the plurality of
electronic devices based on the calculated score for
each of the plurality of electronic devices in response
to the calculated score for each of the plurality of
electronic devices satisfying a predetermined score
threshold;

code that sends a data-acquiring command to at least a
portion of the plurality of electronic devices based on
the sequence, the data-acquiring command defining
types of content to be acquired from the at least a
portion of the electronic device; and

code that receives, from the at least a portion of the
plurality of electronic devices in the sequence,
response data generated by each of the at least a
portion of the plurality of electronic devices in the
sequence in response to the data-acquiring com-
mand.

7. The apparatus of claim 6, wherein the operation data
comprises at least one of:

log information associated with each of the plurality of

electronic devices; and

metadata associated with each of the plurality of elec-

tronic devices.

8. The apparatus of claim 6, wherein:

the code that acquires the operation data of the plurality

of electronic devices comprises code that acquires the
operation data of the plurality of electronic devices
from a first communication link; and

the code that receives, from the at least a portion of the

plurality of electronic devices, the response data gen-
erated by the at least a portion of the plurality of
electronic devices in response to the data-acquiring
command comprises code that receives the response
data via a second communication link, wherein the
second communication link comprises a communica-
tion link different from the first communication link.

9. The apparatus of claim 6, wherein the code executable
by the processor further comprises:

code that receives, from the plurality of electronic

devices, monitoring information of the plurality of
electronic devices;
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code that verifies the response data based on the moni-

toring information; and

code that determines, based on a result from the code that

verifies the response data, whether to continue sending
the data-acquiring command to the at least a portion of
the plurality of electronic devices.

10. A program product comprising a non-transitory com-
puter-readable storage medium that stores code executable
by a processor, the executable code comprising code to
perform:

acquiring operation data for a plurality of electronic

device;

calculating a score for each of the plurality of electronic

devices based on weighted values for the operation
data;
determining a sequence of the plurality of electronic
devices based on the calculated score for each of the
plurality of electronic devices in response to the cal-
culated score for each of the plurality of electronic
devices satisfying a predetermined score threshold;

sending a data-acquiring command to at least a portion of
the plurality of electronic devices based on the
sequence, the data-acquiring command defining types
of content to be acquired from the at least a portion of
the plurality of electronic device; and

receiving, from the at least a portion of the plurality of

electronic devices in the sequence, response data gen-
erated by each of the at least a portion of the plurality
of electronic devices in the sequence in response to the
data-acquiring command.

11. The program product of claim 10, wherein the code to
perform acquiring the operation data of the plurality of
electronic devices comprises code to perform at least one of:

acquiring log information associated with each of the

plurality of electronic devices; and
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acquiring metadata associated with each of the plurality of

electronic devices.
12. The program product of claim 10, wherein:
the code to perform acquiring the operation data of the
plurality of electronic devices comprises code to per-
form acquiring the operation data from the plurality of
electronic devices via a first communication link; and

the code to perform receiving, from the at least a portion
of the plurality of electronic devices, the response data
generated by the at least a portion of the plurality of
electronic devices in response to the data-acquiring
command comprises code to perform receiving the
response data from the at least a portion of the plurality
of electronic devices via a second communication link,
wherein the second communication link comprises a
communication link different from the first communi-
cation link.

13. The program product of claim 10, wherein the
response data comprises operation data of the at least a
portion of the plurality of electronic devices.

14. The program product of claim 10, wherein the execut-
able code further comprises code to perform:

receiving, from the plurality of electronic devices, moni-

toring information of the plurality of electronic devices;
verifying the response data based on the monitoring
information;

determining, based on the verifying, whether to continue

sending the data-acquiring command to the at least a
portion of the plurality of electronic devices; and

in response to determining to continue to send the data-

acquiring command to the at least a portion of the
plurality of electronic devices, sending the data-acquir-
ing command to the at least a portion of the plurality of
electronic devices.
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