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TRAFFIC NETWORK FLOW CONTROL USING DYNAMICALLY MODIFIED

METRICS FOR REDUNDANCY CONNECTIONS

FIELD OF THE INVENTION

[0001] The present invention relates generally to methods and apparatuses for
transmitting data between routers and more particularly to a method and apparatus for

transmitting data between two routers using Internet Protocols.

BACKGROUND

[0002] Routing Information Protocol (RIP) is historically the most widely used
Internet routing protocol due to its early implementation and relatively simple
configuration. RIP is one of the most enduring of all routing protocols. RIP and the
myriad RIP-like protocols were based on a set of algorithms that use distance vectors to
mathematically compare routes to identify the best path to any given destination address.
These algorithms emerged from academic research that dates back to 1957.

[0003] RIP sends routing-update messages at regular intervals and when the network
topology changes. When a router receives a routing update that includes changes to an
entry, 1t updates its routing table to reflect the new route. RIP routers typically maiﬁtain
only the best route (the route with the lowest metric value) to a destination. After
updating its routing table, the router immediately begins transmitting routing updates to
mform other network routers of the change. The learned route is re-advertised on other
interfaces with the “metric” of the route increased by one (1), indicating that one

additional router “hop” should be counted when accessing that destination network. With
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the “triggered” variation of RIP, these updates are sent independently of the regularly

scheduled updates that RIP routers send every 30 seconds.

[0004] RIP uses a single routing metric (hop count) to measure the distance between
the source and a destination network. Each hop in a path from source to destination is
assigned a hop count value, which is typically one (1). When a router receives a routing
update that contains a new or changed destination network entry, the router adds one (1)
to the metric value indicated in the update and enters the network in the routing table. The
IP address of the sender is used as the next hop.

[0005] Referring to FIG 2, shown therein is the IP RIP packet format, which consists

of nine fields. The following descriptions summarize the IP RIP packet format fields

1llustrated in FIG 2.

[0006] Command—Indicates whether the packet 1s a request or a response. The
request asks that a router send all or part of its routing table. The response can be an
unsolicited regular routing update or a reply to a request. Responses contain routing table
entries. Multiple RIP packets are used to convey information from large routing tables.
{0007] Version number—Specifies the RIP version used. This field can signal
different potentially incompatible versions.

[0008] Zero—This field 1s not actually used by RFC 1058 RIP: it was added solely

to provide backward compatibility with pre-standard varieties of RIP. Its name comes

from its defaulted value: zero.
[0009] Address-family identifier (AFI)—Specifies the address family used. RIP is

designed to carry routing information for several different protocols. Each entry has an

address-family identifier to indicate the type of address being specified. The AFI for IP is

two (2).
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[0010] Address—Specifies the IP address for the entry.

[0011] Metric—Indicates how many internetwork hops (routers) have been traversed
in the trip to the destination. This value is between one (1) and fifteen (15) for a valid
route, or sixteen (16) for an unreachable route.

[0012] Up to twenty-five (25) occurrences of the AFI, Address, and Metnc fields fit
In a single maximum-size 1500 byte IP RIP packet transmitted on an Ethernet network.
Up to twenty-five (25) destinations can be listed in a single RIP packet.

[0013] Tnggered RIP (as opposed to demand RIP) refers to a protocol version of RIP
that transmts triggered updates rather than periodic broadcasts. Triggered RIP shares the
same bastc algorithms as RIP or RIP-2 when running on Local Area Networks (LANS).
Packet formats, broadcast frequency, triggered update operation and database timeouts
are all simalar. Updates are only sent when an event changes the routing database. Each
update 1s retransmitted until acknowledged. Information received in an update is not
timed out. The packet format of a RIP response is modified (with a different unique

command field) to include sequence number information. An acknowledgement packet is

also defined.

[0014] RIP Version 2 “RIPv2” [RFC 1388] extends RIP primarily by adding the
advertisement of an IP subnet mask in addition to the IP subnet address. It also adds
options for authorizing RIPv2 packets, advertising a different next hop router than the
sender of the RIPv2 packet, and using IP Multicast rather than broadcast advertisements.
[0015] Conventional RIP used by Internet routers can take up to three minutes to
recognize that a network is no longer reachable because a router sending a RIP
advertisement has failed or that one of two redundant paths between two routers 1s no

longer available. This 1s because RIP advertisements are specified by default to be made
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only every thirty (30) seconds, and most implementations require a total of six
advertisements to be lost before declaring that the previously reachable network is
unreachable. Data will be forwarded towards a failed connection for the entire duration.
This presents a sertous deficiency with the use of RIP for high-availability IP traffic such
as Voice Over IP. Another problem with existing RIP implementations is that
implementations receiving the same-cost route from two different routers will select only
one such router as the “next hop”, and when the selected next hop router stops

advertising, will still wait three minutes before accepting the same-cost route from a

different router.
[0016] T'his long topology change detection time was one of the principal motivators
for the industry to develop “link state” routing protocols such as OSPF [RFC 1247], IS-IS

[RFC 1142] and BGP [RFC 1771]. Such protocols, while providing quicker router and

link failure detection times, are much more complicated to implement and configure

correctly.

[0017] The present invention 1s therefore directed to the problem of developing a

method and apparatus for reacting quickly to a failure or loss of “reachability” in

connection that has a redundant or backup connection.

SUMMARY OF THE INVENTION

[0018] The present invention solves these and other problems by inter alia
modifying the advertised hop count upon detecting a failure in a connection for which a
backup or redundant connection exists so that traffic automatically gets diverted to the

redundant or backup connection.

[0019] According to one exemplary embodiment of the present invention, an

-4 -
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artificially mgh hop count is advertised for a given port, and when a failure or loss of
reachability occurs in a connection associated with that port, an advertisement of a lower
hop count for the backup or redundant connection for the given port is triggered, which
causes rerouting of traffic to the backup or redundant connection in an automatic manner.
This can occur with or without modifying the hop count associated with the unreachable
port.

[0020] According to another exemplary embodiment, multiple states of artificially
high hop counts are used when policy based routing techniques are being employed. This
enables satisfaction of both the policy based routing goals as well as the triggering of a

lower advertised hop count for those backup or redundant routes to reroute traffic to avoid

the failed or unreachable link or ,connection.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] FIG 1 depicts a block diagram of a system to which various aspects of the

present invention are applicable.
[0022] FIG 2 depicts a packet format of an RIP data packet.

[0023] FI1G 3 depicts an exemplary embodiment of a process for operating an access

router according to one aspect of the present invention.

DETAILED DESCRIPTION

[0024] It 1s worthy to note that any reference herein to “one embodiment” or “an
embodiment” means that a particular feature, structure, or characteristic described in

connection with the embodiment is included in at least one embodiment of the invention.
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The appearances of the phrase “in one embodiment” in various places in the specification
are not necessarily all referring to the same embodiment.

[0025] FIG 1 illustrates a block diagram of a system to which various aspects of the
present invention are applicable. A backbone router 3 connecting to the Internet 4
employs redundant connections via Local Area Net (LAN) LAN 1 and LAN 2 to an
access router 5. The access router 5 implements access for individual Internet subscribers
accessing the Internet, e.g., through cable, digital subscriber loop (DSL) or dial-up
connections, such as via dial-up modems

10026] The access router 5 implements logical IP subnets on its subscriber access
side (called “access subnets 6-8” in this document). All subscribers are assigned IP
addresses within an access subnet. The access router 5 advertises reachability to these
access subnets via the Routing Information Protocol (RIP). This invention applies to both
RIP version 1 and version 2.

[0027] IP traffic going up from access subnets to the Internet is called “upstream”

traffic, and traffic going from the Internet to access subnets is called “downstream” traffic
in this document.

[0028] Note that LAN1 and LAN?2 are typically implemented by layer 2 switches or
Ethernet passive hubs, so that there is no direct cable connecting the Access Router to the
Backbone Router. Thus, the Backbone router will not be able to use simple link loss
conditions to determine that the forwarding path through LANTI to the Access router is
still available. For example, when the cable from the LAN1 switch to the Access router is
disconnected, the cable link from the Backbone router to LAN]1 is still intact, and the

Backbone Router will not be able to trigger any change in downstream routing to the
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Access Router to LAN1. It will still forward downstream packet to the LAN1 switch,
which will drop it because the cable to the Access router is disconnected. The links
between the Access Router and the Backbone across LAN1 and LAN2 are termed
“redundant” hinks because they are diverse paths to a common network, called the
“Internet” in FIG 1.

[0029]) When RIP is used conventionally with redundant connections, such as shown
in FIG 1, the access router advertises the same “hop count” for its access subnets on both
LAN 1 and LAN 2. The backbone router is free to use either LAN to forward packets
destined “downstream” to subscriber hosts within the access subnets.

10030] The problem with conventional usage, however, occurs when one of the
redundant connections fails. For example, LAN 1 may be mplemented with a layer 2
switch/hub and the cable between the LAN 1 hub and the access router may be
disconnected. In this condition, the backbone router will still continue to send
downstream traffic to LAN 1 until it recognizes that RIP advertisements are no longer
coming from LAN 1 of the access router with default RIP implementations. This
recognition takes up to six mtervals of a2 30-second broadcast interval or up to three

minutes. This is far too long for high-availability access router implementations, e.g.,

those used to provide Voice-over-IP (VolP) services.

{0031} The long times taken by RIP to recognize topology changes is a well-known

problem in the industry, and other routing protocols, such as OSPF and IBGP, have been
developed to address this problem. However, such protocols require significantly more
‘configuration then RIP and are recognized as generally harder to use and maintain than

RIP.

[0032}) RFC 2091 “Tnggered Extensions to RIP to Support Demand Circuits”, January 1997,
iy
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introduced the concept of “triggered” RIP to more quickly propagate knowledge of new
connections, but the RFC does not address the problem of rapidly reconfiguring to use a
redundant link when a primary link fails.

[0033] According to one aspect of the present invention, an access router advertising
via RIP on redundant links advertises an artificially higher RIP cost or metric for its
reachable IP subnets. For example, the directly reachable “access subnets” from the
access router are advertised with a hop count of two hops rather than the usual one hop.
When one of the redundant links upstream from the access router fails, this condition
triggers an RIP advertisement with a “better” route (e.g., a hop count of one) on the
remaining link. This causes the upstream router to immediately route downstream data to
the remaining link.

[0034] While various values are used to represent the hop count, these values are not
the only ones that may be used. Moreover, the differences between the values are not
necessarily limited to those shown herein. In general, the hop count is set artificially high
to a value of “n”. Then, when a given port becomes unreachable (as defined below), the
redundant port’s hop count is advertised as “n-¢”, which is a change from n. Typically,
these values (n, 0) are integers, but the invention does not necessarily require this,
however, some protocols may limit these values to integers.

[0035] When the failed link is restored, there is no need to immediately restore the
balance of traffic between the two redundant links, so regular RIP advertisements can be

used.

[0036] According to another aspect of the present invention, this technique can be
apphed when policy-based routing is being employed. However, there are a number of

subtleties imnvolved when policy-based routing is used to distribute the IP traffic load
-8 -
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across the redundant links. In this case, the hop count advertisements vary depending
upon whether the particular port is a preferred port or not. So, when establishing an
artificially high hop count, an additional state must be established to differentiate between
a preferred port, a default port and a redundant port. These differences are set forth i the
chart below. Using the generalized notation above, in the normal state the hop count 1s
advertised as » for the preferred port and *“m” for the non-preferred ports. Upon detection

that a port 1s not reachable, the preferred redundant port is set to n-6 whereas the non-

preferred redundant port is set to something higher but less than m.

[0037] The various embodiments set forth herein are applicable inter alia to

*Motorola’s Data-Over-Cable Service Interface Specifications DOCSIS cable routers. The various

embodiments may also be applicable to other cable routers as well.

0038} The Triggered. RIP on redundant links invention solves the problem of rapidly
re-routing downstream traffic through a reachable LAN by two steps. First, Triggered
RIP on Redundant links changes RIP advertissment hop counts for access subnets on the
remaining network port when one network port goes down, Second, even if an access
router LAN port remains up, the access router quickly detects a “reachability” failure to

its next hop router and upon doing so, it immediately sends triggered RIP advertisements
to the other reachable next hop routers to redirect downstream traffic.
[0039] As used herein, a backbone router’s next hop may be considered “reachable”™

when 1t:

advertises Internet Control Message Protocol ICMP router discovery packets in a timely manner;

responds to pings or ARPs from the access router; and/or

forwards data to the access router.

[0040] With this invention, the hop counts in the RIP advertisement is determined by
-9
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three factors: network port reachability, next hop router reachability, and access subnets

source default route changes.

[0041] Each access subnet can be configured with a “Source Default Gateway™
(abbréviated SDG herein), which is a policy routing mechanism that defines the default
next hop when forwarding any packet originating from the access subnet. IP source
default routing 1s used instead of the usual choice to deliver the packet to its destination
via the access router’s Destination Default Gateway (abbreviated DDG herein). More
specifically, when an access subnet’s SDG is defined on the access router network port,
reachable upstream and downstream traffic should go over the port that SDG is set on.
When the SDG goes down, upstream and downstream traffic should switch to the DDG
port 1f 1t 1s configured and reachable. If an access subnet’s SDG is not on the access
router network port, it will be treated as if the SDG 1is not defined. The following table
summarizes the RIP advertisement hop counts sent on any port P for the access subnets.
A next hop router address such as SDG and DDG is considered to be “reachable” when
ICMP router discovery packets have been received from it, or the router responds to Ping
or Arp requests. A network port P 1s considered to be reachable when the next hdp

routers of all learned routes on the network are reachable.

- 10 -
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AllPorts | SDG | SDG  |DDG |DDG  |Pis | Pis | Pis | Advertise
reachable | defined | reachable | defined | reachable | preferred | default | reachable | dd RIP
port port hop
count
1.T |F B X X X Ix It |3
2.F |F X  |x Ix IX X T 1
3.F [X X X X X X F BE o
4.X T T  |X X T X T 2
5. X | T j X X 1F  Ix T 3
6 X | T F  |F X |F X 1T |1
7.  |T |F T  [X X T T 1
8. X T |F T T X F 1T 3 |
IS N R | | S ]
[0042] In the first row, the case is represented in which all ports are reachable, but

there 1s no SDG defined, and so the preferred port P is reachable. In this case, the
advertised RIP hop count is set to three (3) for the preferred port P.

[0043] In the second row, the same case as row one is represented, however, now
there are some ports that are not reachable, 1.e., an error or failure in one port/link has
occurred, but the preferred port P remains reachable. In this case, the advertised RIP hop
count 1s set to one (1) for the preferred port P. This ensures that downstream traffic is
sent across the preferred port P.

[0044] In the third row, the case 1s represented in which the port P is not reachable.
In this case, the advertised RIP hop count is set to three (3). This is the general case for

when a port 1s unreachable. Thus, when a port is unreachable, the advertised RIP hop
-11 -
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count for that port is set to three, whether or not there is an SDG or DDG defined on that
port

[0045] In the fourth row, the case is represented in which there is an SDG defined
and 1t 1s reachable and the preferred port P is reachable. In this case, the advertised RIP
hop count is set to two (2) for preferred port P. This is true whether or not there is a DDG
defined and reachable. This ensures that the Backbone router forward downstream traffic
to a particular access subnet over the same preferred port P on which the Access Router
forwards upstream traffic from that access subnet.

[0046] The fifth row represents the same case as row four, except that port P is not
the preferred port but port P is reachable. In this case, the advertised RIP hop count is set
to three (3) for all reachable non-preferred ports. Thus, the preferred port P is set to two
(case in row 4) whereas the non-preferred ports are s‘ét to three, thereby ensuring a
preterence of the preferred port over the non-preferred ports for downstream traffic
[0047] The sixth row represents the case of row four, except that now the SDG is not
reachable and there is no DDG defined. Now P is not the preferred port, but P 1s
reachable. In this case, the advertised RIP hop count is set to one (1). This ensures traffic
tflows over the non-preferred port P rather than the preferred port, which has failed.

[0048] The seventh row represents the same case as row six, but now the DDG is
defined. All default ports that are reachable will then be set to an advertised hop count of
one (1). This 1s provided for predictability and symmetry in the case when the SDG is not
reachable. In this case, upstream traffic from a network with an SDG will be routed to the
DDG port instead, and the seventh row provided that downstream traffic traverses the

same port.

[0049] The eighth row represents the same case as row seven, but shows that all non-

-12 -
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default ports that are reachable are set to an advertised hop count of three (3). In

combination with row seven, this ensures that traffic is sent over the default ports rather

than the non-default ports when the SDG becomes non-reachable.

[0050] FIG 3 shows an exemplary embodiment of a process for operating an access
router or other routing apparatus according to one aspect of the present invention. Once
the router has begun operating in its normal state, the router advertises an artificially high
metric (e.g., hop count) for a given protected connection and its redundant link (step 31).
These artificially high metrics (e.g., hop counts) are higher than the actual metrics (e.g.,
internetwork hops, respectively) associated with the protected connection. The router
then continuously monitors the reachability of the protected link (step 32). If the
protected link becomes unreachable, the router then improves the metric advertised for
the redundant link (e.g., reduces the advertised hop count) (step 33), assuming the
redundant lmk 1s available. Obviously, if no redundant link is available, more drastic
measures need to be implemented. However, assuming there remains at least one
redundant hink available and reachable, the router improves the advertised metric (e.g.,
reduces the advertised hop count) for this redundant link. The router may continue to
monitor the protected link’s reachability (step 34). If the protected link becomes
reachable, the router may then modify the advertised metric (e.g., link hop count) to the
artificially high value for the protected link and the redundant link. This last step is
optional, in that there is no need to switch traffic back to the protected link in any
particular hurry. Of course, if desired, the metric for the protected link could be
advertised to be better than the redundant link, thereby ensuring rapid reconfiguration to
the original configuration, which may improve the predictability of the network, thereby

improving the ease with which these various failure mechanisms can be tested.

- 13 .-
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[0051] While hop count is specifically used as one of the metrics envisioned herein,
other metrics can be employed as traffic flow control in accordance with the techniques
described herein. Some of these include cost, delay, link throughput, and link loading.
[0052] In general, the embodiments of the present invention provide that an
improved metric 1s advertised for a redundant link during a non-reachable state of the link
for which the redundant link is redundant or backup (i.e., the protected link) relative to
the metric advertised during a normal state of the protected link. In other words, the state
of the protected link controls the advertised metric for the redundant link. In a non-
reachable or failed state of the protected link, the redundant link has a better metric
advertised for 1t than during a normal or reachable state of the protected link. Thus, the

advertised metric of the redundant link is dynamically modified as the protected link’s

state changes.

[0053] Although various embodiments are specifically illustrated and described
herein, 1t will be appreciated that modifications and variations of the invention are
covered by the above teachings and are within the purview of the appended claims
without departing from the spirit and intended scope of the invention. Furthermore, these
examples should not be interpreted to limit the modifications and variations of the

mvention covered by the claims but are merely illustrative of possible variations.

- 14 -
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WHAT IS CLAIMED IS:

1. A method for traffic re-configuration between nodes in a network having a protected link
for communications between nodes and at least one redundant link, a link being selected based
on lower link routing metric, a complete path comprising from source to destination a plurality

of selected links and using least resources, the method comprising:

(a) broadcasting a pre-selected routing metric for node reachability on the at least one
redundant link, the pre-selected routing metric being set at a value higher than a first value at
which the redundant link actually provides node reachability;

(b) continuously monitoring node reachability on the protected link;

(c) determining protected link failure; and

(d) broadcasting a modified routing metric on the at least one redundant link, the modified

routing metric having a second value smaller than the first value,

whereby communications between nodes is automatically re-configured using the at least

one redundant link.

2. The method according to claim 1, further comprising step:

(e) broadcasting a protected link routing metric having a third value higher than both an
actual protected link routing value and the second value of said modified routing metric,

wherein step (€) is simultaneously performed with step (a).

3. The method according to claim 2, further comprising steps of:

continue to monitor the protected link;

positively determining node reachability over the protected link;
re-establish the modified routing metric for the at least one redundant link and adjust the

third value of the protected link to obtain an original network configuration.

4. The method according to claim 1, wherein the link routing metric is one of a hop count, total
transmission delay, transmission cost, link throughput, link loading, a policy-based routing

selection, or combinations thereof.

15
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5. The method according to claim 1, further comprising broadcasting a second pre-selected

routing metric on an additional redundant link using more resources than the first redundant link.

6. The method according to claim 1, wherein the pre-selected routing metric is equal to or greater

than a number of actual internetwork hops.
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