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1
NETWORK APPARATUS CONTROLLING
METHOD AND DEVICE

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to a network apparatus
controlling method and device; more particularly, the pres-
ent invention relates to a network apparatus controlling
method and device for integrating and controlling different
Bluetooth mesh devices.

2. Description of the Related Art

Currently, there are many Bluetooth mesh device devel-
opers on the market selling various kinds of Bluetooth mesh
devices. Those Bluetooth mesh devices can function as
nodes to communicate with one another to achieve a greater
communication range, as well as greater flexibility and
expandability. When any one of the Bluetooth mesh devices
breaks down, other Bluetooth mesh devices can still provide
the node function of transferring information such that the
mesh network can still work normally.

However, because those Bluetooth mesh devices belong
to different developers, some devices are not compatible
with those of other developers, such that each of the devel-
opers has its own Bluetooth application, and each of the
developers may set up a different network encryption pro-
cess for their own Bluetooth mesh devices. If the user forces
the Bluetooth mesh devices of different developers to match
the Bluetooth applications of other manufacturers, the Blu-
etooth application may crash, or the Bluetooth mesh device
cannot be accessed because the network encryption pro-
cesses are different. Thus, the user must use different Blu-
etooth applications for the Bluetooth mesh devices of dif-
ferent developers, and this necessity is very inconvenient for
the user.

Therefore, there is a need to provide a new integrating and
controlling method in the mesh network which can integrate
and control different Bluetooth mesh devices.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a
network apparatus controlling method for integrating and
controlling different Bluetooth mesh devices.

To achieve the abovementioned object, a network appa-
ratus controlling method of the present invention is applied
to a network apparatus controlling device for controlling a
plurality of node devices in a mesh network. The plurality of
node devices each includes a library and a device name
corresponding to the library, and each library includes a
network key. The network apparatus controlling device
includes a database, and the database stores data of the
device names and the libraries of each of the plurality of
node devices. The plurality of node devices include an
intermediary node device. The network apparatus control-
ling method includes the steps of: causing, in a device
configuration stage, the library of the plurality of node
devices to have the same network key; electrically connect-
ing to the intermediary node device; obtaining the device
name of the intermediary node device; according to the
device name, identifying the library of the intermediary
node device and a content of the library to confirm an
accessing encryption process used by the library; and
switching the accessing encryption process to correspond to
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the library so as to complete the accessing encryption
process between the network apparatus controlling device
and the intermediary node device such that the network
apparatus controlling device can send an order data to the
plurality of node devices in the mesh network via the
intermediary node device.

According to one embodiment of the present invention,
the network key is a 32-bit password.

According to one embodiment of the present invention,
the network key includes an application key and a network
layer key.

According to one embodiment of the present invention,
the step of causing, in the device configuration stage, the
library of the plurality of node devices to have the same
network key further includes: generating a network key.

According to one embodiment of the present invention,
the network apparatus controlling device further includes a
network key generating module and a device management
module. The device configuration stage is such that, when
the network apparatus controlling device accesses each of
the plurality of node devices for the first time, the network
key generating module generates a network key, and the
device management module sets up the network key.

According to one embodiment of the present invention,
the order data includes a setting order, and the network
apparatus controlling device accesses the intermediary node
device via the network key to obtain a setting up authority
of' the library corresponding to the intermediary node device
s0 as to set up the library corresponding to the intermediary
node device.

According to one embodiment of the present invention,
the order data includes a controlling order, and the network
apparatus controlling device sends the controlling order to
one of the plurality of node devices in the mesh network via
the library corresponding to the intermediary node device.

Another object of the present invention is to provide a
Bluetooth mesh device for integrating and controlling dif-
ferent Bluetooth mesh devices.

To achieve the abovementioned object, the network appa-
ratus controlling device of the present invention is applied to
a mesh network, wherein the mesh network is formed via a
plurality of node devices, and the plurality of node devices
each include a library and a device name corresponding to
the library. The library includes a network key. The plurality
of node devices include an intermediary node device. The
network apparatus controlling device includes a database, a
device management module, a network module, a node
name obtaining module, a library identification module and
a setting module. The database is used for storing a data of
the device name and the library of the plurality of node
devices. The device management module is used for causing
the library of the plurality of node devices to have the same
network key in a device configuration stage. The network
module is used for electrically connecting to the intermedi-
ary node device. The node name obtaining module is used
for obtaining the device name of the intermediary node
device. The library identification module is used for identi-
fying the library of the intermediary node device and a
content of the library according to the device name so as to
confirm an accessing encryption process used by the library.
The setting module is used for switching the accessing
encryption process to correspond to the library so as to
complete the accessing encryption process between the
network apparatus controlling device and the intermediary
node device such that the network apparatus controlling
device can send an order data to the plurality of node devices
in the mesh network via the intermediary node device.
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According to one embodiment of the present invention, the
network apparatus controlling device further includes a
network key generating module, which is used for generat-
ing the network key in the device configuration stage.

According to one embodiment of the present invention,
the network apparatus controlling device further includes a
device management module. The device configuration stage
is such that, when the network apparatus controlling device
accesses each of the plurality of node devices for the first
time, the network key generating module generates the
network key, and the device management module sets up the
network key.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a system structure drawing of the
network apparatus controlling device and the node devices
which form the mesh network in one embodiment of the
present invention.

FIG. 2 illustrates a step flowchart of the network appa-
ratus controlling method in one embodiment of the present
invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Please refer to FIG. 1 and FIG. 2, which illustrate the
network apparatus controlling method and device for inte-
grating and controlling the mesh network in one embodi-
ment of the present invention. FIG. 1 illustrates a system
structure drawing of the network apparatus controlling
device and the node devices which form the mesh network
in one embodiment of the present invention. FIG. 2 illus-
trates a step flowchart of the network apparatus controlling
method in one embodiment of the present invention.

As shown in FIG. 1, in one embodiment of the present
invention, the network apparatus controlling device 1 and
the network apparatus controlling method are used for
controlling the Bluetooth mesh devices made by different
Bluetooth manufacturers in the Bluetooth network environ-
ment, such that the user does not need to use different
operation software programs for the Bluetooth mesh devices
made by different Bluetooth manufacturers, to improve the
convenience. The network apparatus controlling device 1 is
a smart phone, and a software application is installed in the
smart phone for integrating and controlling a plurality of
node devices 100, 200, 300. The plurality of node devices
100, 200, 300 are household appliances with the Bluetooth
mesh network function, and the node devices 100, 200, 300
of the present invention are respectively a lamp, a refrig-
erator, and a speaker, but the types of the node devices are
not limited to the abovementioned description.

The plurality of node devices 100, 200, 300 respectively
include libraries 110, 210, 310 and device names corre-
sponding to the libraries 110, 210, 310; the device names of
the node devices 100, 200, 300 are respectively “lamp A01”,
“refrigerator B02” and “speaker C03”, and the plurality of
node devices 100, 200, 300 are electrically connected to one
another to form a mesh network 900. Each of the libraries
110, 210, 310 can respectively manage and execute the
functions of each of the node devices 100, 200, 300; for
example, the node devices 100, 200, 300 can be electrically
connected to one another via the Bluetooth function to act as
nodes for sending data to one another, and each of the
libraries 110, 210, 310 has different network encryption
processes and network keys to ensure security for sending
data. The network key is a 32-bit password, and the network
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key includes an application key and a network layer key. The
application key is used for protecting the application layer
data and protecting the related data security of the specific
application (such as lighting and temperature control). The
network layer key is used for providing the access authority
of the specific network or subnet; the node must have the
network layer key to become a member of the network so
that the node can decrypt and verify the data of the network
layer. In addition, each of the libraries 110, 210, 310 also
records the data of the node devices 100, 200, 300, such as
the manufacturers and device names of each of the node
devices 100, 200, 300; when each of the libraries 110, 210,
310 sends the data, the libraries 110, 210, 310 will make the
data of the manufacture and the device name of each of the
node devices 100, 200, 300 into the a packet and transfer the
packet and other data together. In the present embodiment,
the network apparatus controlling device 1 and the node
devices 100, 200, 300 all use the Bluetooth Mesh Profile
specification released by the Bluetooth Special Interest
Group (SIG). People with common knowledge of this tech-
nology field should understand that the Bluetooth Special
Interest Group released the Bluetooth Mesh Profile specifi-
cation version 1.0 on Jul. 13, 2017, and released the Blu-
etooth Mesh Profile specification version 1.0.1 on Jan. 21,
2019. The node of the Bluetooth mesh device includes
Provisioner/Node Features/Element/Model, the node of the
Bluetooth mesh device includes a configuration function,
and the configuration mainly uses the security standard
mechanism to configure the related keys (such as the appli-
cation key, the network layer key, and the unicast address)
to the unprovisioned device. After the device has the
approved application key and network layer key, the device
will become a node in the Bluetooth mesh network 900 such
that the node can transfer data to other nodes. It is to be
known that the principle of configuring the key of a node of
the Bluetooth mesh network is already disclosed in the art of
Bluetooth network technology, so there is no need for further
description.

The network apparatus controlling device 1 includes a
database 10, a network module 20, a node name obtaining
module 30, a library identification module 40, a setting
module 50, a network key generating module 60, a device
management module 70 and a memory 80.

The database 10 stores the access log and the data of the
device names of the libraries 110, 210, 310 of the plurality
of node devices 100, 200, 300. The network module 20 is a
chip which supports the Bluetooth protocol and which is
electrically connected to any one of the plurality of node
devices 100, 200, 300; any node device 100, 200, 300 which
is accessed is an intermediary node device, and an interme-
diary node device can transfer the receiving data to other
node devices. The database 10 can cooperate with the
network layer key, the application key and the encryption
process of the libraries 110, 210, 310 of each of the node
devices 100, 200, 300 to switch to the corresponding encryp-
tion. The intermediary node device is one of the plurality of
node devices 100, 200, 300, and the intermediary node
device is used for functioning as the transferring node of the
mesh network such that the network apparatus controlling
device 1 can access the other Bluetooth devices in the mesh
network 900 via the node.

The node name obtaining module 30 is a chip or software
application with the Bluetooth packet analysis function for
obtaining the device name of the intermediary node device.
The library identification module 40 is used for identifying
the library corresponding to the node device according to the
device name obtained by the node name obtaining module
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30. After the library identification module 40 identifies the
corresponding library, the library identification module 40
can further identify the encryption process used by the
network function in the library and transfer the encryption
process to the setting module 50 so that the setting module
50 can switch the accessing encryption process to corre-
spond to the library, such that the accessing encryption
process of the network apparatus controlling device 1 and
the intermediary node device can be compatible to transfer
data.

The setting module 50 is a chip or software application
with a connection encryption setting function and is used for
completing the accessing encryption process between the
network apparatus controlling device 1 and the intermediary
node device according to the library such that the network
apparatus controlling device 1 can transfer an order data to
the plurality of node devices 100, 200, 300 in the mesh
network 900 via the intermediary node device.

The network key generating module 60 is a chip or
software application with a network key generating function
and is used for generating a network key in a device
configuration stage. The device management module 70 is a
chip or software application with a network key setting
function and is used for setting the network key generated by
the network key generating module 60 in the node devices
100, 200, 300 in the device configuration stage. The device
configuration stage is the stage when the network apparatus
controlling device 1 accesses each of the plurality of node
devices 100, 200, 300 for the first time.

The memory 80 is electrically connected to the database
10, the network module 20, the node name obtaining module
30, the library identification module 40, the setting module
50, the network key generating module 60 and the device
management module 70. The memory 80 is used for storing
the necessary data and software for executing the network
apparatus controlling method for integrating and controlling
the mesh network.

As shown in FIG. 1 and FIG. 2, the network apparatus
controlling method of the present invention is a software
application that is stored in the memory 80, and the software
application can be displayed on the touch screen of the
network apparatus controlling device 1 such that the user
can operate it. When the user wants to set or control the
plurality of node devices 100, 200, 300, the user can use the
network apparatus controlling device 1 to execute step 101
of the network apparatus controlling method: generating the
network key in a device configuration stage such that the
library of the plurality of node devices will have the same
network key.

When the network apparatus controlling device 1 accesses
each of the node devices 100, 200, 300 via the network
module 20 for the first time, the network apparatus control-
ling device 1 will check the access log stored in the database
10 to verify if it is the first time that the network apparatus
controlling device 1 accesses the network. If it is the first
time that the network apparatus controlling device 1
accesses the network, the device configuration stage will be
executed, and the network key generating module 60 will
generate a network key for the Bluetooth network. The
network key is a randomly-generated 32-bit password, and
the network key includes an application key and a network
layer key, but the type of the network key is not limited to
the abovementioned description. The device management
module 70 will set up the network key generated by the
network key generating module 60 in the libraries 110, 210,
310 of the node devices 100, 200, 300 such that each of the
libraries 110, 210, 310 has the same network key; therefore,
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the network apparatus controlling device 1 can use the same
network key to access to each of the node devices 100, 200,
300 and obtain the user authority of each of the node devices
100, 200, 300. In the device configuration stage, when the
network apparatus controlling device 1 accesses each of the
node devices 100, 200, 300, the network apparatus control-
ling device 1 will also analyze the packets sent by each of
the node devices 100, 200, 300, to obtain the data of the
device names of the libraries 110, 210, 310 of the node
devices 100, 200, 300 to store them in the database 10.

Then the network apparatus controlling device 1 executes
step 102 of the network apparatus controlling method:
electrically connecting to the intermediary node device.

As in the abovementioned description, the plurality of
node devices already have the same network key; thus, the
network module 20 can be electrically connected to any one
of the plurality of node devices 100, 200, 300 via the same
network key and consider the connecting one of the node
devices 100, 200, 300 to be an intermediary node device. In
the present embodiment, the network module 20 is electri-
cally connected to the node device 100 which is considered
as the intermediary node device.

Then the network apparatus controlling device 1 executes
step 103 of the network apparatus controlling method:
obtaining the device name of the intermediary node device.

When the network module 20 is electrically connected to
the node device 100, the network module 20 will also
receive the Bluetooth network packet sent by the node
device 100, and the Bluetooth network packet will be sent to
the node name obtaining module 30. In the present embodi-
ment, the node name obtaining module 30 can analyze the
packet and parse out that the name of the node device 100
of the intermediary node device is “lamp AO1” and the
manufacturer is “Company X”.

Then the network apparatus controlling device 1 executes
step 104 of the network apparatus controlling method:
according to the device name, identifying the library of the
intermediary node device and a content of the library to
confirm an accessing encryption process used by the library.

After the node name obtaining module 30 parses out that
the name of the node device 100 of the intermediary node
device is “lamp A01” and the manufacturer is “Company
X”, then since each of the libraries 110, 210, 310 has
respectively recorded the related data of the node devices
100, 200, 300, such as the manufacturer and device of each
of the node devices 100, 200, 300, the library identification
module 40 can identify that the node device 100 corresponds
to the name “lamp A01” from the packet content according
to the name, and the node device 100 corresponds to the
library 110, wherein the content of the library 110 records
the type of the encryption process of the network function
executed by the library 110. Thus, the library identification
module 40 can furthermore identify the encryption process
of the network function of the library 110. The library
identification module 40 can confirm an accessing encryp-
tion process used by the library according to the identifying
content of the library 110 and transfer the confirming
accessing encryption process to the setting module 50.

Finally, the network apparatus controlling device 1
executes step 105 of the network apparatus controlling
method: switching the accessing encryption process to cor-
respond to the library to complete the accessing encryption
process between the network apparatus controlling device
and the intermediary node device such that the network
apparatus controlling device can send an order data to the
plurality of node devices in the mesh network via the
intermediary node device.
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After the confirming accessing encryption process is
transferred to the setting module 50, the setting module 50
will switch to the accessing encryption process correspond-
ing to the library to complete the accessing encryption
process between the network apparatus controlling device 1
and the intermediary node device such that the network
apparatus controlling device 1 and the node device 100 of
the intermediary node device can be compatible to send data
to each other.

After the accessing encryption process is completed, the
network apparatus controlling device 1 can send an order
data to the other node devices 200, 300 in the mesh network
900 via the node device 100 of the intermediary node device.
The order data includes a setting order. The network appa-
ratus controlling device 1 accesses the node device 100 of
the intermediary node device via the network key to obtain
the setting up authority of the library 110 corresponding to
the node device 100 of the intermediary node device so as
to set the library 110 corresponding to the node device 100
of the intermediary node device.

The order data can further include a controlling order
(such as “playing music”), and the network apparatus con-
trolling device 1 can transfer the controlling order to another
node device 300 which is to be controlled in the mesh
network 900 via the library 110 corresponding to the node
device 100 of the intermediary node device; whereby, the
network apparatus controlling device 1 can control the node
device 300 to play music via the node of the intermediary
node device.

Via the network apparatus controlling device 1 and the
network apparatus controlling method for integrating and
controlling the mesh network of the present invention, the
node devices of different manufacturers can be cross-plat-
form integrated and controlled. Although the encryption
process, operating software and network key of each of the
manufacturers are different, they are all built on the common
Bluetooth mesh network structure and principles; therefore,
by unifying the network key of each of the node devices,
giving orders through a single operation software applica-
tion, and identifying the library of each of the node devices
to change the encryption process, the mesh network node
devices can be compatible such that the node devices made
by different manufactures can send information to one
another, control one another, and achieve the effect that a
single software application can control devices of multiple
manufacturers at the same time, to improve the convenience.

What is claimed is:

1. A network apparatus controlling method, applied to a
network apparatus controlling device, for controlling a plu-
rality of node devices in a mesh network, wherein the
plurality of node devices respectively comprise a library and
a device name corresponding to the library, the library
comprises a network key, the network apparatus controlling
device comprises a database, the database stores a data of the
device name and the library of the plurality of node devices,
and the plurality of node devices comprise an intermediary
node device, the network apparatus controlling method
comprising:

in a device configuration stage, causing the library of the

plurality of node devices to have the same network key;
electrically connecting to the intermediary node device;
obtaining the device name of the intermediary node
device;
according to the device name, identifying the library of
the intermediary node device and a content of the
library to confirm an accessing encryption process used
by the library; and
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switching the accessing encryption process to correspond
to the library to complete the accessing encryption
process between the network apparatus controlling
device and the intermediary node device such that the
network apparatus controlling device send an order
data to the plurality of node devices in the mesh
network via the intermediary node device wherein the
order data comprises a setting order, and the network
apparatus controlling device accesses the intermediary
node device via the network key to obtain a setting up
authority of the library corresponding to the interme-
diary node device to set up the library corresponding to
the intermediary node device.

2. The network apparatus controlling method as claimed

in claim 1, wherein the network key is a 32-bit password.

3. The network apparatus controlling method as claimed
in claim 1, wherein the network key comprises an applica-
tion key and a network layer key.

4. The network apparatus controlling method as claimed
in claim 3, wherein the step of allowing the library of the
plurality of node devices to have the same network key in
the device configuration stage further comprises: generating
the network key.

5. The network apparatus controlling method as claimed
in claim 4, wherein the network apparatus controlling device
further comprises a network key generating module and a
device management module; the device configuration stage
is such that, when the network apparatus controlling device
accesses each of the plurality of node devices for the first
time, the network key generating module generates the
network key, and the device management module sets up the
network key.

6. The network apparatus controlling method as claimed
in claim 1, wherein the order data comprises a controlling
order, and the network apparatus controlling device sends
the controlling order to one of the plurality of node devices
in the mesh network via the library corresponding to the
intermediary node device.

7. A network apparatus controlling device, applied to a
mesh network, wherein the mesh network is formed via a
plurality of node devices, the plurality of node devices each
comprise a library and a device name corresponding to the
library, and the library comprises a network key, wherein the
plurality of node devices comprises an intermediary node
device, the network apparatus controlling device compris-
ing:

a database, used for storing a data of the device name and

the library of the plurality of node devices;

a device management module, used for allowing the
library of the plurality of node devices to have the same
network key in a device configuration stage;

a network module, used for electrically connecting to the
intermediary node device;

a node name obtaining module, used for obtaining the
device name of the intermediary node device;

a library identification module, used for identifying the
library of the intermediary node device and a content of
the library according to the device name to confirm an
accessing encryption process used by the library;

a setting module, used for switching the accessing encryp-
tion process to correspond to the library to complete the
accessing encryption process between the network
apparatus controlling device and the intermediary node
device such that the network apparatus controlling
device send an order data to the plurality of node
devices in the mesh network via the intermediary node
device wherein the order data comprises a setting order,
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and the network apparatus controlling device accesses
the intermediary node device via the network key to
obtain a setting up authority of the library correspond-
ing to the intermediary node device so as to set up the
library corresponding to the intermediary node device.

8. The network apparatus controlling device as claimed in
claim 7, wherein the network key is a 32-bit password.

9. The network apparatus controlling device as claimed in
claim 7, wherein the network key comprises an application
key and a network layer key.

10. The network apparatus controlling device as claimed
in claim 9, further comprising a network key generating
module, used for generating the network key in the device
configuration stage.

11. The network apparatus controlling device as claimed
in claim 10, wherein the device configuration stage is such
that, when the network apparatus controlling device
accesses each of the plurality of node devices for the first
time, the network key generating module generates the
network key, and the device management module sets up the
network key.

12. The network apparatus controlling device as claimed
in claim 7, wherein the order data comprises a controlling
order, and the network apparatus controlling device sends
the controlling order to one of the plurality of node devices
in the mesh network via the library corresponding to the
intermediary node device.
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