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identified. A continuity of th content can then be assessed in accordance with the one or more attributes. The continuity assessment
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SIGNAL CONTINUITY ASSESSMENT USING EMBEDDED WATERMARKS

This application claims the benefit of U.S. provisional patent application no.
60/833,991, filed July 28, 2006, which is incorporated herein and made a part hereof by
reference. In addition, this application is a continuation-in-part of the following commonly-

owned co-pending U.S. patent applications: application no. 11/501,668 filed on Augusf 8,

. 2006; application no. 11/410,961 filed on April 24, 2006; application no. 11/115,990 filed on

April 26, 2005; application no’ 11/1 16,137 filed on April 26, 2005; and application no.
10/681,953 filed on October 8, 2003. ’ ‘

BACKGROUND OF THE INVENTION

The present invention relates generally to the field of watermarking. In particdlar, the present
invention relates to methods, apparatus, and systems for signal continuity assessment using

embedded watermarks.

Digital Watermari{ing systems are used in a variety of applications, including copy
management, broadcast verification, integrity verification, and tamper detection. In certain
applications, it may be desired to determine if a multimedia host signal, comprising audio,
video, still images, text or other-types of information, has been received in its entirely, in a
desired sequence, without additional signal insertions or deletions. In addition, it may be
desired to measure the extent of such reordering, insertions, or deletions in a version of the
multimedia content, and to determine whether any such modifications were results of
intentional signal tempering or were due to expected signal impairments that may occur
during the normal course of signal processing and distribution through various
communication channels. The measure of insertions, deletions and reordering can be used to
assist in discriminating plagiarism or piracy attempts from fair content use, such as content

sampling or spurious capture.
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The use of watermarks for tamper detection is well documented in the prior art. A typical
implementation involves the insertion of ‘fragile’. watermarks into the host signal. Any .
subsequent alterations of the host si gnal would either destroy, degrade or modify tfle
embedded watermarks in a measurabie way. Thus the integrity of a received host signal may
be verified by detecting the presence and/or quality of the extracted watermarks. In soéme prior
art publications, the embedded watermarks are designed in a way to enable the recognition of
the type and amount of processing, or tampering, that has taken place. These fragile
watermarks, however, may not be able to withstand significant amounts of host signal

alterations and are inevitably destroyed by large signal distortions. In addition, they are not

. capable of entirely detecting modifications of signal continuity that is one of the objectives of

the present invention. For example, an audio signal, containing embedded fraéile ‘watermarks,
may be cut into several segments and transmitted in an out-of-order sequence with no other
modifications. If these cuts ére made at proper locations (e.g., along audio signal portions not
containing watermarks such as silent intervals), the re-arranged fragile watermarks could

remain intact and the tempering may remain undetected.

Another approach is to search for the continuous presence of embedded watermarks within a
received host signal. However, simple continuity search may not be very effective since (a)
the host content may not be able to accommodate continuous embedding of watermarks (e.g.,
due to perceptibility considerations), and (b) simple continuity check would not distinguish
legitimate versus unauthorized signal alterations that result in host signal discontinuity. In
general, signal continuity alterations, such as segment reordering, segment insertions or
deletions, may be the result of intentional tempering, rﬁay be due to losses incurred in the
transmission or storage of the host signal, or may be the result of inadvertent, but legitimate,
acts of an authorized party. While, in all three cases, the altered multimedia signal generally
contains the same type of impa_irments, different system reactions may be desired based on the
source of such alterations. For example, in a Digital Rights Managem'enf (DRM) systém that
uses embedded watermarks to effect copy protection, an attacker may attempt to interfére

with the detection of watermarks by reordering, cutting out or adding segments in the content.
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In this case, the desired system reaction may be to stop the playback, recording or transfer of
the effected multimedia content in order to prevent the circumvention attempt. In another
example, a copy protected movie, with a watermarked audio track, may be playing in the
background of a birthday party while one of the participants makes a home video using a
camcorder. The recorded home video may contain portions of the copy protected soundtrack,
albeit in a fragmented format, with various deletions, additions or out-of-order sequences. In
this scenario, a playback or recording device, which is equipped with a DRM compliant
watermark detector, may be required not to interfere with the playback or recording of the
home video. In yet another example involving a broadcast monitoring system, ah embedded
multimedia content rﬁay be transmitted through a noisy terrestrial broadcast channel and
received at a monitoring station. In this case, some embedded watermarks may be lost due to
inherent distortions of the tr;émsmission channel, resulting in a detected watermark sequence
that resembles cuts, additions or out-of-order sequencing of the host content. The proper
system reaction in this case may involve a best-estimate reconstruction of the detected
watermark sequence in order to verify the start time, duration, and other pertinent information
regarding the broadcast of a particular program. Furthermore, it may be desired to identify
truncations, edits, or repeats of broadcast programming that may have taken place prior to the
broadcast (but after the watermark embedding) of the host content. Therefore, it is not only
necessary to detect discontinuities in a host signal but it is also important to identify candidate

causes of such discontinuities in order to initiate an appropriate system response.

Differing system reactions to the detection of a discontinuous host signal could also create
security loopholes since an attacker may alter the host content to mimic legitimate
modifications. It is therefore important to provide the capability for identifying legitimate
versus unauthorized alterations, or alternatively, to set limitations on the extent of allowable
authorized modifications to a content. The methods, apparatus, and systems of the present

invention provide the foregoing and other advantages.
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SUMMARY OF THE INVENTION

The present invention relates to methods, apparatus, and systems for signal continuity

assessment using embedded watermarks.

In an example embodiment of the present invention, a method for assessing continuity of a
content using embedded watermarks is provided. The embedded watermarks are recovered
from the content and one or more attributes associated with the recovered watermarks are
identified. A continuity of the content can then be assessed in accordance with the one or

more attributes.

The attributes may comprise at least one of a type, payload, number of occurrence, frequency
of occurrence, separation, density, quality, duration, extent, scale of the recovered

watermarks, or the like.

The continuity assessment may comprise determining a presence of at least one of cuts,
insertions, and re-ordering of segments in the content. Alternately, the continuity assessment
may comprise determining an amount of at least one of cuts, insertions and re-ordering of the
content. In addition, the continuity assessment may comprise determining an amount of
inserted segments with no watermarks and/or determining an amount of inserted segments

that comprise embedded watermarks.
The continuity assessment may be conducted in a presence of content scaling.
The method may further comprise determining a presence of spuriously captured

watermarked segments. This determining may comprise comparing an extent of recovered

watermarked content to an extent of original watermarked content.



10

15

20

25

WO 2008/013894 PCT/US2007/016812

. A further method for assessing continuity of a content using embedded watermarks is

provided in accordance with an example embodiment of the present invention. In this
embodiment, the embedded watermarks are recovered from the content and a “heartbeat” or
periodicity of the recovered watermarks is determined. Continuity of, the content can then be

determined in accordance with the heartbeat.

The continuity assessment may comprise determining an amount of at least one of cuts and

insertions in the content.

The recovered watermarks may comprise packet numbers and the assessing may be conducfed
in accordance with the packet numbers. For example, an amount of content re-ordering may

be determined in accordance with the packet numbers. The packet numbers may be embedded
as payloads of independently recoverable watermarks. Alternatively, the packet numbers may

be embedded as part of a larger payload of the embedded watermarks.

The method may further comprise determining a presence of spuriously captured

watermarked segments.

The present invention also includes a further example embodiment of a method for assessing
continuity of a content using embedded watermarks. In this example embodiment, the
embedded watermarks are recovered from the content and a density and separation of the
recovered watermarks are determined. Continuity of the content may then be determined in

accordance with the density and separation.

The continuity assessment may comprise determiniﬁg whether the density and separation
conform to one or more predefined distributions. The distributions may be defined in

accordance with content usage policies.
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The continuity assessment may comprise determining an amount of cuts, insertions, and re-

ordering of segments in the content.

The method may further comprise determining a presence of spuriously captured

watermarked segments.

An additional.method for assessing éontinuity of a content using embedded watermarks is
also provided in accordance with an example embodiment of the present invention. The
embedded watermarks are recovered from the content. A stego key associated. with the
recovered watermarks is determined. Continuity of the content can then be assessed in

accordance with the recovered stego key and an embedding stego key.
Only a portion of the embedding stego key may be used for the continuity assessment.

The continuity assessment may comprise determining an amount of at least one of cuts,

insertions, and re-ordering of segments in the content.

The method may further comprise determining a presence of spuriously captured

watermarked segments.

In a further example embodiment of the present invention, an additional method for assessing
continuity of a content using embedded watermarks is provided. In this example embodiment,
the embedded watermarks are recovered from the content and channel bits associated with.the
recovered watermarks are examined to extract signal continuity information. Continuity of the

content can then be assessed in accordance with the signal continuity information.

The continuity information may comprise predefined error patterns in the channel bits. The

error patterns may uniquely identify channel bits associated with adjacent watermark packets.
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The continuity information may comprise predefined scrambling sequences used for . } ‘
scrambling the channel bits. The scrambling sequences may uniquely identify channel bits

associated with adjacent watermark packets.

The continuity assessment may comprise determining an amount of at least one of cuts,

insertions, and re-ordering of segments in the content.

The method may further comprise determining a presence of spuriously captured

watermarked segments.

A method for assessing continuity of a content using sparsely embedded watermarks is also
provided in accordance with an-example embodiment of the present invention. The sparsely
embedded watermarks are recovered from the content. A separation between the recovered
watermarks is determined. Continuity of the content is determined in accordance with the

separa’gion and a predefined separation.
The spérsely embedded watermarks may be redundantly embedded in the content.

The sparsely embedded watermarks may comprise packet numbers, and the continuity

assessment may be conducted in accordance with the packet numbers.

The continuity assessment may comprise determining an amount of at least one of cuts and

insertions in the content.

The method may further comprise determining a presence of spuriously captured

watermarked segments.

A further method for assessing continuity of a content using embedded watermarks is

provided in accordance with an example embodiment of the present invention. The embedded *
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watermarks may be from two or more independently recoverable watermark series in the
content. Continuity of the content may be assessed in accordance with relative locations of

the recovered watermarks.

The continuity assessment may comprise determining an amount of at least one of cuts;

insertions and re-ordering of the content.

The method may further comprise determining a presence of spuriously captured

watermarked segments.

At least one series of embedded watermarks may comprise packet numbers and the continuity
assessment may be carried out in accordance with the packet numbers.
The relative locations of recovered watermarks in three or more independently embedded

watermark series may be used to increase a granularity of the continuity assessment.

The continuity assessment may be carried out by projecting locations of missing watermarks

based on locations of one or more of the recovered watermarks.

In a further example embodiment of the present invention, a method for assessing continuity
of a content using redundantly embedded watermarks in two or more staggeréd layers is

provided. The embedded watermarks are recovered from two or more staggered layers in the
Content. Packet numbers assocjated with the recovered watermarks are extracted. Continuity

of the content may be assessed in accordance with the recovered packet numbers.

The staggering of the layers may be effected by redundantly embedding watermark packets in
a first layer for a first repetition segment, and redundantly embedding watermark packets in a
second layer for a second repetition segment. An extent of the first repetition segment may be

twice an extent of the second repetition segment. Alternatively, the first and second repetition -



10

15

20

25

WO 2008/013894 PCT/US2007/016812

segments may have equal extents and the second layer may be embedded at an offset relative

to the first layer.

The continuity assessment may comprise determining an amount of at least one of cuts,

insertions and re-ordering of the content.

The method may further comprise determining a presence of spuriously captured

watermarked segments.

In accordance with a further example embodiment of the present invention,’a method for -
assessing continuity of a content using fingerprints and embedded watermarks is provided. A
content with embedded watermarks is received and one or more watermarks are recovered
from the content, A fingerprint associated with the content is calculatéd. A stored fingerprint
is retrieved in accordance with the recovered watermarks. Continuity of the content can then

be assessed in accordance with the calculated and retrieved fingerprints.

The embedded watermarks may comprise a content identification payload and the re'trieving

is conducted in accordance with the payload. -

The method may further comprise retrieving additional stored information and assessing the
continuity of the content in accordance with the additional information. The additional
information may comprise at least one of content duration, title, detectability. metric,
watermark embedding strength, segmentation information, usage policy, date of expiration,

date of authorization, or the like.

The continuity assessment may comprise determining an amount of at least one of cuts,

insertions and re-ordering of the content.
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The method may further comprise determining a presence of spuriously captured

watermarked segments.

A method for assessing continuity of a transmitted content using embedded watemmks is
also provided in accordance with a furthel: example embodiment of the present invention. A
content is received and embedded watermarks are recovered from the received content.
Information stored 4t a database is retrieved in accordance with the recovered

watermarks. Continuity of the received content may then be assessed in accordance with the

recovered watermarks and the retrieved information.

The assessing may cdmprise aggregating the recovered watermarks to form one or more
events. The aggregating may comprise detecting a presence of gaps in the received content
and producing one or more events in accordance with the gaps. Sepérate events may be
produced when one or more of the gaps exceed a predefined value. The predefined valué may

be calculated in accordance with a mathematical formulation.

A single event may be produced when one or more of the gaps is less than or equal to a
predefined value. The predefined value may be calculated in accordance with a mathematical

formulation.

A truncated event may be produced when one or more of the gaps is detected at an end of the
events. An event with an offset start is produced when one or more of the gaps is detected at a
beginning of the events.

The continuity assessment may comprise determining an amount of at least one of cuts,

insertions and re-ordering of the content.

A method for determining an extent of watermarked segmenfs within a content is also

provided in accordance with an example embodiment of the present invention. Embedded

10
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watermarks are recovered from ohe or more segments of the content. Continuity of the
segments is assessed. An extent of the segments may then be determined in accordance with

the continuity assessment and recovered watermarks.

One or more of the watermarked segments may be uniquely identified in accordance with
recovered payloads of the watermarks. An electronic citation may be produced in accordance

with the identified segment.

One or more of the watermarked segments may be uniquely identified in accordance with the
recovered payloads of the watermarks and additional information residing at a database. An .

electronic citation may be produced in accordance with the identified segments.

Watermark packet prediction may be used to identify boundaries of one or more of the

watermarked segments.

The watermark segments may be overlapping in at least one of time, frequency and space.

The method may further comprise managing access to the content in accordance with the
extent of the watermarked segments and/or managing access to the content in accordance with

gaps between the watermarked segments.

The continuity assessment may comprise determining sequencing information associated with
. the watermarked segments. The method may further comprise managing access to the content

in accordance with the sequencing information.

The method may further comprise managing access to the content in accordance with a

recovered payload of the watermarked segments.

11
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A method for managing an Internet content using embedded watermarks is also provided in
accordance with an example embodiment of the present invention. Embedded watermarks are
recovered from the Internet content. Usége policies associated with the recovered watermarks
are determined. A continuity assessment is conducted to determine an extent of watermarkeci
segments within the Internet content. Content management may then be effected in

accordance with the usage policies and the continuity assessment.

The continuity assessment may be conducted in accordance with at least one of a type,
payload, number of occurrence, frequency of occurrence, separation, density, quality,
duration, extent, scale of the recovered watermarks, and the like.

The watermark segments may be overlapping in at least one of time, frequency and space.

The usage policies may be determined in accordance with a payload of the recovered

- watermarks. The usage policies may be retrieved from a source external to the watermarks.

The source may comprise a remote database.

The content management may be effected if the extent of watermarked segments exceeds a
pre-defined value. The content management may be effected if the extent of watermarked

segments exceeds a pre-defined percentage of an original content.

The present invention also includes systems and apparatus for carrying out the foregoing
methods. In addition, those skilled in the art will appreciate that various of the embodiments
discussed above (or parts thereof) may be combined in a variety of ways to create further

embodiments that are encompassed by the present invention.

12
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BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will hereinafter be described in conjunction with the appended

drawing figures, wherein like reference numerals denote like elements, and:

Figure 1 illustrates continuity assessment using watermark heartbeat detection in accordance
with an example embodiment of the present invention;

Figure 2 illustrates continuity assessment using watermark heartbeat detection in accordance
with an example embodiment of the present invention;

Figure 3 illustrates continuity assessment using embedded packet numbers in accordance with
an example embodiment of the present invention; _ ‘ .
Figures 4(A) through 4(D) illustrate continuity assessment using embedded paéket numbers in
accordance with an example embodiment of the present invention; |

Figure 5 illustrates continuity assessment using channel bit modification in accordance with
an example embodiment of the present invention;

Figure 6 illustrates continuity assessment using packet bit scrambling in accordance with an
example embodiment of the present invention;

Figure 7 illustrates continuity assessment using relative embedding locations in accordance
with an example embodiment of the present invention;

Figures 8A through 8E illustrate continuity assessment using relative embedding locations in

accordance with an example embodiment of the present invention;

Figure 9 illustrates continuity assessment using relative embedding locations and packet

projection in accordance with an example embodiment of the present invention;

Figure 10 illustrates continuity assessment using staggered numbering in accordance with an
example embodiment of the present invention; '

Figure 11 illustrates event content records and an aggregated content records associated with

an embedded content in accordance with an example embodiment of the present invention;

13
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Figure 12 illustrates segment content records and a program aggregated content record
associated with an embedded content in accordance with an example embodiment of the
present invention;

Figure 13 illustrates synthetic program aggregation in accordance with an example
embodiment of the present invention;

Figure 14 illustrates synthetic program aggregation in accordance with an-example
embodiment of the present invention;

Figure 15 illustrates synthetic program aggregation in accordance with an example
embodiment of the present invention;

Figure 16 illustrates synthetic program aggregation in accordance with an example
embodiment of the present invention; .

Figure 17 illustrates synthetic program event truncation in accordance with an example
embodiment of the present invention,; .

Figure 18 illustrates synthetic program event completion in accordance with an example
embodiment of the present invention; - )

Figure 19 is a flow chart describing continuity assessment using a hybrid watermarking-
fingerprinting approach in accordance with an example embodiment of the present invention;
and .

Figure 20 is a flow chart describing continuity assessment using a hybrid watermarking-

fingerprinting approach in accordance with an example embodiment of the present invention.

14
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DETAILED DESCRIPTION -

The following provides a detailed description of the various exemplary embodiments of the '
presént invention. While these details provide specific examples to facilitate a thorough
understanding. of the present invention, it should be understood that these specific details are
exemplary in nature. The present invention may be practiced, by a person skilled in the art, by
omitting or mo&ifying these details without departing from the spirit and scope of the

invention as set forth by the claims.

Watérmark Heartbeat Detection

One method for assessing the continuity of an embedded host content is to evaluate the
periodicity of the detected watermarks, é.lso called “heartbeat detection.” In such a scheme, a
host content is cdntinuously embedded with a string of watermarks with identical payload.
The marked content may be transmitted through a noisy communication channel and received
at a detector. The detection process is likely to result in the recévery of some, but not all, of
the embedded watermarks. Since the original content comprised a continuous back-to-back
embedding of watermarks, the separation between the detected watermarks is expected to be
an integer multiple of the watermark length. This concept is illustrated in Figure 1. Figure 1
may represent the embedded and detected watermark packets in a one-dimensional host signal
such as an audio signal, but the illustrated cohcept can be readily extended to watermarks in °
two or more dimensions. Section (A) of Figure 1 depicts the exemplary scenario where four
watermarks packets, numbered 1 through 4, each occupy L units (e.g., samplés, seconds, etc.)
of the host content and are continuously embedded. The detection of embedded watermarks
from such a host signal that has been transmitted through a noisy channel may result in the
detection of packets 1 and 4 only, as illustrated in section (B) of Figure 1. However, since the
detected packets are exactly 3L apart, it is likely that no continuity alterations has taken place
(for the portion of the host content spanning watermark packets 1 to 4). On the other hand,
section (C) of F igure 1 illustrates the scenario where the host signal has been altered (e.g., cut

somewhere between packets 1 and 4). In this case, the disruption in the periodicity or

15
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heartbeat of the watermarks is manifested by the reduced distance of 2.5L between packets 1
and 4. Note that this method does not necessarily requife a back-to-back embedding of
watermarks. Rather, for this method it suffices to have a regular pre-defined spacing between
the embedded watermarks (e.g., there can be unembedded segments between watermark

packets).

There is one unaddressed problem with the simple diagram of Figure 1. Specifically, this
simple logic of heartbeat detection fails to identify the root cause of missing detections. For
example, the missing detections of section (B)-(C) of Figure 1 may have been produced by
one or more of the following events:

e Loss of watermarks-due to noisy transmission channel;

o Intentional tampering of the host signal, resulting in obliteration of
watermarks;

e Intermittent capture of an embedded movie sound track at a birthday party;

e Intentional insertion of foreign segments; this may compi-ise adding segments
with no watermarks and/or segments that contain a different type of
watermark; ' ‘

e Intentional deletion of content segments (e.g., silent intervals, promotional

- material, etc.) by an attacker; -

. Intentional reordering of different segments of the host signal by an attacker;

» Legitimate content processing operations (e.g., in a broadcast monitoring
environment, an embedded program may undergo time scaling to
accommodate profanity filtering operations).

» Existence of unembedded segments in the original host content (e.g., per

director’s discretion, due to characteristics of the host signal, etc.)
Some of these issues may be addressed by improving the resiliency of watermarks to various
impairments and attacks. These methods are described in commonly owned, co-pending U.S.

patent application nos. 11/115,990, 11/116,137 and 1 1/410,961. One particular method may

16
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involve the insertion of several independent types of watermarks (e.g., in different frequency
baﬁds, \'avith different embedding algorithms, with different émbeddingparameters, etc.) into
the same host signal. This way, a given channel impairment or intentional attack may remove
some, but not all, of the embedded watermarks. In addition, signal continuity assessment can
be improved by utilizing multiple heartbeats (corresponding to different watermark types)
rather than a single heartbeat as is shown in Figure 1. In pa;ticular; an attacker who knows the
watermark parameter, L, may be able to remove or insert portions that correspond to integer
number of watermarks, thus maintaining the watermarks heartbeat undisturbed. In the
presence of multiple watermarks with distinct parameters L,, L, ..., this would reduire
finding a commeon period for all watermark types, which may be too long for practical attacks,
and/or may be pre-empted by selecting appropriate Ly, L,, ..., parameters at the system desigﬁ

level.

Watermark heartbeat detection methods can also be further extendéd to include the addition of
specially tailored fragile watermarks that are susceptible to only a certain type of sighal
processing or attack. For example, special audio watermarks may be added that are destroyed
(or degraded in a special way) if the host signal is acoustically captured by a microphone.

Thus the absence or degradation-of this type of watermark would indicate the possibility ofa -

‘camcorder capture. Similarly, the absence or degradation of a different type of watermark

may, for example, indicate the presence of lossy compression. Identification of potential
attacks or processing mechanisms in this way may help in the selection of the appropriate

system reaction to the detection of a discontinuous watermark pattern.

In systems where normal content processing is expected to produce signal scaling issues, a
solution may involve allowing a limited amount of time scaling and/or signal insertion in
anticipation of such content processing alteration;. Such a limit may be set by the system
designer after balancing the practical limitations imposed by the signal processing equipment,

the quality of the effected signal, and the security risks of the system. For example, in

broadcast monitoring applications, profanity filtering (i.e., removing portions of the content
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that contains profanity, and time-stretching the remainder of the content to “fill the gap™) is
likely to change the heartbeat by only a few percentage points (otherwise, excessive time
scaling would seriously degrade the quality of the broadcast program). In such systems,
setting a +/- 10% tolerance would allow normal system operation for a watermark packet-to-
packet spacing in the range 0.9L to 1.1L. Thus, any detected heartbeat that is within 90% to
110% of the “nominal” heartbeat would not raise any flags as it is considered to be within an

authorized/expected range of modifications.

The following illustrates further details of how the heartbeat of the recovered watermarks may
be used to signal continuity assessment in a one-dimensional signal. Assume,\watermarks are

repeatedly embedded one after the other, with the same payload and the same duration. Then

- watermark duration, L, can be considered the watermark heartbeat period. Let us consider

detection of two watermarks at times t1 and t2, where {2 occurs later in time than t1. The

‘heartbeat offset’, Ah, may be calculated according to the formula:
Ah =2 ~t] — [ L* round((t2 — t1)/L)] )

In most précticél watermarking system, heartbeat offset can be different from zero even in the
abéence of signal discontinuity. For example, the \;vatennark detection process is usually
prone to an inherent time measurement uncertainty, . The maximum value of this uncerfainty
is typically one-half of a bit interval but it is possible to further reduce this uncertainty by
special techniques. One such method involves the evaluation of bit errors for several adjacent
watermark packets that are detected with sub-bit granularity before establishing the precise
location of a detected watermark packet. Further details of this technique are disclosed in the

commonly-owned U.S. Patent No. 7,046,808 and will not be discussed further.

Another source of heartbeat offset in the absence of signal discontinuities is scaling of the
content signal. Such scaling may occur in two dimensional signals such as images (in which
case it is sometimes referred to as stretching), or may occur in one dimensional signals, such

as audio signals (in which case it is usually referred to as time scaling), or may occur as a
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combination of the two, such as scaling in video signals that comprise both spatial and

temporal dimensions. It should be also noted that time scaling doesn’t imply linear time

scaling exclusively. The effect of time scaling can be achieved by one or more cuts or

- insertions in the signal.'In particular, typical pitch-invariant time scaling algorithms involve

periodic short cuts/repetitions with fade-in and fade-out transitions. Alternatively,
cuts/repetitions can be made dut"ing silence intervals, where the overall quality of an audio
signal is not significantly affected. Scaling of a content may occur during the normal course
of signal processing operations, for example, due to clock imperfection in D/A or A/D
conversions (e.g. in analog broadcasts) or variations in tape speeds in tape recordings. In most
modern equipment a time scaling tolerance better = 10 is achieved. After accounting for
heartbeat irregularities due to watermark measurement uncertainty and scaling operations,
heartbeat offset may be flagged when:

ABS(Ah) > 1+ e*(12 — 1) 2);

The signal discontinuity measure that is calculated in accordance with equations (1) and (2) is
usually sufficient for typical signal integrity verification applications, with the objective of
determining if a signal has exceeded a (small) limit of authorized modifications. Conversely,
this method is not suitable for measurement of large discontinuities, since all discontinuities
of the size n*L+Ah, n=0, £1, £2, £3, ..., will show the same heartbeat offset. This is
particularly problematic if discontinuity measurement is used to flag spurious capture, or
content sampling. Typically an attacker can mimic small discontinuities without too much
damage to the content, while actual spurious capture and content sampling entail much lérger

discontinuities.

In order to illustrate some of the capabilities as well as limitations of the heartbeat offset
calculations of équations (1) and (2_), lets assume that a content loses its value (and thus is no
longer in need of copy protection) if it has undergone more than +10% time écaling (ie.,e -
0.1). Using equations (1) and (2), and assuming /L = 0.01, the discontinuity flag status (i.e.,
whether or not equation (é) is satisfied) as a function of (t2-t1)/L is plotted in Figure 2.
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Figure 2 indicates that for a (t2-t1)/L value of less than 2 (i.e., when both watermarks

immediateiy before and immediately after a discontinuity are detected), there is a reasonable

" chance of detecting the discontinuity. On the other hand, when (t2-t1)/L becomes greater than

4 (i.e., when no watermarks in the close vicinity of the discontinuity are detected), the

discontinuity flag is almost always turned off.

It should be noted that it is possible to improve the detection of watermarks adjacent to the cut
using ‘packet prediction’ and ‘partial packet prediction’ techniques. These méthods employ .
more aggressive detection mechanisms once a watermark with reasonable certainty has been
detected (e.g. after the detection of a strong watermark with probability of false positive less
than 10°'%). One such prediction method may involve using the strong watermark as a
template to perform template matching with a more permissive error threshold (e.g., a
threshold that produces false positives at a rate 10°® in the absence of a known watermark
template). Similarly, only a fraction of the template may be used to perform fractional
template matching, thus pinpointing the exact location of the discontinuity. Also note that it is
not necessary for all embedded watermarks to have identical bit patterns in order for packet
prediction to be successful. In fact, as long as there is a known relationship between the
pattern of embedded watermarks, a single strong watermark detection can be used to generate
th;.a correct template for other locations of the content. Other prediction methods include
increasing the error and/or erasure correction capabilities of error correction decoders,
increasing the soft decision thresholds, and other methods that are disclosed in commonly

owned, co-pending U.S. patent application no. 11/410,961.

While the above described heartbeat detection methods are applicable in resolving signal
continuity issues in some applications, they cannot be universally applied to all cases. For
example, packet prediction techniques do not work in the absence of strong watermark
detections, and birthday party scenarios may not be distinguished from an intentional attack in
all cases. In addition, the simple heartbeat measurements may not readily identify truncations,

edits, repeats, and segment durations that are required in broadcast monitoring applications.

20



10

15

20

25

WO 2008/013894 PCT/US2007/016812

Insertion of Packet Numbers in Embeddgd Watermarg

The incorporation of serial numbers into embedded watermarks may be used in conjunction
with or separately from the heartbeat monitoring. Once serial number- or counter-carrying
watermarks are embedded into the host content in a predefined sequence, their detection from
a received host signal in any order other than the embedded sequence would indicate possible

alterations or tampering.

This concept may be further illustrated by considering the following example related to a one-
dimensional (e.g., audio) watermarking system. Assume that 8 bits out of a 100-bit watermark
payload are allocated to provide 256 .sequential numbers, 1 to 256. Further assume that each
embedded watermark packet spans 5 seconds of the host content. As a result, up to 22 minutes
of the host content may be embedded with 256 back—fo-back watermarks, each comprising a
unique packet number. Additional segments of the host signal may be embedded by either
restarting the packet numbering from 1, or increasing the packet number field to more than 8
bits. Upon the detection of embedded watermarks, the continuity of the received host signal
may be assessed by analyzing the relative locations of the detected watermark packets. Figure
3 illustrates this concept for the signal that was described in accordance with Figure 1. Section
(A) shows the embedded sequence of watermarks with the packet numbers as part of the
payload of embedded watermarks. Section (B) shows the detection of packets 1 and 4, with a
correct spacing of 3L. The advantage of this methodology over the simple heartbeat detection
of Figure 1 is in its ability to identify segment reordering in the host content signal. This is
illustrated in Section (E), where packet 4 is detected prior to packet 1. Section (C)-and (D)
illustrate detected watermark packets from a host signal that has undergone 17% time
compression an-d time expansion, respectively. The amount of time scaling may be

determined by measuring packet duratior.l and/or packet spacing (similar determination could
have been made in the absence of packet numbers). Section (F) shows a similar time-
compressed signal but with reordered signal segments, which is now detectable due to the

presence of packet numbers. Sections (G) and (H) indicate the presence of signal insertion and
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signal deletion within respect to the host signal, respectively: Note that Sections (H) and (G)”
may correspond to either an intentional signal deletion/insertion by an attacker or a camcorder
capture of a birthday party (i.e., signal deletion may be simulated by tuming off the

camcorder for the deletion period, and signal insertion may be simulated by capturing scenes
without the presence of copy-protected background audio for the insertion p'ériod). Fipally,
section (I) shows another example of signal deletion in which due to the presence of the ‘
watermark counter, the large disconfinuity is properly calculated to be 19.5 L (i.e., expected

separation of 22 L minus measured separation of 2.5 L).

In some applications, the granularity of continuity detection is seldom required to be as short
as a single watermark packet duration. Thus, instead of inserting a different packet number
into each watermark packet, several contiguous watermarks may carry the same packet
number. For example, if each watermark packet-spans 5 seconds of the host signal, packet
numbers may be updated every 20 packets (or 100 seconds). This way, over 7 hours of
content may be embedded using an 8-bit packet number field. The span of each group with
the same packet number is a system design decision that depends on the number of available
watermark payload bit;, the extent of the h(‘)st signal that needs to Be embedded, and the

security policy that governs the reaction to the detection of embedded watermarks. -

The following illustrates further details of how the insertion of packet numbers and/or
counters into watermark payloads may be used to assess continuify of a one-dimensional
signal in cases where simple heartbeat detection fails. Particularly, this technique may be
api)lied in the presence of spurious acoustic captures of a watermarked content (e.g., the
birthday party scenario), where the typical discontinuity is expected to be much larger than
the watermark duration. Further, this technique can be applied to assist discrimination
between plagiarism and piracy attempts from content sampling for fair use of the content such

as critique, parody, documentary etc.
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Let’s consider the case where N watermark payload bits are used to implement a packet
counter and m = 2" watermarks are thus repeatedly embedded throughout a content. The goal
is to assess the extent and nature of signal continuity if and when the embedded signal
undergoes various cuts, insertions, segment re-ordering, or inadvertent captures by a
camcorder. Let’s assume two watermark packets are detected with payload counter values j
andk (j, k=0, 1, 2,..., m-1), and time stamps t1 and t2, respectively. Let us also denote
watermark duration as L, quantized time separation as At= (t2 — t1)/L, and payload
sepgration as Am = k —j. Then a discontinuity should be flagged whenever the following
inequality is satisfied:

ABS(At — m*round(At/m) — Am) > t/L + ¥ At 3;

In equation (3), the parameters T and £ represent time measurement uncertainty and time
scaling tolerance, respectively. Using formula (3), the discontinuity flag status may be
calculated for different parameter values. Let’s assume that for large discontinuities any value
of Am (between -(m-1) and m-1) is equally probable. Then for t/L = 0.1 and € = 0.1, the
probability of a discontinuity being flagged as a function of Atfor N=1,2,3, 4 can be
represented according to Figures 4(A) to 4(D), respectively. Note that a 0-bit couﬁter N=0)
represents the simple case of watermark heartbeat detection that was previously described.
Figures 4(A) to 4(D) illustrate that the probability of discontinuity detection improves as size
of the counter increases. This improvemerﬁ becomes more evident when adjacent detections
are widely separated, which would be the case in the presence of spurious acoustic captures.
For example, based on the probability calculations shown in Figure 4(D), in situations that
watermarks are rarely separated by more than 18L, a 4-bit counter is sufficient to detect about
80% of all discontinuities. On the other hand, the advantages of having a large counter for
discontinuity detection must be balanced against the reduction in watermark payload capacity.
In general, counter size is a design parameter that depends on many factors, such as the
availability of payload capacity, the nature and resiliency of embedded watermarks, the
intended application of discontinuity measure, the availability of computational resources

needed to embed, detect and decipher additional counter payload, and the required reliability
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- of discontinuity measurement. The overall design objective in the context of continuity

detection, however, is to determine a minimum counter size that a) still ensures that there is a

‘negligible chance that an attacker could trigger a discontinuity flag without substantial content

damage (usually a subjective evaluation), and b) distinguishes random large discontinuities

from intentional attempts to create signal discontinuities.

The following provides an example of how to determine the minimum counter size in an
audio watermarking system. Consider a copy protection system that embeds watermarks into
the audio portion of feature movies and assume that based on experimental testing done by
capturing the movie using a camcorder, the maximum spacing between watermarks that
surround a discontinuity is about 3 minutes (this, for example, may represent a scenario in
which the movie is being camcordered at movie theatre). In the presence of maximum
acceptable time scaling of 10%, the variation of watermark separétion isupto 0.1*180s=18
seconds. On top of this, an attacker may be able to squeeze in individual cuts of up to 12
seconds, for total uncertainty of watermark separation of up to 30s. Thus, any attack that
generates discontinuities (cuts or inserts) that are larger than 3 Os over a 3-minute interval may

be considered too damaging and may be ignored.

Now let us consider a large discontinuity created by eamcordering a birthday party during
which a watermarked movie is being played in the background. The discontinuity of captured
watermarks will be uniformly distributed over the range [-m*L/2, m*L/2], and the chances
that such cut/insert fits [-30s, 30s] interval (and thus escape detection) can be calculated as
2*30s/(m*L). In order to keep the chances of mistaking a large discontinuity for a small
discontinuity under 10%, the following inequality must be satisfied:

m*L > 600s (4);

For audio watermarks with duration L = 3 seconds, m should be larger than 200, and an 8-bit

counter would meet this requirement.
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Independent Embedding of Serial Numbers

The above described numbering scheme has been presented as having a serial number and/or

"a counter field within the payload of an existing watermark packet structure. However, the

serial number and/or counter can be implemented as a separate watermark that can be
independently embedded and subsequently detected from a host signal. Independent
embedding of the serial number may be necessary if there are no reserved bits within an.
existing watermark packet structure. The use of an independent layer/packet may however
reduce the transparency of the embedded watermarks and/or may result in increased
computational complexity of watermark detections. The amount of any such increase in
watermark perceptibility or computational complexity may be traded off against the
robustness (i.e., reliability) of watermark detections. For example, in order to maintain the
same level of transparency, the two independent layers may be embedded at a reduced gain
level at the expense of some reductions in detection robustness (e.g., fewer watermarks will
be detected in the presence of noise in the communication channel). Alternatively, the new
watermark packets may be embedded at the normal embedding gain levels but in a time
and/or frequency interleaved fashion with the existing watermark pé.ckets. It should be noted
that some of the lost robustness may be recovered by using more sophisticated detection
techniques (e.g., soft-decision decoding, time diversity techniques, etc.) at the expense of
increased computational complexity of the detection process. The proper tradeoff between the
transparency of watermarks, payload capacity, detection robustness and computational
complexity of the embedding and detecting processes is a system design decision that must be
made by evaluating factors such as customer needs, available computational resources,

desired system security, and the like.

Density and Spacing of Detections: -

The density and spacing of watermark detections may also be used to assess continuity of a

detected signal and to differentiate an authorized (or tolerable) signal discontinuity from an
unauthorized one. This technique may be used independently from, or in conjunction with, the

packet numbering and heartbeat detection schemes described earlier. Some of the underlying
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concepts have been described in the context of copy control watermarks in the commonly
‘owned, co-pending U.S. patent application no. 11/410,961. Speciﬁcally, a media
player/recorder that is equipped with a watermark detector may be designed to initiate a
restrictive enforcement condition (e.g., stop playback/recording of the media, display a

warning éignal, etc.) only when the density and/or spacing of detected watermarks surpasses a

. minimum threshold. For example, an enforcement condition may require the detection of at

least 10 watermarks in each of 3 consecutive 7-minute segments of the content. This condition -
provides a grace period (i.e. minimum time interval with no enforcements) of over 14
minutes. In addition, the particular enforcement action and duration may be selected in
accordance with the detected watermark states, the densify and distribution of such detectiofls,
the type of detection device, and the value of the content that is being protected. There are two
reasons why having a grace period may be beneficial. First, the reliability of detected
watermarks improve as more content is analyzed, and second, a harsh enforcement policy is

avoided.

" The above described methods of examining the density and spacing of detected watermarks in

multiple detection periods can also be used to prevent an enforcement action in a Birthday
Party scenario,' where only sparse watermarks are present due to inadvertent capture of a
background watermarked content. Another approach is to include the ‘quality’ of detected
watermarks as a factor in establishing whether further assessment of watermarks and/or a
grace period is necessary. In other words, since acoustic/video capture of the content will
inevitably degrade the embedded watermarks, the presence of high quality detections (e.g.,
watermarks that are detected with few erroneous symbols or missing comporients) is likely to
preclude the possibility of such acoustic/video capture. [t is further possible to design the
Watermarking system in such a way to identify the extent and type of signal modifications by
examining a ‘fragility profile’ of the extracted watermarks. For example, the embedded
watermarks ma}" contain certain components that are destroyed completely, or degraded

gracefully, as a result of acoustic/video capture. These and other techniques for evaluating and

26



10

15

20

25

WO 2008/013894 PCT/US2007/016812

identifying possible signal modifications are described in the commonl)f owned U.S. patent

no. 7,046,808.

Continuity Detection using Sub-code Signaling

An alternate approach to allocating part of the watermark payload to a serial/packet number is
to provide continuity information in a sub-channel or sub-code of the watermarking system
without affecting the main payload of existing watermarks in any substantial way. Some

specific methiods are disclosed herein.

Watermark Stego Key Recognition

" As disclosed in the commonly owned co-pending U.S. patent aioplication no. 11/115,990,

watermark stego keys may be utilized for forensic identification of a host content. This may
be accomplished by assigning a unique set of embedding stego keys to each embedding
device. The stego keys essentially identify the embeAdding opportunities that are reserved for
use by each embedding device. Upon recovery of a content and extraction of the embedded
watermarks, the pattern of embedding opportunities can identify the culprit device. In other
words, each set of embedding stego keys may serve as a latent serial number for one
embedding device. A similar method involves utilization of masking parameters as serial
numbers, where each embedder and/or multimedia content undergoing watermark embedding
may be assigned a set of uniqué masking parameters as disclosed in commonly owned
copending U.S. patent application no. 11/1 15,990 and commonly owned U.S. patent no.
6,145,081. Upon recovery of any such content, the maéking parameters fnay be recovered and
traced back to a particular instance of embedding. These techniques may. also be used to
facilitate host signal continuity assessment since cutting, splicing, inserting or re-ordering
segments of an embedded host content will inevitably disrupt the stego key and masking
parameters of the recovered watermarks. Once this pattern of disruption is identified, the

nature and extent of such signal distortions may be readily determined.
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This concept may be further illustrated by the use of Table 1 below that provides an example
listing.of the stego key used for embedding the first six opportunities in a movie soundtrack.
If this soundtrack is transmitted and received with no signal manipulations, successful
detection of the embedded watermarks is likely to occur in accordance with the same
parameters (and in the same order) that are listed in Table 1. In the presence of cuts, insertions
or re-ordering of the host signal, however, the detections are likely to occur in a different

order (or may be missing altogether). For example, if the host signal corresponding to the

“second and sixth embedding opportunities were interchanged, watermarks would be recovered

according to the sequence (1,6,3.4,5,2) instead of the usual (1,2,3,4,5,6). Using the same
convention, a cut in the host signal may be identified by a missing number in the sequence of
detected watermarks, e.g., (1,3,4,5,6); and a signal insertion may be identified by a gap in

detected watermarks, e.g., (1,B,2,3,4,5,6), where ‘B’ represents a blank segment (i.e., a

segment with no detections).

Table 1 —~ Example Embedding Stego Key Used for Continuity Assessment

Embedding | Time Slot Embedding Frequency Bit PN Delay
Opportunity Algorithm Band Rate | Sequence | Value -
1 1 Spread 2 35 bps 1A NA
Spectrum '
2 2 Spread 2 56 bps 2C NA
Spectrum .
3 -3 Spread 2 35 bps 3F NA
Spectrum ]
4 4 Replica 1 37.3 bps NA 10 ms
A Modulation
5 5 Replica 1. 37.3 bps NA 8.4 ms
Modulation
6 6 Replica 1. 37.3 bps NA 13.7 ms
Modulation
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The above example is 6nly a simple illustration of how the watermark stego key may be used
for signal continuity detection in accordance with an example embodiment of the present
invention. Potentially, this technique allows signal continuity detection to within a single
watermark packet granularity. To reach this potential, all identified embedding opportunities
must be successfully embedded and subsequently detected. In most practical situations,
however, neither the embedding nor the detection of all watermarks is likely to occur (e.g.,
embedding at certain locations may be prohibited in order to meet perceptibility standards,
and detection may not occur due to contaminations by a noisy transmission channel). Thus,
several watermarks may be missing from even a continuous host signal. This situation may be
remedied by additionally considering the heartbeat of the watermarks. While a ‘naturally’
missing watermark would not modify the heartbeat of the remaining watermarks, an
intentional signal modification is very likely to do so. Thus in the above example, a correctly-
spaced detected pattern of (1,B,3,4,5,6) may correspond to a continuous host signal, where the
absence of the second watermark can be attributed to less than perfect embedding/detection
conditions. It should be noted that in order to increase the reliability of sucli assessment, the .
received host signal may be examined for-the presence of both strong and weak watermarks.
Weak watermarks, as described in commonly owned co-pending patent application no.
11/410,961, represent detected watermarks that do not meet the reliability standards of strong
watermark detections. While weak watermarks alone may not be used for establishing the
value of a detected payload, they can be used in conjunction with one or more strong

detections to assess the continuity of the host signal.

1t is also worth noting that although some applications may require the detection of host signal
discontinuity to within a single watermark packet, most applications have a less stringent
requirement. In such cases, statistical analysis of the detected watermark stego key may be
sufficient to estimate signal continuity to within a broader range of tolerances. The precise .
statistical measure, and threshold of acceptability (once that measure is calculated) is a system

design parameter that can be modified based on customer needs, value of the host signal, and
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other factors. By the way of example, and not by limitation, one statistical measure may be
the proportion of correctly recovered watermarks (e.g., with correct value, in the correct
sequence, and with the correct spacing) in conformance with the embedding stego key. This
measure may be calculated as the correlation coefficient between the detected and embedded
stego keys for a certain duration of the host signal; a ‘success’ may be declared (i.e., no
discontinuity, acceptable discontinuity, etc.), if this correlation coefficient exceeds a specified
threshold.

To illustrate this further, assume that a content owner insists that, when viewing his/her
content, a user should only be allowed to skip up to 30% of the content. This criterion requires
the user to view at least 70% of the content, which, in the absence of ‘naturally’ missing
watermarks, would correspond to a correlation coefficient of exacﬂy 0.7. To account for the
naturally missing watermarks and other system limitations, this threshold may be set to a

lower value 0.7k, where k£ is an adjustment factor (e.g. between 0.5 and 1). Note that, in

" certain éystem architectures, it may be possible to unequivocally determine the location and/or

fraction of the naturally missing watermarks that are due to the embedding process by
performing watermark detection immediately-' after embedding, and recording the
location/fraction of missing watermarks. This information, if communicated to the detectors,
can help resolve part of the uncertainty in determining the root cause of missing watermarks.
By way of example and not limitation, this information may be a detaﬂed map of missing or
embedded watermarks, the embedding strength of individual watermarks, the average
embedding strength of watermarks over a predefined duration, the overall fraction of
missing/embedded watermarks, or one or more parameters that describe missing/embedded
watermarks through a mathematical function. The communicatioﬂ of such auxiliary
information may be carried out using the content itself (e.g., as part of a file header, or
embedded as additional watermark packets, and the like), or through a separate
communication channel (e.g., residing at a database that is accessed by the detector). The
correlation coefficient calculations in the above example must also be adjusted to account for,

and correct, small signal insertions/deletions that may ‘de-synchronize’ the detected and
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embedded stego key patterns. The duration of the host signal for calculating the correlation
coefficient is another important consideration. One approach would be to carry out the
calculation based on the entire length of the content, another may be to calculate the

correlation coefficient for short segments and then average them together; yet another

approach may be to calculate the coefficient for 10 short segments and ensure that no more

than 3 segments fail the continuity test (i.e., fail to reach the threshold), and so on. The point
of this example is not to enumerate all possible statistical measures or methods for their .
calculation, rather it is to illustrate how the system designer may utilize system requirements
to design such statistical parameters in accordance to the general methods of the present

invention. Furthermore, while the above example has been described as calculating a

correlation coefficient between the entire embedding and detection stego keys, it is

understood that similar calculations may be carried using only a portion of the stego keys. For
example, it may suffice to confine the analysis to the detected spread spectrum watermarks in
one frequency band. In its simplest form, such analysis may comprise counting only the
number of detections (regardless of the embedding algorithm, frequency band or other stego

key specifics) within a specified content duration.

It is also easy to see how the above example may be ‘inverted’ to describe the birthday party
scenario. In that case, the content owner may not want to allow more than 30 percent of
his/her content to be recorded by a camcorder (it may be more meaningful to illustrate this
example in terms of a desired duration rather than a desired percentage, €.g., a content owner
would like to limit unauthorized viewing/recording of his content to less than 30 minutes).
Similar to the previous example, once the content owners and/or system designers have
decided on the appropriate distribution and spacing of the allowed 30-minute usage, the above
stego key pattern recognition techniques may be appropriately adjusted to deliver the solution.
For example, such a decision may dictate that no more than three consecutive 10-minute
segments of the content may be present in a camcorder recording. Alternatively, the decision

may bar the presence of any three 10-minute segments (whether or not contiguous) in the
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camcorder recording, and so on. The stego key recognition methods, as described above, may

be readily utilized to make any and all of the above measurements possible.

The simple example illustrated using Table 1 also implies that the extractor has an exact
knowlcdge of thie embedding stego key, and is thus capable of recognizing discontinuities of
the host signal by recognizing the discontinuities in the detection stego key. This assumption
is contrary to the security enhancement protocols, disclosed earlier in commonly owned, co-
pending U.S. patent application no. 11/115,990, that advises against such knowledge. This
apparent contradiction.can be remedied if only a small portion of the embedding stego key is
used for continuity detection. For example, only one frequency band may be utilized for
continuity determinations. Using this approach, the watermark embedding opportunities in
this ‘reserved’ frequency band may always be embedded (and detected) with the same set of
parameters that are known to both the embedder and the detector. This ‘reserved’ portion of
the stego key may be as narrow or as broad as the system security, robustness or transparency
requirements allow. For example; in applications where transparency of watermarks is not
critical, the number of embedding opportunities may be increased to accommodate the

‘reserved’ stego key portion.

Watermark Channel Code Modifications

In accordance with another example embodiment of the present invention, signal continuity
information may be carried as part of the watermark ‘channel’ code without reducing the
existing watermark payload capacity. Watermark payload bits typically undergo several levels
of transformation to generate a string of bits that is suitable for embedding into the host

signal. These techniques are well-known in the art of signal processing and digital
communications. Such transformations typically comprise encryption, scrambling, error
coding (e.g., CRC generation, Reed-Solomon encoding), interleaviné, bit modulation coding
(e.g., run-length-limited coding), and other possible transformations to generate the so-called
channel bits. Channel bits often comprise synchronization headers, as well, that mark channél

packet boundaries; synchronization headers facilitate the recognition and recovery of channel
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packets in presence of noise, jitter and other distortions. The following provides two specific
techniques on how to incorporate additional continuity information into channel bit$ of an

existing watermarking system.

A) Channel bit modification

The simplest form of packet recovery for copy control watermarks, as disclosed in commonly
owned copending U.S. patent apphcanon no. 11/115,990, is to compare the detected pattern
of channel packet bits to one or more known patterns that are potentially embedded in the host
content. The known pattern that produces the least number of errors (i.e., least number of
mismatches with the detected packet bits), given that the number of errors does not exceed an
error threshold, is usually chosen as the most likely pattern to have been embedded. In most
applications, identical watermark packets, with identical channel bit patterns, are embedded
redundantly in the host content in order to improve the reliability of watermark recovery: One
method for providing host signal continuity information is to insert an intentional pattern of
bit errors into identically embedded channel packets as a means for uniquely identifying each
channel packet. This concept may be further illustrated by referring to Figure 5. Section (A)
shows an example series of watermark channel packets 501 that -have been normally and
continuously embedded in é host content (i.e., the same watermark packet is repeatedly
embedded in the content). Each channel packet comprises 105 channel bits, including 5
synchronization bits 502, and 100 packet bits 503 .(rei:all that packet bits are produced by
applying several levels of error correction coding, scrambling, encryption, modulation coding
and other possible coding techniques to the user payload). Upon the reception of the
embedded content through a noisy channel, an appropriately designed watermark decoder
applies error correction techniques to correct any erroneous bits (if within the correction

capability of the deployed error-correcting-code) arid recovers the embedded watermark

~ payload bits. Section (B) corresponds to the same watermark channel packets that have been

modified in accordance with the present invention to carry additional continuity information
without interfering with the main payload of the watermark packets. The first embedded

channel packet of section (B) is the ‘nominal® packet 501, identical to the packets 501 shown
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in section (A). The second pécket 504 is different from the nominal packet in one bit location
505 (e.g., location 1, designated with an X), the third packet 506 is different from the
nominal packet in a different bit location 507 (e.g., location 2, designated with a Y), and so
on. In this example, it is possible to produce 100 different single-bit error péttems and use
each pattern to designate an embedding location relative to the nominal packet. In the
detection process (and for now assuming that no other bit errors are int;oduced by the.
transmission channel), each recovered channel packet may be compared to the nominal packet
to recover the location of the mismatched bit, revealing the location of the recovered .
watermark packet within the sequence of embedded watermarks. As a result, this technique
enables the incorporation of a side channel information (e.g., the packet serial numbers
described earlier) but without using the “user” payload of the watermark packet. As such, the
technique illustrated in Figure 5(B) allows the recovery of the original watermark payload bits
(i.e., the nominal packets) with little or no robustness penalty throughout the content while
delivering packet numbers as sub channel information. This is possible since most error

correcting codes that are utilized in watermarking systems can tolerate, and correct, the

. introduced single-bit error in the channel packet bits (i.e., this is equivalent to reducing an

Error-Correcting-Code’s correction capability by 1 bit, which is typically a small fraction of
the overall error correcting capability). At the same time, a sub-channel processor may be

developed to independently analyze the recovered packets’ mismatch patterns to report the

recovered packets’ sequencing information.

While the example embodiment of the present invention as shown in Figure 5 is useful for
illustrating the underlﬁng concepts, addifional modifications may be necessary for proper
adaptation of this technique to noisy communication channels. For example, in the presence
of additional bit errors (both due to the embedding and the transmission processes), it may not
be possible to uniquely identify some or all of the single-bit error patterns. This problem can
be solved in two Ways. First solution is to allocaie more than one channel bit for auxiliary '
infonﬂation signaling. The main drawback associated with this method is the reduction in

detection robustness of the main watermark payload. Alternatively, or additionally, more than
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one channel packet may be used to carry the same auxiliary information (e.g., packet
nu£nbers). This is certainly feasible-if watermark packets are short, the targef content is
relétively long, and/or multiple layers of watermarks are simultaneously embedded in the host
content. For example, it may. be possible to embed 10 watermark packets in a 1-second span
of a host audio signal by using different frequency bands, autocorrelation delay values, PN
sequences, or other parameters of the stego key. In addition, in many applications such as
copy control, it is rarely required to detect signal discontinuities with a 1-second granularity.
Thus, a series of contiguous watermarks may be used to carry identical channel packet
patterns, thereby improving the reliability of recovered information from the sub channel.
This improvement in detection reliability comes at a price of reduced granularity in continuity
detection. Standard signal processing techniques, such as averaging and various forms of
filtering techniques, may be used to provide best estimates of the recovered sub channel data.
In addition, standard edge detection techniques may be used to éstimate transition boundaries
between watermark channel packets that carry different sub code information. The channel bit
modification technique, in combination with heartbeat and watermark duration measurement
considerations that were described earlier, enables signal continuity detection for various of

the above-described applications.

B) Packet bit scrambling

Packet scrambling in digital watermarking systems is sometimes implemented to randomly
distribute the *1° and 0’ bits within a watermark packet. Scrambling is typically implemented
by generating a scrambling sequence that “whitens” the ECC-encoded packets (e.g., by
XORing bits of the whitening sequence with the corresponding bits of the ECC packet). One -
method of incorporatiné continuity information in the embédded watermark packets is to - ‘
change the scrambling sequence from one segment of the host content to the next segment of
the content in a predefined manner (each segment, as described earlier, may comprise one or
more watermark packets). Note that this technique may be applied to watermark packet bits
regardless of whefher or not ECC encoding is part of channel packet formation. Figure 6

illustrates the basic principles behind packet bit scrambling as a mechanism for signal
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continuity detection in accordanée with an example embodiment of the present invention. The
original watermark packets 501 are identical to the ones illustrated in Figure 5, comprising 5
synchronization bits 502 and 100 packet bits 503. Bits of individual packets are then
scrambled using different sets of écrambling sequences (e.g., scrambling sequence 1 (602) is
used for scrambling packet 1; scrambling sequence 2 (604) is used for scrambling packet 2;
and scrambling sequence 3 (606) is used for scrambling packet 3, etc.). Asaresultof
scrarnbling, each embedded packet will have a different set of packet bits. Although Figure 6
illustrates a scrambling method using a simple XOR operator 601, it is understood that more
sophisticated scrambling methods known in the art may be used. Using this technique, each
watermark packet may be scrambled using a distinct scrambling sequence for the duration of
the host content. Alternatively, the scrambling sequences may repeat according to a
predefined sequence. For example, 256 distiﬁct scrambling sequences may be used for
scrambling 256 contiguous watermarks in a repeating manner, in essence implementing an 8-

bit counter without utilizing the main payload of the watermark packets.

On the detection side, the extractor must know the value and the order of different scrambling
sequences that are used to effect embedding of the watermark packets (e.g., via a stored look
up table or local capability to regenerate the de-scrambling sequences on the fly). In the
detection process, the recovered channel packet bits must first be de-scrambled and then ECC
decoded (if ECC is implemented) in order to recover the payload bits. In one preferred
embodiment of the present invention, the extractor may first try all de-scrambling sequences
until the first packet i.s properly ECC decoded. In the absence of signal modifications, the
remaining packets should be recoverable by applying the descrambling sequences in the
correct order. A watermark packet th;at is recovered by an out-of-order scrambling sequence
(eg.,a niissing scrambling sequence, a duplicate scrambling sequence, or other similar
anomalies described in connection with “stego-key reco gnition” techniques) may be used to
estimate the amount of cuts, insertions or segment reordering that has been applied to the host
signal. Generation of scrambling sequences is well-known in the art, with.most methods

utilizing linear feedback shift registers.
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Watermark Position Modulation

Additional information may also be incorporated into an existing watermark packet structure
using watermark position modulation. Tlﬁs technique uses the relative gaps between the
embedded watermarks to incorporate additional auxiliary information into the host signal.
This capability to carry additional payload can also be used to incorporate continuity
information such as serial numbers into the host éignal. Further details of watermark position

modulation aré disclosed in the commonly owned U.S. patent no. 7,024,018.

Sparse Watermarks

Another way of incorporating continuity information in a multimedia content is to embed
measuring marks with large, predefined gaps between them. These gaps may used for
embedding a different set of independent watermarks (i.e., to carry unrelated payloads such as
content identification information), or may be left unmarked to minimize the impact of
embedding on content perceptual qualiﬁy. The separation of these measuring marks should be
large in comparison with the maximum discontinuity in an attack scenario (e.g., for a typical
feature movie, gaps of duration one to ten minutes are sufficient). Once a suspect content is
received, it is examined for the presence of measuring marks. The deviation between the
separation of the recovered marks and the predefined embedding separation (within a certain

tolerance) can be used to assess the extent of signal discontinuity.

The biggest issue with this approach is the reliability of individual watermark detections.
Since the measuring marks are only embedded sparsely throughout the content, a missing
mark can significantly increase the uncertainty of discontinuity measurement. Several
techniques may be used to improve the reliability of detections. For example, more powerful
error correction codes may be used for embedding and recovery of individual watermarks in a
higher bit error rate environment. Error Correction Coding (ECC), and the associated
detection and recovery techniques, are well known in the art and will not be discussed further.

Also note that any improvement in error resiliency of watermark packets should also include
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improving the error performance of synchronization headers (if present). For example, the
header pattern may be increased in length, duplicated, ECC encoded, and the like. Another
technique for improving the reliability of detections is to embed a group of watermarks at
each sparse location. This may comprise embedding back-to-back watermarks, embedding in
multiple frequency bands, using multiple emﬁedding algorithms, or other methods that .
increase the density of embedded watermarks at a given measuring mark location. For
example, in an audio watermarking system with watermark duration of 3 seconds and
measuring mark separation of 10 minutes, a group of 10 watermarks may be embedded for 30
seconds, with 9.5-minute gaps between each group of embedded watermarks. Detection of at
least one watermark per group is sufficient to enable discontinuity measurement. Clearly, the
probability of detecting at least one watermark among ten is much higher than probability of
detecting a single watermark. In addition, further improvements may be possil;le by
combining information from multiple watermarks using soft decision decoding, time
diversity, weight accumulation algorithxh, or other techniques that are described in the co-

pending, commonly owned U.S. patent application no. 11/410,961.

Another consideration associated with embedding a group of watermarks is the identification
of group boundaries in a received content. As described earlier in the context of watermark
heartbeat detection and packet numbering, packet prediction techniques can improve the
detection of precise group boundaries. However, if the detected cluster length is still shorter
than expected, this shortcoming may be accounted for by adjusting the time tolerance
parameter T in equations (2) and (3). For example, if M watermarks are embedded but K are -
detected, where K <M, then parameter T may be increased by (M — K)*L to reflect this
limitation in the detection process. Such an adjustment must be done on both sides ofa

discontinuity measurement.
Sparse embedding may also be combined with the watermark counters described earlier. This -

combination allows the embedding of sparse watermarks with long periodicity using a counter

size smaller than what would have been required for continuous embedding. Note that the
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detection of small payloads, such as watermark counters, is simpler and more reliable than
extractxon of larger payloads, such as an embedded movie title. For example, watermark
counters may be found by simple matching of an extracted pattern to a predefined template
On the other hand, extraction of an embedded movie title may require error correction
algorithms such as BCH or turbo codes. This difference in detection complexity may, »
however, be exploited to improve the overall system performance. For example, in the
presence of both types of watermarks, the detector may initially search for counter
watefmarks only, and once it detects them, it may then attempt extracting the more complex
payloads. This way, the counter-carrying watermarks may be used as synchronization headers
for the more complex payloads, thus improving the detection reliability and reducing false

positive rates.

Relative Embedding Locations

In order to improve the reliability and robustness of a watermarking system, it is often the
case that watermark packets are redundantly embedded throughout a content. Such
redundancy is usually effected by embedding in multiple frequency bands, in multiple
temporal or spatial locations of the content and/or employing multiple embedding
technologies (e.g., spread spectrum, autocorrelation modulation, etc.). The following
description illustrates how relative locations of such redundantly embedded watermarks can -
be used to assess the continuity of a received signal. In order to facilitate the understanding of
the foregoing description, a one-dimensional embedding example is used to develop the basic
concepts, as shown in Figure 7. Figure 7 illustrates (A) a series of watermarks, with duration
T, that are embedded in one frequency band, fi, of an audio signal, and (B) another set of
embedded watermarks, with duration T, in a different frequency band, f3, of the audio signal.
Since watermark durations T, and T, are different, the two set of embedded watermarks lose
their time alignment after the very first watermark packet. Depending on the specific values of
T and T2, however, they may regain their alignment at some specific time in the future. For
example, if T, and T, are 8 and 10 seconds, respectively, this realignment occurs every 40

seconds. But if Ty and T are 9.8 and 10.2 seconds, respectively, the perfect alignment occurs
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every 499.8 seconds (note that a close-to-perfect realignment also occurs at every other 249.9
seconds). It should be noted that while this example only uses two series of watermarks for
illustration purposes, many practical systefns may have more thén two series of watermarks
that are embedded in the same or different frequency bands, using different algorithms and

stego keys.

It is also easy to see that at any instant in time the relative locations of any two watermark
packets can be predicted and characterized. This is illustrated by defining a ‘relative phase’
between the two sets of watermark packets as follows:

O=Q/T, &)

Where Q, as shown in Figure 7, is defined as the time difference between watermark points in
the two series. Figure 8(A) through 8(E) illustrate how the relative phase varies as a function
of time in a continuously embedded host signal. In Figure 8(A) this variation is plotted for T
and T, of 8 and 10 seconds, respectively. Figure 8(B) illustrates relative phase variations for
T: and T, values of 9.8 and 10.2 seconds, respectively. In the presence of a signal
discontinuity, however, the relative phase of detected watermarks departs from the expected
behavior of Figures 8(A) and 8(B), but in fact, this departure can be used to determine the
extent of signal deletion or insertion. Figure 8(C), for example, illustrates the relative phase
values in the presence of a 100-second cut in the host signal of Figure 8(B) (i.c., host signal
segment, starting at 100 seconds and ending at 200 seconds, is removed). Figure 8(D) shows
a similar plot but in the presence of a 100-second signal insertion (i.e., an un-embedded signal
is inserted at time = 100 seconds). As evident from the plots in Figures 8(C) and 8(D), in
order to determine the presence and the extent of a discontinuity, it suffices to examine the
relative phase values at discontinuity boundaries. One example procedure for making such
determination involves calculating the relative phase of successively detected watermarks,
and- determining if they fit the profile of expected relative phase values. In case of a
divergence, the extent of discontinuity can be determined using the plots similar to those of

Figures 8(A) through 8(E), or their mathematical equivalents. For example, comparing
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Figures 8(B) and 8(C), it is evident that all points up to point 1 are in agreement. But once a
departure from the expected value is detected at point 2 of Figure (C), the corresponding point
2 in Figure 8(3) can be readily located and used to estimate the amount of signal deletion. It
should Be noted that the expected relative phase behavior can be communicated to the
detector in different ways. Since the expected phase relationship can be completely
reproduced once T, and T values are known, these parameters can be ‘hard-coded’ into the
detector if watermarks of fixed duration are utilized in the watermarking system.
Alternatively, or additionally, T} and T values ﬁay be comrhunicated as part of the
watermark payload, or through another communication channel in order to enable system

upgrades and modifications to the watermarking stego key.

One limitation associated with the above signal continuity assessment method is that cuts or

insertions that are greater than the period of relative phase cannot be uniquely identified. For
example, examination of Figure 8(C) reveals that the cut can have any one of durations (100 +
n* 250), wheren=0, 1, 2, 3, ..., and 250 is the period of relative phase associated with
Figure 8(B). Similarly, using the watermark packet structure associated with Figure 8(A), any
cut or insertion that is estimated to have duration ‘d’ may in fact have any one of durations (d
+ n*40), where 40 is the period of relative phase associated with Figure 8(A),andn=0, 1, 2,
3, ..... One solution is to select the packet durations in such Way that the ‘folding’ of relative
phase is avoided for all practical durations of the host content. For example, the packet
structure with relative phase relationship of Figure 8(B) is perfectly suitable for music files
that are typically 3 minutes long since the relative phase value is guaranteed not to repeat for
such short durations. At the same time, this packet structure may also be suitable for

embedding movie soundtracks since cuts or insertions that are longer than 250 seconds are

likely to significantly diminish the value of the content to the point that their unique

identification may be of no importance to the content owner. Another solution for uniquely
identifying the duration of a cut or insertion is to utilize the relative phase information from
more than 2 series of watermarks. For example, the information contained in Figures 8(A) and

8(B) may be analyzed together to make this possible. In particular, while all cuts or insertions

41



10

15

20

25

WO 2008/013894 PCT/US2007/016812

of duration (d + n*250) produce the same reléﬁve phase discontinuity in watermarks of Figure
8(B), each such cut or insertion produces a unique relative phase discontinuity in watermarks
of Figure 8(A). The combined analysis of multiple relative phase relationships also improves
the granularity and/or certainty of discontinuity measurement. For example, the relative phase’ -
relationship of Figure 8(B) may be used for ascertaining the extent and location of a . '
discontinuity at a courser level while the phase relationship of Figure 8(A) may be used to

further pinpoint the extent of such discontinuity with a finer granularity.

As previously described in connection with watermark heartbeats, the watermark detection
process is also inherently prone to certain time measurement uncertainty; in addition, the
detection system may have to tolerate certain levels of additional time-scaling in the host .
signal in order to accommodate possible legitimate signal processing operations. These
factors may also place limitations on the accuracy of relative phase determination and the
predicted time alignment of watermark packets. Fortunately, any time-scaling operation is
very likely to affect contemporaneous watermark packets in a similar fashion, and thus it may .
be systematically taken into account when relative phase calculations are conducted. For
example, Figure 8(E) illustrates the movement of relative phase points in the presence of
+10% linear time-scaling for the system that was originally shown in Figure 8(B). Thus any
such time-scaling uncertainty can be translated into error tolerances around the ‘nominal’
values of the relative phase. Alternatively, if the amount of time-scaling is known (e.g.,
through examining the length of recovered watermark packets, their spacing, or other
methods), the relative phase calculations may be adjusted to reflect the exact amount of time-

scaling.

As illustrated in Figures 8(A) through 8(E) and équation (5), the calculation of each relative
phase value requires the presence of two watermarks (i.e., one from each series). In a-
preferred; and more reliable, method of calculation that is shown in Figures 7, the two 4
watermark packets have overlapping portions in time. However, due to inherent limitations of

the embedding process as well as the presence of noise or other impairments in the received’
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host content, not all watermark packets may be recovered. In such cases, relative phase
calculations may still be carried out by projecting the locations of watermarks forward or
backward in time, and then calculating ﬁe relative phase value in accordance with equation
(5). This technique is illustrated in Figure 9, which is similar to Figure 7 'except that missing
watermark packets are represented by dashed lines. Obviously, the projection cannot be
extended too far due to the potential presence of cuts and/or gaps in host signal. One method
for improving the reliability of such projéctions is to use additional watermark packets to
confirm the accuracy of the projection. Another improvement may involve a two stép process.
As a first step, the presence or absence of possible cuts or insertions in the host signal is
verified using other techniques, such as watermark heartbeat d‘etec;tion. Then, as a second
step, only the watermarks that conform to the correct heartbeat (or other continuity measure)
are used for forward/backward projection. Using this two-step approach, the projection of

watermarks across any discontinuity is avoided.

The above two-step watermark projection method illustrates one example of how multiple
continuity detection techniques can be combined to improve the overall continuity
assessment. Another improvement involves combining the relative location calculations with
the insertion of packet serial numbers (or counters) into the watermark payload. This
combination overcomes the limitation of not'being able to uniquely identify host signal cuts
or insertions due to periodicity of relative phase calculations. At the same time, it requires
only a small counter size, which results in payload capacity savings. For example, let’s
assume that a 4-bit counter is used as part of the payloéd of watermarks with relative phase
behavior of Figure 8§(B). Although this counter can count up to 16 numbers, let’s assume that
it is used to count up to only 14 in ‘series 1° watermarks (i.e., with T} = 9.8 seconds), and up
to 16 in ‘series 2° watermarks (i.e., with T> = 10.2 seconds). Let’s further assume that a 100-
second cut, such as one i]lustrated in Figure 8(C) has been identified using the relative phase
calculations previously described. The question is whether this cut represent a 100-second or,
Say,_350-second discontinuity. Recall that such a cut can have a length equal to (100 +

n*250), forn =0, 1, 2, .... This determination can be done using packet numbers associated.
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with watermarks at both sides of the discontinuity. Table 2 provides counter values at the .
startfng point of discontinuity (i.e., at time = 100 seconds), and at poterntial ending points of
discontinuity, namely at (100 + n*250) seconds, for n =0, 1, 2. The notation (X, Y) is used to
represent counter values X and Y, cdrresponding to ‘series 1° and “series 2’ watermarks,
respectively. It is evident from Table 2 that once packet numbers/counters are recovered from
a received host signal, they can be compared againsf the potential boundary points of Table 2

to uniquely determine the size of discontinuity. '

Table 2 — Example Watermark Counter Values at Potential Discc;ntingity Boundaries

Count @ lOOs~ After 100s | After 350 | After 600s
(Start of Continuity)’ | (n=0) n=1) (n=2)
(10,10) 6.4) (7,2) (6,12)

Note that in accordance with the above method, the discontinuity can be generally identified
by using counter values from one or more watermark series. Ekaxnination of Table 2, for
example, reveals that ‘series 2’ counter values alone were sufficient to uniquely identify the
discontinuity. Sifnilarly, counter values from more than two watermark series can be

examined to improve the reliability of identification.

While the use of relative embedding locations has thus far been described using a one-
dimensional example, these techniques can be readily adapted by a person skilled in the art to
accommodate multi-dimensional watermarks. For example, in a 2-dimensional image
watermarking system, time domain in the preceding analysis may be repléced by a two-
dimensional spatial domain. In addition, the phase relationship formulation, such as the 61_1e

represented by equation (5), may be expanded to govern the relationship among three or more

series of watermarks.
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Staggered Embedding Schemes

The use of staggered serial numbers (or counters) in different watermark series was briefly
introduced above as a tool for improving the determination of relative phasé values. This
technique may also be used in other ways to improve discontinuity measurements in practical
watermarking systems. In applications where the embedded host signal is prone to noise
contamination, it is often required to redundantly and contiguously embed identical
watermark packets to improve the reliability of their detection. On the other hand, when serial
numbers (or counters) are incorporated into the payload of watermarks, adjacent packets will
no longer have identical bit patterns. A compromise approach may involve embedding a
series of identical watermarks (i.e., with the same packet number) for a certain duration or
spatial extent (i.e., the ‘repetition segment’) before embedding the next series of watermark
packets with a different packet number, and so on. With this approach, the improvement in
detection reliability comes at the expense of loss of granularity of discontinuity measurement.
This loss, however, may be partially mitigated by using staggered packet numbers in systems
that implement multiple watermark series (or layers). In such a system, it is often the case that
watermark packets belonging to different layers are embedded using different algorithms with
different watermark durations or spatial extents, and in different frequency bands. As a result,
watermarks that correspond to different layers may require different repe‘.cition segments (both
in terms of the number watermark packets, and the host signal real estate) in order to produce

the same level of detection reliability.

Figure 10 illustrates an example scenario where several staggered packet numbering schemes
are used to increase the granularity of signal continuity detection. In Figure 10, watermark
layer 1 (A) represents the back-to-back embedding of watermarks of duration T} and
repetition segment R;. Each embedded watermark payload corﬁpﬁses a packet number field
(e.g., an N-bit counter) that increments from one repetition segment to the next. Using the
watermark packet structure of watermark layer 1 (A), it is thus possible to uniquely identify
segments of the host content over a span of (R;* 2™) with R, granularity. In Figure 10,

watermark layer 2 (B) illustrates the back-to-back embedding of watermarks of duration T>
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and repetition segment R,. Using the watermark structure of watermark layer 2 (B), segments
of the host content over a span of (Ry* 2V), with R, granularity, can be identified. When both
watermark layers are embedded in the host content and are analyzed together, it becomes
possible to identify host content segments with the higher granularity of watermark layer 2
(8), namely R, over the longer span of the. host content (Ry* 27 of watermark layer 1 (A).
Note that the values of T} and T do not affect the above granularity determination as long as
the ratio of R} to R; is maintained. As previously mentioned, watermarks in different layers
may have completely different erhbedding.characteﬁstics and robustness profiles. Thus it may
be possible to have different watermark durations and repetition segment durations to achieve
the desired detection reliability. Figure 10, watermark layer 3 (C) shows another variation of
the above technique in which the repetition segment is identical to that of Figure 10,
watermark layer 1 (A) but the start of embedding is offset by an initial value equal to R,.
Combining the staggered watermark pair of watermark layer 1 (A) and 3 (C), it becomes
possible to uniquely identify segments of the host content over a span of (R;* 2™ with R,
granularity. Obviously, the granularity and span of host signal identification may be further
improved by increasing the number of layers with multiple staggering offsets and repetition

segment ratios.

Broadcast Monitoring Applications

Signal continuity detection in a broadcast monitoring application can also benefit from the
presence of packet numbers. In such systems, the detected watermarks are analyzed to assess
the start time, duration and broadcast frequency (i.e., repetition) of the particular
programming segment, and these measurements are compared to the expected timing and .
frequency that has been stipulated in a programming schedule or contract. The ConfirMedia
Broadcast Monitoring System (BMS) is one such system. Detailed description of the
ConfirMedia BMS and related on-line derivatives may be found in commonly owned, co-
pending U.S. patent application nos. 10/681,953 and 11/501,668. In brief, the Confirmedia
BMS uses Event Airplay Receivers (EARs) at different geographical locations within the

United States to monitor several thousand radio and television station programs. Some or all
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of the broadcast programs that are received by the monitored stations have been previously
embedded with watermarks. During the embedding process, metadata files are usually
generated and stored at a ConfirMedia database that contains certain attributes of the
particular embeddings. For example, these metadata files (or embedder logs) may contain the
embedder ID, serial number, time of embedding, duration of embedding, title of the segment,
and other relevant information. The embedder logs may be used to establish a connection
between the detected watermarks and a particular program segment and its attributes. The
EARSs forward airplay detections to a Media Description and Airplay Transaction (MDAT)
subsystem for further data reduction. The airplay detections are known as “arrivals” and an
Arrival-to-Event Converter (AEC) runs periodically to convert these arrivals into Aggregated
Content Records (ACR), which contain a more meaningful representation of the aired
program. The aggregation is done by combining content descriptive metadata collected from
the embedder logs with attributes of the detection, applying business logic, and creating

events that can be reported to customers.

The ensuing description provides a detailed example of how the various information fields
recovered from the embedded watermarks, the associated information residing at a database
or other accessible storage media, and the spatial/temporal relationships between the -

recovered watermarks are combined in accordance with the appropriate business logic to track

. and report broadcast times and durations of various programs in the presence of channel noise

or intentional manipulations which may result in insertions, deletions and re-ordering of the

broadcast program.

In monitoring broadcast programs, with typical durations of a few minutes to a few hours, it
may be necessary to report whether a program segment has been truncated, or if portions of
the program have been interrupted, or played out of order. This functionality may be
implemented by tailoring the watermark packets to contain a seﬁal number. For example, a *
20-bit field may be allocated for embedding a serial number that increments every 5 minutes

throughout the duration of the program. These individual auto-incrementing payloads may
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then be detected by the EARs, converted into events, and reported as discrete régglar events
within MDAT. Each individual 5-minute segment may be described by its own Embedded
Content Records (ECRs) that contain metadata that supports business logic and enables the
creation of meaningful reports for the ConfirMedia customers. Figure 11 shows-an ECR in an
exemplary embodiment of the present invention. Section (A) represents the time axis
corresponding to the duration of content with 1-minute granularity. Section (B) shows a series
of exemplary ECRs associated with consecutive 5-minute sections of the embedded content.
Each exemplary ECR comprises several data fields, some of which are shown in Figure 1 1as
a Content ID (CID) field (that is incremented every 5 minutes), an Encoder Sequence (that is
also incremented every 5 minutes starting from the beginning of the program), the Starting
Encoder Sequence, and the Duration information. While it may be possible in some cases to
embed the entire ECR into a host content, in most practical systems, with limited watermark
payload capacity, only portions of an ECR is carried within the embedded watermarks. These
portions must, however, uniquely identify the corresponding ECR upon the recovery of
watermark payloads from a received content. In the example embodiment of Figure 11, the
CID field and/or Encoder Sequence may qualify for such embedding. Alternatively, an
entirely new representation of an ECR may be selected for embedding into the watermark
packets. For example, such representation may be a hash value calculated over all (or some)
portions of the ECR, or other mathematical representations that provide a one-to-one mapping
between the embedded watermarks and ECR data fields.

A segment is the unit of media tracked by the customer. It is the unit of media embedded in a
single input file to the embedder, which may be described by more than one ECR when the
segment duration exceeds the ECR duration (e.g., 5 minutes). An exemplary segment and the
associated Aggregated Content Record (ACR) is shown in section (C) of Figure 11. The ACR
may comprise an Aggregated-Content ID (ACID), the Starting and Ending Sequence values, a
list of CIDs associated with constituent ECRS, segment duration information, and additional
fields that are not shown in Figure 11. In order to facilitate the formation of an ACR, a

common key field may also be selected/or generated to identify and associate all constituent
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ECRs. For example, this field, which may or may not be part of the watermark payload, may
simply be the starting sequence value. Similar information may also be stored in the embedder
logs and made available to the MDAT.

A “program” from the viewpoiﬁt of a ConfirMedia consumer (e.g., a broadcaster, syndicator,
or media outlet) may in fact be comprised of several distinct segments. In some cases, the
consumer may be interested in tracking individual segments separately. For example, a
syndicator may provide breaks between segments of a program for local commercials or
station identification, and may be interested in tracking such segments separately. On the
other hand, ifa ConﬁrMédia consumer does not wish to track different subsections of the
program separately, then the program in its entirety may be embedded as a single segment and
tracked. So in some applications, content tracking and identification is performed at the level
of the program as a whole, and in others it is performed at the segment level. This creates a

two-level hierarchy of records, namely the Segment ACRs and a Program ACR that describes

-the list of Segment ACRs in the overall program. Figure 12 shows an example Program ACR.

Section (A) represents a time axis corresponding to the duration of content with S-minute
granularity. Section (B) shows several full and partial segment ACRs, and Section (C)
illustrates a Program ACR comprising a Program Aggregate Content ID (PACID), the list of
constituent ACR ACIDs, and a Common Attribute, which similar to the common key field
described in connection with Segment ACRs, represents a common attribute among all ACR’s
that are associated with the program. An example of such a common attribute may be the |
Program Title. Such ACR creation process may also take place usfng the embedder logs
available to the MDAT.

Regular Events: The raw detections produced by the EARs must be processed prior to their
availability for customer reporting. The major processes involved in creation of reporting
events comprise association of detections with ECRs, station ID assignment, aggregation of
small detected fragments into records that more accurately represent the media spot,

aggregation of detections that come from stations monitored by more than one channel or
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monitoring de\;ice, processing detections when the same spot is played back to back, and the
like. The AEC is responsible for evéht Creation, and is scheduled to run at regular intervals.
The process of regular event creation includes two choices of aggregation: gap or offset (or
both). Gap aggregation refers to the process of examining the incoming detections (i.e.,
arrivals), identifying the gaps (i.e., segments of the received content with no detected
waterrharks, but located between two segments with detected watermarks), and deciding
whether or not to classify the gaps as part of the originally broadcast content. Offset
aggregation differs from gap aggregation in that the arrivals may indicate a longer than
expected event duration, in which case, the decision has to be made as to whether the detected
offset is within the allowed tolerances of the detection system or it represents a back-to-back
broadcast of the same segment. In case of the latter, a reverse aggregation procedure must be

employed in order to split the arrivals into separate events.

Synthetic Events: Synthetic events are event records that are created by applying business
logic to one or more regular events. For regular program events, the AEC performs gap
aggregation (i.e., aggregating back-to-back events with gaps of up to a particular duration). It’
also performs redundant station aggregation (i.e., combining detections of the same broadcast
program that are obtained from more than one monitoring unit) and reverse aggregation (i.e.,
breakmg up longer than expected broadcast events that are the result of back-to-back airing of
the same commercial/program). Synthetic event creation is conducted after the creation of
regular events and may be accomplished by collecting sets of regular events, calculating
relative start time offset and truncated end time' (if any), and calculating the event density. The
density measure calculated for each synthetic event represents the proportion of gap-less

regular events within each synthetic event.

Synthetic Program Event Aggregation: Aggregation may be accomplished by spanning the
gaps within or between sequential regular events in order to generate synthetic events. The
synthetic event gap parameter may be configurable per media type, and may, for example, be

passed to the AEC by a configuration file. An example embodiment of fh_e present invention
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involving Synthetic Event Aggregation of simple gaps is illustrated in Figure 13. Sections (A)
and (B) show a series of ECRs and the corresponding segment ACR. Sections (C)and (D)
illustrate the generation of a synthetic event when perfect regular events are preseﬁt. In
section (C), the detected watermarks aré aggregated perfectly to form complete regulér
events. Each regular event may be idéntiﬁed using information such as an Event ID (EVID),
start time of the event, duration of the event, broadcast station call sign, and the recovered
CID value. In this perfect example, there is no need for applying any gap or-offset
compensation logic. The resulting synthetic event may be identified by, for example, a
Synthetic Event ID (SEVID), a start time, a start offset, duration information, list of
constituents Event IDs, broadcast station call sign, Aggregated Segment ID, and Density of

events, and other fields.

An example embodiment of ihe present invention involving Synthetic Event Aggregation of
simple gaps is illustrated in Figure 14. Sections (E) and (F) illustrate synthetic event
aggregation in the presence of a gap between regular events. In this specific example, the
event generation logic is configured to bridge the gaps that are less than 150 seconds long.
The specific value of this maximum gap parameter is a design choice that depends on
customer requirements, the reliability of the watermark detection system and other
considerations, Sections (G) and (H) similarly illustrate synthetic gap aggregatioﬁ in the
presence of gaps within regular events (i.e., two or more fragmented events corresponding to
the same ECR are detected). Note that the calculated density values associated with sections
(F) and (H) are 87% and 96%, respectively, which represent the presence of gaps-with

durations of approximately 145 seconds and 45 seconds.

To further illustrate the details of synthetic program aggregation, the aggregation process may
be started by collecting all regular events that occur on the same étation and share the same
ACR. This process includes adding regular events to the synthetic event as long as the order
of events and any existing .gaps “make sense”. The precise definition of what makes .sense

may determined based on customer requirements, the inherent capabilities of the
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watermarking and broadcast monitoring systems, the cost associated with such determination,
and other factors. In general, the aggregation of fegular events makes sense when they are not
too far off from their expected positions in time. The following step by step procedure
represents an example method for determining what “makes sense:”
1. Consider the set of all regular events that share the same station ID and ACR.
a. Order the set according to ascending detection time, and assign an order
index. .
b. For the purposes of this example, consider the regular events numbered 1,
2, ..., N as they would have occurred if all ECRs defined in the ACR were
present. ' '
c. Create a new synthetic event record and add the earliest regular event to it.
2. Define the following shorthand notation:

a. I=Number associated with the current event;

b. J=Number associated with the next event;

¢. E=I'send time;

d. S=17s start time;

e. R =The program ECR length (e.g., 300);

f. G = The synthetic event gap parameter (e.g., 150);

g. T =The time accuracy tolerance for programs (e.g., 30).

3. Keep adding regular events to the synthetic event as long as the next regular event
has an order index greater than the previous one, and as long as the following
holds true:

a. ABS(((J-I- 1)*R)-T) <= (S-E) <= ((J-I-1)*R) + ((J— D*G) +T; where
ABS represent the ‘absolute value’ of the quantity.

4. When the above formula no longer holds true, close the synthetic event and return
to Step 1. o .

Figure 15 illustrates the application of above described procedure to several synthetic event
example scenarios. Sections (A) and (B) show the sequence of ECRs and thé associated

segment ACR corresponding to the original broadcast program. Section (C) shows two

52



L5

WO 2008/013894 PCT/US2007/016812

regular events, separated by 630 seconds, that are produced after the detection of broadcast
program, subsequent recovery of watermarks, and generation Qf the regular events. Since this
separation is within the allowed separation calculated in accordance with step 3, a single
synthetic event, as illustrated in section (D), is produced. Section (E) is similar to section (C)
except for a different separation value of 631 seconds. Since this separation falls outside the
fange calculated in accordance with step 3, two separate synthetic events are produced and
reported as shown in section (F). Note that in step 3, an upper and a lower range of separation
values are calculated. Figure 15 illustrates the scenario where the upper range becomes

relevant (this is known as the “far check™).

Figure 16 illustrates a similar evaluation where the lower range becomes pertinent (this is
known as the “near check™). Section (A) and (B) are identical to their counterparts in Figure
15. In section (C), the regular events are separated by exactly 270 seconds, which is within the
lower bound calculated in step 3. As a result, a single synthetic event is generated in
accordance with section (D). When, as in section (E), the separation of regular events is

smaller than the lower bound calculated in accordance with step 3, two separate synthetic

~ events are generate and reported, as illustrated in section (F).

Synthetic Program Event Truncation: A truncated synthetic event is one that has a shorter
duration than its corresponding segment ACR. In the normal course of synthetic event
generation, the AEC computes the duratibn and the start time offset of the program segment
synthetic event, where the duration is reporteci as the sum of the durations of constituent
ECRs. However, when the duration of regular events are shorter than the ECR length by at
least the time accuracy tolerance for programs (e.g. 30 seconds), the synthetic event is
reported with a truncated duration. Figure 17 illustrates synthetic event truncation. Sections
(A) and (B) show the ECRs and éegment ACR of the broadcast content. In section (C), all
events other than the last event have durations that match the corresponding ECRs. Since this
difference is 50 seconds (which is larger than the example program time accuracy tolerance or

30 seconds), the synthetic event of section (D) is reported with a truncated duration of 17:55.
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The type of truncation illustrated by Séctions (C) and (D) is referred to a “simple &uncation.”
In most truncations, as the one shown in section (D), the st'e;rt time offset is-typically reported
as 0. One exception occurs when the first regular event is shorte.r than the corresponding ECR
duration by at least the time accuracy tolerance for programs {(e.g., 30 seconds). In such cases,
the start time offset is increaséd to reflect the difference between the duration of the regular
event and the corresponding ECR duration. This is illustrated By sections (E) and (F), where
the first regular event of section (E) is riot only shorter than its corresponding ECR duration
by 50 seconds, but it also reported as having a start time of 50 seconds. In this case, the
synthetic event of section (F) is reported with a truncated duration of 17:55, and an offset
starting point of 50 seconds.

Synthetic Program Event Completion: Late arrivals are those detections that arrive at the AEC
after a pertinent event has already been created. The AEC is designed to handle these arrivals
in a fashion that prevents the reporting of duplicate events to customers. Late arrivals can
occur due to outages on links from EARsS or for arrivals that span an AEC execution run. The
AEC reprocesses events that may be affected by late arrivals. As part of this reprocessing
step, it may also determine that it needs to report new events, or-discard the arrivals. In the
same way that the AEC may reconsider all events that may have relevant arrivals in its input
transaction pool, it must reconsider synthetic events when new regular.events are created.
This is illustrated in Figure 18. Sections (A) and (B) represent the customary ECRs and
Segment ACR of the broadcast content. Sections (C) and (D) illustrate the generation of a first
synthetic event after the generation of two regular events witﬁ EVID values of 203 and 203,

. respectively. The duration and density of this synthetic event, réported as 15 minutes and

67%, respectively, reflect the presence of gaps that are due to missing events. But once the
late-arriving events of section (E) are received pursuant to the second AEC run, a new
synthetic event with full duration of 18:45 and density of 100% is generated and reported as

shown in section (F).
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Hybrid Watermarking and Fingerprinting .

Fingerprinting refe'rs to the extraction of certain host signal characteristics that can be . -
subsequently used to uniquely identify that signal. Generation of fingerprints often involves
breaking the content into smaller segments and generating a unique fingerprint for each
segment. This way a series of fingerprints may be used to identify successive segment's ofa
content. As opposed to watermarking that requires the insertion of a foreign signal into the
host content, fingerprinting provides a non-interfering identification scheme that may be
preferred for two reasons. First, it eliminates any possibility of content degradation due to the
insertion of an additional signal, and second, it can identify ‘legacy’ content that has been
already distributed without watermarks. On the other hand, fingerprinting techniques are often
plagued by having a larger false positive rate, and requiring sophisticated and computationally
expensive searching and sorting capabilities. In addition, fingerprints are not capable of

carrying a payload, which limits their usefulness in certain applications.

Some of the above limitations may be overcome by combining fingerprinting and
watermarking techniques for identification of a host content. One such technique is disclosed
in the commonly owned, co-pending U.S. patent application no. 10/600,081. A hybrid
watermarking-fingerprinting approach may. also facilitate continuity assessment of a host
signal that contains embedded watermarks. An example procedure is illustrated inthe
flowchart of Figure 19, and may involve: .

Step 1: Embedding the host content with appropriate wétermarks that contain a
Content Identification (CID) field. The CID may, for example, be a 50-bit serial number that
uniquely identifies that content.

Step 2: Generating a fingerprint in accordance with an appropriate algorithm.

Step 3: Storing the fingerprint and watermark metadata information in such'a way that
stored information can bé easily retrieved by specifying the appropriate CID. This can be
done, for example, by using the CID as an index to a database. The stored meta-data may
comprise additional information that may assist in proper identiﬁcatién, assessment and

management of the content. An example of associated metadata information is discussed
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above in connection with broadcast monitoring (e.g., in Figures 11-18). Other types of .
metadata may inclﬁde measures of embedding success in the original content (e.g., a
‘detectability metric’ as disclosed in the commonly owned, co-pending U.S. patent
application no. 10/681,953), embedding stego key parameters such as precise embedding
locations, embedding strengths and the like, embedder identification information, usage and
licensing policies associated with the content including date of expiration and/or usage of the
content, and the like.

Step 4: Storing, broadcasting, or otherwise disseminating the embedded content.

Step 5: Receiving the content after transmission through a variety of possible
channels, where the original signal may have undergone various intentional or unintentional
signal processing steps and/or channel distortions. ,

Step 6: Performing watermark detection to identify the CID payloads of the
watermark.

Step 7: Retrieving stored fingerprint and other metadata information from the database
in accordance with the recovered CID in step 6.

Step 8: Generating the fingerprint for the received signal.

Step 9: Comparing the calculated fingerprint to the retrieved fingerprint, on a ségment-

by-segment basis to assess continuity of the received signal.

One of the advantages of the above hybrid approach is that it eliminates the need for a
sophistii‘:ated and expensive fingerprint database search algorithm while maintaining low false

positive rates associated with the embedded watermarks.

Internet Monitoring and Filtering

As the Internet is fast becoming one of the more dominant channels for transmission and
dissemination of multimedia content, it is becoming increasingly important to provide tools
for identifying, rrionit,oring, and managing Internet Content (the term “Internet Content” refers
to any signal that is capable of being transmitted and received over the Internet, and, for

example, it may comprise audio, video, still images, text, or other forms of signals). To this
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end, broadcast monitoring techniques may be adapted to provide si..lch services for Internet °
content. A detailed description of such techniques may be found in commonly owned co-
pending U.S. patent application nos. 10/681,953 and 11/501,668. Such techniques may
incorporate continuity assessment methods of the preceding section to identify and
characterize the gaps, insertions or segment re-orderings that may exist in an Internet content.
In addition to monitoring applications, content management systems may also trigger certain
reactions upon the recovery of embedded watermarks. Some of these reactions, as disclosed in
the commonly owned, co-pending U.S. patent application no. 11/410,961, comprise blocking
the playback/recording of the content, displaying a warning notice, muting or blanking of the
content, and the like (for the purposes of this section, these reactions will be collectively

referred to as ‘Internet Filtering’).

In order to provide effective and flexible methods for effecting Internet Filtering, the content

management system must be able to recognize and react to the presence and type of

~embedded watermarks. These reactions may differ depending on the extent, type, quality,

density, separation, expiration date, and other attributes and characteristics associated with the
embedded watermarks. For example, there may be a zero-tolerance polfcy regarding Internet
dissemination of a theatrical movie that is captured by a camcorder. In this case, the detection
of a single watermark with a Theatrical-type payload may result in complete stoppage of
playback or recording. On the other hand,‘ there may be legitimate fair use caées ofa
copyrighted content that should result in no Internet Filtering. For example, a content owner
may have expressly permitted free use of his content as long as the usage does not exceed a
certain length, or only if it occurs after a certain date, etc. In other cases, .it may make sense to
allow a grace period for free usage of content, evaluated based én density, separation or the
order of detected watermarks (e.g., in birthday party scenarios). In yet, another exam;ﬁle, an
attacker may have intentionally tried to manipulate the content, by cutting, inserting and re-
ordering various segments in order to circumvent any restrictive reactions. In all such cases,
the disclosed continuity assessment techniques may be employed for implementing a ‘smart’

Internet filter that operates in accordance with the detected watermarks, the associated metrics
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(such as quality, extent, density, separation, etc.), and the proper enforcement policy as set

forth by the content owner, by the rule of law, or by common sense.

To further illustrate this concept, assume, for example, that per a conterit owner’s usage terms,
liéense-free usage of his content is allowed for segments not exceeding 2% of the total
content. In order to enable this type of content assessment cap:ctbility, the content may be
embedded with watermarks that carry, as their payload, a unique content identifier (CID), a
counter of appropriate size, and the duration of the total content (e.g., 24 minutes). A smart
filter that is configured to evaluate an incoming multimedia content for the above license-free
usage terms may use the examplé procedure shown in the flowchart of Figure 20, including:

Step 1: Examining the content for the presence of watermarks;

Step 2: Determining the usage policy associated with the detected watermarks. This,
for example, may be done by extracting the CID portion of watermark payload and retrieving
the associated usage policy. Note that some usage policies may be readily ascertained just
from the detection of watermark type (e.g., detection of a Theatrical-type watermark may
result in immediate filtering). In other cases, the usage terms may be locally available to the
smart filter (e.g., as part of filter configuration parameters). In yet othelr cases, the usage
policy may be retrieved from a connected database of information. '

Step 3: Conducting signal continuity assessment to determine whether or not the
extent of watermarked content conforms to the terms of the usage policy. This can be done
using any one of a myriad of signal continuity assessment techniques described in the
preceding sections, complemented by packet prediction and gap aggregation. These
techniques provide a reliable estimate of the extent of a copyrighted signal. Dividing this
estimate by the total length of the copyrighted content (which, in this example, is part of the
watermark payload) produces the percentage of content usage that can be comparéd against
the 2% limit specified by the usage policy.

Step 4: Enacting the appropriate filtering action if the terms of usage license afe not
met. Similar to thé determination of usage terms, the particular filtering actions may be

ascertained from the type of embedded watermarks, or from a local or remote storage
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repository. Examples of such actions include complete stoppage of playback, displaying a

warning notice, or re-directing the user to a different Internet location.

Other Applications

The preceding signal continuity assessment techniques may be applied to a great variety of
applications. Some of these applications have been described in various levels of details -
throughout the present application, and others will be apparent to those skilled in the artin
view of the present application. In general, signal continuity assessment can be used to detect
the presence of signal modifications, as well as detecting the presence and extent of
watermarked (and perhaps copy-righted) segments within a broader content. These segments
may comprise separate portions of the content, or may occur as fully or partially overlapping
segments. For example, such overlapping segments may be produced when the originally
embedded signal components are later combined to produce a new content signal (this process
is sometimes referred to as producing a ‘mash-up’).-Since the robust watermarks of the
present invention, as disclosed in the commonly owned co-pending U.S. patent application
nos. 11/116,137, 11/410,961, and 11/115,990, can still be uniquely identified after such
signal combinations (i.e., they are robust to over-writing attacks), the constituent watermarked
segments, which may overlap in time, frequency, space or other domains, can be uniquely
identified and analyzed. in accordance with any one of the preceding signal continuity
assessment techniques. The following example list provides a non-exhaustive list of
applications in which signal continuity assessment techniques may be applied:

o Integrity verification: A-content comprising audio, video, image, text or other
information (or any combination thereof) is examined to determine if it has undergone
any modifications. A typical usage scenario involves authentication of documents
presented at a court of law. Objective is to identify the presence of such an attack or
prove the content integrity, e.g. the absence of any discontinuity.

e Proof of performance in broadcast content: Advertisers pay for their commercials to
be broadcast in entirety. Any omission, cut or other damage of the commercials can be

a basis to require a refund or a rebroadcast.
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e Royalty tracking for production music: Production music is incorporated in newly
created audio or audiovisual content in a complex process that involves a substantial
tailoring of the original sound track. Royalty payment depends on how much of
original music actually is used in the new content. By extension, the same tracking
concept applies to other multi-media formats such as video scenes, animation libraries,
and the like.

e Spurious capture: This application has been described throughout the specification as
the ‘Birthday Party’ scenario. In the process of making a home video and/or audio
recording, documentary program, live broadcast, and the like, portions of a )
copyrighted content is intermittently captured by the recording device. The objective
is to discriminate such intermittently captured content from an intentional piracy
attempt. Since a pirated content is likely to comprise long durations of uninterrupted
copyrighted content, it can be characterized as having relatively few discontinuities
with short durations while an intermittent capture scenario is likely to involve more
frequent and longer interruptions. One factor in making such determination may be the
aggregate extent of detected watermarked content in comparison to the extent of
original watermarked content (e.g., the duration of original programming may be -
carried as part of watermark payload).

e Fair use classification: Some copyrighted content may be copied and used for the
purpose of critique, parody, creation of a substantially new work, etc., without an
author’s permission. The distinction between fair use and plagiarism (or piracy) is
complex and nuanced, and may not be resolved without subjective evaluation. But by
applying the preceding signal continuity techniques it may be possible to provide one
or more metrics to characterize the ‘continuity’ status of copyrighted segments. These
can be subsequently used to classify the content into different categories such as clear
cases of fair use, unauthorized use, and the in-between cases that require further’
subj ective evaluation. This application is particularly peﬁinent to Internet services,
where prompt filtering of clear piracy attempts may be desirable. Factors in effecting

such classifications may include the length and density of discontinuities, and the
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proportion of original copyrighted céntept that is present in the content under
investigation.

Electronic citation: In this application, the detection of watermarked segments may
automatically invoke a citation response, which, for example, reports information such
as identity, extent, continuity status, and copyright status of the Waterrnarked
segments. This is analogous to citing references at the end of a book chapter or
magazine article. The citation capability may be implemented with or ﬁthout
connectivity to an external source of additional information. For example, the
watermark payload may simply carry a ‘copyright’ flag, which may be used in
conjunction with signal continuity techniques to provide precise locations of
copyrighted material within a broader content. Additionally, or alternatively, the
watermark may carry the content title, a unique content identifier, or as much
information that can be practically carried in the payload, to provide a more detailed
citation. If outside _connectivity is available, additional databases of information can be
consulted to provide even more features, such as owner’s contact information, -
licensing authorizations, other works of the content owner, citations to similar content,
and the like. By using the automatic citation capability, original owners may be .
identified and acknowledged (which may or may not result in financial benefits to the
owner). This capability is expected to be useful in ‘content sampling’ and ‘mash-up’
applications where a multiplicity of different music or video segments are combined to
form a new content.

Audience measurement: Audience measurement devices that are equipped with
continuity detection apparatus may determine whether or 'not the consumer has viewed
the entire advertisement or program. The extent of continuous viewing may be used to
provide better metrics for television or radio fatings. In addition, in audience
interactive applications, the content owner may provide incentives, such as electronic
coupons, in accordance with the extent of continuous viewing of the broadcast

programs.
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Note that while the various embodiments of the present invention have been described under
different headings, the categorization of topics is merely done to facilitate the presentation of

the present invention. Therefore, it is entirely bossible for a disclosed technique to be

) categoiized under two or more headings. For example, while the watermark packet bit

scrambling has been presented as a type of Watermark channel code modiﬁcation, it would

also qualify as a type of “stego-key recognition” since the scrambling sequences are part of

the embedding and/or extraction stego keys.

It should now be appreciated that the present invention provides advantageous methods,

apparatus, and systems for signal continuity assessment using embedded watermarks.
Although the invention has been described in connection with various illustrated

embodiments, numerous modifications and adaptations may be made thereto without

departing from the spirit and scope of the invention as set forth in the claims.
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What is claimed is:

1. A method for assessing continuity of a content using embedded watermarks, comprising:
recovering the embedded watermarks from said content;
identifying one or more-attributes associated wﬁh said recovered
watermarks; .
assessing a continuity of said content in accordance with said one or more

attributes.
2. The method of claim 1, wherein said attributes comprise at least one of a type, payload,
number of occurrence, frequency of occurrence, separation, density, quality, duration,

extent, and scale of said recovered watermarks.

3. The method of claim 1, wherein said continuity assessment comprises determining a

presence of at least one of cuts, insertions, and re-ordering of segments in said content.

4. The method of claim 1, wherein said continuity assessment comprises determining an

amount of at least one of cuts, insertions and re-ordering of said content.

5. The method of claim 1, wherein said continuity assessment comprises détermining an

amount of inserted segments with no watermarks.

6. The method of claim 1, wherein said continuity assessment comprises determining an

amount of inserted segments that comprise embedded watermarks.

7. The method of claim 1, wherein said continuity assessment is conducted in a presence of

content scaling.
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The method of claim 1, further comprising determining a presence of spuriously captured

watermarked segments.

The method of claim 8, wherein said determining comprises comparing an extent of

recovered watermarked content to an extent of original watermarked content.

A method for assessing continuity of a content using embedded watermarks, comprising:
recovering the embedded watermarks from said content;
determining a heartbeat of the recovered watermarks; and

assessing a continuity of said content in accordance with said heartbeat.

The method of claim 10, wherein said continuity assessment comprises determining an

amount of at least one of cuts and insertions in said content.

The method of claim 10, wherein said recovered watermarks comprise packet numbers

and said assessing is conducted in accordance with said packet numbers.

The method of claim 12, wherein an amount of content re-ordering is determined in

accordance with said packet numbers.

The method of claim 12, wherein said packet numbers are embedded as payloads of

independently recoverable watermarks.

The method of claim 12, wherein said packet numbers are embedded as part of a larger

payload of the embedded watermarks.

The method of claim 10, further comprising determining a presence of spuriously captﬁred

watermarked segments.
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A method for assessing continuity of a content using embedded watermarks, comprising:
recovering the embedded watermarks from said content;
determining a density and separation of said recovered watermarks; and
assessing a continuity of said content in accordance with said density and -

separation.

The method of claim 17, wherein said continuity assessment comprises determining

whether said density and separation conform to one or more predefined distributions.

The method of claim 18, wherein said distributions are defined in accordance with content

usage policies.

The method of claim 17, wherein said continuity assessment comprises determining an

amount of cuts, insertions, and re-ordering of segments in said content.

The method of claim 17, further comprising determining a presence of spuriously captured-

watermarked segments.

A method for assessing continuity of a content using embedded watefmarks, comprising:
recovering the embedded watermarks from said content;
determining a stego key associated with said recovered waterinarks; and
assessing a continuity of said content in accordance with said recovered stego

key and an embedding stego key.

The method of claim 22, wherein only a portion of said embedding stego key is used for

said continuity assessment.

The method of claim 22, wherein said continuity assessment comprises determining an

amount of at least one of cuts, insertions, and re-ordering of segments in said content.
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The method of claim 22, further comprising determining a presence of spuriouély captured

“watermarked segments.

A method for assessing continuity of a content using embedded watezjrna;rks, comprising:
recovering the embedded watermarks from said content; '
"examining channel bits associated with said recovered watermarks to extract
signal continuity information; and
assessing a continuity of said content in accordance with the signal continuity

information.

The method of claim 26, wherein said continuity information comprises bredeﬁned error

patterns in said channel bits.

The method of claim 27, wherein said error patterns uniquely identify channel bits

associated with adjacernt watermark packets.

The method of claim 26, wherein said continuity information comprises predéﬁned

scrambling sequences used for scrambling said channel bits.

The method of claim 29, wherein said scrambling sequences uniquely identify channel

bits associated with adjacent watermark packets.

The method of claim 26, wherein said continuity assessment comprises determining an

amount of at least one of cuts, insertions, and re-ordering of segments in said content. '

The method of claim 26, further comprising determining a presence of spuriously captured

watermarked segments.

66



WO 2008/013894 PCT/US2007/016812

33. A method for assessing continuity of a content ﬁsing sparsely embedded watermarks,
comprising: ,
recovering the sparsely embedded watermarks from said content;
determining a separation between said recovered watermarks; and
assessing a continuity of said content in accordance with said separation and a

predefined separation.

34. The method of claim 33, wherein said sparsely embedded watermarks are redundantly

embedded in said content.

35. The method of claim 33, wherein said sparsely embedded watermarks comprise packet
numbers, and said continuity assessment is conducted in accordance with said packet

numbers.

36. The method of claim 33, wherein said continuity assessment comprises determining an

amount of at least one of cuts and insertions in said content.

37. The method of claim 33, turther comprising determining a presence of spuriously captured

watermarked segments.

38. A method for assessing continuity of a content using embedded watermarks,
comprising:
recovering the embedded watermarks from two or more independently
recoverable watermark series in said content; and
assessing a continuity of said content in accordance with relative locations of -

said recovered watermarks.

39. The method of claim 38, wherein said continuity assessment comprises determining an

amount of at least one of cuts, insertions and re-ordering of said content.
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40. The method of claim 38, further comprising determining a-presence of spuriously captured

watermarked segments.

41. The method of claim 38, wherein at least one series of embedded watermarks comprises
packet numbers and said continuity assessment is carried out in accordance with said

packet numbers.

42. The method of claim 38, wherein the relative locations of recovered watermarks in thiee -
or more independently embedded watermark series are used to increase a granularity of

said continuity assessment.

43. The method of claim 38, wherein'said continuity assessment is carried out by projecting
locations of missing watermarks based on locations of one or more of said recovered

watermarks.

' 44. A method for assessing continuity of a conteﬁt'using redundantly embedded watermarks
in two or more staggered layers, comprising:
recovering the embedded watermarks from two or more staggered layers in said
content; )
extracting packet numbers associated with said recovered watermarks; and
assessing a continuity of said content in accordance with said recovered

packet numbers.

45, The method of claim 44, wherein the staggering of said layers is effected by redundantly
embedding watermark packets in a first layer for a first repetition segment, and
redundantly embedding watermark packets in a second layer for a second repetition

segment.
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46. The method of claim 45, wherein an extent of said first repetition segment is twice an

extent of said second repetition segment.

47. The method of claim 45, wherein said first and second repetition segments have equaj

extents and said second layer is embedded at an offset relative to said first layer.

48. The method of claim 44, wherein said continuity assessment comprises determining an

amount of at least one of cuts, insertions and re-ordering of said content.

49. The method of claim 44, further comprising determining a presence of spuriously captured

watermarked segments.

50. A method for assessing continuity of a content using fingerprints and embedded
watermarks, comprising: ‘
receiving a content with embedded watermarks;
recovering one or more watermarks from said content;
calculating a fingerprint associated with said content;
retrieving a stored fingerprint in accordance with said recovered watermarks; and
assessing a continuity of said content in accordance with said calculated and retrieved

fingerprints.

51. The method of claim 50, wherein said embedded watermarks comprise a content

identification payload and said retrieving is conducted in accordance with said payload.

52. The method of claim 50, further comprising retrieving additional stored information and

assessing the continuity of said content in accordance with said additional information.
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The method of claim 52, wherein said additional information comprises at least one of
content duration, title, detectability mietric, watermark embedding strength, segmentation

information, usage policy, date of expiration, and date of authorization.

The method of claim 50, wherein said continuity assessment comprises determining an

amount of at least one of cuts, insertions and re-ordering of said content.

The rhethod of claim 50, further comprising determining a presence of spuriously captuféd

watermarked segments.

A method for assessing continuity of a transmitted content using embedded watermarks,
comprising:
: reéeivin_g a content;
recovering the embedded watermarks from said received content;
retrieving information stored at a database in accordance with the recovered
watermarks; and .
assessing a continuity of the received content in accordance with said

recovered watermarks and said retrieved information.

The method of claim 56, wherein said assessing comprises aggregating the recovered

watermarks to formt one or more events.

The method of claim 57, wherein said aggregating comprises detecting a presence of gaps

in the received content and producing one or more events in accordance with said gaps.

The method of claim 58, wherein separate events are produced when one or more of said

gaps exceed a predefined value.
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The method of claim 59, wherein said predefined value is calculated in accordance with a

mathematical. formulation.

The method of claim 58, wherein a single event is produced when one or more of said

gaps is less than or equal to a predefined value.

The method of claim 61, wherein said predefined value is calculated in accordance with a

mathematical formulation.

The method of claim 58, wherein a truncated event is produced when one or more of said

gaps is detected at an end of said events.

The method of claim 58, wherein an event with an offset start is produced when one or

more of said gaps is detected at a beginning of said events.

The method of claim 56, wherein said continuity assessment comprises determining an

amount of at least one of cuts, insertions and re-ordering of said content.

A method for determining an extent of watermarked segments within a content,
comprising:
'recovering the embedded watermarks from one or more segments of said content;
-assessing a continuity of said segments; and
determining an extent of said segments in accordance with said continuity

assessment and recovered watermarks.

The method of claim 66, wherein one or more of said watermarked segments is uniquely

identified in accordance with recovered payloads of said watermarks.
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68. The method of claim 67, wherein an electronic citation is producéd in-accordance with

‘'said identified segment.

69. The method of claim 66, wherein one or more of said watermarked segments is uniquely
identified in accordance with the recovered payloads of said watermarks and additional

information residing at a database.

70. The method of claim 69, wherein an electronic citation is produced in accordance with

said identified segments.

71. The method of claim 66, wherein watermark packet prediction is used to identify

boundaries of one or more of said watermarked segments.

72. The method of claim 66, wherein said watermark segments are overlapping in at least one

of time, frequency and space.

73. The method of claim 66, further comprising managing access to said content in

accordance with said extent of the watermarked segments.

74. The method of claim 66, further comprising managing access to said content in

accordance with gaps between said watermarked segments.

75. The method of claim 66, wherein said continuity assessment comprises determining

sequencing information associated with said watermarked segments.

76. The method of claim 75, further comprising managing access to said content in

accordance with said sequencing information.
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77. The method of claim 66, further comprising managing access to said content in

accordance with a recovered payload of said watermarked segments.

78. A method for managing an Internet content using embedded watermarks, comprising;:
recovering the embedded watermarks from said Internet content;
determining usage policies associated with the recovered watermarks;
conducting a continuity assessment to determine an extent of watermarked
segments within said Internet content; and
effecting content management in accordance with said usage policies and said
continuity assessment.
79. The method of claim 78, wherein said continuity assessment is conducted in accordance
with at least one of a type, payload, number of occ{lrrence, frequency of occurrence,

separation, density, quality, duration, extent, and scale of said recovered watermarks.

80. The method of claim 78, wherein said watermark segments are overlapping in at least one

of time, frequency and space.

81. The method of claim 78, wherein said usage policies are determined in accordance with a

payload of the recovered watermarks.

82. The method of claim 78, wherein said usage policies are retrieved from a source external

to said watermarks.
83. The method of claim 82, wherein said source comprises a remote database.

84. The method of claim 78, wherein said content management is effected if the extent of

watermarked segments exceeds a pre-defined value. .
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85. The method of claim 78, wherein said content management is effected if the extent of

watermarked segments exceeds a pre-defined percentage of an original content.

74



WO 2008/013894 PCT/US2007/016812

1/25

Packet Number: ‘ 1 . 2 ‘ 3 . 4 .

— | | |
(A) Embedded: | T 3 } 7
(B) Detected: [ ] b ..
unaltered ' 3L ! .
(C) Detected: [ |
altered . 7.5L '

A
X

FIG. 1



WO 2008/013894 PCT/US2007/016812

2/25

Discontinuity Detection Based on Simple Heartbeat

T S — e foen- - R T L T rEeey -
] [} . 1
: : : :
; ' 5 : :
0.8F-------nnn- R e e IIITE T e S B N P EE T [P .
- . v . . . ]
1] ] 1 1]
I : : : :
= : : i ' '
o T : : : ;
G 0.6|-c-vceemetocfeea gt A -
k] 0 ! ! : : .
™ ' ' :
a 1 v ]
S : : : ‘ ! :
E04p-ee 5 EETEES 25 T T R b =
= .
[ =
[o]
Q
0
B

0.2 meees 08 R G SO0 N V00 O | P A ]
O —- I :

FIG. 2



WO 2008/013894

(A) Embedded:

‘(B) Detected:
unaltered

(C) Detected:
time-compressed

(D) Detected:
time-expanded

(E) Detected:
re-ordered

(F) Detected:
time-compressed
& reordered

(G) Detected:
signal insertion

(H) Detected:
signal deletion

(I) Detected:
signal deletion

PCT/US2007/016812
3/25-

' L |
L I 2 | 3 4 |

1 J 4 I
- 3L .
| 0.83L !
- 2.5L =;
L7

T y
P 3.5L .

4 1 cee
- 3L > —l
:, 0.83L ;

4 N
1:—._—__1‘ - JE:J
[ ol
L

T y
! 3.5L o
L

— -
! . 2.5L -
]
] L !

1 __l 23

2.5L

A

FIG. 3



WO 2008/013894 PCT/US2007/016812

4/25

Discontinuity Flag with a 1-bit Counter (N=1')

] !
. , . . .
. ; ;
: : . ; .
................................................................... -
. : . ;
. , ; :
. . . .
. , . )
= N , , .
N , . .
(o] . , ; : i
) : ; : : .
o 0.8F--F4-H--F---eee- te e S L -
@ . ; ; ; .
3 : : : ;
ic : . : N .
. . . .
: . ) ; , .
= & : : ; ,
= 0 . ' N
S | ) : '
! ' .
E 0.6k --F---]--4 - e s —
— ) ) ) 1 )
b —4 ) . » )
= v . '
[« v 1 + v
o ‘ N . .
: ' . .
L4 » . . '
- ) . ) v 1
(=} ) . , .
............... B L L
A v [l v b v
[+ . ) . . .
N ' . '
; : , ;
= K :
= ; : N .
_° » v » .
. '
[} , ; ; :
ARV R L &t | B2 ¥ B | EETEEEE . et R -
L3 . .
[<} N . . :
S 3 ' . .
o : . . ;
) : .
. : :
] ' .
, : ;
: . .
. N ; N .
N N . , : h
1 L ] ] 1 ]

8 10 12 14 16 18 20
(tz"t1)"-

FIG. 4 (A)



WO 2008/013894 PCT/US2007/016812

5/25

Discontinuity Flag with a 2-bit Counter (N=2) .

Probability of Discontinuity Flag ON -

FIG. 4 (B)



WO 2008/013894 PCT/US2007/016812

6/25.

Discontinuity Flag with a 3-bit Counter (N=3)

o
o]

o
)]

Probability of Discontinuity Flag ON

:
.
0.4 -
. .
.
;
.
:
+ . . ‘e 1
0.2F------- [ P, P, e e e man A —
) ) * . 1
L1 S e LR R R A LR R R L LR L R -
) ) L) ) 1) ¥ 1} »
1 1 I i 1 ] 1. I )

(-1

FIG. 4 (C)



WO 2008/0
13894
PCT/US2007/016812

7/25

Discontinui
ity Flag with a 4-bit Counter (N
=4)

T
1 T
1 ‘
T
I [
! !
v
= . l l
V o .
00.8 .
— l
[T :
'
S '
z '
- 0-6 : . '
= . ' :
v . ‘
Q v : : :
() ‘ : | .
amn ; ‘ ' .
» . . |
U 0. . ' . . ' ' :
4_ ‘ . - -‘.- -
P . . ‘ : . ‘ .
PRV e . . | ‘
K [ : ' ‘
(o] ' [ ; . ' l
| : e e m e et , . .
. ; O - ;
: : __‘:--.......I_ :
| ‘ I N
| | » : ' L - -]
K} . -...-.-...._-: | .:.-......: : : -
(=) ' e mamae : ' | ‘ ‘ .
():2 ; ; y—m e e = . ‘ | ‘
: e ey : | .
ol . ' . : ‘ . l '
' ‘ : e ; ;
| ' ' : R : :
| ' \ I ..,..-.....:
| | I . : g fee e
O_._.. ! l ' . | '
[ . . . . .
: P : ‘ | ‘
‘ : P : : ' .
: : : e m e e e . . ‘
' : P . ‘
' ' . e mea- . ‘
' ‘ . cmm g .
I : : s ac 4.
' : ' : cem b
l : : PR
: 1l
! )
1
i

FIG. 4 (D)



PCT/US2007/016812

WO 2008/013894

Suppaquiy
paurpoiN ()
£0S I NOW mo/m/\
S| 19%oed m oz.wm L sug1ooeg
L 111 surppaquuy
[ewi3rQ (v)
: | ¢ I | Jaquiny 39%oed



PCT/US2007/016812

WO 2008/013894

. Z19
Av.\.—w/m‘w\\\\..IIllll)llllllll Nom \\\\//\\\\II lllllll IIIIIIIII\-\ Ncm
" sug polquesg

yyped
HRREEEEE n ! POppOUER
e
Y y 209
¢ aouenbag Jurquredg . 7 9ouanbog Sunquiend§ 1 9ouanbag mESESow\
eee | T 111111 saouanbog
% ﬁ.____ ___:r_ ﬁ____ _____v_“ _n___ . Suqtqureing
S a snq 01 A snq 001 i “ §119 001 _ \
%/@ 109 /® 109 /®
7 ogewed |
D sjoxdRd [euIdlQ
Jquin 19eed



PCT/US2007/016812

10/25

WO 2008/013894
Series 1

[at]
G
)
1
o]
T ~
1.at
-
e
2 B 5
g = <
5 8 E
Z =u =
- @ A ZN
§ EgE 2 5
5] M 8 X
&< 58
e 7=

FIG. 7

T>

(B) Frequency
Band f



WO 2008/013894 PCT/US2007/016812

11/25 B

Relative Phase
(T1 = 8s; T2 = 10s)

1 Fes
- 09 "
© 0.8 ' :
g 07 -@:@ﬁ@
208 74 é
2 3’5 L e 533
B oﬁs : Eﬁ Iﬁﬁ I@&iﬂ'&%@ﬂﬂ@ ey
3 02 @-ﬁg@%ﬁ;ﬁ; @@&3@ e r:f-lémv-@-l-x
o e @ﬁgza e e é@ vgzaé@-sg%
0
100 © 200 300 400 500 600
Time (seconds)-
FIG. 8(A)
Relative Phase
(T1=8.8s; T2 = 10.2s)

1
© o8
e
8 o6
[- 9
2
®
&

100 200 1300 _400 /500 600
Time (seconds)

FIG. 8(B) :




WO 2008/013894 PCT/US2007/016812

12/25

Relative Phase with Signal Deletion
(T1=19.8s; T2 = 10.2s)
Point 2 -
1 A s ; 7
0'9 s 5 5 i gt
@ 08 £ e e i g
e e e
T o5 i e e e o e
'-% 0-4 - : : : 2 X : e 3 " p Al ST X 3
=03
e 0.2
0.1
0
0 100 300 400 500 600
. - Time (seconds)
FIG. 8(C) '
. . :
Relative Phase with Signal Insertion
(T1 = 9.8s; T2 = 10.28) ' '
1
0.9
© o8
g 0.7
.g 0.6
0.5
2 04
8 0.3
2 02 . :

0 100 200 300 400 500 600

Time (seconds)

. FIG. 8(D)




WO 2008/013894 PCT/US2007/016812

13/25

Relative Phase & Linear Time Scaling
(T1=9.8s; T2 = 10.2s)

0.3

0.25

0.2

0.15

> 85 A = .s' R ] ] ,'.,:,:E
0.1 R L oA s ) ; 3 iz ) % A e v SRR T .

Relative Phase, €

0.05

20 | 25 30 35 40 45 50 55 60
Time (seconds)

FIG. 8(E)




WO 2008/013894

Series 1

Packet Numbers:

(A) Frequency
Band f;

Series 2
Packet Numbers:

(B) Frequency
Band f;

PCT/US2007/016812
14/25
1 ' 2 3 4
oo
T fipiplulteioiy 1 | -
\ 1 1
: i |
| : :
'Q PQ T %
- s S
' ' P ;
: :
| 1
i ]
{ :
) i H
1 2 i 3 :
] 1]
_________ TooSmmos L
T2

FIG. 9



PCT/US2007/016812

WO 2008/013894

15/25

01 "DIA
1 M.H. |
| )
A [z ] T [ T [ 1]
b | N P o =10850 |
L
.
...E vee _ﬁv_ﬂ ces _m_m N_ vee _N_N._: ves ~m_
- —— P ————— | ———————p
m N;m “ NMH NMm " NMM m
1L
] 1
. e
eftl e fojejefzieful - [TJTIJT]TIT

R m S

---\

¢ 1ake1 (D)

7 1Le ()

I 34e (V)



PCT/US2007/016812

WO 2008/013894

16/25

11914

uiw gz
L'o9l's'vi‘el'gL

‘uoneing
J817Qio
4 :bagougpug
v :bagouguelg

1z }alny

umw ¢ ngl ulwg:iuojeing| ulwg:uofesnd| ulwg:uoneing| uiwg:iuopeing| ulwg:iuoyeing
v:baspelg| v:bagouguelg| V:bogouguels| v :begougpels| v :bagouzuelg| v :begougueg
4 :bagoug| 3 tbagoug| @ tbagoug| o :bagoug| g tbagougy| vy :bagoug
Ll | st }aio| st QA | vl am| ¢l a| e ‘alo
RN T N TR N U A N I N N U O T N O A A N 1 1 |
Bz Uz bz Gz bz B kz lz bz 61 BL L1 DL BL WL EV EL ML OL (6 18 [2 19 I8 [¥ IE Iz It

o1
uawbes (o

syo3 (g

sanui (v



PCT/US2007/016812

WO 2008/013894

17/25

(AR K |
ajnquae uounuo?
£6'ze'1£'08'62'82" L2 asi Yoy
ve ‘aiovd
m uwy § suonenq uw gz :uoneIng m uwy} uogeing m uw gz :uogjeing
. g 0 318K dID T4 asia e} G138 Q1D || . i A’ st an
mm n :bagaugpug D  :bagaugpuzy .u_m r :bagougpug .._m 4  :hagauzpug
m & Y hagougpueg W bagouznes mm. H:bagauzues m, v bagougueg
L & [45 any 1€ ‘anv|ca 6¢ ‘Qlovich Lz QA1ov
I N I L1 [ | N N N I I I I
Sii 0LL 50L OO IS6 106 Ie8 (08 I5Z 0L 1S9 (09 |55 [0S ISv lov |a€ [oc G 10¢ 1GF 0L 1S

4oV
weiboid (9

SHOV
awbag (g

sejnuiy (v



PCT/US2007/016812

WO 2008/013894

18/25

€1 D1
%00} :fsuaqg
sb-gl :uojjeing
1z «qaiv 0 :18syouEels
I4dM uopels ‘0 awilpelg
. 902'50Z'¥0Z €02 asi AIAg ‘60V aIA3S
18 Haj o} vl :aio 1 qan 4} ‘aln
dY ‘uonels IddX :uopels HdY :uonels dX uopels
144 ung 00¢ :uoyeinq 00g :uopeunq 00g :uonein(
006 HEIS 009  :awllyeig 00  ownlMEls 0 ewnyElg
902  :dIA3 502 ‘aIA3 v0zZ }AIA3 £02 dIAg

1|

_

R

||

|
06 pS8

DSIT POLT PGSOl DOOL 056 0 P08 DSL DOZ 1069 009 0SS POS 0S¥ 100 DSE DOE dSC DO 051 DOL [0G
Spuodseg
Q :bagduzpuz
sti8l ‘uoyeing v :bagouzuelg
SL'vLeL'zL - 3s1maIo 2 v
spig :uoneing |, 00:G :uoeing 00:S :uopjeing 00:§°  :uopeing
v :bagouzuelg v :bagougyels v :bagouzyeg v :bagougueg
a :bagouz ) :bagoug q :bagouy v :bagouy
gt }aio 28 }am, £l }a 4! Qo

) JUBA]
anayuAs (a

wEm\.,m_ .
lejnfiay (9

ojdwex3y
Jodpad

Hav
- Juswbeg (g

s403 (v



PCT/US2007/016812

WO 2008/013894

19/25

_

P1 D14

%96 :Ayisua(

1 28: ] :uogeing

T4 aly 0 :iesyouEIs

. dX ‘uoge)s 0 swnyeg

102'902'60Z'v02'€0Z 38 aiAg ‘e0b :QIA3S

Sl :QI1o vi alo £4:Q10 £1:Q10 4} Ha k]

Iddy ‘uopelg 1HdM uonels Rd¥BIS | o) | RidX:BS 1HdM :uonEls

§zz  ung 00g ‘uogedng| sziung (g §Zi:ng 00e uogeing

006 :MEIS 009  owilMe)s| GlpiuElS 00€: HelS 0 ewiueg

10Z :QIA3 902 ‘QIA3 | §0Z:QIAS yoz:aing £0Z aing
R N N N | | I I D R N | |

DGTT 001 DGOL D00 0G6 D06 PS8 008 DSZ DOZ 1069 009 0GG 00G 0GP |00 PSE pOE 45¢ DOz DGl DOF [0S

%18 :Risuaq

i S8l suopeang

1z }qaloy 0 :l9syoue)s

[MdX - :uopelgs - o  :owilMelS

90Z°50Z'v02'£02 IS QIS ‘e0b ‘alaA3s

§1  :QIo 4] aio €L:a1o 4! am

1"dy :uonelg adM ruopmIs | QOGL Hady:es IHdY tuofjels

gzz ung 00¢ uoeing | ” s deg 0glng 00g :uogeing

006 :MEIS 009  :swjluelg 00&: HElS 0 :awijyelg

90Z :QIA3 502 alAg ¥02:QIA3 g0z 'aing

_

I I I

| __ 1 ]

1 1 |

L 1 1 |

;

GL1 poti 0501 POOL pS6 o6 PS8 D08 PSZ DPOL 10SS 008 0SS 00S 0GP

Spuo2eg

[ooy Dse DOE ase

poc 0sk Dol 109

uaA]
oneyuAg (H

SJUSA]
tejnbay (o

UIyHAA
deo aydung

. Jueng
onayuAs (4

mcm>u
JejnBay (3

usamjag
deo) ajduwg



PCT/US2007/016812

WO 2008/013894

20/25

1K |
%001 :Ryysuag %001 :Aisuaq
009 ‘1980 T 00:s ung
144 ung 6L :010V  ‘0:jespo|  JUSAS
1£6 Helg 1dM {0 :yes| onsyuAs (4
Hi[%% ‘QIA3S ZLZ:AIAZ  f60% :QIA3S
" g :al93A e }a1oaa
HdM :uonels i< > dM ‘uonelg
T4 A ung 0€9 < LEI 00¢ :uageing ._mm_.-”_%%m: A
126 el 0€+0S1+(1-€)+(00€+(1-1-€)) => 00€-1€6 0 ewpms| ETOH
Ete -QiAd L+(O-rN+MlL-1-1)=>38 (4 GiAd .
T I A I A O Lty oy O9N«
PSTL POTT PSOF POOL PS6 Pos P38 P08 psZ POZ Ppa9 POS 0S5 POS pav por PSE POE OS¢ poc psb POF |05 | HI9BYD e
. %9p :Misuaq " .
5164 :uogeing
641 ‘ay 0 :1esHOMElS Juany]
HdY ‘uogels o :aumumsg | oRRYUAS (Q
€1Z'2LZ IS QIA . 60V ‘alngs
£g a193A Le :Q193A
RidA uonelS [ > ddM tuonels .
sz2 unq 0€9 => 0¢€9 00¢ :uogeIng _Mﬂ_%%rm (
.0c6 ‘uBig 0€+05}5(1-€)+(00€.(1-1-€)) => 00€-0€6 0o cewpeg| IEINOSHD
Ele aIAd L+(0,0-t)+lL-1-1)=>3S eie ‘aIng
I I I A R T L] T I A0
DSLT p0VT 10507 00OT 66 P06 P58 (08 PGL DOL 59 P09 Pas pos psv pov pse POE PSe p0c 0GF pok [0 | Y3/YD Jed
Spuoosag :
g :bagougpug ¥V
Sp:¢L ruoneing b : bagauguelg :mEmmw A
£E'ZE'1E sTaID 6 :aov| d
shie :uofeing 00:6 :uogelnQ 00:8 :uopeanQg
O :bagouzpeg O :bagouznelg O :bagouzuels
s :bagoug N :bagoug o :bagoug syI3 (¥
£¢ Q1o [4 }an 18 ain




PCT/US2007/016812

WO 2008/013894

21/25

91 "O14

JuUaAg
anayuAg (4

Sjuang
lenbay (3

MO +JON«

Juanj
ansyuAs (G

ST
reinbay (9

%001 Msuaq %00} :fiisuaq
009 118840 00§ tnQ
T4 4 ung 611 :QI0V ‘0 :19s40
695 1HE)S 1NdA ‘9 :uelg
(1184 ‘aIA3S TITAIAT 60V :QIATS
€€ }a193A e Ee| E
IdX uopels [« : > RIdA luonels
gZZ ung 0.2 > 692 ooe :uogesnd
695 :ueyg | (0£-(00€.(1-1-€))) =< 00€-695 0 ewljyEs
e1Z :aiaa | - ML -1-r))say =< 3-8 e . :aIAg
N DR I MU N | _ | | | | L1 1 | :
006 Dsg Do8 DGZ DOZ DS DOS DSG DOS OSv 00v DSE DOE DSc DOZ - DL 0O 10§ | yooyo JeaN
spuodsag
%b9 :Ayisuaq
GLiEL :uogeing
6L} qany 0 :lesyouEIS
dA :uonels ‘o ewyyms
£12'212 98I alAl  ‘e0b aIngs
£ Ha[BENY e Q103N
dM 1uonelg Le > Hd¥ :uopnelg
62z ung 0L2=<0/2 00¢ :uoneling
0.5 :peys | (0e-(00€(1-1-€))) =< 00€-0LS 0  ewliuels
114 :aiag | (L- (1 -1-1))savy=< 3-8 Zie :QIAT

_

|

L 4 1 1 1 |

| |

006 PS8 pO8 ps. DoL DS9 DOS 0SS 0OS DSy DOv DSE DOE PS¢ DOZ OSL 0ot oS

Spuo0dag

. g :bagougpuz

Shigl :uoneinQg b :bagouguelg

£eze’le aswaln 6k ‘qaioy

oe :uoneing 00'S ‘uopeInQ 00:S :uoneing
D :bagougumg © :bagouzues D :bagouzuels

S :bagoug Y| :bagouzg v :bagoug
€e }aio 4 «ann Le aio

MO 294D
JeapN

oV
swbag (g

syo3 (v



PCT/US2007/016812

WO 2008/013894

22/25

L1 D14

%00} :Ryisuaq
g oy s resiows jusn3
[MdY ~ GuogEms {05 CewilMES apeuuAs (4
902° 502'¥02 €02 JsiQIA3 607 }dIAgsS
st qId3A 145 ‘AI03A g€ dI03A Zb «an3aAa
dM :uoyelg [HdM uoneg HdM :uopels [Md) :uonels S)usAg
szz  una oo :uojeing oo :uopeing 0sz  4nd 1enbay (3
006 Heg 008  awliuEs 00g . :swllyEls 0§ MBS
902 aina S0T aiA3 - $02 ‘alA3 €0z :dIA3
I T T T W N N I T T N N R N I  Jueupsnipy
G5TT [OTT PGOL (00F 56 P06 De8 (08 DGZ POZ NG9 P09 Pas pog par pov PSE POE NGz POz 051 DOF 105 [ J9sSHO MEIS
; %00} :Mysuag .
m 2 oy o eeoums| | M
' 0
m - [N :uopmg  fo Cewnpels | oneuis (@
] 902’ 502'¥02°€02 J81TAIAT - 6oy :AIA3S
Sl :a193A vi aoaA £l Ko [PETN zZL :a193A .
[4dY :uonels d% :uogels RidX :uonejs 4dM iuoneyg SjuUeAg
5., Hng 00 :uopeing 00€ :uopeing 00€ :uogeing renBay (9
006 :HEIS 009  ewllyElg 0o ewjueEls 0  swiyels
' 90z :AIA3 502 ‘aIng 02 :aiA3 €0z :aia3
Lol T T T T T O O uoneaunt]
OSTT POFY pG0T pOOY P56 D06 D08 PGZ POZ (59 (09 (GG pog pav 0O (GE POE 0G2 POC 0SI DOb [0S ajdung
g :begouzpu3l
581 ruogeng v :bagouguels Eow%%w @
SL'PL'ELZL astl @io L2 alov
Stie :uofjeing Q0:§ :uoneing 00§ :uoneing 00:g :uonesng
"~y ‘bagougums v :bagouzuels v :bagougueg v :bagouzuelg
a :hagaugy o) :bagoug g :bagouz v :bagoug sy (V
51 a0 ¥l am €l a r4% a ‘




PCT/US2007/016812

WO 2008/013894

23/25

81 "DI4

%001 :fsuaq
ob 8l :uoneing
Iz aioyv 0 :lesHOMElS
DY :uogelg ‘0 awjuels
902°502 02 €02 3sTQIAY C60V }dIAIS
Gl :a1o3A £l a103A
14dX :uonels [HdX {uonels
522 unqg 00¢ uoneing
006 Hels 00¢ tsw | pels
90z QA3 1414 }AIAR |-
| I [ I P L1 1 1 | L - 1 1
OSIT 0O}1 Pa0l DGOY 056 D06 098 008 0SZ 0OZ PS9 P09 DSS DOS DSy Dov DSE DOE pSz 00c 0SI DOL
_ %19 :Misueq
00:51 -uojjelnQg
J A aiv 0 :J9syOHEIS
HdY ‘uonelg ‘0 lew fuElS
S02'€0C S AN ‘60F HhEL
vl Ha|EET 4} q193A
IHdMT :uofelg IHdM :uopelg
00¢ :uoneinQg 00¢ :uoneinq
009 :awlyElg (] w1 yels
S02 aing €0z ‘aIng
I AN ANV MENNENON NN ISU AN A SN N [ I R T R B |
0Si1 B0t DSor DooY 0G6 006 0G8 D08 0GZ 0OZ DGS9 D09 DS pOS DGy PO¥ DSE DOE DS 0OC DSL 0OL 110G

Q :bagougpu3z

s:8l tuopeinQ v :bagouguelg

sL'pL'eL'ZL a8 ale 1z a1ov

spee ruoniesng 00:5 suoneing 00:§ :uopeing 00:S :uogeing
Vv :bagouzyels v :bagouguelg v :bagouzuelg v :-bagouzuels

a :bagoug 95 - :bagoujg 4 :bagougy v :bagoug

54 - aio vl a £l :ain 4" am

RUCIC!
aneujuAs (4

SJUSAY
lejnbay (3

uny

"om “ o.m_<.\u=oomm

JUaAg
anayuis (Q

SJuaAT]
leinbay (9

uny
o3y isild

HOV
wawbag (g

syo3 (v



WO 2008/013894

24/25

STEP 1: Embed Host Content |

Y

STEP 2: Generate Fingerprint
associated with Host Content

l

STEP 3: Store Fingerprint &
Watermark metadata

Y

STEPS 4 & 5: Transmit and
Receive Embedded Content

Y

STEP 6: Detect Watermark and
Recover Payload

Y

STEP 7: Retrieve Stored
Fingerprint and Metadata

A\

STEP 8: Generate Fingerprint
for the Received Content

Y

'STEP 9: Compare Retrieved & -

Generated Fingerprints to
Assess Continuity Status of
Received Content _

FIG. 19
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STEP 1: Examin¢ Content for
the Presence of Watermarks

Y
STEP 2: Determine Usage

Policy Associated with
Watermarks

Y

STEP 3: Conduct Signal
Continuity Assessment to
Determine Extent of
Watermarked Content

\ 4

STEP 4: Enact Appropriate
Filtering Action

FIG. 20
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