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THREAT SCORE DETERMINATION

BACKGROUND
[0001] Systems may determine threat scores of cerlain llems fo priorilize
arnong different pieces of threat intelligence and to decide which threal intelligence {0
act on. Computing accurate threat scores for severity, confidence or impact of threat

inteliigence may be important for using threat intelligence data effectively and at scale.

Brier DESCRIPTION OF THE DRAWINGS
[0002] The following detailed description references the drawings, wherein:
{0003} FIG. 1 is a block diagram of an example systemn for threat score

determination;

[0004] FIG. 2is a flowchart of an example method for threat score determination;
[0005] FIG. 3 is a flowchart of an example method for threat score adjustment;
{0006] FIG., 4 is a block diagram of an example system for threat score

determination; and
{00071 FIG. 5 is a block diagram of an example system for threat score

determination.

DETAILED DESCRIPTION

10008] A variety of problems in the field of threat intelligence have provided
challenges for assigning threat scores in an accurate, meaningful way. One problem
in particular is the dynamic nature of cyber threats; a server that was malicious one
day may no longer be malicious the next day, or vice versa. Accordingly, connections
from 1P address associated with the server may no longer pose a threat.

[00G0] Example systems for threal score determination described herein
determine threat scores based on known properties and scores of other objects to

which these indicalors are linked 1o in a database. In this manner, the example
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systems can delermine precise and timely threat scores that accurately represent
rapid changes in the threat landscape.

{00101 For example, if a threat actor has been newly observed to ulilize a known
botnet for campaigns, the example systems for threat score determination may raise
the severily scores of some or all of the indicators in a database that are directly linked
to that botnet, such as C&C domains, malwars species used, stc. A similar technigue
may be applied when new links between objects in the database are discovered.
[GO11] A method for threat score determination may include detecting a change
in malicious activity for a securily object and identifying an indicator that provides
contexiual information for the security object. The method may include determining a
linked resource that is associated with a daiabase record of the security object and
determining a first threat score associated with the security object. The method may
also include determining a relationship between the linked resource and the security
object and determining a second threal score assodciated with the linked resource
based on the indicator, the threat score of the linked object and the relationship
belween the linked resource and the security object.

0012} FIG. 1 is a block diagram of an example system 100 for threat score
determination. In the example shown in FIG. 1, system 100 may comprise various
components, including a malicious activity detector 110, an indicator identifier 112, a
linked rescurce determiner 114, a securily object threat score determiner 118, a
relationship determiner 118, a linked rescurce threat score determiner 120, a threat score
adjuster 122, an external data source relriever 124, an historical security information
retriever 126, a lime period determiner 128, a linked level determiner 130, an influence
adjuster 132, a graph database presenter 134 and/or other components. According fo
various implementations, threat score determination 100 may be implemented in
hardware and/or a combination of hardware and programiming that confiqures hardware.
Furthermore, in FIG. 1 and other Figures described herein, different numbers of
components or entities than depicted may be used. As is illustrated with respect o FiG.
5, the hardware of the various components of domain classification system 100, for
example, may include one or both of a processor and a machine-readable slorage
medium, while the instructions are code stored on the machine-readable storage

medium and sxecutable by the processor {o perform the designated function.



WO 2017/058142 PCT/US2015/052650

3

[G013] Malicious aclivily detector 110 may detect a change in malicious aclivity
for a security object. Malicious activity detector 110 may detect the change in
maticicus aclivily in a variety of ways. In one example, malicious activity detector 110
may detect the change by receiving information identifving the change. The
information may be received from, for example, a third party dalabase. In another
example, malicious activity detector 110 may detect the change by comparing
connections  and relationships  of the security object and comparing the
connections/relationships to known malicicus actors. The security object may be one
or more objects belonging to a database and/or data model. The security object may
correspond to one or more lower level observables, such as an IP address, a2 domain
name, a domain server, a mutex (mutual exclusion} a registry key data, an email
header, a behavioral aspect of malware, stc.

[0014] The change may be detected in real ime or near real time. The change
in malicious aclivity may be a security object being identified as malicious or becoming
associated with a malicious actor. The change in malicious actlivity may be security
object that was previous identified as malicicus, no longer being identified as malicious
or no longer being associated with a malicious actor.

[0015] indicator identifier 112 may identify an indicator that provides contextual
information for the securily object. Indicator identifier 112 may identify the indicator by
analyzing the securily object using, for example, meta-data of the security object.
indicator identifier 112 may identify the indicator by retrieving information from a data
source, such as a database, third parly service, etc. An “indicator,” as used heregin,
may refer to a detection guidance for a securily threat and/or vulnerability. The
indicator may specify what to detect or ook for (e.q., an observable) and/or what it
means if detected. For exampie, the indicator may specify a certain Internet Protocol
{(IP)address io look for in the network traffic. The indicator may include the information
that the delection of that [P address in the network traffic can indicate a certain
malicious security threat such as a Trojan virus. In other words, the indicator may
provide context for the security objects. This context may include time stamps, a time
pericd that the security object was active, severity scores, elc. The indicalor may
belong o the same database and/or data model as the security object.

{0016] Linked resource determiner 114 may determine a linked resource thatis

associated with a database record of the security object. Linked resource determine
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114 may, for example, query the database record of the security object and identify
the linked resource that is linked or otherwise connected o the database record of the
sacurity obiact. In some aspects, linked resource determiner may determine all linked
resources that are asscciated with the database record of the security object. For
example, a threat intelligence reposiory may use a datsbase and/or data model
including a broad range of data types. Each security object in the database andior
data model may be linked to other sscurity objects and/or indicators based on various
relationships. These relationships are discussed in further detail below, in reference
to relationship delerminer 118,

{0017} Security object threat score determiner 116 may delermine a threat
score associated with the security object. Security object threat score determiner 116
may calculale a threal score associaled with the security object and/or retrieve a
previously determined threal score stored in, for example, a threat intelligence
repository.  Security object threat score determiiner 1168 may alse use a known
technigue for calculating threat scores, such as the technigue presented in Application
No. PCT/US2015/026585, entilled “"Security indicator Scores,” and is herein
incorporated by reference in its entirely. The threat score may be represented
numerically, such as a percemtage, through words, such as different lavels, efc. The
threat score may correspond to a severily of a perceived threal of a given security
object, a confidence level of the severity, or an impact of the severity.

{0018} Reiationship determiner 118 may determine a relationship between the
linked resource {e.g., as discussed herein with respect o linked resource determiner
114} and the securily object. Relationship determiner 118 may delermine the
refationship by analyzing a label describing the fype of relationship, analyzing
information related {o the linked resource and/c security obisct retrieved from one or
more data sources, such as a database record corresponding o the linked resource
and/or security obiect, a third party data service, a web site, etc. The relationship may
describe the extent of inferaction between the linked rescurce and the security object.
The relationship may contain information describing the type of relationship as well as
the daie when the relationship was determined. Example relationships may include
an “priginates from source” iabel describing a relationship between a piece of threat
inteliigence and the contributor of the threat intelligence. Another example relationship

is & “points t0” level describing a relationship between a domain and an P address.
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Another example relationship is a “command and conirol ({C&C) server” describing a
ralationship between a domain name and a malware description. Yetanother example
relationship is a “has been associated with” label describing a relationship between an
indicator and a threat actor. Ancther example relationship is a “coliaborates with” label
describing a relalionship between two threat actors.

{0019] Linked resource threat score determiner 120 may select a linked resource to
determing a score for. Linked resource threat score determiner 120 may determine certain
conditions to contribute to the score computation. The conditions may correspond o an
indicator {e.g., as discussed herein with respect {o indicaior identifier 112}, the
relationship between the linked resource and the security object {(e.g., as discussed
herein with respect to relalionship determiner 118), elc. Conditions may also include a
number of hops (i.e. path length) between the linked resource and another mela-ohiject, a time
variable, such as an accepiable time period for the information corresponding to the meta-
objects. The lime period may correspond to a receniness of the information. Other conditions
could include data linked o certain threat actors, such as bolnets, countries, individuals, eto.
{6020} Linked resource threat score determiner 120 may determine mela-objects
that fulfill the condition. The mela-objects fullilling the condition may be linked rescurces
associated with a database record of the security object. Linked resource threat score
determiner 120 may determine a threat score asscciated with the linked resource
based on the indicator (8.¢., as discussed herein with respect {o indicator identifier 112),
the threat score of the linked obiject (2.q., as discussad herein with respect {0 security
object threat score determiner 116) and the relationship between the linked resource
and the security object {(e.g., as discussed herein with respect to relationship delerminer
118).

{0021} For example, linked resources threat score determiner 120 may compute an
average severity score for each meta-object that fulfilis the condition. As will discussed
below with respect to influence adjuster 132, linked rescurce threat determiner 120 may
adjust the weight of the average based on an influence. Linked resource threat score
determiner 120 may determing a final threat score by computing the maximum of all the
averages for each node.

[0022] in this manner, the components of the threal score determination system
100 may determine a threat score for a security object {i.e. the linked resource) based
on its relationships of other security objects and indicators in a threat intsliigence

repository, such as a database. Moreover, the components of the threat score
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determination system 100 may allow the threat scores {0 be updated based on a
current status of the malicious activity of a given security object.

{0023} Threat score adjuster 122 may adjust & threat score, such as the threat
score associated with a securily object (e.g., as discussed herein with respect {0 security
object threat score delerminer 118) and/or a threat score associated with a linked
resource {e.Q., as discussed herein with respect to 2 linked rescurce threat score
determiner 120). The threat score may be adjusted by a variety of factors, including an
axternal data source, historical security information, a time period, a linked level and an
influence. Each of these will be discussed in further delail below. Threat score adjuster
122 may adjust the threat score using the same techniques as discussed above in
reference to the linked resource threat score determiner 120,

[0024] Exiernal data source retriever 124 may retrieve information from an
external data source. The information may be related {0 a security object, a linked
resource, an indicator, efc. The external data scurce may include a third party
database, a subscription service, a publicly available database, a web page, efc. In
this manner, the sysiem 100 is not dependent solely on information internal to the
database, but can enrich dala based on information oblained from external sources.
if the external web site has rated or scored the threat object under consideration, the
threat score may be adjusied {e.g., as discussed herein with respect (o the threal score
adjuster 122).

{00251 Historical security information retriever 126 may refrieve historical
securily information. The historical information may be received from a data source,
such as a database, third party data source, website, elc. The historical information
may be related {¢ a securily object, a linked resource, an indicator, eic. and linked via
a threat intelligence database. Historical information may be more complete as it has
been vetted by many iterations, and thus carries a higher confidence (represented, for
example, by a confidence score). The historical information may be used to adjust the
threat score {e.q., as discussed herein with respect (o the threat score adjuster 122).
[G026] Historical information, however, may not necessarily contribute 10 a
higher score if there is a high likelihood it is out of date. Accordingly, time period
determiner 128 may determine a fime period for the historical information. The
determined time pericd may also be compared to a threshold amount.  If the

determined lime period is within the threshold amount, the historical information may
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be considerad fresh, while if the dstermined time period is not within the threshold
amount, the historical information may be considered stale. The threshold period
could be in seconds, minutes, days, months, years, elc. The fime pericd may be used
to adjust the threat score {e.g., as discussed herein with respect {0 the threat score
adjuster 122).

{00271 Moreover, the threal score adiuster 122 may consider the type of
historical information in addition to the time period of the historical information when
adjusting the threat scorg. The type of historical information may include an 1P
address, a domain, a threatl actor's Tactics, Techniques and Procedures (TTH), eto.
For example, an attacker’s 1P addresses and domains may be very easy {o change,
s0 the influence of this type of information may be lower over time. In contrast, a threat
actor's TTP mayv be much harder to change over time and thus may have a higher
degree of influence even for exiended time periods. Influence is a representation of
the importance of some information. Influence is discussed in further detail below, in
reference to influence adjuster 132,

[0028] Linked level determiner 130 may determine a linked level between two
meta-objects. A linked level is a number of links in & path between the two meta-
objects. Linked level determiner 130 may analyze the path between the two meta-
objecis and identify the number of the links between the two mela-cbjecits. The mela-
objects may include linked resources, security objects, indicalors, etc. For exampile,
the linked level determiner 130 may determine a number of levels between the linked
resource and the second linked resource. As described above with respect to the
security object threal score determiner 118 and the linked resource threat score
determiner 120, the threat score of a meta-object may be based on the information it is
linked to in the security database. For example a malware indicator may be connected
to an actor.

{0029} However, meta-objects may have linked relationships that are more than
one level deep. Using the above exampie, the malware indicators may be connected
to an actor, and the actor may, in turn, be connected to a documented case with a high
severily score in which similar malware was used. This is an example of considering
influence along several links. Although the previcus example uses influence of two

links, linked level determiner 130 may dstermine the linked level up to n links, where
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n is the length of the path. The linked level may be used to adjust the threat score
{e.9., as discussed herein with respect to the threat score adjuster 122).

{0030} influence adjuster 132 may adjust an influence. As used herein, an
influence is a representation of the importance of some information. The influence
can be represented numaerically, alphabelically, etc. Information based on meia-
objects that are further away in terms of the number of links {(i.e. the length of the path)
may affect the score less than information that is closer. Influence adjuster 132 may
adjust the influence by determining the number of links between two meta-objects and
comparing the number of links to a threshold. For example, influence adjuster 132
may iower an influence of a first meta-object on a second meta-object when the
number of levels belween the mela-objects is more than 2 levels. Of course, this is
only an example, and any number of levels may be used. influence may aiso be used
to adjust the threat score {e.g., as discussed herein with respect to the linked resource
threat score adjuster 122).

{00311 Graph database presenter 134 may present varicus aspects of threat
determination sysiem 100 as a graph-dalabase. The graph database may include
nodes and edges containing atiributes. The nodes may correspond o meta-objacts,
such as a security object, an indicator and a linked resource. The atiributes may
correspond o key-value pairs. The nodes and/or edges may be labsled with
information that displays a role within the overall data structure. For example, nodes
may be labeled as “Source name”, “Indicator”, “Threat Actor”, “Mitigation”,
‘Campaign”, “Attack,” “Target” and/or other components from a data model. Each
fabel may caplure a broad range of security and related dala. Atiributes Tor an
indicator may specify what fype of indicator, a time stamp when the indicator was first
and last seen and include scores for confidence, severity, authenticity, impact,
etc. The scores may be expressed numerically, alphabetically elc. The links between
the meta-cbiects (representied in the graph database by the nodes) may be
represented by labeled edges. The labeled adges may be iabsled with varicus
properties, including information describing relationships between the meta-objects
{(e.g., as discussed herein with respect to relationship determiner 118, Edges may
also include a score representing the confidence strength of the linkage. The scores

may be expressed numerically, alphabetically sic.
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{0032] In some examples, the threat score may be dstermined via the graph
database. Specifically, graph database presenter 134 may select a node to determine
or update a score for. Graph dalabase presenter 134 may determine a type of node
to contribute to the score computation. For example, a certain condition may be
selected. Condilions may include how a number of hops (i.e. path length) between
nodes, a minimum confidence score for the nodes and edges, including a lime
variable, such as an acceptable time period for the information corresponding {o the
nodes and edges. The tme period may comespond o a recentness of the
information. Other conditions could include data linked to certain threat aclors, such
as botnets, countries, individuals, etc.

10033] Graph database presenter 134 may compute a set including all of the
nodes that fit the condition. The sel may also include the paths belween the nodes
fitting the condition. Graph database presenter 134 may compute a weighted average
of the severity score of each nodes on the path and/or adjust an influence of a node
used in computing the weighted average. In some examples, a weight may be
determined based on the path beiwsen the nodes. For example, the number of links
between two nodes may be determined and comparad to a threshold. Graph database
presenter 134 may lower an influence of a first node on a node when the number of
levels between the meta-objects is more than a threshold number of levels, for
example 2 levels. Of course, this is only an example, and any number of levels may
be used. Graph database presenter 134 may determine a threat score by computing
the maximum of all the weighted averages for each node.

[0034] Updates in the graph may also automatically trigger a re~-computation of
threat scores. Alternatively, threat scores may be recomputed in regular time intervals.,
in some aspects, other tools may be used to implemeni the features of threat
determination score determination system 100.

{0035] FIG., 2 is a flowchart of an sxample method 200 for threat score
determination. Method 200 may be described below as being executed or performed by
a system, for example, systerm 100 of FIG. 1, system 400 of FIG. 4 or system 500 of FIG.
5. Other suitable systems and/or computing devices may be used as well. Method 200
may be implemented in the form of executable instructions stored on at least one
machine-readable storage medium of the system and executed by atleast one processor

of the systern. Alternatively or in addition, method 200 may be implemented in the form
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of electronic circuitry {(e.g., hardware). In aliernate examples of the present disclosure,
at least one siep of method 200 may be executed substantially concurrently or in a
differant order than shown in FIG. 2. In allemate examples of the present disclosure,
method 200 may include more or less steps than are shown in FIG. 2. In some sxamples,
al least one of the steps of method 300 may, at cerlain iimes, be ongoing andfor may
repaeat.

{0036] Method 200 may start at step 202 and continue {o step 204, where the
method may include detecting a changse in malicious actlivity for a security object. At
step 206, the method may include identifving an indicator that provides contexiual
information for the security object. At step 208, the method may include determining
a linked resource that is associated with a database record of the security object. Al
step 210, the method may include determining a first threat score associated with the
security object. Al step 212, the method may include determining a relationship
between the linked resource and the security object. At slep 214, the method may
include determining a second threat score associated with the linked resource. The
second threal score may be based on the indicator, the threat score of the linked object
and the relationship between the linked resource and the security object. Method 200
may eventually continue to step 216, where method 200 may stop.

[0037] FIG. 3 is a flowchart of an example method 300 for threat score adjusiment.
Method 300 may be described below as being exgcuted or performed by a system, for
example, systern 100 of FiG. 1, system 400 of FiG. 4 or system 500 of FiG. 5. Other
suitable systems and/or computing devices may be used as well. Method 300 may be
implemented in the form of execuiable instructions stored on al least one machine-
readable storage medium of the system and executed by at least one processor of the
system. Allernatively or in addition, method 300 may be implementsd in the form of
slectronic circuitry {(e.g., hardware). In allernale examples of the present disclosure, at
least one step of method 300 may be executed substantially concurrently or in a different
order than shown in FIG. 3. In alternate examples of the present disclosure, method 300
may include more or less steps than are shown in FIG. 3. In some examples, at least
one of the steps of method 300 may, al cerlain times, be ongoing and/or may repeat.
{0038] Method 300 may start at step 302 and continue 1o step 304, where the
method may include retrieving information for the security object from an external data

source. Atsiep 306, the method may include determining all malicious linked resources
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that are associated with the database record of the security object. Al step 308, the
method may include retrieving historical security information for the security object. Al
step 310, the method may include determining a time period for the historical security
information. Al step 312, the method may indude determining a date when the linked
resource was delermined. At step 314, the method may include determining a second
linked resource that is associated with a second database record associated with the
linked resource. Al step 318, the method may include determining a number of links
between the linked resource and the second linked resourcs.

[0039] Al step 318, the method may include adjusting a threal score associated
with the security object. The thread score may be adjusted based on: information
refrigved from an external data source {e.g., as discussed herein with respect to step
304), a number of associated malicious linked resources (e.g., as discussed hersin with
respect to step 308), the historical security information (2.g., as discussed herein with
respect to step 308}, the time period (e.9., as discussed harein with respect {o step 310),
the date when the linked rescurce was identified as a linked resource {e.g., as
discussed herein with respect to step 312), a number of links between the linked resource
and the second linked resocurce {g.g., as discussad herein with respect o step 318).
Method 300 may sventually continue {o step 320, where method 300 may stop.

[{0040] FIG. 4 is a block diagram of an example threat score delermination
systern 400, System 400 may be similar o system 100 of FIG. 1, for example. In FiG.
4, system 400 includes malicious activity determiner 402, time period identifier 404,
security object threai score determiner 406, linked resource determiner 408 and linked
resource threat score determiner 410.

{0041] Malicious activity determiner 402 may delermine a change in malicious
activity for a securily object. A security object may include P addresses, domain
names, domain servers, mutex (muiual exclusion), regisiry key dala, behavior aspects
of malware, email headers, efc. Malicious activity determiner 402 may be implemented
in the form of executable instructions stored on at least one machine-readable storage
medium of system 400 and executed by at least one processor of system 400,
Alternatively or in addition, malicious aclivity determiner 402 may be implemented in the
form of at least one hardware device including electronic circuitry for implementing the

functionality of malicious activity determiner 402.
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{0042} Time period identifier 404 may identify a time period of a change in
malicious activity. The time period may be in seconds, minules, hours, days, stc. Time
period identifier 404 may be implemented in the form of executable instructions stored
o at least one machine-readable storage medium of system 400 and exscuted by at
least one processor of system 400, Allernatively or in addition, time period identifier 404
may be implermentad in the form of at least one hardware device including sleclronic
circuitry for implementing the functionality of time period identifier 404.

{0043} Security object threat score determiner 406 may determineg a first threat
score associated with the security object. Security object threat score determiner 406
may be implemented in the form of executable instructions stored on at least one
machine-readable storage medium of system 400 and executed by at lesast one
processor of system 400. Allernatively or in addition, security object threal score
determiner 406 may be implemented in the form of at least one hardware device
including slectronic circuitry for implementing the funclionality of security object threat
score determiner 406.

[0044] Linked resource determiner 408 may determine each linked resource in a
security database that is associated with a database record of the security object
Linked resource determiner 408 may be implemented in the form of executable
instructions stored on at least one machine-readable storage medium of system 400 and
executed by at least one processor of systermn 400, Alternatively or in addition, linked
resource determiner 408 may be implementad in the form of at least one hardware
device including electronic circuilry for implementing the functionality of linked resource
determiner.

[0045] Linked resource threat score determiner 410 may determine a threat score
for each linked resource. The threat score may be based on a time period {e.q., as
discussed hergin with respect (o the ime period identifier 404, a first threat score (e.9.,
as discussed herein with respect o the security object threat score determiner 406),
and a relationship belween the linked resource and the security object.  Linked
resource threat score determiner 410 may be implemented in the form of executable
instructions stored on at least one machine-readable storage medium of system 400 and
executed by af least one processor of systemn 400, Allernatively or in addition, linked

resource threat score determiner 410 may be implemented in the form of at least one
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hardware device including electronic circuiiry for implementing the functionality of linked
resource threat score delerminer 410

{0048} FIGG. § is a biock diagram of an exampie system 500 for threat score
determination. Systermn 500 may be similar to system 100 of FIG. 1, for example. Inthe
exampie liustrated in FIG. 5, system 500 includes a processor 502 and a machine-
readable storage medium 504, Although the following descriptions refer 1o a single
processor and a single machine-readabie storage medium, the descriptions may also
apply to a system with multiple processors and multiple machine-readable storags
mediums. In such examples, the instructions may be distributed {e.g., stored) across
muiltiple machine-readable storage mediums and the instructions may be distributed
{e.q., executed by} across multiple processors.

[0047] Processor 502 may be one or more central processing unils (CPUs),
microprocessors, field programmable gate arrays {(FPGAs) and/or other hardware
devices suitable for retrieval and execution of instructions stored in machine-readable
storage medium 504. In the example lustrated in FIG. 5, processor 502 may feich,
decode, and execute instructions 506, 508, 510, 512, 514, 516 and 518 to perform threat
score determination.  As an alternative or in addition o retrieving and executing
instructions, processor 502 may include one or more electronic circuits comprising a
number of electronic components for performing the functionality of at least one of the
instructions in machine-readable storage medium 504, With respect {0 the executable
instruction representations (e.g., boxes) described and shown herein, it should be
understood that part or all of the executable instructions and/or electronic circuils
inciuded within one box may, in alternate examples, be included in a different box shown
in the figures or in a different box not shown.

[0048] Machine-readable sforage medium 504 may be any slectronic, magnetic,
optical, or other physical storage device that slores executable instructions. Thus,
machine-readable storage medium 504 may be, for example, Random Access
Memory (RAM}, an Electrically-Erasable Programmable Read-Only Memory
(EEPROM), a storage drive, an optical disc, and the like. Machine-readable storage
medium 504 may be disposed within system 500, as shown in FIG. 5. in this situation,
the executable instructions may be “installed” on the system 500, Alternatively,
machine-readable storage medium 504 may be a portable, external or remote storage

medium, for example, that allows system 500 o download the insfructions from the
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portable/externaliremots storage medium. In this situation, the sxscutable instructions
may be part of an "instaligtion package”. As described herein, machine-readable storage
medium 504 may be encoded with execuiable instructions for threat score
determination.

[0049] Referring fo FiG. 5, malicious aclivity defermine instructions 506, when
executed by a processor (e.g., 502), may cause system 500 to determine a change in
malicious activity for a securily object.  Indicator identify instructions 508, when
executed by a processor (8.q., 502}, may cause sysiem 500 to identify an indicator that
provides contexiual information for the securily object. Linked resources determing
instructions 510, when execuled by a processor {e.g., 502), may cause system 500 fo
determineg a plurality of linked resources that are associated with a database record of
the security object.

{0050] Relationship determine instructions 512 may determine, for each linked
resource in the plurality, a relationship between the security object and the linked
resource. Linked rescurce threat score determine instructions 514, when executed by
a processor {e.g., 502), may cause sysiem 500 o determine a linked resource threal
score for each linked resource in the plurality. Number of linked resources determine
instructions 516, when executed by a processor {e.g., 502}, may cause system 500 fo
determine a number of linked resources in the plurality that are classified as malicious.
Security object threat score determine instructions 518, when executed by a processor
(e.g., 502}, may cause system 500 {o determine a threat score associated with the
security object based on the indicator, the relationship between the security object and
each linked resource in the plurality and the number of linked resources in the plurality
that are classified as malicious.

[0051] The foregoing disclosure describes a number of examples for threat score
determination. The disclosed examples may include systems, devices, computer-
readable storage media, and methods for threat score determination. For purposes of
explanation, certain examples are described with reference {¢ the components illustrated
in FIGS. 1-5. The functionality of the iliustrated components may overlap, however, and
may be present in a fewer or greater number of elementis and components. Further, all
or part of the functionality of lllustrated elements may co-exist or be distributed among
several geographically dispersed locations. Further, the disclosed examples may be

implemented in various environments and are not limited to the illustraled examples.
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{0052] Further, the sequence of gperations described in connection with FIGS. 1-
5 are examples and are not intended to be limiting.  Additional or fewer operations or
cormnbinations of operations may be used or may vary without departing from the scope
of the disclosed examples. Furthermors, implementations consistent with the disclosed
examples need not perform the sequence of operations in any particular order. Thus,
the present disclosure merely sets forih possible examples of implementations, and

many variations and modifications may be made {o the described examples.
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CLAIMS

1. A method for threat score determination, the method comprising:

detecting a change in malicious activity for a security object;

identifying an indicator that provides contexiual information for the security
objeck;

determining a linked resource that is associated with a database record of the
security object;

determining a first threat score associated with the security object;

determining a relationship between the linked resource and the securily
object; and

determining a second threat score associated with the linked resource based
on the indicator, the threat score of the linked object and the relationship between

the linked resource and the security object.

2. The method of claim 1 further comprising:

determining all linked rescurces that are associated with the dalabase record
of the security object; and

adjusting a threat score for each linked resource based on the indicator, the
threat score of the linked object and the relationship between the security indicatior

and the linked object.

3. The method of claim 1 further comprising:
retrieving information for the security object from an external data source; and
adjusting the first threat score associated with the securily object based on

the information for the security object retrieved from the exdernal data source.

4, The method of claim 1 further comprising:

determining all malicious linked resources that are associated with the
database record of the security object; and

adjusling the threat score for the linked database record based on the number

of associated malicicus linked resources.

5. The method of claim 1 further comprising:
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retrieving historical security information for the security object;

determining a time period for the historical security information; and

adjusting the threat score based on the historical securily information and the
time period.

8. The method of claim 1 further comprising:
determining a date when the linked rescurce was determined; and
determining a threat score associated with the linked resource based on the

date when the linked rescurce was identified as a linked resourcs.

7. The method of claim 1 further comprising:
determining a second linked resource thal is associated with a second

database record associated with the linked resource.

8. The method of claim 7 further comprising:

determining a number of links between the linked resource and the second
linkad resource; and

adjusting an influence based on the number of links, wherein the influence is

lower for information when the number of levels is lower.

9. The method of claim 1 wherein the threat score is determined via a graph
database and wherein the security object, the indicator and linked resource are
represented by nodes on a graph and links between the linked resources are

represanted by labeled edges.

10. A syslem for threat score delermination comprising:

a malicious activity determiner {0 determing a change in malicious activity for
a security object;

a time period identifier to identify a time period of the changs;

a security object threat score determiner to determing a first threat score
associated with the security object;

a linked resource determiner to determine each linked resource in a security

database thal is associated with a database record of the security object; and
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a linked resource threal score determinsr {0 delermine, for each linkad
rasource, a threat score based on the time period, the first threat score, and a

refationship between the linked resource and the security object.

1. The system of claim 10 further comprising:

a linked level determinsr 1o delermine a number of links betwesn the linked
resource and a second linked rescurce; and

an influence adjuster to adjust an influence of the second linked resource
based on the number of links, wherein the influsnce is lower for information when the

number of levels is lower.

12.  The system of claim 10 further comprising:

a time period determiner {0 delermine a date when each linked resource was
determined; and

a threat score adjuster to adjust the threat score associated with the linked

resource based on the date.

13. A non-transitory machine-readable storage medium comprising instructions
executable by a processor of a computing device for threatl score determination, the
machine-readable storage medium comprising instructions {o:

determine a change in malicious activity for a security object;

identify an indicator that provides contextual information for the security
ohject;

determine a plurality of linked resources that are associated with a database
record of the security object;

determine, for each linked resource in the plurality, a relationship between the
security object and the linked resource;

determine a linked resource threat score for each linked resource in the
plurality;

determine a number of linked resources in the pluralily that are classified as
malicious; and

determine a threat score associated with the security object based on the

indicator, the relationship between the security object and each linked resource in
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the plurality and the number of linked resources in the plurality that are classified as

malicious.

14.  The non-transitory machine-readable storage medium of claim 13 further
comprising instructions {o:

determine each malicious linked resource that is associated with the database
record of the security object; and

determine a confidence score for the linked database record based on the

number of associgted malicious linked resources

15.  The non-transitory machine-readable storage medium of claim 13 further
comprising instructions o

determine all linked resources that are associated with the database record of
the security object; and

adjust a threat score for each linked resource based on the indicator, the
threat score of the linked object and a relationship between the securily indicator and

the linked resource.



WO 2017/058142 PCT/US2015/052650

1/5

100 THREAT S5CORE DETERMINATION
SYSTEM

110 MALICIOUS ACTIVITY DETECTOR

112 INDICATOR IDENTIFHER

114 LINKED RESOURCE BETERMINER

116 SECURITY OBJECT THREAT SCCORE
DETERMINER

118 RELATIONSHIP DETERMINER

120 LINKED RESQURCE THREAT 5CORE
DETERMINER

122 THREAT S5CORE ADIUSTER

124 EXTERNAL DATA SOURCE
RETRIEVER

126 HISTORICAL SECURITY
INFORMATION RETRIEVER

128 TIME PERIOD DETERMINER

130 LINKED LEVEL DETERMINER

132 INFLUENCE ADJUSTER

134 GRAPH DATABASE PRESENTER

FIG. 1



WO 2017/058142 PCT/US2015/052650

215

200

\\, 20

¥

o04~ | DETECTING A CHANGE IN MALICIOUS ACTIVITY FOR A SECURITY
N OBIECT

.

906 IDENTIFYING AN INDICATOR THAT PROVIDES CONTEXTUAL
N\ INFORMATION FOR THE SECURITY OBIECT

>

208~_ DETERMINING A LINKED RESOURCE THAT IS ASSOCIATED WITH A
DATABASE RECORD OF THE SECURITY OBIECT

~

20~ DETERMINING A FIRST THREAT 5CORE ASSOCIATED WITH THE
SECURITY OBIECT

=

212 DETERMINING A RELATIONSHIP BETWEEN THE LINKED RESOURCE
AND THE SECURITY OBIECT

244 DETERMINING A SECOND THREAT SCORE ASSCCIATED WITH THE
N LINKED RESOURCE

FiG. 2



WO 2017/058142 PCT/US2015/052650

3/5

300

N 302~

3{}4“\ RETRIEVING INFORMATION FOR THE SECURITY OBJECT FROM AN
EXTERNAL DATA SQURCE

JQQ\ DETERMINING ALL MALICIOUS LINKED RESOURCES THAT ARE
ASSOCIATED WITH THE DATABASE RECORD OF THE SECURITY OBJECT

308\ RETRIEVING HISTORICAL SECURITY INFORMATION FOR THE
SECURITY OBIECT

310\ DETERMINING A TIME PERIOD FOR THE HISTORICAL SECURITY
INFORMATION

312\ DETERMINING A DATE WHEN THE LINKED RESCURCE WAS
DETERMINED

314\ DETERMINING ASECOND LINKED RESOURCE THAT IS
ASSOCIATED WITH A SECOND DATABASE RECORD ASSQCIATED
WITH THE LINKED RESOURCE

316\ DETERMINING A NUMBER OF LINKS BETWEEN THE LINKED
RESQURCE AND THE SECOND LINKED RESQURCE

l

318\ ADJUSTING A THREAT SCORE ASSOCIATED WITH THE SECURITY
OBIECT

320~

FIG. 3



WO 2017/058142 PCT/US2015/052650

4/5

400

THREAT SCORE DETERMINATION S5YSTEM

402 T MALICIOUS ACTIVITY DETERMINER

404 T e TIME PERIOD IDENTIFIER

406 e SECURITY OBJECT THREAT SCORE DETERMINER
408 T LINKED RESOURCE DETERMINER

410 B S LINKED RESOURCE THREAT SCORE DETERMINER

FIG. 4



WO 2017/058142 PCT/US2015/052650

5/5
500
Z
SYSTEM
504 ~~|_| MACHINE-READABLE STORAGE MEDIUM
506 —il| MALICIOUS ACTIVITY DETERMINE 507
INSTRUCTIONS p;
PROCESSOR
508 —Jl| INDICATOR IDENTIFY INSTRUCTIONS
) LINKED RESOURCES DETERMINE
510 ] INSTRUCTIONS
519 ] RELATIONSHIP DETERMINE
INSTRUCTIONS
514 LINKED RESOURCE THREAT SCORE
T DETERMINE INSTRUCTIONS
NUMBER OF LINKED RESOURCES
516 L DETERMINE INSTRUCTIONS
SECURITY OBIECT THREAT SCORE
518 . DETERMINE INSTRUCTIONS

FiIG. 5



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US2015/052650

A. CLASSIFICATION OF SUBJECT MATTER

GOGF 21/56(2013.01)i, GO6F 21/50(2013.01)i, GOGF 17/30(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GO6F 21/56; GO6F 11/30;, GO6F 21/55; GO6F 21/57;, GO6F 21/00; GO6F 21/50; GO6F 17/30

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electromic data base consulted during the international search (name of data base and, where practicable, search terms used)
¢KOMPASS(KIPO internal) & Keywords: threat score, time period, determine, malicious, linked resource

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A US 2014-0283055 A1 (PINKERTON CONSULTING AND INVESTAGATIONS, INC.) 1-15
18 September 2014
See paragraphs [0005]-[0006]1, [0047], [0092]; and figure 1.

A US 2013-0247205 A1 (SVEN SCHRECKER et al.) 19 September 2013 1-15
See paragraphs [0005], [0072]; and figure 3.

A US 2014-0137257 A1 (SALVADOR CORDERO et al.) 15 May 2014 1-15
See paragraph [0056]; and figure 1.

A WO 2012-167056 A2 (AGARWAL, ROMANCH et al.) 06 December 2012 1-15
See page 26, lines 5-17; and figure 3.

A US 2013-0125239 A1 (BANK OF AMERICA CORPORATION) 16 May 2013 1-15
See paragraphs [0055], [0059]; and figure 3.

|:| Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents:
"A" document defining the general state of the art which is not considered
to be of particular relevance

"E"  earlier application or patent but published on or after the international
filing date

"L"  document which may throw doubts on priotity claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"0" document referring to an oral disclosure, use, exhibition or other
means

"P"  document published prior to the international filing date but later

than the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory undetlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents,such combination
being obvious to a person skilled in the art

document member of the same patent family

'

myn

ng"

Date of the actual completion of the international search
22 June 2016 (22.06.2016)

Date of mailing of the international search report

23 June 2016 (23.06.2016)

Name and mailing address of the ISA/KR
International Application Division
& Korean Intellectual Property Office
X 189 Cheongsa-ro, Seo-gu, Daejeon, 35208, Republic of Korea

Facsimile No. +82-42-481-8578

Authorized officer

CHIN, Sang Bum

Telephone No. +82-42-481-8398

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2015/052650

Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2014-0283055 Al 18/09/2014 WO 2014-144402 Al 18/09/2014
WO 2014-144402 A4 24/12/2014

US 2013-0247205 Al 19/09/2013 None

US 2014-0137257 Al 15/05/2014 None

WO 2012-167056 A2 06/12/2012 CN 103782303 A 07/05/2014
EP 2715596 A2 09/04/2014
EP 2715596 A4 11/03/2015
JP 05713478 B2 07/05/2015
JP 2014-515538 A 30/06/2014
KR 10-2014-0033145 A 17/03/2014
US 2012-0311708 Al 06/12/2012
WO 2012-167056 A3 28/02/2013

US 2013-0125239 Al 16/05/2013 AU 2011-209895 Al 09/08/2012
AU 2011-209895 B2 23/10/2014
CA 2787231 Al 04/08/2011
SG 10-2014-07371 A 30/12/2014
SG 182299 Al 30/08/2012
US 2011-185056 Al 28/07/2011
US 8782209 B2 15/07/2014
US 8799462 B2 05/08/2014
WO 2011-094071 A2 04/08/2011
WO 2011-094071 A3 05/01/2012

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - wo-search-report
	Page 28 - wo-search-report

