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DETECTING AND MANAGING CHANGES IN device to collect information of current networking opera 
NETWORKING DEVICES tions of the networking device prior to performing a modi 

fication to the networking device . At a time after the 
BACKGROUND performance of the first command — such as after one or 

more modifications are made to the settings or other con 
Many companies and other organizations operate com figuration of the networking device — the Change Manage 

puter networks that interconnect numerous computing sys ment system performs a second command on the networking 
tems to support their operations , with the computing systems device to collect additional corresponding information from 
being alternatively co - located ( e . g . , as part of a private local the networking device . The information obtained in 
area network , or “ LAN ” ) or instead located in multiple 10 response to the first command is compared to the informa 
distinct geographical locations ( e . g . , connected via one or tion obtained in response to the second command , allowing 
more other private or shared intermediate networks ) . For changes in the networking operations of the networking 
example , data centers housing significant numbers of inter - device to be determined . The Change Management system 
connected co - located computing systems have become com may then further determine if a problem is identified in 
monplace , such as private data centers that are operated by 15 operations of the networking device based on the determined 
and on behalf of a single organization , as well as public data changes in the networking operations information . If there is 
centers that are operated by entities such as businesses to a problem with the networking device , the modifications to 
provide computing resources to customers . However , as the the networking device may be automatically removed , such 
scale and scope of computer networks has increased , the task as by performing a roll back instruction to remove the 
of provisioning , administering , and managing the associated 20 modifications to the networking device . 
physical computing resources has become increasingly com - The Change Management system may in at least some 
plicated . embodiments further determine a type , such as a model and 

Thus , various problems exist with the implementation and version , of networking device to be checked and modified . 
use of such computer networks , including with administer Various different types of configuration information may be 
ing and managing associated physical computing resources . 25 determined based on the type of the networking device . In 

this way , customized configuration information may be 
BRIEF DESCRIPTION OF THE DRAWINGS utilized for different networking devices . Accordingly , the 

Change Management system may perform operations to 
FIG . 1 is a network diagram illustrating an example collect and compare information for multiple networking 

environment in which techniques may be used for perform - 30 devices in some embodiments , such as in parallel or other 
ing change management operations for networking devices . wise in a related manner , as well as to optionally modify 

FIG . 2 illustrates an example system for performing operations of some or all such networking devices — such 
change management operations on various networking multiple networking devices may be of one or more multiple 
devices . different types , may be co - located or otherwise associated 

FIG . 3 illustrates examples of performing various types of 35 together ( e . g . , all networking devices controlled by or oth 
change management operations on networking devices . erwise associated with a user , some or all networking 

FIG . 4 is a block diagram illustrating example computing devices in a subnet or other specified portion of the topology 
systems suitable for executing an embodiment of a system of a computer network , etc . ) , may include the same or 
for performing change management for networking devices . different types of commands or other operations ( e . g . , dif 

FIG . 5A - 5B illustrate a flow diagram of an example 40 ferent commands for different types of networking devices ) , 
embodiment of a Change Management System routine . etc . Comparison of collected information from multiple 

networking devices can be used , for example , to identify 
DETAILED DESCRIPTION problems in networking devices in a same subnet , network 

ing devices that are not operating in a same or similar 
Techniques are described for providing change manage - 45 manner as other networking devices , etc . In other embodi 

ment functionality for networking devices , such as in a ments , the Change Management system may perform one or 
service provider environment that provides networking periodic snapshot commands to determine initial or baseline 
devices and computing nodes and other computing - related networking operations information of a networking device . 
resources to customers and / or to other internal users . In at This information may be compared to that from a pre 
least some embodiments , a Change Management system is 50 modification collection to determine if the networking 
provided for use by such users ( e . g . , by the service provider ) , device is in a state to perform the modification . Similarly , 
such as to provide an interface that enables the users to one or more post - modification information collections may 
define various configuration information that the Change be performed to determine if the modification introduced 
Management system then implements as part of providing errors or problems into the networking operations of the 
change management functionality for networking devices 55 networking device , in which case the modification may be 
associated with those users . The configuration information rolled back or other actions may be performed , such as a 
may specify , for example , various types of modifications to further modification , another collection operation , or the 
perform to networking devices , types of monitoring to like . 
perform for the networking devices ( e . g . , executable com - In at least some of the embodiments described below , the 
mands to use to gather information about operations of the 60 described techniques may be used with networking devices 
networking devices ) , types of automated responses to prob - provided by one or more service provider environments , 
lems identified by the monitoring ( e . g . , rollback commands although the described techniques may be used with other 
to remove modifications that were performed ) , etc . for types of networking environments in other embodiments , 
controlling and monitoring changes to the networking including by a company or other organization on behalf of 
devices . 65 internal members or other users using devices provided by 
As one example , the Change Management system may be the company / organization , by an entity that manages 

configured to perform a first command on a networking changes to devices provided or controlled by other entities , 
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etc . In addition , while various specific types of networking vided computing - related resources 127 , 114 , and 197 may be 
devices , monitoring activities , operational modification sent directly to those provided computing - related resources 
activities , and automated response activities are discussed without being controlled by the computing resource system 
for the purpose of illustration , it will be appreciated that the module 112 . 
described techniques may be used with other types of 5 In addition , the computing resource service 107 includes 
devices , monitoring activities , operational modification various networking devices 122 that facilitate the use of the 
activities , and / or automated response activities — as one computer networks 114 and other resources provided by the 
example , while commands to collect information are dis computing resource service 107 by the remote users . The cussed in some embodiments as being performed on net computing resource service 107 includes one or more inter working devices , other types of monitoring activities may be 10 faces 119 to enable the remote users to access and manage used in other embodiments to obtain information about a Change Management System 117 to perform some or all operations of devices being monitored . Embodiments dis of the described techniques to execute and monitor change cussed below are provided for illustrative purposes and are 
simplified for the sake of brevity , and the inventive tech management operations on the networking devices 122 . The 
niques may be used in a wide variety of other situations . 15 computing resource service 107 also includes one or more 
some of which are discussed below . other interfaces ( not shown ) to provide functionality of the 

FIG . 1 is a network diagram illustrating an example of a computing resource service 107 to the remote users , such as 
computing resource service that provides user - configurable to provide access control of users to the provided computing 
computing resources to users , such as managed computing nodes 127 , provided virtual computer networks 112 , and / or 
nodes , virtual computer networks , etc . After such computing 20 other provided computing resources 197 ( e . g . , databases , 
resources are configured and provided by the computing storage volumes , or other storage structures ) . These inter 
resource service for a user of the computing resource ser faces may utilize one or more APIs ( application program 
vice , the user may interact from one or more remote loca - ming interfaces ) that enable remote computing systems to 
tions with the provided computing resources , such as to programmatically interact with the Change Management 
execute programs on the computing nodes , to dynamically 25 system 117 and / or to access some or all functionality of 
modify the provided virtual computer network ( s ) and / or the computing resource service 107 on behalf of users ( e . g . , to 
provided computing node ( s ) while they are in use , etc . The perform change management operations on networking 
described techniques for providing users with access to devices 122 ; to create , configure , and / or initiate use of 
perform commands on network - accessible computing provided computing nodes 127 and / or managed computer 
resources and associated functionality may be used in some 30 networks 114 ; etc . ) . In addition , in at least some embodi 
embodiments with such a computing resource service , as ments , the interface ( s ) may include one or more GUIS 
discussed in greater detail elsewhere herein , including with ( graphical user interfaces ) via which users manually interact 
respect to the examples of FIG . 2 and the flowcharts with the computing resource service 107 to perform some or 
illustrated and described in conjunction with FIGS . 5A - 5B . all such actions . 

In particular , example system 100 of FIG . 1 includes a 35 In the illustrated embodiment , when users of computing 
computing resource service 107 implemented using one or devices 132 use the interface ( s ) 119 to send commands or 
more configured computing systems ( not shown ) to provide related requests ( e . g . , change management instructions ) 
functionality over one or more computer networks 102 ( e . g . , intended for the networking devices 122 , at least some such 
over the Internet ) to users ( not shown ) using user computing commands or related requests are directed to the Change 
devices 132 . The computing resource service 107 may , for 40 Management system 117 to determine whether and how to 
example , be part of an environment provided by a service perform such commands or related requests , with the 
provider entity , such as a network service available over the Change Management system 117 then performing subse 
Internet or other network . The computing resource service quent interactions with the networking devices 122 on 
107 enables the users to access and use computing nodes behalf of the user as appropriate . As described in greater 
127 , computer networks 114 and / or other computing 45 detail elsewhere herein , such interactions may include , for 
resources 197 provided to the user by the computing example , one or more of the following : performing one or 
resource service 107 , although in other embodiments and more operations to collect of information of one or more of 
situations a particular computing resource service may pro - the networking devices 122 ( e . g . , performing a collection 
vide a subset of such types of computing - related resources operation before and after a modification to the networking 
( e . g . , only one of computing nodes , virtual computer net - 50 device 122 , and optionally performing a snapshot that is 
works , and other computing resources ) . For example , a compared to information from a pre - modification collection 
number of users interact over the computer network 102 to determine whether or not to perform the modification ) , 
with computing resource system module ( s ) 112 of the com - collecting information that describes networking operations 
puting resource service 107 to create and configure various associated with the networking device 122 , comparing the 
provided computing nodes 127 and / or computer networks 55 information and executing an action based on results of the 
114 being provided by the computing resource service 107 . compare ( e . g . , rolling back the modification to the network 
In this example embodiment , the computing resource system ing device 122 ; executing another operation to collect and 
module ( s ) 112 assist in providing functionality of the com - compare information ; initiating a further modification to the 
puting resource service 107 to the remote users , such as networking device 122 ; etc . ) , etc . 
modifying which computing - related resources 127 , 114 , and 60 The computer network 102 may be , for example , a 
197 are in use for the requesting user , such as by terminating publicly accessible network of linked networks , possibly 
or stopping use of particular computing - related resources operated by distinct parties , such as the Internet . Similarly , 
that were previously allocated to and provided for the user , the computing resource service 107 may include one or 
and / or by adding or otherwise initiating use of additional more internal networks ( not shown ) for connecting comput 
provided computing - related resources 127 , 114 , and 197 for 65 ing systems of the computing resource service 107 to each 
the user ; etc . In some embodiments and situations , some other , such as internal networks that are separate and distinct 
commands or other related requests intended for the pro - from the computer network 102 . 
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Each of the provided computer networks 114 may be manners in various embodiments , and may be configured to 
virtual or physical networks and may be configured in have various types of functionality in various embodiments . 
various ways by the users for whom they are provided . In FIG . 2 illustrates an example system 200 for performing 
some situations , at least some such virtual computer net - change management operations on various networking 
works may be created and configured as network extensions 5 devices . The system 200 includes a Change Management 
to existing remote private computer networks of users , system 204 ( e . g . , Change Management system 117 of FIG . 
although in the illustrated embodiment the provided com 1 ) , device configuration information 206 , collected network 
puter networks 114 are not shown to be connected to such ing operations information 208 , and computer networks 

other existing or virtual computer networks . In addition , at 2020 - 202b ( e . g . , computer networks 114 of FIG . 1 ) . 
least some such computer networks may each be a private 10 The computer networks 202a - 202b may be provided for 

one or more customers of a computing resource service ( e . g . , computer network that is accessible only by the user that computing resource service 107 of FIG . 1 ) . The computer creates it , although in other embodiments at least some networks 202a - 202b may include a variety of different computer networks provided by the computing resource physical , logical , or virtual networks that are provided to a service 107 for users may be publicly accessible . For 15 15 user . Each of the computer networks 202a - 202b includes 
example , each of the provided computer networks 114 one or more computing nodes ( e . g . , provided computing 
includes multiple computing nodes ( not shown ) , at least nodes 127 of FIG . 1 ) and one or more networking devices 
some of which are from the plurality of computing nodes ( e . g . , networking devices 122 of FIG . 1 ) . For example , 
127 provided by or otherwise under the control of the computer network 202a includes computing nodes 210 , and 
computing resource service 107 , while in other embodi - 20 networking devices 212a - 212b and computer network 2025 
ments at least some other computing systems 137 may be includes computing nodes 216 and networking devices 
used to provide some or all computing nodes for one or more 218a - 218b . Each of the computing nodes 210 and 216 may 
of the provided computer networks 114 _ such other com - be hosted by one or more computing machines ( not shown ) 
puting systems 137 may , for example , be provided by or that perform various actions associated with managing the 
under control of the user for whom a computer network 114 25 computing nodes . The networking devices 212a - 212b and 
that uses those other computing systems 137 is provided , or 218a - 218b provide various networking operations and func 
may be computing systems that are provided by third parties tionality associated with their corresponding computer net 
( e . g . , for a fee ) . For example , in at least some embodiments , work . Examples of the networking devices 212a - 212b and 
each provided computer network 114 may include a cus - 218a - 2185 may include , but are not limited to , routers , 
tomer - configured quantity of multiple such computing 30 switches , bridges , gateways , hubs , firewalls , load balancers , 
nodes that are dedicated for use as part of that provided etc . Such a networking device may , for example , be a 
computer network . In particular , a user may interact with the physical device provided by the computing resource service 
computing resource system module 112 to configure a for facilitating the use of the computer networks 202a - 202b 
quantity of computing nodes to initially be included in a for users accessing the computing nodes 210 and 216 , and / or 
computer network provided for the user ( e . g . , via one or 35 may be a virtual device ( e . g . , implemented using one or 
more programmatic interactions with an API provided by the more computer systems configured to emulate functionality 
computing resource service 107 ) , and may further configure of the networking device , such as multiple computer sys 
a network topology of the provided computer network ( e . g . , tems that emulate the functionality of the virtual device in a 
one or more logical subnets that each includes one or more distributed manner ) . 
of the provided computing nodes 127 , the networking 40 The Change Management system 204 performs various 
devices 122 , endpoints for VPN ( Virtual private network ) change management operations on one or more of the 
connections or connections to other external entities , etc . ) . networking devices . The Change Management system 204 

In addition , the computing resource service 107 may determines configuration information for each networking 
provide multiple different types of computing nodes in at device for which it performs change management . The 
least some embodiments , such as , for example , computing 45 configuration information describes the operations associ 
nodes with various performance characteristics ( e . g . , pro - ated with the change management for one or more of the 
cessor speed , memory available , storage available , etc . ) or networking devices 212a - 2126 and 218a - 218b . For 
other capabilities . If so , in at least some such embodiments , example , the configuration information may indicate various 
a user may specify the types of computing nodes to be commands ( e . g . , operations to collect information or take a 
included in a provided computer network for the customer . 50 snapshot of networking operations information , modifica 
In addition , in at least some embodiments , the computing tion commands , rollback commands , or other commands ) 
nodes may be physical computing systems or may be virtual for the Change Management system 204 to perform with a 
machines that are each hosted on one or more physical networking device . In some embodiments , the commands 
computing systems or physical computing machines , and the may include various instructions that the collect and com 
communications that are handled for managed virtual com - 55 mand system 204 provides to the networking device for 
puter networks may include transmissions of data ( e . g . , execution by the networking device and the networking 
messages , packets , frames , streams , etc . ) in various formats . device or the Change Management system 204 monitors 
Furthermore , in at least some situations , an embodiment of networking operations in response to the execution of the 
the computing resource service may be part of or otherwise instructions ) , various requests that the Change Management 
affiliated with a program execution service ( or “ PES ” ) that 60 system 204 sends to the networking device requesting 
executes multiple programs on behalf of multiple users of networking operations information ( where the networking 
the service , such as a program execution service that uses device responds to the Change Management system 204 
multiple computing systems on multiple physical networks with networking operations information associated with the 
( e . g . , multiple physical computing systems and networks request ) , etc . After the Change Management system 204 
within one or more data centers ) , optionally in multiple 65 obtains information ( e . g . , various networking operations 
geographical locations . Thus , computing - related resources information ) from the networking device ( e . g . , in response 
127 , 197 , and / or 114 may be provided for users in various to multiple operations to collect information for of a net 
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working device ) , the Change Management system 204 com networking operations of the networking device . The 
pares the obtained information to determine changes in the response information is stored for later comparison with 
obtained information and / or changes in the networking response information collected from other operations . In this 
operations of the networking device . The Change Manage way , the networking device can perform other actions , and 
ment system 204 determines if there is a problem with 5 does not have to sit idle , until additional information is 
networking device based on the changes , such as if the collected , which allows for persistence between collection 
changes exceed a threshold ( e . g . , the obtained information operations 
may be hashed or normalized to numeric values such that a Example 305 — perform a first collection operation by 
difference between two numeric values can be compared executing a first command on the networking device prior to 
against a threshold value to determine if there is a problem , 10 performing a modification to the networking device and 
such as the difference exceeding the threshold value ) . collecting response information . Next , perform the modifi 
Depending on the result of the compare , the Change Man cation ( which may be selected by a user or automatically by 
agement system 204 can automatically perform other the system , such as periodic or scheduled updates or main 
actions . For example , if there is a problem , then the Change tenance ) . Upon completion of the modification , perform a 
Management system 204 can send another command ( e . g . , 15 second collection operation by executing a second command 
a rollback command or another modification command ) to on the networking device and collecting response informa 
the networking device to remove a previous modification or tion . The response information from the first collection 
make another modification in an attempt to remedy the operation is then compared to the response information from 
problem . the second collection operation to determine changes in the 

In some embodiments , the Change Management system 20 networking operations of the networking device . If the 
can determine a type ( e . g . , a model and version of the changes are within a predefined threshold , then no problem 
networking device ) of the networking device 212a - 212b and is identified with the modified networking device and the 
218a - 218b , which is used to determine the configuration and operation of the modified networking device continues . 
types of operations to collect information , compare infor - Example 310 — similar to example 305 , a first collection 
mation , execute modifications , perform additional actions , 25 operation is performed by executing a first command on the 
or the like associated with that type of device . In this way , networking device prior to performing a modification to the 
the Change Management system 204 can customize change networking device and collecting response information . A 
management functionality as described herein per network - modification to the networking device is performed . Upon 
ing device and perform such customized functionality in completion of the modification , a second collection opera 
parallel on multiple different networking devices . For 30 tion is performed by executing a second command on the 
example , the Change Management system 204 can deter - networking device and collecting response information . The 
mine a type of each of networking devices 212a and 218b . response information from the first collection operation is 
For this example , assume networking device 212a is then compared to the response information from the second 
Type _ A and networking device 218b is Type _ C . Each type collection operation to determine changes in the networking 
of networking device may have its own corresponding 35 operations of the networking device . If the changes exceed 
configuration information that defines the change manage the predefined threshold , then a problem is identified with 
ment functionality for networking devices of that type . The the modified networking device and a rollback instruction is 
Change Management system 204 can send the appropriate executed to remove the modification from the networking 
commands to networking device 212a based on it being device . 
Type _ A in parallel with sending appropriate commands to 40 Example 315 — similar to example 310 , a first collection 
networking device 218b based on it being Type _ C . operation is performed by executing a first command on the 

FIG . 3 illustrates examples of various different change networking device prior to performing a modification to the 
management operations on networking devices , such as networking device and collecting response information . A 
networking devices 122 of FIG . 1 . Additional details for modification to the networking device is performed . Upon 
performing operations to collect information of networking 45 completion of the modification , a second collection opera 
operations of networking devices and comparing response tion is performed by executing a second command on the 
information is described elsewhere herein . The following networking device and collecting response information . The 
are brief examples of the types of operations and configu - response information from the first collection operation is 
ration information that may be performed on a networking then compared to the response information from the second 
device . It should be noted that in response to the execution 50 collection operation to determine changes in the networking 
of a command or other operation ( e . g . , a read command , get operations of the networking device . If the changes are 
command , other instruction to perform an action or obtain within a predefined threshold , then another modification is 
information about networking operations of a networking performed on the networking device . After the second 
device , etc . ) or a snapshot , various information that modification , a third collection operation is performed by 
describes networking operations of the networking device is 55 executing a third command on the networking device and 
monitored and / or collected . The networking operations may collecting response information . This response information 
include , for example , a number of neighboring devices to the is then compared to the response information from the 
networking device , a state of its neighbors , paths from a second collection operation to determine changes in the 
routing table , interface errors , etc . In some embodiments , the networking operations of the networking device due to the 
networking device may execute a command to that returns 60 second modification . If these additional changes exceed the 
structured data ( e . g . , objects , dictionaries , rules , table val predefined threshold , then a problem is identified with the 
ues , hashed data , etc . ) that is currently stored or obtained by modified networking device and a rollback instruction is 
the networking device , where the structured data includes executed to remove the second modification from the net 
information about the networking operations . In other working device . 
embodiments , the networking device may execute a com - 65 Example 320 — similar to example 310 , a first collection 
mand to cause an action that can be monitored by the operation is performed by executing a first command on the 
networking device or some other device to collect the networking device prior to performing a modification to the 
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networking device and collecting response information . A collecting response information . If the changes are within a 
modification to the networking device is performed . Upon predefined threshold , then the operation of the modified 
completion of the modification , a second collection opera networking device continues . 
tion is performed by executing a second command on the Example 340 — similar to example 335 , a snapshot is 
networking device and collecting response information . The 5 performed on the networking device . Prior to a modification 
response information from the first collection operation is being performed on the networking device , a first collection 
then compared to the response information from the second operation is performed by executing a first command on the 
collection operation to determine changes in the networking networking device and collecting response information . The 
operations of the networking device . If the changes are networking operation information from the snapshot is then 
within a predefined threshold , then the operation of the f the 10 compared to the response information from the first collec 

tion operation to determine changes in the networking modified networking device continues and another com operations of the networking device . If the changes do not mand is executed at a later time and additional response exceed the predefined threshold , then the modification to the information collected . This additional response information networking device is performed . Upon completion of the 
is compared to the response information from the first 15 modification , a second collection operation is performed by collection operation . Additional collection operations and executing a second command on the networking device and 
compares of information are performed until the changes collecting response information . If the changes exceed the 
exceed the predefined threshold and a problem is identified predefined threshold , then a problem is identified with the 
( then the rollback instruction is executed to remove the modified networking device and a rollback instruction is 
modification from the networking device ) or for a predeter - 20 executed to remove the modification from the networking 
mined amount of time or predetermined number of post - device . 
modification collection operations ( then the operation of the It should be noted that these examples are for illustrative 
modified networking device continue ) . purposes and are not to be construed as exhausting or 

Example 325a first collection operation is performed by limiting . Rather , additional combinations and number of 
executing a first command on the networking device and 25 collection operations , compares of collected information , 
collecting response information . At some time after the snapshots , modifications , actions , rollbacks , etc . may be 
execution of the first command , a second collection opera - performed . 
tion is performed by executing a second command on the FIG . 4 is a block diagram illustrating example computing 
networking device and collecting response information . The systems suitable for executing an embodiment of a system 
response information from the first collection operation is 30 for performing change management on a networking device . 
then compared to the response information from the second In particular , FIG . 4 illustrates example system 400 , which 
collection operation to determine changes in the networking includes a server computer system 405 , user computer 
operations of the networking device . If the changes exceed systems 450 , networking devices 470 , and other computing 
the predefined threshold , then one or more actions is per - systems 480 . 
formed ( e . g . , sending a notification to a system administrator 35 The server computing system 405 is suitable for perform 
of a potential problem with the networking device , perform - ing automated operations to provide at least some of the 
ing a modification to the networking device to correct a described techniques , including to operate a Change Man 
problem , schedule another operation to collect information agement system 442 and computing resource system module 
and compare the collected information to determine if the ( s ) 440 that provide an embodiment of a computing resource 
problem is an ongoing problem rather than an anomaly , etc . ) . 40 service , with which at least part of the described techniques 

Example 330 — a snapshot is performed on the networking can be used , although in other embodiments the described 
device to get initial or baseline networking operation infor - techniques may be used in other environments that do not 
mation of the networking device . The snapshot can be include the computing resource service , or the computing 
performed at a predetermined time or regularly scheduled resource service may be provided by different server com 
intervals . Prior to a modification being performed on the 45 puting systems than those that provide the Change Manage 
networking device , a first collection operation is performed ment system . 
by executing a first command on the networking device and In the illustrated embodiment , the server computing sys 
collecting response information . The networking operation tem 405 has components that include one or more hardware 
information from the snapshot is then compared to the CPU ( " central processing unit ” ) computer processors 407 , 
response information from the first collection operation to 50 various I / O ( " input / output ” ) components 410 , storage 420 , 
determine changes in the networking operations of the and memory 430 . The illustrated I / O components include a 
networking device . If the changes exceed a predefined display 411 , a network connection 412 , a computer - readable 
threshold , then the modification to the networking device is media drive 413 , and other I / O devices 415 ( e . g . , a key 
not performed . board , a mouse , speakers , etc . ) . In addition , the user com 

Example 335 — similar to example 330 , a snapshot is 55 puter systems 450 may each have components similar to 
performed on the networking device . Prior to a modification those of the server computing system 405 , including one or 
being performed on the networking device , a first collection more CPUs 451 , I / O components 452 , storage 454 , and 
operation is performed by executing a first command on the memory 457 , although some details are not illustrated for the 
networking device and collecting response information . The computing systems 450 for the sake of brevity . The other 
networking operation information from the snapshot is then 60 computing systems 480 may also each include components 
compared to the response information from the first collec - that are similar to some or all of the components illustrated 
tion operation to determine changes in the networking with respect to the server computing system 405 , including 
operations of the networking device . If the changes do not to divide provided hardware resources among multiple 
exceed the predefined threshold , then the modification to the hosted virtual machines , but such components are not illus 
networking device is performed . Upon completion of the 65 trated in this example for the sake of brevity . 
modification , a second collection operation is performed by One or more modules of the Change Management system 
executing a second command on the networking device and 442 ( e . g . , Change Management system 117 of FIG . 1 ) are 
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stored in memory 430 to control user access to performing puting systems or devices , and the computing systems may 
commands on networking devices 470 described herein , and be connected to other devices that are not illustrated , includ 
in some embodiments each includes various software ing through one or more networks such as the Internet , via 
instructions that , when executed , program one or more of the the Web , or via private networks ( e . g . , mobile communica 
CPU processors 407 to provide the described functionality . 5 tion networks , etc . ) . More generally , a computing system or 
One or more computing resource system modules 440 other computing node may comprise any combination of 

( e . g . , computing resource system modules 112 of FIG . 1 ) are hardware or software that may interact and perform the 
stored in memory 430 to provide an embodiment of the described types of functionality , including , without limita 
computing resource service , and in some embodiments each tion , desktop or other computers , database servers , network includes various software instructions that , when executed , 10 storage devices and other network devices , PDAs , cell program one or more of the CPU processors 407 to provide phones , wireless phones , pagers , electronic organizers , the described functionality . The module ( s ) of the computing Internet appliances , television - based systems ( e . g . , using resource system module 440 interact with the user comput 
ing systems 450 , and the other computing systems 480 over set - top boxes and / or personal / digital video recorders ) , and 
the network 490 ( eg . . via local or private networks within 15 various other consumer products that include appropriate 
the computing resource service , the Internet or World Wide communication capabilities . In addition , the functionality 
Web , via a private cellular network , etc . ) . provided by the computing resource system module ( s ) 440 

Various information related to the functionality of the and / or the Change Management system 442 may in some 
Change Management system 440 may be stored in storage embodiments be distributed in one or more modules , as 
420 and used during operation , such as the following : device 20 described elsewhere herein . 
configuration information 421 related to monitoring changes It should also be appreciated that , while various items are 
to one or more network devices that is performing network illustrated as being stored in memory or on storage while 
ing operations ( e . g . , separate configuration information may being used , these items or portions of them may be trans 
be stored for each different type of networking device of a ferred between memory and other storage devices for pur 
plurality of different types of networking devices ) and 25 poses of memory management and data integrity . Alterna 
collected networking operations information 423 related to tively , in other embodiments some or all of the software 
networking operations information that is collected in modules and / or systems may execute in memory on another 
response to a snapshot or command being executed on a device and communicate with the illustrated computing 
networking device 470 . The storage 420 may also store systems via inter - computer communication . Thus , in some 
various other information , such as the following : user data 30 embodiments , some or all of the described techniques may 
related to particular users ( e . g . , their account information , be performed by hardware means that include one or more 
specified configuration information for their provided com - processors and / or memory and / or storage when configured 
puting resources , etc . ) ; user virtual networks data related to by one or more software programs ( e . g . , by the computing 
particular virtual computer networks being provided to users resource system module ( s ) 440 and / or the Change Manage 
( e . g . , particular computing resources used by the virtual 35 ment system 442 ) or data structures , such as by execution of 
computer networks , such as with respect to the provided software instructions of the one or more software programs 
computing nodes ; specified network topologies and other and / or by storage of such software instructions and / or data 
specified configuration information for the virtual computer structures . Furthermore , in some embodiments , some or all 
networks ; etc . ) ; computing resources data related to particu of the systems or modules may be implemented or provided 
lar computing resources ( e . g . , information about other com - 40 in other manners , such as by using means that are imple 
puting resources being provided to users , information about mented at least partially or completely in firmware and / or 
additional computing resources that are available to be used hardware , including , but not limited to , one or more appli 
as such provided computing resources , etc . , such as with cation - specific integrated circuits ( ASICs ) , standard inte 
respect to the provided computing nodes ) ; etc . grated circuits , controllers ( e . g . , by executing appropriate 

The other computing systems 480 may be computing 45 instructions , and including microcontrollers and / or embed 
systems that are used by the computing resource service to ded controllers ) , field - programmable gate arrays ( FPGAs ) , 
provide virtual computer networks and other computing complex programmable logic devices ( CPLDs ) , etc . Some 
resources , such as in one or more data centers , not shown , or all of the modules , systems and data structures may also 
or to provide other functionality or services of one or more be stored ( e . g . , as software instructions or structured data ) on 
computing resource services separate from the computing 50 a non - transitory computer - readable storage medium , such as 
resource service module 440 . a hard disk or flash drive or other non - volatile storage 

The user computing systems 450 and other computing device , volatile or non - volatile memory ( e . g . , RAM ) , a 
systems 480 may be executing various software as part of network storage device , or a portable media article to be read 
interactions with the computing resource system module ( s ) by an appropriate drive ( e . g . , a DVD disk , a CD disk , an 
440 . For example , user computer systems 450 may each be 55 optical disk , etc . ) or via an appropriate connection . The 
executing software in memory 457 to interact with comput - systems , modules and data structures may also in some 
ing resource system module ( s ) 440 and / or Change Manage - embodiments be transmitted as generated data signals ( e . g . , 
ment system 442 , such as a Web browser 458 , including to as part of a carrier wave or other analog or digital propagated 
provide configuration information for performing collection signal ) on a variety of computer - readable transmission 
operations , modifications , compares , and rollback com - 60 mediums , including wireless - based and wired / cable - based 
mands on the networking devices 470 , and to interact with mediums , and may take a variety of forms ( e . g . , as part of 
or otherwise use the computing resources provided by the a single or multiplexed analog signal , or as multiple discrete 
computing resource service . digital packets or frames ) . Such computer program products 

It should be appreciated that computing systems 405 , 450 , may also take other forms in other embodiments . Accord 
470 and 480 are merely illustrative and are not intended to 65 ingly , at least some embodiments of the present disclosure 
limit the scope of the present disclosure . The computing may be practiced with other computer system configura 
systems may instead each include multiple interacting com - tions . 
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FIGS . 5A - 5B illustrate a flow diagram of an example After block 512 , or if it was instead determined in block 
embodiment of a Change Management System routine 510 that configuration information was not currently 
500A - 500B . The routine 500A - 500B may be provided by , received , the routine continues to decision block 515 to 
for example , execution of the Change Management system determine whether the instructions or other information 
442 of FIG . 4 , the Change Management system ( s ) 117 of 5 include a request to modify one or more networking devices , 
FIG . 1 , or otherwise by a computing resource service as and if so the routine 500A continues to block 520 ; otherwise , 
discussed herein , such as to perform the described tech the routine 500A continues to block 595 . In block 595 , the 
niques for providing user - configurable managed computing routine 500A performs one or more other indicated opera 
nodes or other computing - related resources to users and for tion , if any , as appropriate . For example , in some embodi 
configuring user access to perform commands on such m ents , the routine may receive requests to manipulate pro 
computing - related resources ( e . g . , one or more of the man - vided computing resources of one or more computing nodes 
aged computing nodes , etc . ) . While the described techniques provided to the customer by the computing resource service , 
for providing users with access to perform commands on and if so may perform activities to satisfy such requests if 
network - accessible computing resources and associated 15 they are authorized . Other types of operations performed 
functionality are discussed in this example as being at least with respect to block 595 may also include various admin 
supported by a computing resource service , it will be appre istrative operations for the computing resource service , such 
ciated that such functionality may be provided by a distinct a s , for example , performing operations to register new users 
system from the computing resource service in other who can use the provided computing node ( s ) . 
embodiments . 20 If it is instead determined in decision block 515 that a 

In the illustrated embodiment of FIG . 5A , the routine modification request of the one or more networking devices 
500A begins in block 502 , to execute a snapshot command is received in block 505 , the routine 500A continues from 
on the one or more networking device . The snapshot com - decision block 515 to block 520 . In block 520 , routine 500A 
mand can be executed once , at a predetermined schedule determines configuration information for the one or more 
( e . g . , next Thursday at 7 : 00 am ) , at periodic intervals ( e . g . , 25 networking devices for the requested modification . The 
once every day , once a week , etc . ) , in response to another request may identify one or more networking devices to 
instruction or action from the user ( e . g . , a user indicates a perform one or more modifications to the settings of the one 
possible problem with a networking device ) , in response to or more networking devices . The request may also include 
a predetermined state of the networking device or its net - the configuration information for the one or more network 
working operations ( e . g . , the networking device is idle for a 30 ing devices . 
given amount of time ) , etc . In at least one of various The configuration information identifies a variety of dif 
embodiments , execution of the snapshot may be optional ferent information or commands associated with a change to 
and may not be performed . After block 502 , the routine a networking device . For example , the configuration infor 
continues to block 505 , where instructions or other infor - mation may identify one or more pre - modification com 
mation are received . In some embodiments , the instructions 35 mands and one or more post - modification commands to 
or other information may be from a user , a service owner execute on the networking device and one or more network 
( e . g . , a manager , administrator , etc . of the computing ing operations to monitor and collect data in response to the 
resource service 107 of FIG . 1 ) , etc . In at least one embodi - execution of the commands . The configuration information 
ment , the instruction may be to perform a snapshot on the may include one or more modifications to settings or other 
one or more networking devices to determine initial , base - 40 operating characteristics of the networking device . In some 
line , or periodic networking operations of the networking embodiments , the configuration information may also define 
device . the types of comparisons to perform between the collected 

After block 505 , the routine 500A continues to block 510 information and one or more thresholds to identify and 
to determine if configuration information is received from a determine if a problem has occurred associated with the 
user , such as to use in performing corresponding change 45 modification to the networking device . The configuration 
management functionality for one or more networking information also identifies one or more actions to perform in 
devices associated with the user at a current and / or future response to the comparing of networking operations infor 
time . If so , the routine continues to block 512 to store the mation . For example , the configuration information may 
received configuration information , as well as to initiate include a rollback command for removing the modification 
and / or schedule corresponding activities . For example , if the 50 to the networking device if a problem is detected in the 
configuration information includes instructions to modify change of the networking device due to the performed 
the configuration of one or more networking devices in one modification . Other actions could include performing addi 
or more specified manners at the current time , the actions in tional collection operations and compares of collected infor 
block 512 may include initiating a corresponding modifica mation ( e . g . , to determine if the problem is a reoccurring 
tion request , as discussed further with respect to blocks 55 problem , or was an anomaly that was caused by some other 
515 - 565 . Conversely , if the configuration information speci - network issue and not the modification to the networking 
fies to schedule the modification of one or more networking device ) , performing additional modifications , etc . 
devices and / or the monitoring of one or more networking In some embodiments , a type of each of the one or more 
devices at one or more later times , the routine may later networking devices is determined . Based on the type of 
initiate corresponding instructions . In some embodiments 60 networking device , the configuration information is selected 
and situations , such monitoring and corresponding auto from a plurality of different configuration information , 
mated responses may be performed by the Change Manage - where each of the plurality of different configuration infor 
ment system for modifications to one or more networking mation is configured for a corresponding type of networking 
devices that are not performed by the Change Management device from a plurality of different types of networking 
system ( e . g . , that are manually performed by a user who 65 devices . In at least one embodiment , the type of networking 
specifies the configuration information to monitor such device may include a model and version of the networking 
manual modifications ) . device . 
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After block 520 , the routine 500A continues with routine information determined in block 520 may indicate what 
500B in FIG . 5B at block 525 . In block 525 , the routine additional collection operations or commands to execute on 
500B executes a first collection operation on each of the one the network device . 
or more networking devices to collect information based on After block 545 , the routine 500B continues at block 550 
the determined configuration information . The routine 500B 5 to compare the additional collected information and the first 
also collects in response to the first collection operation collected information . In various embodiments , this com 
first information that describes one or more networking parison may be similar to what is described in conjunction 
operations of the one or more networking devices . The with block 530 . Additionally , the configuration information 
networking operations information to collect may be defined determined in block 520 may indicate the type of compari 
by the configuration information specified by a user or by the son to perform on the additionally collected information and 
configuration information . In some embodiments , the one or the first collected information . 
more networking devices may provide the networking After block 550 , the routine 500B continues to decision 
operations to the routine 500A . In other embodiments , the block 555 to determine if the comparison indicates a prob 
routine 500A may monitor the networking operations of the 15 lem with the networking device , which may be similar to 
networking devices . what is described in conjunction with decision block 535 . 

After block 525 , the routine 500B continues at block 530 If it is determined that a problem exists based on the 
to perform a first comparison of the snapshot information comparison of the first information and the additional infor 
and the collected first information . In some embodiments , mation , the routine 500B continues with routine 500A at 
block 530 may be optional and not performed , such as if no 20 block 565 ; otherwise the routine 500B continues to decision 
snapshot is executed , no snapshot data is available , or based block 560 . 
on the configuration information . In some embodiments , the In decision block 560 , the routine 500B determines 
comparison may be a direct comparison of the snapshot and whether or not to perform additional collection operations to 
the first information . In other embodiments , a hash or other collect additional network operations information . In some 
translation table may be employed to convert the snapshot 25 embodiments , the configuration information determined in 
and first information into numerical form . Once in numerical block 520 may indicate how many collection operations to 
form , these values are compared . do if the comparison indicates there is no problem . For 

After block 530 , the routine 500B continues at decision example , the routine 500B may continue to loop until a 
block 535 to determine if a problem is indicated by the first predetermine time has passed since the modification was 
comparison . In some embodiments , if a result from the first 30 performed , a number of collection operations have been 
comparison exceeds a threshold ( e . g . , a threshold value that performed without a problem ( e . g . , one collection operation 
is predetermined , provided by the user , defined by the without a problem , three collection operations , or the like ) , 
configuration information , etc . ) then there may be a problem an instructions is received from the user to stop collecting , 
with the networking device or the networking operations a status or state of the networking device changes ( e . g . , the 
may have changed enough to render the modification deter - 35 available computing resources of the networking device 
mined with the configuration information in block 520 to be exceed some threshold level such that computing resources 
out - of - date or unsuitable . should not be utilized to perform operations to collect 

If it is determined that a problem exists based on the networking operation information ) , etc . 
comparison of the snapshot and the first information , the If another collection operation is to be performed , the 
routine 500B continues at decision block 570 with routine 40 routine 500B loops to block 545 ; otherwise , the routine 
500A in FIG . 5A and prevents a modification from occurring 500B continues at decision block 570 in routine 500A in 
on the networking device . But if there is no problem , the FIG . 5A . 
routine 500 continues at block 540 to perform the requested If it is determined that there is a problem with the network 
modification . In some embodiments , where a snapshot is not operations of the networking device in decision block 555 , 
performed , decision block 535 may not be performed and 45 the routine 500A continues at block 565 . In block 565 an 
the routine 500B would continue from block 530 to block action is performed on the networking device based on the 
540 . problem . In some embodiments , the configuration informa 

In block 540 , the requested modification is executed on tion determined at block 520 may define what actions are to 
the networking device . In various embodiments , the modi - be performed upon a problem with the networking device . In 
fication may be any of a variety of changes to the setting or 50 at least one embodiment , the action may be a rollback 
other characteristics of the networking device . For example , instruction that is executed on the networking device , which 
the modification may be uploading a different version of removes the modification performed in block 540 from the 
software ( e . g . , an operating system or other software on the networking device . In another embodiment , the action may 
networking device ) , updating an interface , changing specific be a further modification to the settings or networking 
settings of the networking device ( e . g . , a number of links 55 characteristics of the networking device . Embodiments are 
maintained by the networking device ) , etc . not so limited and other actions may be performed , such as , 

After block 540 , the routine 500B continues at block 545 but not limited to , sending a notification to the user of the 
to execute another collection operation on the one or more problem , setting a future collection operation to be per 
networking devices and collect additional network opera - formed , etc . 
tions information in response to the additional collection 60 After blocks 565 or 595 , or if it is determined in decision 
operation . In various embodiments , this collection operation block 535 that there is a problem between the snapshot and 
may be similar to what is described in conjunction with the first information , or if it determined in decision block 
block 525 . In some embodiments , this other collection 560 to perform no additional collection operations , the 
operation may be an exact same operation that was executed routine 500 A continues at decision block 570 . In decision 
in block 525 . In other embodiments , the other collection 65 block 570 , the routine 500A determines whether to continue 
operation may be different from the first collection operation the routine and process additional information , such as until 
executed in block 525 . As described above , the configuration an explicit indication to terminate is received . If it is 
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determined to continue , routine 500 returns to block 505 , networking device , the executing the command includ 
otherwise , the routine 500A ends . ing providing information from the computing system 

It should be noted that the number of collection operations to the networking device to cause execution by the 
and comparisons that are performed before , during , or after networking device of one or more first specified 
a modification may vary from what is illustrated in the 5 instructions to collect the first information ; 
figures . Similarly , various other compares of collected net performing the modification to the settings of the net 
work operations information may be performed . For working device to alter the networking operations of 
example , in some embodiments , results from one compari the networking device ; son may be compared to results from another comparison , executing , by the computing system and upon completion which may indicate a problem if the additional comparison 10 of the performing of the modification , an additional exceeds another threshold . In one non - limiting example , a command on the networking device to collect second result of the comparison in block 530 and a result of the information that describes the altered networking comparison in block 550 may not indicate a problem , but a operations of the networking device , the executing the comparison of those results exceeding a threshold may 

additional command including providing additional indicate that there is a problem with the changes caused by 15 
the modification to the networking device . As a result , the information from the computing system to the network 
modification may be rolled back or another action may be ing device to cause execution by the networking device 
performed as described in block 565 . of one or more second specified instructions to collect 

It should also be appreciated that in some embodiments the second information ; 
the functionality provided by the routines discussed above 20 comparing , by the computing system , the collected first 
may be provided in alternative ways , such as being split and second information to determine the changes and to 
among more routines or consolidated into fewer routines . identify a problem with the altered networking opera 
Similarly , in some embodiments illustrated routines may tions of the networking device based on the determined 
provide more or less functionality than is described , such as changes ; and 
when other illustrated routines instead lack or include such 25 executing , by the computing system and in response to the 
functionality respectively , or when the amount of function identified problem , a rollback instruction on the net 
ality that is provided is altered . In addition , while various working device to remove the modification to the 
operations may be illustrated as being performed in a settings . 
particular manner ( e . g . , in serial or in parallel ) and / or in a 2 . The computer - implemented method of claim 1 further 
particular order , those skilled in the art should appreciate 30 comprising , before the executing of the command : 
that in other embodiments the operations may be performed determining , by the computing system , a type of the 
in other orders and in other manners . Those skilled in the art networking device from a plurality of different types of 
should also appreciate that the data structures discussed networking devices ; and 
above may be structured in different manners , such as by selecting , by the computing system and based on the 
having a single data structure split into multiple data struc - 35 determined type of the networking device , the com 
tures or by having multiple data structures consolidated into mand to execute from a plurality of commands for 
a single data structure . Similarly , in some embodiments collecting information about networking operations , 
illustrated data structures may store more or less information wherein each of the plurality of commands is config 
than is described , such as when other illustrated data struc ured for use with a corresponding type of networking 
tures instead lack or include such information respectively , 40 device of the plurality of different types of networking 
or when the amount or types of information that is stored is devices . 
altered . 3 . The computer - implemented method of claim 2 wherein 

From the foregoing it should be appreciated that , although the determining of the type of the networking device 
specific embodiments have been described herein for pur - includes determining a model and version of the networking 
poses of illustration , various modifications may be made 45 device . 
without deviating from the spirit and scope of the invention . 4 . The computer - implemented method of claim 1 wherein 
Accordingly , the invention is not limited except as by the the networking device is at least one of a router , a switch , a 
appended claims and the elements recited therein . In addi - bridge , a gateway , a hub , a firewall or a load balancer . 
tion , while certain aspects of the invention are presented 5 . The computer - implemented method of claim 1 further 
below in certain claim forms , the inventors contemplate the 50 comprising , before the performing of the modification : 
various aspects of the invention in any available claim form . obtaining , by the computing system , a snapshot of the 
For example , while only some aspects of the invention may networking operations ; 
currently be recited as being embodied in a computer comparing , by the computing system , the snapshot and 
readable medium , other aspects may likewise be so embod the first information to identify an existing problem 

55 with the networking device ; and 
What is claimed is : preventing , by the computing system and in response to 
1 . A computer - implemented method comprising : the identified existing problem , the performing of the 
receiving , by a computing system , configuration informa modification while the identified existing problem per 

tion from a user for use in managing changes to a sists . 
networking device that is performing networking 60 6 . The computer - implemented method of claim 5 further 
operations in a computer network , wherein the changes comprising : 
result from a modification made to settings of the initiating , by the computing system and after the identi 
networking device ; fied existing problem no longer persists , the performing 

executing , by the computing system and based on the of the modification ; and 
received configuration information , a command on the 65 comparing , by the computing system , the snapshot and 
networking device to collect first information that the collected first and second information to identify a 
describes the networking operations performed by the further problem , 

ied . 
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and wherein the executing of the rollback instruction is prevent , by the computing system and in response to the 
performed based on the identified further problem . existing problem , the modifying of the configuration of 

7 . The computer - implemented method of claim 1 wherein the networking device . 
the configuration information includes information about the 13 . The non - transitory computer - readable medium of 
modification , and wherein the computing system performs 5 claim 12 wherein the stored contents further cause the 
the modification based on the configuration information . computing system to : 

8 . The computer - implemented method of claim 1 wherein initiate , by the computing system and after the identified 
the configuration information includes information about a existing problem no longer persists , the modifying of 
type of automated response for a corresponding type of the configuration , wherein the modifying of the con 
problem , and wherein the executing of the rollback instruc - 10 figuration includes changing a setting of the networking 
tion in response to the identified problem includes deter device that affects the networking operations ; 
mining , by the computing system and based on the configu identify , by the computing system , further changes 
ration information , to perform the rollback instruction as an between the snapshot and the second information , and 
automated response to the identified problem . execute , by the computing system , the rollback instruction 

9 . The computer - implemented method of claim 1 wherein 15 on the networking device to remove the modified 
the computing system is part of a change management configuration based on the analyzing having identified 
system that has a plurality of clients , wherein the user is one the problem based on the changes and on the identified 
of the plurality of clients of the change management system , further changes . 
wherein the one or more first specified instructions and the 14 . The non - transitory computer - readable medium of 
one or more second specified instructions are same instruc - 20 claim 12 wherein the stored contents further cause the 
tions , and wherein the computing system stores the collected computing system to : 
first information for the user for use in later comparing the compare , by the computing system , the changes between 
collected first information and the collected second infor the collected first and second information and the 
mation to determine the changes . additional changes between the snapshot and the first 

10 . A non - transitory computer - readable medium having 25 information ; and 
stored contents that cause a computing system to at least : execute , by the computing system and based on the 

provide , from the computing system to a networking comparing , the rollback instruction on the networking 
device , first information to cause execution by the device to return an operating state of the networking 
networking device of a command to collect first infor device to a time before the modifying of the configu 
mation that describes networking operations performed 30 ration . 
by the networking device in a computer network ; 15 . The non - transitory computer - readable medium of 

modify a configuration of the networking device that claim 12 wherein the networking device is a virtual device 
alters the networking operations of the networking that is implemented using one or more computer systems 
device ; configured to emulate functionality of the networking 

provide , from the computing system to the networking 35 device . 
device upon completion of modifying the configuration 16 . The non - transitory computer - readable medium of 
of the networking device , second information to cause claim 10 wherein the stored contents further cause the 
execution by the networking device of an additional computing system to : 
command to collect second information that describes modify an additional configuration of the networking 
the altered networking operations of the networking 40 device that further alters the networking operations of 
device ; the networking device ; 

analyze , by the computing system , changes between the execute , by the computing system , a further command on 
collected first and second information , the analyzing the networking device to collect third information that 
identifying a problem based on the changes ; and describes the further altered networking operations of 

execute , by the computing system and in response to the 45 the networking device ; 
identified problem , a rollback instruction on the net identify , by the computing system and based on the third 
working device to remove the modified configuration . information , a resulting problem from the modifying of 

11 . The non - transitory computer - readable medium of the additional configuration ; and 
claim 10 wherein the stored contents further cause the execute , by the computing system and based on the 
computing system to , before the execution of the command : 50 resulting problem , an automated response to the result 

determine , by the computing system , a type of the net ing problem that addresses the resulting problem with 
working device from a plurality of different types of out performing a rollback on the networking device . 
networking devices having a plurality of types of 17 . The non - transitory computer - readable medium of 
commands for collecting information about networking claim 10 wherein the networking device is one of multiple 
operations ; and 55 networking devices of a single type that are each performing 

select , by the computing system and based on the deter - respective networking operations in the computer network , 
mined type of the networking device , the command to wherein the providing of the first information to cause the 
execute from the plurality of types of commands . execution of the command and the modifying of the con 

12 . The non - transitory computer - readable medium of figuration and the providing of the second information to 
claim 10 wherein the stored contents further cause the 60 cause the execution of the additional command are per 
computing system to : formed for each of the multiple networking devices in 

before the modifying of the configuration of the network - parallel , and wherein the rollback instruction is executed on 
ing device , obtain , by the computing system , a snapshot one of the multiple networking devices based on a problem 
of the networking operations ; that is identified for the one networking device , and wherein 

identify , by the computing system , additional changes 65 the rollback instruction is not executed on another of the 
between the snapshot and the first information , the multiple networking devices based on no problems being 
additional changes identifying an existing problem ; and identified for the another networking device . 
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18 . The non - transitory computer - readable medium of working device at multiple times to collect respec 

claim 10 wherein the networking device is one of multiple tive responses to the multiple instructions that 
networking devices of multiple types that are each perform include information describing the networking 
ing respective networking operations in a common subset of operations of the networking device at the multiple 
the computer network , wherein the providing of the first 5 times , wherein one or more of the multiple times is 
information to cause the execution of the command and the after completion of the modifying of the configura 
modifying of the configuration and the providing of the tion ; 
second information to cause the execution of the additional analyze changes between information included in the 

collected respective responses and identify a prob command are performed for each of the multiple networking lem based on the changes ; and devices , and wherein the command and the additional com - 10 
mand executed by one of the multiple networking devices is initiate , as a result of the identifying of the problem 
of a different type than the command and the additional based on the changes , performance of another modi 

fication to the configuration of the networking command executed by another of the multiple networking 
device . devices based on the one networking device and the another 

networking device being of different types . * 15 20 . The system of claim 19 wherein the another modifi 
19 . A system , comprising : cation to the configuration of the networking device is 

performed by the processor and includes rolling back the a processor of a computing system ; and 
modifying of the configuration to remove the modified a memory having stored instructions that , when executed configuration from the networking device . by the processor , cause the processor to : 

modify a configuration of a networking device that 20 e that 20 21 . The system of claim 19 wherein the initiating of the 
alters networking operations of the networking performance of the another modification includes sending an 

electronic communication to a recipient associated with the device in a computer network ; 
providing information from the computing system to networking device to cause the recipient to perform the 

the networking device to cause the networking another modification . 
device to execute multiple instructions on the net * * * * * 


