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Systems and methods of secure domain isolation

BACKGROUND
Field

The innovations herein pertain to computer virtualization, computer security and/or data
isolation.
Description of Related Information

Separation kernels/hypervisors have been used to provide secure isolation
between multiple instances of guest operating systems running within a single computer
system. Memory and CPU usage are strictly isolated, and mechanisms exist for sharing
storage devices. However, sharing of the keyboard, mouse, and especially the video
display has been a problem. Assigning separate physical devices to separate guests is
impractical in many instances, for example, laptop computer systems have only a single
display and keyboard. Previous approaches to the problem have used networked
display protocols such as Remote Desktop Protocol or VNC connected via virtual
network interfaces to a separate guest OS instance that contains the server for the
remote display protocol and actually owns the mouse, keyboard, and video. These
approaches do not provide isolation of display data, since all data is displayed by a
single application in the remote
server.

Consistent with certain aspects of the present disclosure, systems and methods
herein may include innovations such as aspects wherein the memory used for display
data is part of the virtual machine itself and is therefore isolated from access by other
virtual machines by the hardware protection mechanisms of the computer system and
the information flow control policies implemented in the Separation Kernel Hypervisor.
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Brief Description of the Drawings

The accompanying drawings, which constitute a part of this specification,
illustrate various implementations and features of the present innovations and, together
with the description, explain aspects of the inventions herein. In the drawings:

FIG. 1 is a block diagram illustrating an exemplary system and Keyboard-Video-
Mouse (“KVM”) architecture consistent with certain aspects related to the innovations
herein.

Figure 2 is a flow chart showing an exemplary implementation of certain KVM
Physical Server Keyboard Input Execution processing consistent with certain aspects
related to the innovations herein.

Figure 3 is a flow chart showing an exemplary implementation of certain KVM
Event Handler processing consistent with certain aspects related to the innovations
herein.

FIGs. 4A-4B are flow charts illustrating exemplary virtual machine/display
functionality consistent with certain aspects related to the innovations herein.

FIGs. 5A-5B are flow charts illustrating exemplary input command/guest virtual
machine/display functionality consistent with certain aspects related to the innovations
herein.

FIG. 6 is a flow chart illustrating additional exemplary input command/guest
virtual machine/display functionality consistent with certain aspects related to the

innovations herein.

DETAILED DESCRIPTION OF ILLUSTRATIVE IMPLEMENTATIONS
Reference will now be made in detail to the inventions herein, examples of which
are illustrated in the accompanying drawings. The implementations set forth in the
following description do not represent all implementations consistent with the claimed
inventions. Instead, they are merely some examples consistent with certain aspects
related to the present innovations. Wherever possible, the same reference numbers will
be used throughout the drawings to refer to the same or like parts.
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Systems, methods and other computer-implemented inventions herein may
include or enable a KVM (Keyboard Video Mouse) switch for secure domain display
isolation in a separation kernel. Consistent with certain implementations, a software
KVM (Keyboard Video Mouse) may be utilized to provide secure isolation between
guest virtual machines of the video display, mouse and keyboard of a personal
computer running a Separation Kernel Hypervisor. Further, according to certain
embodiments, various systems and methods herein do not rely on any modifications or
additions to the guest operating systems in the virtual machines. In some embodiments,
aspects of the present implementations may include or involve virtualized keyboard,
video, and mouse devices provided to each guest operating system, as well as a
processing module or server running in a separate virtual machine.

In accordance with certain implementations, an exemplary software
Keyboard/Video/Mouse switch may include one or more of the following features or
subcomponents: (i) A standard PC with a keyboard, mouse, display and a graphics
controller that supports the VESA BIOS extensions; (ii) A Separation Kernel Hypervisor
that ensures the isolation of multiple guest Operating Systems each in its own Virtual
Machine (VM); (iii) A Separation Kernel Hypervisor which is capable of assigning
physical memory address ranges exclusively to individual virtual machines; (iv) A
Separation Kernel Hypervisor which is capable of assigning I/O devices exclusively to
individual virtual machines; (v) Two or more client VMs (virtual machines) which will
share access to the physical mouse, keyboard, and graphics controller; (vi) A virtual
keyboard device (e.g. a PS/2 or USB keyboard device) presented to each client VM,;
(vii) A virtual mouse device (e.g. a PS/2 or USB mouse device) presented to each client
VM; (viii) A virtual graphics controller with VESA BIOS extensions to each client VM; (ix)
A special Virtual Machine or processing component(s) referred to herein for sake of
convenience and not limitation as the Virtual Device Server, which controls the actual
keyboard and mouse; and/or (x) A server running in the Virtual Device Server in (viii),
which communicates with the virtual devices in (v), (vi), and (vii), and which is referred
to herein as the "KVM Server". Additionally, with regard to (iii) and (iv), exemplary
mechanisms that may be utilized for offline configuration of these features are set forth

in the Configuring Virtual Devices section, below.
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In some implementations, the Virtual Device Server may includes a hosted
Keyboard Video Mouse (KVM) server which has sole access and control of the physical
keyboard and pointer (e.g. mouse, trackball, trackpad, joystick, etc.) input devices via
the Separation Kernel Hypervisor.

Further, the frame buffer memory of the graphics controller may be divided into
regions of appropriate size for the desired video resolution. In some implementations,
each memory region may be assigned to one of the virtual machines that will share the
display.

According to certain basic implementations, when the computer is booted, the
keyboard, mouse, and video may be assigned to the Virtual Device Server. Further, the
KVM Server in the Virtual Device Server may initialize the graphics controller using the
VESA BIOS extensions, and sets the graphics controller's frame buffer to point to an
initial guest virtual machine's frame buffer memory region. Here, then, the KVM server
may open the keyboard and mouse devices, and initialize them.

Subsequently, in various implementations herein, the virtualization layer within
each guest VM that is sharing the display may be presented with a virtual mouse
device, a virtual keyboard device, and a virtual graphics controller with VESA BIOS
extensions with a frame buffer address pointing to the section of the actual frame buffer
which has been assigned to it.

Keyboard and mouse input from the user may then be received by the KVM
server and sent to the corresponding virtual device in the currently-selected client VM.
Outputs to the keyboard (for example, turning the Caps Lock indicator on or off) from
the client VM is captured by the virtual keyboard driver and sent to the KVM server,
which may be configured to communicate such information to the physical keyboard.

Additionally, calls to the virtual VESA BIOS in the selected client VM may be
communicated to the KVM server, which performs the requested action, if allowed, and
communicates any results back to the client VM.

Systems and methods herein may be configured to employ or utilize certain
functionality in reply to pre-assigned or set key combinations. In some exemplary
implementations, if the user presses a specified key combination (for example Ctl-Alt-

FI), the KVM server may intercept such instruction and, rather than passing the data to
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the current client VM, change the current client VM to the next VM in sequence. Here,
for example, the KVM server may route the mouse and keyboard data to the next VM in
sequence, and read from it to get keyboard commands. Innovations relating to use of
the VESA BIOS extensions may also be included. For example, such extensions may
be used to set the start of the frame buffer for the graphics controller to point to the
frame buffer memory region for that client VM.

In general, systems and methods are disclosed herein for providing secure
information processing. In one exemplary implementation, there is provided a method of
secure domain isolation. Moreover, the method may include configuring a computing
component to establish isolation between domains or virtual machines, processing
information such as instructions from an input device while keeping the domains or
virtual machines separate, and/or performing navigating and/or other processing among
the domains or virtual machines as a function of the data/programming and/or
information, wherein secure isolation between the domains or virtual machines is
maintained.

Various systems and methods herein may be implemented via VESA BIOS
Extensions (such as those referred to above) providing a mechanism for software-
driven display start and address swapping (e.g., function 4F07h, etc.) via multiple
protection domains. More generally, some of the present systems and methods involve
innovations related to taking address swapping originally intended for use in software-
driven animation and stereoscopic displays to implemented secure isolation of video
display data, e.g., as belonging to multiple protection domains. Features herein allow
software to change the start address of the frame buffer the graphics hardware is
currently displaying. Aspects of the present innovations use such mechanisms,
sometimes in conjunction with the protections provided by the PC hardware and the
separation kernel, to provide secure separation of display data between different
protection domains. Only code running within the Protection Domain to which that frame
buffer is assigned can access the data.

With regard to such extension innovations, one illustrative mechanism that may
be utilized by the KVM Server 132 is based on the Function 07h Set/Get Display Start

features using only specific sub functions of the VESA BIO functions used for display
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switching. Figure 1 shows an example architecture for the Software KVM with three
guest operating systems sharing the display, mouse, and keyboard. Referring to Figure
1, Protection Domain #1 104 is the domain for the first guest operating system. The
Separation Kernel Hypervisor 136 enforces isolation between this and the other
protection domains on the system. Communication between this protection domain and
the KVM Server 132 is allowed.

As shown in Figure 1, Guest Operating System #1 108 may contain or process
the code and data for the guest operating system in Protection Domain #1. Further,
System 108 may be presented with a virtual PC hardware environment by the
Separation Kernel Hypervisor 136, which controls the Guest Operating System’s actual
access to memory and CPU resources. Also, Virtual Mouse Device #1 112 may present
Guest Operating System #1 108 with a virtualized hardware interface identical to a
standard PS/2 or USB mouse.

In some implementations, Virtual Keyboard Device #1 116 may present Guest
Operating System #1 108 with a virtualized hardware interface identical to a standard
PS/2 or USB keyboard.

Additionally, Virtual VESA Graphics Device #1 120 may present Guest Operating
System #1 108 with a virtualized hardware interface identical to a VESA compliant
graphics controller. And Physical Frame Buffer #1 124 may present Guest Operating
System #1 108 with a memory area in the Physical Graphics Device 156 frame buffer to
use to display its data. Such memory allocation may be presented to Guest Operating
System #1 by Virtual VESA Graphics Device #1 120 as a complete VESA frame buffer.

According to some implementations, Virtual Device Server 128 may be a server
platform running in a separate protection domain which is used to host device
virtualization servers such as the KVM Server 132. Here, for example, it may have sole
access to the Physical Mouse 144, Physical Keyboard 148 and VESA BIOS 152 via the
Separation Kernel Hypervisor's 136 protection mechanisms.

Further, the KVM Server 132 may be a server application running within the
Virtual Device Server 128 which takes input from the Physical Mouse 144 and Physical
Keyboard 148 and routes them to the selected Guest Operating System 104, 160, or
184. In some implementations, the KVM server 132 may use the VESA BIOS 152 to
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select which Physical Frame Buffer 124, 180, or 198 will be displayed by the Physical
Graphics Device 156.

As set forth in embodiments herein, the Separation Kernel Hypervisor 136 may
provide the underlying hardware virtualization support to run multiple guest operating
systems and provide the isolation between protection domains as well as
communication mechanisms to support allowed communications between domains, e.g.
between the Virtual Keyboard Devices 116, 172, and 196 and the KVM Server 132.
Referring to Fig. 1, PC Hardware 140 may be a standard desktop or laptop form factor
PC with a VESA compliant graphics controller, though the innovations pertain to other
computing components beyond this or other illustrative components shown in the
drawings. Further, while Physical Mouse 144 may be a standard USB or PS/2 mouse
and Physical Keyboard 148 may be a standard USB or PS/2 keyboard, other
input/output devices are within the ambit of the innovations herein.

In the illustrative implementation shown in Figure 1, VESA BIOS 152 may be the
BIOS provided by the VESA compliant Physical Graphics Device 156. Here, for
example, it may be used by the KVM Server 132 to initialize the Physical Graphics
Device and change which Physical Frame Buffer 124, 180 or 198 is displayed by the
Physical Graphics Device. Physical Graphics Device 156 is a PC graphics controller
capable of presenting a VESA compliant hardware interface.

Lastly, in Figure 1, the entities within Protection Domains #2 and #3 160-180 and
184-198 may be similar to those described above for Protection Domain #1 104.

Figure 2 is a flow chart showing an exemplary implementation of certain KVM
Physical Server Keyboard Input Execution processing consistent with certain aspects
related to the innovations herein. Referring to FIG. 2, a flow chart illustrating the
execution of the Software KVM Server's Physical Keyboard input handling is shown.
Various innovations herein include or utilize aspects of Figure 2, such as
implementations involving features that provide for the secure switching of the
physically partitioned Physical Frame Buffers. While this flow chart illustrates
operation(s) consistent with the system and example architecture described in Figure 1,
the processing here and elsewhere in this disclosure is not limited to the specific

(illustrative) features and elements depicted in Figure 1. Among other things, additional
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architectures with different numbers of Guest Operating Systems and their associated
Protection Domains are certainly possible by simply extending or reducing the current,
illustrative examples.

As shown in Figure 2, at 204, initial execution of the server may commence, such
as opening the physical devices (Physical Mouse 144, Physical Keyboard 148, and
Physical Graphics Device 156). At 208, initialization of the Physical Device(s) 156 may
be performed. Then, at 212, the current target Domain may be set (e.g., the Protection
Domain to which keyboard and mouse input is sent and whose frame buffer is currently
displayed on the Physical Graphics Device), here shown being set to Protection Domain
#1 104. At 216, a VESA BIOS call may be performed to set the address which the
Physical Graphics Device will use as its frame buffer to the address of Physical Frame
Buffer #1 124. Next, at 220, processing of input events of several kinds may be
performed. Some illustrative detailed implementations of such processing is shown in
Figure 3 and described in connection therewith.

After such event processing, at 222, input from an input device such as
keystroke(s) from a Physical Keyboard 148 may be read. Note that such keystroke data
from the Physical Keyboard contains not only the key that was pressed (e.g. 'FI ') but
also any modifier keys (control, shift, alt, etc.) that were also pressed.

In another step, at 224, a determination may be made as to whether the
keystroke has the pre-configured KVM switch modifiers (e.g. control-shift). If the
keystroke does not contain any such modifiers, processing proceeds to step 240. If it
does include a modifier, processing proceeds to step 226. At 240, the keystroke data is
transmitted to the appropriate Virtual Keyboard Device 116, 172, or 196 depending on
the current target, and then resets processing back to the event processing step, 220, to
repeat the event loop. When a relevant modifier is detected, a determination is made, at
226, as to whether the key pressed is the pre-configured KVM Switch Next key (e.g.
right-arrow). If a Switch Next is detected, processing proceeds to 228. If not, processing
proceeds to 248.

When a Switch Next is detected, processing proceeds through steps 228 and
232 to set the current target protection domain to the next higher numbered domain (i.e.

from Protection Domain #1 104 to Protection Domain #2 106, from Protection Domain
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#2 160 to Protection Domain #3 184, etc. In a case where just three domains exist and
the current target was Protection Domain #3 184, the selected domain may revert back
to Protection Domain #1 104; here, such reversion occurring at 244. In this way,
repeatedly pressing the KVM Switch Next Key will cause the Software KVM to cycle the
display, keyboard and mice between the three protection domains. Upon completion of
such domain transfer function(s), processing may proceed, e.g., to another VESA BIOS
call, at 236.

Turning back to detection of a Switch Next instruction, at 226, if it is determined
that the keystroke is not a Switch Next instruction, processing proceeds to step 248. At
248, a determination is made as to whether the key pressed is the pre-configured KVM
Switch Previous key (e.g. left-arrow). If a Switch Previous is detected, processing may
proceed to step 252. If not, processing may proceed to step 264.

When a Switch Previous is detected, processing proceeds through steps 252 and
256 to set the current target protection domain to the next lower numbered domain (i.e.
from Protection Domain #2 160 to Protection Domain #1 104, from Protection Domain
#3 to Protection Domain #2, etc. In the case where just three domains exist and the
current target was Protection Domain #1 104, the domain would be set to Protection
Domain #3 184, at 260. In this way, repeatedly pressing the KVM Switch Previous Key
will cause the Software KVM to cycle the display, keyboard and mice between the three
protection domains. Once the cycle instruction is completed, processing may proceed to
step 236, explained below.

If the keystroke is neither a Switch Next nor a Switch Previous instruction, a
determination may be made, at 264, as to whether the keystroke is one of the pre-
configured KVM Switch Direct keys (e.g. Fl through F3). Here, for example, systems
and methods herein may be configured with such keystrokes that trigger a switch to a
specified target domain rather than cycling to the next or previous domain. Further, the
mapping between keys and protection domains, here, may be pre-configured in the
KVM server. If no such Switch Direct instruction is detected, processing may proceed,
at 240, to send the keystroke to the current target. However, If it is, it transfers control to
element 268.
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At 268, a determination is made as to whether the target mapped to the key is in
range (i.e. between 1 and 3). If it is out of range, processing proceeds to step 240 to
send the keystroke to the current target. If it is within the specified range, the target
protection domain is set, at 272, to the domain identified/mapped via the Switch Direct
command. Once the domain is set, processing proceeds to 236.

At step 236, a call to the VESA BIOS is made to set the address that will be used
by the Physical Graphics Device as its framebuffer to the appropriate Physical Frame
Buffer (Physical Frame Buffer #1 124, Physical Frame Buffer #2 180, or Physical Frame
Buffer #3 198) according to the current target Protection Domain. In some
implementations, in step 236, the current video mode and line length may also be set to
the values stored for the current target Protection domain. Upon completion of such
functionality, processing may then return to 220 to repeat the event loop.

Figure 3 is a flow chart showing an exemplary implementation of certain KVM
Event Handler processing consistent with certain aspects related to the innovations
herein. Referring to FIG. 3, illustrative flow of control for the Software KVM handling
input events from various possible sources is shown, namely in this illustration from the
three sources: the Physical Mouse 144, the Physical Keyboard 148 and the Guest
Operating Systems 108, 164, and 188. TO begin, at 304, an event is read/received for
processing.

In another step, at 308, a determination is made as to whether the event is a
mouse event; if it is a mouse event, mouse data is read, at 312, from the Physical
Mouse 144. Next, at 316, transmission of the mouse data to the appropriate Virtual
Mouse Device occurs, e.g., to Virtual Mouse Device #1 112, Virtual Mouse Device #2
168, or Virtual Mouse Device #3 192, depending on the current target. Upon
completion, processing then proceeds back to step 304 to await the next event.
Additionally, at 316, a determination is made as to whether the event is a keyboard
event. If it is a keyboard event, then processing proceeds, at 320, to step 220 in Figure
2, where exemplary handling of such keyboard events is set forth in more detail.

In further processing, at 324, a determination is made as to whether the event
came from one of the Guest Operating Systems (Guest Operating System #108, Guest
Operating System #2 164, or Guest Operating System #3 188). If so, additional

-10 -
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processing is performed to determine the type of the event. Otherwise an error is
reported, at 399, and processing proceeds back to 304 to repeat the event loop.

In a first type of Guest OS event processing, at 328, a determination is made as
to whether the event is a command for the LEDs on the Physical Keyboard. If so, the
LED data is sent to the Physical Keyboard, at 332, processing then returns to element
304 to repeat the event loop. If the event is not such keyboard LED command,
processing may proceed to step 336.

In a second type of Guest OS event processing, at 336, a determination is made
as to whether the event is a command to set the keyboard repeat rate. If so, the
keyboard repeat rate is set, at 340, for the Physical Keyboard, and then processing may
proceed to 304 to repeat the event loop. If the event is not such keyboard repeat
command, processing may proceed to step 344.

In a third type of Guest OS event processing, at 344, a determination is made as
to whether the command is to set the display's line length. If so, the line length is set, at
348. For example, here at 348, the line length for the originating Guest Operating
System may be stored unless that Guest Operating System is the current target. If it is,
then (also at 348) the line length may be changed in the Physical Graphics Device, as
well. Otherwise, the line length will be changed in element 236 of Figure 2, when the
originating Guest Operating System becomes the current target. In either case,
processing may then proceed to step 304 to repeat the event loop. If the event is not
such a line length command, processing may proceed to step 352.

In a fourth type of Guest OS event processing, at 352, a determination is made
as to whether the event is a command to get the supported video modes. If so, those
video modes are returned to the requesting Guest Operating System, at 356, and then
processing proceeds to step 304 to repeat the event loop. If the event is not such a get
video mode command, processing may proceed to step 360.

In a fifth type of Guest OS event processing, at 360, a determination is made as
to whether the event is a command to set the video mode. If so, the chosen mode is
checked for validity, at 364. If the mode is not valid, then an error is reported at 399 and
processing proceeds to 304 to repeat the event loop. If the mode is valid, then the mode

is set in step 368. Here, at 368, the requested video mode for the originating Guest
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Operating System is stored unless that Guest Operating System is the current target. If
it is, then the video mode in the Physical Graphics Device is changed at 368 as well.
Otherwise, the video mode may be changed in element 236 of Figure 2, e.g., when the
originating Guest Operating System becomes the current target. In either case,
processing then proceeds to 304 to repeat the event loop. If the event is not such a set
video mode command, then an error is reported at 399 and processing proceeds to 304
to repeat the event loop.

It should be noted that the various processing steps set forth in Figures 2 and 3,
such as the Switch Next, Switch Previous and Switch Direct of FIG. 2 and the Guest OS
event processing of FIG. 3, need not be performed in the particular ordering set forth
herein. These details are provided for the purpose of illustration only as some or all of
the various processing may certainly be implemented in different order that that shown
and described in connection with the present drawings.

FIGs. 4A-4B are flow charts illustrating exemplary virtual machine/display
functionality consistent with certain aspects related to the innovations herein. Referring
to FIG. 4A, an exemplary method of computer configuration/operation associated with
the present secure domain isolation is shown. Here, illustrative methods may include
one or more of assigning portions of the VESA frame buffer memory to Virtual
Machine(s) (VMs) that uses the software KVM 402, assigning communication channels
between the Virtual Device Server and the VMs using the software KVM 404, assigning
the physical VESA graphics controller, mouse, and/or keyboard devices to the Virtual
Device Server 406, and assigning virtual VESA graphics controller, mouse, and/or
keyboard devices to VM(s) that use the software KVM 408. Other exemplary
implementations may include steps such as starting the KVM Processing
Component/Server 410, as well as setting the physical mouse and/or keyboard interrupt
to be routed to the first VM using the software KVM and/or invoking the VESA BIOS to
allow the portion of the VESA frame buffer assigned to that VM to be displayed on the
physical display 412.

FIG. 4B is a flow chart illustrating a more specific example of virtual
machine/display functionality consistent with certain aspects related to the innovations

herein. At the start of this exemplary functionality, at 422, the Separation Kernel
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Hypervisor assigns portions of the VESA frame buffer memory to each Virtual Machine,
e.g., using the software KVM. Then, at 424, the Separation Kernel Hypervisor assigns
communication channels between the Virtual Device Server and the Virtual machines
using the software KVM. In the next step, at 426, the physical VESA graphics controller,
mouse, and keyboard devices are assigned to the Virtual Device Server. Next, at 428,
the Separation Kernel Hypervisor makes a similar assignation for the virtual VESA
graphics controller, mouse and keyboard devices to each Virtual Machine that uses the
software KVM. Following this, at 430, the KVM Server is initiated by the Virtual Device
Server. Finally, at 432, the KVM Server sets the physical mouse and keyboard interrupt
to be routed to the first Virtual Machine, e.g. using the software KVM, and uses the
VESA BIOS to allow the portion of the VESA frame buffer assigned to that first Virtual
Machine to be displayed on the physical display.

FIGs. 5A-5B are flow charts illustrating exemplary input command/guest virtual
machine/display functionality consistent with certain aspects related to the innovations
herein. Referring to FIG. 5A, exemplary processing involved with switching between
guests on a display is shown. Here, illustrative methods may include one or more of
displaying the frame buffer allocated to a specific guest on the physical display 502,
performing one or more processes to detect a KVM switch keystroke combination (e.g.,
Switch_Next, Switch_Previous, Switch_Direct) 504, and/or displaying the frame buffer
allocated to the appropriate guest on the display 506. Various specific examples of such
functionality are set forth in Figures 2 and 3 and described otherwise herein.

Fig. 5B illustrates exemplary processing of keystroke combinations that iterate
forward and backward through the guest operating system frame buffers currently
displayed on the physical display. In the first step, at 512, the frame buffer that has been
assigned to a specific guest operating system is projected on the physical display. Next,
at 514, the specific keystroke combination designated to move to the next KVM in
sequence in is detected. Once that detection has occurred, at 516, the next guest
operating system frame buffer is displayed on the physical display. This process
continues with the additional detection of the specific keystroke combination designated
to move to the previous KVM in sequence, shown at 518. If and when this keystroke

combination is detected, the physical display is set to display the frame buffer allocated
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to the previous guest operating system (in this example, the first guest operating
system), at 520.

Figure 6 is a flow chart illustrating additional exemplary input command/guest
virtual machine/display functionality consistent with certain aspects related to the
innovations herein. Referring to FIG. 6, processing associated with displaying a specific
guest operating system frame buffer on the physical display involving direct instruction
to the various frame buffer(s) is shown. In an initial state, at 602, the frame buffer
allocated to the first guest operating system is displayed on the physical display. When
the specific keyboard combination targeting guest operating system 2 is detected, at
604, the physical display is set to display the frame buffer allocated to guest operating
system 2, at 606. Similarly, at 608, when the specific keystroke combination targeting
guest operating system 3 is detected, the frame buffer allocated to the third guest
operating system is displayed on the physical display, at 610.

Figures 4A and 4B illustrate an initial sequence of operations that may be
involved with creation of the configuration described in Figure 1 and which may, in some
implementations, enable the sequences of operations described in Figures 2 and 3.
Figures 5A, 5B and 6 describe some illustrative user interaction features associated
with innovations herein as described in more detail in Figures 2 and 3.

The present Keyboard Video Mouse (KVM) innovations, such as those
implemented via the exemplary software embodiments set forth herein, may provide
access to emulated PS/2 or USB keyboard and mouse devices and a video device for
Fully Virtualized subjects. It also provides support for switching the keyboard, mouse
and video control between the Fully Virtualized subjects, for example, in one
implementation by using the Ctrl-Shift-FI-Ctrl-Shift-FIO key combination. According to
some implementations, the following screen resolutions with 32 bpp may be supported:
640x480. 800x600,1024x768 and 1280x800 and 1280x1024 using the configuration
details below. All the modes may be checked if they are supported by the video
controller. Further, both PS/2 and USB keyboard mouse as physical input devices may
be supported. (Such software/features may also sometimes be referred to, elsewhere or
herein, as KVM - Keyboard, Video, Monitor.)
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It should be noted that the quantity of subjects that can be simultaneously
configured for KVM, in these illustrative implementations, may be hardware dependent
and may be limited as a function of the amount of the available video RAM (e.g., in
some implementations, a minimum 3 MB subject is required). Further, in order to enable
support of e.g. 1280x1024 screen resolution mode the client video frame buffer size
should be increased to 8MB in the XML and -rvm.conf files.

The exemplary implementation below illustrates how to create a virtual AC97
device named AC 97 for a FV subject (windowsO) as a client and the PV Linux subject
(pvlinuxQ) as a server using IRQ 161 as the service interrupt number. Configuring
Virtual Devices The following aspects describe how illustrative, emulated virtual devices
may be configured for protection domains/subjects/guest virtual machines that are fully

virtualized and/or paravirtualized.

Software KVM Switch

The Software KVM Switch emulates the keyboard and mouse devices (e.g. PS/2
or USB keyboard and mouse devices) and a VESA video device for FV subjects. It may
also be configured to provide support for switching the keyboard, mouse and video
control between the FV subjects using the Ctrl-Shift-F| -Ctrl-Shift-FIO key

combinations.

Via such implementations, for example, 640x480, 800x600, 1024x768 and
1280x800 screen resolutions with 32 bits per pixel may be supported. Further, devices
such as PS/2 and USB keyboard/mouse are supported as physical input devices.

Configuring the XML file:
1. Create the virtual KVM devices:

<virtual device vdevname="KVMDEVQO" pname="unclassified partition">
<pciaddress busnum="0" devhum="15" funcnum="0">
<interface pciid="0O0000000" irg="0">
<emulatelegacy devid="00000303" irg="1">
<ipaccessmethod>
<ioports baseport="0060" range="1 ">
</ioaccessmethod>

=15 -



WO 2012/177464 PCT/US2012/042330

<ipaccessmethod>
<ioports baseport="0064" range="| ">
</ioaccessmethod>
</ emulatelegacy>
<emulatelegacy devid="OOOOOF13" irg=" 12"1>
<emulatelegacy devid="00000900">
<ipaccessmethod>
<ioports baseport="03CQO" range="32"1>
</ioaccessmethod>
<ipaccessmethod>
<ioports baseport="03BO" range="12"1>
</ioaccessmethod>
<ipaccessmethod>
<ioports baseport="OICE" range="2"1>
</ioaccessmethod>
</ emulatelegacy>
</interface>
</virtualdevice>

Do the same for KVMDEVI.

2. Create the video framebuffer areas:

<memoryregion memregionname="VIDEO FBO" pname="unclassified partition"
memorytype="BIOS" size="00400000" fill="99">

<starthpa> EOOOOOQO«/ starthpa>
</memoryregion>
<memoryregion memregionname="VIDEO FB 1" pname="unclassified partition'
memorytype="BIOS" size="00400000" fill="55">

<starthpa> E0400000</ starthpa>
</memoryregion>

Note that the physical address range is configured to start from the beginning of the
usable video frame buffer memory (refer to the video card vendor documentation for
this information), and follow each other without gaps. The sizes depend on the desired
screen resolution and must be multiple of 64K (Ox10000). In some implementations, the
minimum required size can be obtained as the screen area in pixels multiplied by 4 and
rounded up to 64K (for the 1280x800 resolution it is 1280 x 800 x 4 = Ox3E8000).
Further, different sizes per area may be implemented.
3. Create the KVM communication streams memory regions:
<memoryregion memregionname="KVMO" pname="unclassified partition"
memorytype="VDEVIO" size=" 1 000" fill="OO">

<alignment>4KByte</alignment>
</memoryregion>
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<memoryregion memregionname="KVMI" pname="unclassified partition"

memorytype="VDEVIO" size=" 1 000" fill="OO">
<alignment>4KByte</alignment>

</memoryregion>

4. Allow windowsO to access the above devices and regions:

<memoryflow memregname="KVMO" guestaddr="EE800000" readperm="ALLOW"
writeperm="ALLOW"/>
<memoryflow memregname="VIDEO FBO" guestaddr="O0000000d0000000"
readperm="ALLOW" writeperm="ALLOW"/>
<virtualdeviceflow vdevname="KVMDEVQ" interface="0"/>

Allow windows 1 to access the above devices and regions by performing the same

actions.
5. Add the respective memoryflows to the PV Linux subject (pvlinuxO):

<memoryflow memregname="KVMO" readperm="ALLOW" writeperm="ALLOW"/>
<memoryflow memregname="KVMI" readperm="ALLOW" writeperm="ALLOW"/>

6. Add the following lines to the <subjectflow sname="windowsQ"> section of pvlinuxO
to allow sending IRQs 1 and 12 to windowsO:

<injectintperm irqg="12" perm="ALLOW"/>
<injectintperm irqg=" 1" perm="ALLOW"/>

Add the same lines to the windowsl subject flow.

In addition, the windowsO and windows 1 subjects are given access to the LOWMEM
and BIOS regions, and pvlinuxO must have access to the LOWMEM, BIOS,

VIDEO BIOS and VGAREG regions. Also the physical VGA, keyboard and mouse
devices (and USB ifusing USB keyboard/mouse) may then be assigned to pvlinuxO.

Configuring PV Linux:

Edit the /etc/kvm.conffile as follows:

KVM TTY =9 # tty number for the pvlinuxO keyboard
KVM MOUSE=/dev/mouse # the pvlinuxO mouse device
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KVM VMODE=0xI15 # the initial video mode

Add the video framebuffer area sizes counted in units of 64K to the initial parameters
(initparams) of the PV Linux subject (pvlinuxO): <KVM_FBSIZES=0x40:0x40>

Note that the sizes must be provided in the same order as the video framebuffer areas
were created and separated by':' symbol. A default size for framebuffer, such as 4MB,

may be used if no parameter is provided.

KVM Support for Paravirtualized LynxOS-SE Subject
This example illustrates how to create a KVM configuration for PVLynxOS-SE
subject(pvlosseO) using the PV Linux subject (pvlinuxO) as the KVM server.

Configuring the XML file:
Designate memory for the video framebuffer areas:

<memoryregion memregionname="VIDEO _FBO" pname="unclassified partition"
memorytype="BIOS" size="00400000" fill="99">

<starthpa> EOOOOQOO«</ starthpa>
</memoryregion>
<memoryregion memregionname="VIDEO _FB 1" pname="unclassified partition"
memorytype="BIOS" size="00400000" fill="55">

<starthpa> E0400000</ starthpa>
</memoryregion>

Note that the physical address ranges are configured to start from the beginning of the
usable video frame buffer memory (refer to the video card vendor documentation for
this information), and follow each other without gaps. The sizes depend on the desired
screen resolution and must be multiple of 64K (OxIOOOO). In some implementations,
the minimum required size is 640x480x4 bytes(OxIEOQOQ). Further, different sizes per

area may be implemented.

Create the KVM Communication streams memory region

<memoryregion memregionname="KVMO"

pname="unclassified partition" memorytype="VDEVIO"

size=" 1 000" fill="O0">
<alignment>4KByte</alignment>

</memoryregion>

<memoryregion memregionname="KVMI"
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pname="unclassified partition" memorytype="VDEVIO"
size=" 1 000" fill="O0">

<alignment>4KByte</alignment>
</memoryregion>
Allow pvlosseO to access the above devices and regions:
<memoryflow memregname="KVMQO"
readperm="ALLOW" writeperm="ALLOW"/>
<memoryflow memregname="VIDEO _FBO"
readperm="ALLOW" writeperm="ALLOW"/>

Add the respective memoryflows to the PV Linux subject (pvlinuxO):
<memoryflow memregname="KVMQO" readperm="ALLOW" writeperm="ALLOW"/>

Add the following lines to the <subjectflow sname="pvlosseO"> section ofpvlinuxO to
allow sending irg's 1 and 12 to pvlosseO:

<injectintperm irqg="12" perm="ALLOW"/>

<injectintperm irqg=" 1" perm="ALLOW"/>
In addition pvlinuxO must have access to the LOWMEM, BIOS, VIDEO BIOS and
VGAREG regions. Also the physical VGA, keyboard and mouse devices (and USB if

using USB keyboard/mouse) must be assigned to pvlinuxO.

Configuring PV Linux:

Edit the /etc/kvm.conffile as follows:

KVM TTY =9 # tty number for the pvlinuxO keyboard;

KVM MOUSE=/dev/mouse # the pvlinuxO mouse device;

KVM VMODE=0xI15 # the initial video mode.

Add the video framebuffer area sizes counted in units of64K to the initparams of the
PV Linux subject (pvlinuxO):<KVM_FBSIZES=0x40:0x40>

Note that the sizes must be provided in the same order as the video framebuffer areas
were created and separated by':' symbol. The default size for framebuffer specifically
4 MB is used if no parameter is provided.

Configure PV LynxOS-SE to use the KVM feature.

Check features that kvm.cfg is enabled in the 'config.tbl' may be as follows:

I: kvm.cfg

To configure the SKDB and kkprintfto work on KVM, set the SKDB PORT and
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KKPF PORT, in uparam.h as follows:
#define SKDB PORT SKDB KVM - -
#define KKPF PORT SKDB KVM - -
Check that the kvminfo.c file contains the following entry:
KVM (kvml -info "KVMO" , "VIDEO- FBO")-
Configure the VMO to work on /dev/kvmO and VM1 to work on /dev/kvm1 in the VCT
file:
ForVMO:

CommandLine=/usr/binirunshell / dey /kvmO lusrlhinlbash;
StdInNodeFname=/dev/kvmO;
StdOutNodeFname=/dev/kvmO;
StdErrNodeFname=/dev/kvmO;

ForVMI

CommandLine=/usr/binirunshell / dey /kvm 1 lusrlhinlbash;
StdInNodeFname=/dev/kvml;
StdOutNodeFname=/dev/kvml;
StdErrNodeFname=/dev/kvml;

Build the net.img

# cd SIENV _PREFIX)/sys

# make clobber install

# cd $ (ENV PREFIX)/bsp.x86 pc

# make clean install netkdi

The innovations herein may be implemented via one or more computing
components, one or more servers, other components, or distributed between such
elements. When implemented as an appliance, such an appliance may comprise either
components such as a general-purpose CPU, RAM, etc. found in general-purpose
computers, or FPGAs and/or ASICs found in more specialized computing devices. In
implementations where the innovations reside on a server, such a server may comprise

components such as CPU, RAM, etc. found in general-purpose computers.

Additionally, the innovations herein may be achieved via implementations with
disparate or entirely different software, hardware and/or firmware components, beyond
that set forth above. With regard to such other components (e.g., circuitry,
computing/processing components, etc.) and/or computer-readable media associated

with or embodying the present inventions, for example, aspects of the innovations
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herein may be implemented consistent with numerous general purpose or special
purpose computing systems or configurations. Various exemplary computing systems,
environments, and/or configurations that may be suitable for use with the innovations
herein may include, but are not limited to: various software or other components within
or embodied on personal computers, servers or server computing devices such as
routing/connectivity components, hand-held or laptop devices, multiprocessor systems,
microprocessor-based systems, set top boxes, consumer electronic devices, network
PCs, other existing computer platforms, distributed computing environments that include
one or more of the above systems or devices, etc.

In some instances, aspects of the innovations herein may be achieved via logic
and/or logic instructions including program modules, executed in association with the
circuitry, for example. In general, program modules may include routines, programs,
objects, components, data structures, etc. that perform particular tasks or implement
particular instructions herein. The inventions may also be practiced in the context of
distributed circuit settings where circuitry is connected via communication buses,
circuitry or links. In distributed settings, control/instructions may occur from both local
and remote computer storage media including memory storage devices.

Innovative software, circuitry and components herein may also include and/or
utilize one or more type of computer readable media. Computer readable media can be
any available media that is resident on, associable with, or can be accessed by such
circuits and/or computing components. By way of example, and not limitation, computer
readable media may comprise computer storage media and communication media.
Computer storage media includes volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for storage of information
such as computer readable instructions, data structures, program modules or other
data. Computer storage media includes, but is not limited to, RAM, ROM, EEPROM,
flash memory or other memory technology, CD-ROM, digital versatile disks (DVD) or
other optical storage, magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the desired information and
can accessed by computing component. Communication media may comprise

computer readable instructions, data structures, program modules or other data

221 -



WO 2012/177464 PCT/US2012/042330

embodying the functionality herein. Further, communication media may include wired
media such as a wired network or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combinations of the any of the above
are also included within the scope of computer readable media.

In the present description, the terms component, module, device, etc. may refer
to any type of logical or functional circuits, blocks and/or processes that may be
implemented in a variety of ways. For example, the functions of various circuits and/or
blocks can be combined with one another into any other number of modules. Each
module may even be implemented as a software program stored on a tangible memory
(e.g., random access memory, read only memory, CD-ROM memory, hard disk drive) to
be read by a central processing unit to implement the functions of the innovations
herein. Or, the modules can comprise programming instructions transmitted to a general
purpose computer or to processing/graphics hardware via a transmission carrier wave.
Also, the modules can be implemented as hardware logic circuitry implementing the
functions encompassed by the innovations herein. Finally, the modules can be
implemented using special purpose instructions (SIMD instructions), field programmable
logic arrays or any mix thereof which provides the desired level performance and cost.

As disclosed herein, features consistent with the present inventions may be
implemented via computer-hardware, software and/or firmware. For example, the
systems and methods disclosed herein may be embodied in various forms including, for
example, a data processor, such as a computer that also includes a database, digital
electronic circuitry, firmware, software, or in combinations of them. Further, while some
of the disclosed implementations describe specific hardware components, systems and
methods consistent with the innovations herein may be implemented with any
combination of hardware, software and/or firmware. Moreover, the above-noted features
and other aspects and principles of the innovations herein may be implemented in
various environments. Such environments and related applications may be specially
constructed for performing the various routines, processes and/or operations according
to the invention or they may include a general-purpose computer or computing platform
selectively activated or reconfigured by code to provide the necessary functionality. The

processes disclosed herein are not inherently related to any particular computer,

-02-



WO 2012/177464 PCT/US2012/042330

network, architecture, environment, or other apparatus, and may be implemented by a
suitable combination of hardware, software, and/or firmware. For example, various
general-purpose machines may be used with programs written in accordance with
teachings of the invention, or it may be more convenient to construct a specialized
apparatus or system to perform the required methods and techniques.

Aspects of the method and system described herein, such as the logic, may be
implemented as functionality programmed into any of a variety of circuitry, including
programmable logic devices (“PLDs”), such as field programmable gate arrays
(“FPGAS”), programmable array logic (“PAL”) devices, electrically programmable logic
and memory devices and standard cell-based devices, as well as application specific
integrated circuits. Some other possibilities for implementing aspects include: memory
devices, microcontrollers with memory (such as EEPROM), embedded
microprocessors, firmware, software, etc. Furthermore, aspects may be embodied in
microprocessors having software-based circuit emulation, discrete logic (sequential and
combinatorial), custom devices, fuzzy (neural) logic, quantum devices, and hybrids of
any of the above device types. The underlying device technologies may be provided in
a variety of component types, e.g., metal-oxide semiconductor field-effect transistor
("MOSFET?”) technologies like complementary metal-oxide semiconductor (“CMOS”),
bipolar technologies like emitter-coupled logic (“ECL"), polymer technologies (e.g.,
silicon-conjugated polymer and metal-conjugated polymer-metal structures), mixed
analog and digital, and so on.

It should also be noted that the various logic and/or functions disclosed herein
may be enabled using any number of combinations of hardware, firmware, and/or as
data and/or instructions embodied in various machine-readable or computer-readable
media, in terms of their behavioral, register transfer, logic component, and/or other
characteristics. Computer-readable media in which such formatted data and/or
instructions may be embodied include, but are not limited to, non-volatile storage media
in various forms (e.g., optical, magnetic or semiconductor storage media) and carrier
waves that may be used to transfer such formatted data and/or instructions through
wireless, optical, or wired signaling media or any combination thereof. Examples of

transfers of such formatted data and/or instructions by carrier waves include, but are not
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limited to, transfers (uploads, downloads, e-mail, etc.) over the Internet and/or other
computer networks via one or more data transfer protocols (e.g., HTTP, FTP, SMTP,
and so on).

Unless the context clearly requires otherwise, throughout the description and

the claims, the words “comprise,” “comprising,” and the like are to be construed in an
inclusive sense as opposed to an exclusive or exhaustive sense; that is to say, in a
sense of “including, but not limited to.” Words using the singular or plural number also

include the plural or singular number respectively. Additionally, the words “herein,”

“‘hereunder,” “above,” “below,” and words of similar import refer to this application as a
whole and not to any particular portions of this application. When the word “or” is used
in reference to a list of two or more items, that word covers all of the following
interpretations of the word: any of the items in the list, all of the items in the list and any
combination of the items in the list.

Although certain presently preferred implementations of the invention have
been specifically described herein, it will be apparent to those skilled in the art to which
the invention pertains (e.g., experienced kernel programmers) that variations and
modifications of the various implementations shown and described herein may be made
without departing from the spirit and scope of the invention. Accordingly, it is intended

that the invention be limited only to the extent required by the applicable rules of law.
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What is claimed is:

1. A method of secure information processing, the method comprising:

configuring a computing component with data/programming associated with
address swapping and/or establishing isolation between domains or virtual machines;

processing information associated with input devices while keeping the domains
or virtual machines separate;

performing navigating and/or other processing among the domains or virtual
machines as a function of the data/programming and/or information;

wherein secure isolation between the domains or virtual machines is maintained.

2. The method of claim 1 or the invention of other claims herein wherein the
configuration of the computing component involves utilizing address swapping
functionality, which was originally provided for a different use, to implement secure

isolation features.

3. The method of claims 1-2 or the invention of other claims herein wherein the address
swapping functionality is existing address swapping functionality originally

provided/configured for use in software-driven animation and/or stereoscopic display.

4. The method of claims 1-3 or the invention of other claims herein wherein the address
swapping functionality is utilized to implemented secure isolation of video display data.

5. The method of claims 1-4 or the invention of other claims herein wherein the address
swapping functionality is utilized to implemented secure isolation of video display data,
belonging to multiple protection domains.

6. . The method of claims 1-5 or the invention of other claims herein wherein the

computing component is configured to change the start address of a frame buffer the
graphics hardware is currently displaying.
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7. The method of claims 1-6 or the invention of other claims herein wherein the
processing is performed in conjunction with a separation kernel to provide secure

separation of display data between different protection domains.

8. One or more computer readable media containing computer executable instructions
for performing a method of secure information processing, the computer executable
instructions including instructions for causing one or more processing components to
perform the steps of:

configuring one or more computing components with data/programming
associated with address swapping and/or establishing isolation between domains or
virtual machines;

processing information associated with input devices while keeping the domains
or virtual machines separate;

performing navigating and/or other processing among the domains or virtual
machines as a function of the data/programming and/or information;

wherein secure isolation between the domains or virtual machines is maintained.

9. The computer readable media of claim 8 or the invention of other claims herein
wherein the configuration of the computing component involves utilizing address
swapping functionality, which was originally provided for a different use, to implement

secure isolation features.

10. The computer readable media of claims 8-9 or the invention of other claims herein
wherein the address swapping functionality is existing address swapping functionality
originally provided/configured for use in software-driven animation and/or stereoscopic

display.
11. The computer readable media of claims 8-10 or the invention of other claims herein

wherein the address swapping functionality is utilized to implemented secure isolation of
video display data.

=26 -



WO 2012/177464 PCT/US2012/042330

12. The computer readable media of claims 8-11 or the invention of other claims herein
wherein the address swapping functionality is utilized to implemented secure isolation of
video display data, belonging to multiple protection domains.

13. The computer readable media of claims 8-12 or the invention of other claims herein
wherein the computing component is configured to change the start address of a frame
buffer the graphics hardware is currently displaying.

14. The computer readable media of claims 8-13 or the invention of other claims herein
wherein the processing is performed in conjunction with a separation kernel to provide

secure separation of display data between different protection domains.

15. The computer readable media of claims 8-14 or the invention of other claims herein
wherein the processing is performed in conjunction with protection(s) provided by the
computing component (PC) hardware to provide secure separation of display data
between different protection domains.

16. The computer readable media of claims 8-15 or the invention of other claims herein
wherein only code running within the Protection Domain to which that frame buffer is
assigned can access the data.

17. The computer readable media of claims 8-16 or the invention of other claims herein
further comprising initializing, such as via a KVM component/server in a Virtual Device
components/server, a graphics controller using VESA BIOS extensions.

18. The computer readable media of claims 8-17 or the invention of other claims herein
further comprising setting a graphics controller's frame buffer to point to an initial guest
virtual machine's frame buffer memory region, and/or opening, via a KVM

component/server, keyboard and/or mouse devices and, optionally, initializing them.
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19. The computer readable media of claims 8-18 or the invention of other claims herein
further comprising presenting a virtualization layer associated with one or more guest
virtual machine that is/are sharing the display with a virtual mouse device, a virtual

keyboard device, and/or a virtual graphics controller.

20. The computer readable media of claim 19 or the invention of other claims herein
including VESA BIOS extensions with a frame buffer address pointing to the section of
the actual frame buffer which has been assigned to it.

21. The computer readable media of claims 8-20 or the invention of other claims herein
configured to include one or more of:

keyboard and mouse input from the user are received by a KVM server and sent
to the corresponding virtual device in the currently-selected client virtual machine;

outputs to the keyboard (for example, turning the Caps Lock indicator on or off)
from the client VM is captured by the virtual keyboard driver and sent to the KVM
server, which may be configured to communicate such information to the physical
keyboard; and/or

calls to the virtual VESA BIOS in the selected client VM may be communicated to
the KVM server, which performs the requested action, if allowed, and communicates
any results back to the client virtual machine.

22. A method of processing information associated with a Hypervisor, the method
comprising:

assigning, via a Separation Kernel Hypervisor, portions of frame buffer memory
to each Virtual Machine;

creating, via the Separation Kernel Hypervisor, communication channels
between a Virtual Device Server and each Virtual Machine;

assigning, via the Separation Kernel Hypervisor, a physical graphics controller
and one or more physical input devices to the Virtual Device Server;

assigning, via the Separation Kernel hypervisor, a virtual graphics controller and

one or more virtual input devices to the Virtual Device Server;
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initializing a Keyboard Video Mouse Server;

routing, via the software Keyboard Video Mouse, one or more interrupts for the
physical input device or devices to one of the Virtual Machines;

displaying the frame buffer that is associated with one of the Virtual Machines on
the physical display.

23. The method of claim 22 or the invention of other claims herein wherein the frame
buffer memory is VESA frame buffer memory, the physical graphics controller is a
VESA graphics controller, the virtual graphics controller is a VESA graphics controller,
and the display of one of the Virtual Machines on the physical display is performed by
invoking the VESA BIOS.

24. The method of claim 22 or the invention of other claims herein wherein the physical
input devices include one or more of: a mouse (e.g. a USB or PS/2 mouse) and a
keyboard (e.g. a USB or PS/2 keyboard).

25. The method of claim 22 or the invention of other claims herein wherein the routing of
the physical input device interrupts is set by the Keyboard Video Mouse Server.

26. A method of selecting information associated with Virtual Machines that interact with
a Hypervisor for display on a physical display, the method comprising one or more of:

displaying a frame buffer associated with a specific guest operating system on
the physical display;

designating a specific combination of keystrokes to indicate a switch to the next
Virtual Machine in sequence;

designating a specific combination of inputs to indicate a switch to the previous
Virtual Machine in sequence;

detecting the inputs associated with switching to the next Virtual Machine in
sequence, and displaying the frame buffer associated with the guest operating system
associated with the next Virtual Machine in sequence;

-29-



WO 2012/177464 PCT/US2012/042330

detecting the inputs associated with switching to the previous Virtual Machine in
sequence, and displaying the frame buffer associated with the guest operating system

associate with the previous Virtual Machine in sequence.

27. The method of claim 26 or the invention of other claims herein wherein the specific

combination of inputs is a combination of keystrokes on a keyboard.

28 A method of selecting information associated with Virtual Machines that interact with
a Hypervisor for display on a physical display, the method comprising:

displaying a frame buffer associated with a specific guest operating system on
the physical display;

designating a specific combination of keystrokes to indicate a switch to the each
specific Virtual Machine;

detecting the inputs associated with switching to a specific Virtual Machine, and
displaying the frame buffer associated with the guest operating system associated with
that Virtual Machine.

29. The method of claim 28 or the invention of other claims herein wherein the specific

combination of inputs is a combination of keystrokes on a keyboard.

30. A method of processing information associated with a Hypervisor, the method
comprising:

using a Separation Kernel Hypervisor to process information associated with two
or more guest operating systems and one input device via a Virtual Device Server;

enforcing isolation among operating systems via the Separation Kernel
Hypervisor;

communicating with one or more of a physical input device, a graphics controller
and/or a Video Electronics System Administration (VESA) Basic Input Output System
(BIOS);

configuring the Virtual Device Server to present a virtual input device and/or

virtual graphics controller to each respective operating system; and
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presenting a physical frame buffer to each respective operating system with a
memory area in a physical graphics device frame buffer to display data on a physical
graphics device;

processing information via a Keyboard Video Mouse (KVM) component included
within the Virtual Device Server, wherein the KVM component has access to input from
the physical input devices.

31. The method of claim 30 or the invention of other claims herein wherein the KVM
server receives input from the physical input device and routes the input to the
respective operating system.

32. The method of claim 30 or the invention of other claims herein wherein the VESA

BIOS selects which physical frame buffer to display on the physical graphics device.

33. The method of claim 30 or the invention of other claims herein wherein the guest

operating systems operate inside respective protection domains.

34. The method of claim 30 or the invention of other claims herein wherein the virtual

graphics controller has VESA BIOS extensions.

35. The method of claim 30 or the invention of other claims herein includes a KVM
server that:

initializes a graphics controller using Video Electronics System Administration
(VESA) Basic Input Output System (BIOS) extensions;

sets the graphic controller’s frame buffer to point to an initial guest virtual
machine’s frame buffer memory region; and

initializes the input devices.

36. The method of claim 30 or the invention of other claims herein wherein the operating

systems are virtual machines.
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37. The method of claim 30 or the invention of other claims herein wherein the virtual
graphics controller includes a frame buffer address pointing to a section of an assigned

actual frame buffer.

38. The method of claim 30 or the invention of other claims herein wherein the physical

input device includes one or more of a mouse and keyboard.

39. A computer program product, comprising a computer usable medium having a
computer readable program code embodied therein, the computer readable program
code adapted to be executed by one or more processors to implement a method
comprising:

a Separation Kernel Hypervisor communicating with two or more operating
systems and one input device via a Virtual Device Server,;

communicating with least one physical input device, one graphics controller and
one Video Electronics System Administration (VESA) Basic Input Output System
(BIOS);

wherein the Virtual Device Server is configured to present a virtual input

device, and virtual graphics controller to each respective operating system;

presenting a physical frame buffer to each respective operating system with a
memory area in a physical graphics device frame buffer to display data on a physical
graphics device;

wherein the Virtual Device Server includes a hosted Keyboard Video Mouse
(KVM) server which has sole access and control of the physical keyboard and pointer
(e.g. mouse, trackball, trackpad or joystick) input devices via the Separation Kernel
Hypervisor; and

wherein the Separation Kernel Hypervisor enforces isolation among operating

systems.

40. The method of claim 39 or the invention of other claims herein wherein the operating

systems are virtual machines.
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41. An apparatus comprising,
a computer system including a Separation Kernel Hypervisor and configured to:

communicate with two or more guest operating systems via a Virtual Device
Server and communicate with at least one physical input device, one graphics controller
and one Video Electronics System Administration (VESA) Basic Input Output System
(BIOS);

the Virtual Device Server configured to present a virtual input device, and virtual
graphics controller to each respective operating system;

present a physical frame buffer to each respective operating system with a
memory area in a physical graphics device frame buffer to display data on a physical
graphics device;

wherein the Virtual Device Server includes a hosted Keyboard Video Mouse
(KVM) server which has sole access and control of the physical input devices via the
Separation Kernel Hypervisor; and

wherein the Separation Kernel Hypervisor enforces isolation among operating
systems.

42. The system of claim 41 or the invention of other claims herein wherein the KVM
server is configured to receive input from the physical input device and route the input to
the respective operating system.

43. The system of claim 41 or the invention of other claims herein wherein the VESA
BIOS is configured to select which physical frame buffer to display on the physical

graphics device.

44. The system of claim 41 or the invention of other claims herein wherein the guest

operating systems are configured to operate inside respective protection domains.

45. The system of claim 41 wherein the virtual graphics controller has VESA BIOS

extensions.
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46. The system of claim 41 or the invention of other claims herein wherein the KVM
server is configured to:

initialize a graphics controller using Video Electronics System Administration
(VESA) Basic Input Output System (BIOS) extensions;

set the graphic controller’s frame buffer to point to an initial guest virtual
machine’s frame buffer memory region; and

initialize the input devices.

47. The system of claim 41 or the invention of other claims herein wherein the operating

systems are virtual machines.
48. The system of claim 41 or the invention of other claims herein wherein the virtual
graphics controller includes a frame buffer address pointing to a section of an assigned

actual frame buffer.

49. The system of claim 41 or the invention of other claims herein wherein the physical

input device includes one or more of a mouse and keyboard.
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However, the independent claims 30, 39, 41 and dependent claims 35, 46 comprise the explanation
of the mentioned above abbreviation VESA BIOS as Video Electronics System Administration (VESA)
Basic Input Output System (BIOS).

The term “Video Electronics System Administration” is not known for a person skilled in the art, but
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