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communicatively coupling the remotely controlled device to a respective driver interface, communicatively coupling the remotely
controlled device to a field management system, and sending a signal from the field management system directly to the remotely
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SYSTEMS, APPARATUS, AND METHODS FOR THE MANAGEMENT AND
CONTROL OF REMOTELY CONTROLLED DEVICES

CROSS REFERENCE TO RELATED APPLICATIONS
The present application is a Non-provisional Application which claims priority from
U.S. Provisional Patent Application Serial No. 61/ 124,318, filed April 16, 2008 and entitled
Systems, Apparatus, and Methods for the Management and Control of Remotely Controlled
Devices, and U.S. Provisional Patent Application Serial No. 61/194,988, filed October 2,
2008 and entitled Systems, Apparatus, and Methods for the Management and Control of
Remotely Controlled Devices, both of which are incorporated herein by reference in their

entireties.

TECHNICAL FIELD
The present invention relates to management and control systems for remotely
controlled devices and more particularly, to systems and methods for the management and

control of access to remotely controlled devices.

BACKGROUND INFORMATION

Remotely controlled devices and remotely control systems are known in the prior
art. Typically there is a one-to-one ratio between the number of remote controls and
remotely controlled device. In cases where there are multiple remotely controlled devices,
there may be one remote control that controls all the remotely controlled devices. Some of
these remote controls have included one that may only control one device at a time as each
remotely controlled device has its own remote control signal receiver. In these remote
controls, the sole signal transmitier cycles between the different devices.

Other types of remotely controlled devices and remote control systems have
included a plurality of remotely controlled devices coupled to one master device. The
remote control controls the master device, which in turn controls the other devices.
Essentially, the remote control controls the plurality of devices via a tandem setup to the
master device,

Another type of remote control system for controlling remotely controlled devices is
one having a field controller that communicates with each individual remotely controlled

device by communicating with the remote control for that remotely controlled device. In



WO 2009/146199 PCT/US2009/040830

10

15

20

25

30

this system, the field controller may enable or disable remote control access to a remotely
controlled device by sending a disable or enable signal to the remote control for that
remotely controlled device. The remote control may respond by relaying the signal to the
remolely controlled device or by enabling or disabling communications to the remotely
controlled device.

Accordingly, there is a need for an improved remote control system, apparatus, and
methods that allows for direct management and control of a plurality of remotely controiled
devices. Further, there is a need for an improved remote control system, apparatus, and
methods that allows for expanded management and control functionality, increased
flexibility, and/or enhanced safety features.

' SUMMARY

In accordance with one aspect of the present invention, a system for controlling
remote control access 10 a remotely controlled device is disclosed. The system includes a
driver interface, a remotely controlled device, and a field management system having an
internal router. A driver interface is coupled to and controls a corresponding remotely
controlled device. A field management system is coupled to each of the remotely controlled
devices and may send signals enabling, disabling, changing the operational mode of, or
otherwise controlling the remotely controlled devices directly 1o the remotely controlled
device.

In one exemplary embodiment, a system for controlling remote control access has a

driver interface having one or more user input mechanisms, such as, by way of example, a

Joystick or gaming control, or peripheral computer, one or more remotely controlled devices

such as remote controlled robots, and a field management system having an internal router.
One or more driver interfaces is communicably coupled via wireless connection or tethered
connection to one or more remotely controlled devices. A field management system is also
communicably coupled to the one or more remoiely controlled devices via a wireless router
on the one or more remotely controlled devices. In various embodiments, a field
management may also be communicably coupled to the one or more driver interfaces via
wireless connection or tethered connection. The remotely controlled device may also have
a remotely controlled device controller, a peripheral interface, a power source, a field
management system interface, peripheral interface, peripheral interface modules, and/or
other components. Signals from the field management system are received by the field
management system interface that controls the distribution of power to the peripheral

interface modules that may interrupt or modify communication between the driver interface
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and the one or more remotely controlled devices communicably coupled to that driver
interface. Alternatively, signals from the field management system that are received by the
field management system interface may provide direct commands to the remotely controlled
devices such as instructions to enable and/or disable themselves and switch between various
operating modes. In various embodiments, these operating modes may include autonomous
operation, in which the remotely controlled device executes instructions that it has been
provided previously, and driver controlled operation. In various further embodiments,
signals from the field management system that are received by the field management system
interface may provide direct commands to the driver interface to enable, disable, or change
the operating mode of the remotely controlled device. In certain of such embodiments, the
driver interface may respond to such comments by passing the commands to the remotely
conirolled device for execution by the remotely controlled device.

Some embodiments of this aspect of the invention may include one or more of the
following. The remotely controlled device may have a remotely controlled device
controller that is in communication with a wireless gaming adapter or similar device, The
wireless gaming adapter is communicably coupled to the driver interface, allowing driver
interface control of the remotely controlled device. The remotely controlled device may
also have an Ethernet hub which is in communication with a field management system. The
field management system may be located in a variety of positions within the system,
including, by way of example, as a separate physical unit or combined with one more of the
other system elements. The remotely controlled device may have a wireless gaming adapter
communicably coupled to the remotely controlled device controller, which is directly
coupled to the field management system.

Further, some embodiments of this aspect of the invention may include one or more
of the following. The system for controlling remote control access to a remote controlled
device may include a key or other indication device, such as the types of keys that would be
used to start a car, smart keys, or other electronic devices. The key may provide the
enable/disable signal to the remotely controlled device. Instead of sending a wireless
enable/disable signal to the remotely controlled device, the signal is placed on the key and
then inserted into the remotely controlled device and relayed to the peripheral interface or
the gaming adapter communicably coupled to the driver interface.

In accordance with another aspect of the present invention, a method for controlling
remote control access to a remotely controlled device is disclosed. The method includes

providing at least one remotely controlled device, communicatively coupling the at least one
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remotely controlled device to a respective driver interface, communicalively coupling the at
least one remote remotely controlled device o a field management system, sending a signal
from the field management system directly 10 the at least one remotely controlled device,
the signal modifying control by the driver interface of the at least one remotely controlled
device and modifying pbwer to the remotely controlled device.

These aspects of the invention are not meant 10 be exclusive and other features,
aspects, and advantages of the present invention will be readily apparent to those of
ordinary skill in the art when read in conjunction with the appended claims and

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the present invention will be better
understood by reading the following detailed description, taken together with the drawings
wherein:

FIG. 1 is a diagrammatic representation of the system for controlling remote control
access to a remote controlled device;

FIG. 2 is an exemplary diagram of the system for controlling remote control access lo
a remote controlled device;

FIG. 3 is another exemplary diagram of an embodiment of the system for controlling
remole control access to a remote controlled device having a gaming adapter on the
remotely controlled device and a remotely controlled device router;

FIG. 4 is another exemplary diagram of an embodiment of the system for controHing
remote control access to a remote controlled device having a gaming adapter on the
remotely controlled device;

FIG. 5 is another exemplary diagram of an embodiment of the system for controlling
remote control access 1o a remote controlled device having a key;

FIG. 6 is an exemplary diagram of a robot competition including a field with
contestants;

FIG. 7 is an exemplary diagram of the driver interface module used for user input:

FIG. 8 is an exemplary diagram of the remotely controlled device controller and
peripheral interface;

FIG. 9 is an exemplary diagram of a system for controlling a remotely controlled

device through an intermediary component;
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FIG. 10 is an exemplary diagram of a remotely controlled device operated, in part,
through at least one smart sensor device;

FIG. 11 is an exemplary diagram of a system for controlling remotely controlled
devices with a detailed representation of station control cabinets; and

FIG. 12 is an-exemplary field layout of a remotely controlled device competition,

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

General System

Referring to FIG. 1, an exemplary embodiment in accordance with one aspect of the
present invention for systems, apparatus, and methods for managing and controlling remote
control access io remote controlled devices includes at least one remole controlled remotely
controlled device 100 (also referred 10 as 100a, 100b, 100¢, 100d, but, collectively,
throughout this description, as 100) at least one driver interface module 102 (also referred to
as 102a, 102b, 102¢, 102d, but, collectively, throughout this description, as 102), a field
management system 104, a wireless access point 101, and at least one station control 2. In
certain embodiments, each driver interface module 102 may be communicatively coupled to
a station control 2. A wireless access point 101, coupled to a station control 2, may transmit
user control data, such as data originating from a driver interface module 102,toa -
corresponding remotely controlled device 100. In various embodiments, wireless access
point 101, may be used for a variety of function, including, by way of example, monitoring
transmissions from the remotely controlled device for safety, diagnostics, data logging, and
the like. A wireless access point 101 may also receive feedback data from the remotely |
controlled devices 100 and forward it to the driver interface module 102 associated with a
corresponding remotely controlled device 100. Further, the wireless access point 101 may
be used to monitor the quality of incoming and outgoing data transmissions.

To facilitate data transfer in this system, any type of wireless protocols may be
utilized, including, for example, any of the types of wireless communication protocols
commonly utilized for remote control of mechanical devices. For example, but not limited
10, standard wireless protocols such as, but not limited to, 802.11a/b/g/n {or any other type
of 802.11 protocol), ZigBee, ZigBee Pro (or any ZigBee related protocol) and/or BLUE
TOOTH may be implemented.

In various embodiments, the technical aspects of the IEEE 802.11 standard may

prove beneficial. For example, the technical aspects of the IEEE 802.1 la standard may
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prove beneficial in a variety of applications, including, but not limited to, control of
remotely controlled devices in conjunction with a robotics competition, such as the FIRST
Robotics Competitions (see www.usfirst.org). 802.11a is a wireless networking '
transmission protocol that typically operates in the 5 GHz band and uses a 52-subcarrier
orthogonal frequency division multiplexing (OFDM) digital modulation technique to
produce a peak theoretical data rate of 54 Mbit/s. Typically, realistic data rates are typicall);
in the 20Mbit/s range. In various embodiments, utilization of the 802.1 1 a standard, which
operates in the SGHz band, may be advantageous because a number of other wireless
protocols use the 2.4 GHz band. Thus, utilization of the 802.1 la standard may result in less
interference from other signals. Additionally, in such embodiments, 802.11a has a network
capacity of 24 or more channels which may yield significant aggregate bandwidth
advantages over similar protocols, particularly when control of a number of remotely
controlled devices is desired. Further, the range of the 802,114 wireless signal is
approximately 35 Meters indoors. As competitions involving remotely controlled devices,
such as robots, are typically held in expansive indoor setlings, such as domes or
gymnasiums, which may, in some instances, mimic the outdoor conditions, the 802.11a
signal is likely to approach its approximate outdoor radius, i.e., the signal may have an
outdoor-like range even in an indoor setting.

Alternatively, any type of standard or custom wireless or mobile protocols, such as,
but not limited to, by way of further example, any type of protocol based on one or more of
the following: 3G, GSM, PHS, 4G, HCSD, TACS, CDMA, HSDPA, TDMA, CDMA2000,
iDEN, TD-SCDMA, EV-DO, Mobitex, UMTS, FDMA, NMT, WCDMA, GAN, PCS,
WIDEN, GPRS, PDC, and WiMAX. Wireless protocols may be selected based on power
usage, signal strength, the number of signals that may need 10 be transmitted at any given
time, the security of the protocol, and/or a number of other factors that may be apparent o
those of skill in the field. Alternatively, one type of wireless protocol may be used for
transmission from one system component to another, while a second type of wireless
protocol may be used for transmission between two different system components, and so on
for a third, fourth or more type of wireiess protocols.

One aspect of a {ield management system 104 may be a server component. A server
may function as a centralized processing unit for the field management system 104 which
may be capable of, but not limited to, signal processing, error checking/reporting, network
management, event control, sounding alarms, autonomous operation, statistical

logging/reporting, interfacing with outside networks (such as the Internet), and/or other
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functions associated with management and control of one or more remotely controlled
devices 100 (also referred to as 100a, 100b, 100¢, 100d, but, collectively, throughout this
description, as 100). In the exemplary embodiment, a server may include a 3.2GHz Intel
Pentium D processor, 1GB RAM, 80GB siorage space, Microsoft Windows Server 2003
w/Service Pack 1, dual video cards, a soundcard and audio output interface. In other
various embodiments, a field management sysiem server component may operate on 3 more
basic level and include a less sophisticated hardware configuration than the exemplary
embodiment.

In various embodiments, a field management system 104 may be communicatively
coupled to each driver interface module 102 (also referred to as 102a, 102b, 102¢, 102d,
but, collectively, throughout this description, as 102) in a manner that allows the field
management system 104 to directly enable, disable, or modify communication between a
driver interface module 102 and a corresponding remotely controlled device 100.
Alternatively, more than one field management systems 104 may be used. In such
embodiments, certain components of the driver interface modules would be
communicatively coupled to one field management system, while other driver interface
modules would be communicatively coupled to other field management systems.

In various embodiments, the field management system 104 may also enable,
interrupt, or modify communication between a driver interface 102 and its associated one or
more remotely controlled devices 100, thereby controlling the ability of a driver interface
module 102 to control the one or more remotely controlled devices 100 associated with that
driver interface module 102. By way of example, a watchdog timer located on the remotely
controlled device 100a may initiate a disabled power state afier loss or significant
degradation of a wireless signals from the field management system 104.

Referring to FIGS. 1 and 2, in accordance with certain aspects of the present
invention, field management system 104 may control driver interface’s 102 power of,
control of, and communication with a remotely controlled device 100a by sending enable,
disable, autonomous, or emergency-stop signals directly to remotely controlled device 100
or indirectly through driver interface module 102. The remotely controlled device 100 then
receives the signal. 1f the signal is for power shut off (emergency-stop), the field
management system 104, driver interface module 102, or remotely controlled device
controller 100 may relay the message to peripheral interface 118 which interprets the signal

and shuts power off from the power source 122 to the peripheral interface modules 124
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(such as molors, drivers, and other similar interfaces) and/or the remotely controlled device
controller 116 of the remotely controlled device 100.

In various embodiments, the field management system 104 may also exert more
specific control over one or more remolely controlled devices, such as remotely controlled
device 100. For example, driver interface module 102 commands may be mimicked by the
field management system 104 to fully operate a remotely controlled device 100, In such
embodiments, one field management system 104 may mimic commands from a set of one or
more driver interface modules 102 to control the operation of a set of one or more remotely
controlled devices 100, while a further field management 104 system may be used to mimic
commands from a another set of one or more driver interface modules 102 10 control the
operation of another set of one or more remotely controiled devices 100. The
aforementioned exemplary embodiment may be used, by way of further example, o replay
matches, debug remote control operation, debug system errors, and to simulate interactions
between remotely controlled devices 100.

In various embodiments, a field management system 104 may operate as a monitor
to ensure that each remotely controlled device 100 is operational. Further, a field
management system 104 may mediate the competition as a whole by monitoring
connections between components, the operationai status of compbnems, and/or wireless
traffic propagated throughout the system. In the event an anomaly surfaces during the
competition, a field management system 104 may autonomously correct or mitigate the
situation. For example, a remotely controlled device 100 may automatically be disabled
where integral remole!y controlled device subsystems fail to respond to user input. Inyeta
further example, a remotely controlled device 100 may be automatically disabled for a
specific period of time, which period of time may be the remaining period of the
competition, in situations where the remotely controlled device, or a human operator
operating the remotely controlled device, violates a competition rule or exceeds a preset
parameter. An event manager, stationed at the field management system 104, may
manually respond to displayed status information and manipulate all aspects of the
competition.

In various embodiments, as a redundancy measure, the field management system
104 may be wirelessly coupled to each remotely controlled device 100 via a wireless access
point 101. The field management systerﬁ 104 may then directly monitor, operate, or disable

a remotely controlled device 100a without communication through a driver interface

- module 102a. In altemative embodiments, the field management system 104 may be
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communicatively coupled to remotely controlled devices 100 via wireless access point not
accessible to, or used by, driver interface modules 102.

In another alternative embodiment, the field management system 104 may be
communicatively coupled to a station control 2. In this embodiment, control data generated
from driver interface modules 102 may be monitored and manipulated as needed before
transmission through a wireless access point 101,

In another alternative embodiment, the field management system 104 may be in a
remote location, such as a different city, state or country. In this system, an Internet
connection from the competition to the field management system 104 may provide all data
needed to remotely manage the competition. The Internet connection may be accomplished
through any of the standard means known to those of skill in the field.

In another alternative embodiment, referring to FIG. 9, the field management system
104 may operate as the channel through which user control data is transferred to remotely
controlled devices 100. In this embodiment, data is transferred to each remotely controlied
device 100 through a wireless connection originating from a wireless access point 101
coupled to the field management system 104. Each remotely controlled device 100 is also
communicatively coupled to field management system 104 in a manner that allows field
management system 104 to directly interrupt or manipulate communication between a
remotely controlled device 100 and its respective driver interface module 102 and to
directly turn off the power to remotely controlled device 100.

FIG. 6 is an exemplary diagram of a robotics competition. This is one embodiment
of a competition and the description is meant to describe one embodiment. In various
additional embodiments, there may be a greater number or lower number of any one or
more of the competition elements described below, including but not limited (o, teams,
players, displays, remotely controlled devices, etc. In another embodiment, for example,
there may be six total teams, three sets of users and three sets of opposing users on the field
1. In various embodiments, the competition may contain at least one field 1 on which
remotely controlled devices 100 interact, although various embodiments may use more or
less remotely controlled devices. In variations of these embodiments, a given remotely
controlled device 100 is operated by at least one user 10 (also referred 10 as 10a and 10b but
collectively, throughout this description, as 10). A set of users 10 may compete with an
opposing set of users, for example, and purposes of illustration, team 11 (also referred to as
11a, 11b and 11c but collectively, throughout this description, as 11) by manipulating one

or more input devices 21 (also referred to as 21a, 21b, 21c¢, 21d, 21e, but collectively,
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throughout this description, as 21) coupled to a driver interface module 102. In various
embodimehts, each driver interface module 102 may be connected to a corresponding
station control 2 (also referred to as 2a and 2b but collectively, throughout this description,
as 2) which provides users 10 with a rapid means of connecting to a wireless access point
101. The subsystems of station controls 2 may frequently change to meet the requirements
of the competition; generally, however, a station control 2 may contain an Ethernet switch,
power supply, relays, logic controllers, and/or a diagnostic interface for verifying Ethernet
traffic. In various embodiments, a station control 2 may also function as a localized
interface to team gates, sensors, signal transmitters, or status indicators (collectively “'site
player components™). Site player components may include, by way of example: a team
display, such as LED 3 (also referred to as 3a and 3b but collectively, throughout this
description, as 3) for display of team identification number; display for display of other
team characteristics, such as the team name, nickname, mascot, slogan, symbol, track
records in the given completion, track record throughout the given competition season, the
alliance of which is team is a part, and/or the number of years the team has played; a team
light 4 (also referred to as 4a and 4b but collectively, throughout this description, as 4)
providing information on the operational status of the respeclive team; and a timer display,
such as LED § (also referred to as 5a and 5b but collectively, throughout this description, as
5) for displaying remaining time in a given match. In various other embodiments, further
displays such as the match number and real time clock may be utilized. In various other
embodiments, the station control 2 may be utilized 1o control on-field actuators, ball drops,
various types of emitters, video cameras, position detectors, scoring, field and/or robot
status sensors (both manual and automatic). In yet further embodiments, station control 2
may be utilized to support, monitor, referee, or control communication and cooperation
between two or more remotely controlled devices, between any field component and a
remotely controlled device, and between two or more field components. Throughout this
description, although LED is used as an example of a display, in various other
embodiments, additional or alternative types of displays may be used.

Still referring to FIG. 6, in various embodiments, the field management system 104
may receive user control data over a physical Ethernet connection 20. In such
embodiments, a wireless access point 101 may be used to bridge the gap between wireless
transceivers 14 (also referred to as 14a, 14b, 14c, 14d, but collectively, throughout this
description, as 14), coupled to each remotely controlled device 100, and the driver interface

modules 102 and/or field management system 104. An individual remotely controlled
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device 100a may contain a remotely controlled device controller 15, peripheral interface 16,
and any number of peripheral interface modules 17 (also referred to as 17a, 17b, and 17¢
but collectively, throughout this description, as 17), which are shown here only with respect
to remotely controlled device 14e by way of examplie only.

In a competition setting, the field manager 9 monitors the competition and reserves
the ability to send enable, disable, autonomous, and emergency-stop signals to individual or
all remotely controlled devices 100. Alternatively, signals generated from the field
management system 104 may be channeled through one or more driver interface modules
102 to remotely controlled devices 100. In such embodiments, teams may have access to
emergency-stop switches 12 (also referred (o as 12a, 12b, 12¢, 12d, 12¢ bul collectively,
throughout this description, as 12) coupled to their respective driver interface modules 102
(either directly or indirectly through an additional system component, such as station control
2). Because the field 1 may contain a number of remotely controlled devices 100, the field
manager 9 may not always be cognizant of a need to dispaich priority signals. Thus, user
access 1o the emergency-stop signal may be an important safety feature of various
embodiments of the invention.

In various other embodiments, redundant connection of emergency-stop switches to

" both station control cabinet 2 and driver interface modules 102 may be provided. In such

embodiments, the redundant connections provide additional security when one or both
devices are malfunctioning by alerting the field management system 104. In such instances,
field management system 104 may issue a disable command directly to each of the remotely
controlled devices on the field or to wireless access point 101.

In various embodiments, referring to FIG. 12, an Inspection Station 800 may be
combined with one or more of the systems elements described above. In further
embodiments, the Inspection Station 800 may be used to assign IP addresses or other
sysiem security codes by which a remotely controlled device may be recognized by the
associated system components. Additionally, in certain embodiments, the Inspection
Station 800 may, by way of further example, check team numbers, check to ensure that the
mobile robot complies with various competition requirements, such as for example,
determining if the remotely controlled device has the latest version of code, has certain
required code modules, does not contain certain forbidden code modules, has each required
system apparatus, does not have any forbidden system apparatus, and to ensure that the
remotely controlled device is functioning within given system parameters required for

competition. In various embodiments, such type of information may be provided
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automatically via wired or wireless networking to the field management system 104 for
high-level competition control, database update, or other organizational purposes.

In various embodiments, the Inspection Station 800 may provide all of the
abovementioned services from a location within a pit area 801. By way of example, a team
may bring a remotely controlled device into a pit area 801 wherefrom repair work or general
tuning may be undertaken in preparation for a robotics competition, While still in the pit
area 801, a remotely controlled device may be further serviced at the Inspection Station 800,
resulting in a competition-ready remotely controlled device at the time of exiting the pit
area.

Suill referring to FIG. 12, in various embodiments in the context of a remotely
controlled device competition, pitting areas 801 may be aligned adjacent to a corresponding
field 1 in such a way that minimizes radio frequency interference and/or generally enhances
the operation of the event. By way of example, a championship setup may consist of six
fields 1 with corresponding pits 801 arranged in an alternating fashion such that no field 1 is

directly adjacent to another field 1,
Remotely Controlled Device Generally

" Remotely controlled device 100 may be any device capable of being controlled via a
remote device or signal. A remotely controlled device 100 may include, but is not limited
to, a robot, a remotely controlled model airplane, a remotely controlled toy car, 2 remotely
controlled toy boat, or other remotely controlied device. In the exemplary embodiment,
illustrated in FIG. 2, remotely controlled device 100 is a robot. In this embodiment,
remotely controlled device 100 has a remotely controlled device controller 116, a peripheral
interface 118, a router 120, a power source 122, and one or more peripheral interface
modules 124,

| Remotely controlled device 100 may utilize any of the wireless protocols described
herein to allow wireless communication between components to the remotely controlled
device. Such wireless network within remotely controlled device 100 may allow for the
control of components at some distance from the main components of remotely controlled
device 100, such as an arm, without traditional wiring and may allow for greater control and
feedback (such as remote arm position, speed, direction, and derivatives of any of these).
In various embodiments, the wireless network may work in conjunction with a smart

sensor device. In an exemplary embodiment, the device may be any device such as a Sun
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SPOT (Sun Small Programmable Object Technology), a wireless sensor network (WSN)
mote developed by Sun Microsystems. Although a Sun SPOT device is described, it is
only be way of an exemplary embodiment. In various embodiments, another device having
similar functionalities may be used.

A Sun SPOT has the ability to wirelessly transmit to data to another Sun SPOT, an
array of Sun SPOTSs, or to a base station coupled to a computer. Wireless data transfer
between Sun SPOT devices is accomplished using the IEEE 802.15.4 wireless standard and
an onboard radio operating in the 2. 4GHz band. Sun SPOT devices may contain onboard
sensors, such as accelerometers, light sensors, timers/counters, or temperature sensors, or
other sensors capable of lmnsducing physical data to digital signals.

In various embodiments, Sun SPOT devices may be programmed with custom
software for controlling a remotely controlled device 100, such as a robot, or a subsystem of
a remotely controlled device. By way of example, referring to FIG. 10, a team may mount a
Sun SPOT 600 on a subsystem of a remotely controlled device 100, such as a robotic arm
602. Such a robotic arm 602 may be powered by the peripheral interface 118 and controlled
by electric servo motors communicably coupled to output pins located on the robot-
mounted Sun SPOT 600. In this example, a second, user-mounted Sun SPOT 601c may be
attached to a glove, arm-band, helmet or other apparatus to transduce and transceive control
data from a user 604. Control data, such as position, speed, and direction, may be gathered
by the user-mounted Sun SPOT’s onboard sensors and wirelessly transmitted to the robot-
mounted Sun SPOT 600 for specilic control of the robotic arm 602. Such an embodiment
may allow a team member to manipulate objects, such as balls 603, barriers, other robots, or
even realign another subsystem located on the robot (such as a vision sensor knocked off-
center in the course of competition). In various embodiments, additional sensor devices
may be used and are not limited only to the areas of the user as discussed above with respect
to that example.

In certain embodiments, including the aforementioned control of a robotic arm, the
team member 604 utilizing the user-mouhted Sun SPOT 600 may be completely removed
from physical connection to the driver interface module 102. This isolation may be
accomplished by way of connecting a wireless dongle 605, a compact wireless transceiver,
1o a USB port on the driver interface module 102 and another dongle to the user-mounted
Sun SPOT(s) 601c. In various embodiments, a wireless dongle 605 may be connected to a
computer or laptop, where said computer or laptop may be communicably coupled to a

driver interface module 102.
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In various other embodiments, a team member 604 may mount more than one Sun
SPOT in various locations on the user’s body, such as head 601b, hands 601a, 601c or other
bodily locations, to provide three-dimensional control over a robot 100a or a robot
subsystem 602. Control signals may be generated through use of triangulation, or other
positioning algorithm, between Sun SPOTs and/or use of onboard Sun SPOT accelerometer
$ensors.

In various other embodiments, a tleam may strategically place Sun SPOT devices,
programmed for triangulation purposes, around the competition field and on a remotely
controlled device. This configuration may allow a remotely controlled device, user, and/or
field management system (o gain a certain level of situational awareness regarding distance
from the field bounds or relation in space 1o other remote controlled devices.

In various other embodiments, such a wireless network may also allow for robot to
robot communication within an alliance or robots.

In certain embodiments, the field management system may monitor data transmitted
between sun SPOT devices, or between sun SPOT devices and components employed for
managing or controlling remotely controlled devices. Considering disparate wireless
standards (sun SPOT - 802.15.4; field management system network — 802.11a), a separate
receiver component may be used to facilitate harmonious transfer of data between networks.
Additionally, the field management system may substitute, or control the flow of, data

between such devices where appropriate.
Driver Interface Module

Referring to FIG. 7, the driver interface module 102 may be used to buffer and
transceive all input from the user and all output to the remotely controlled device. In the
exemplary embodiment described herein, the driver interface module 102 may contain a
180Mhz microprocessor 510, operating system, at least 8MB of flash-based memory, and al
least 32MB SDRAM 511 to control the flow of data between the user and the remotely
controlled device as well as display information to the user. However, in various other
embodiments the driver interface module 102 may vary.

User input data may be input to the driver interface module 102 via any type of data
connection. In various specific embodiments, user input data may be input to the driver
interface module 102 by four or more 12Mbps USB 2.0 or USB On-The-Go ports 508. The

USB input ports 505 facilitate use of a range of devices to control the remotely controlled
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device. For example, Playstation, XBOX, Nintendo or other known gaming adapters 506
may be used to control the remotely controlled device. Custom control circuitry may also
be connected thfough the USB ports 505. The driver interface module 102 may have
additional analog and digital inputs/outputs 512 for teams that use custom interfaces 513.
Although the field management system is given ultimate control over the signals sent to the
remotely controlled device, the driver interface module 102 may contain a toggle switch
514 for autonomous/driver mode settings. As redundancy measure, the emergency-stop
signal may also be provided through the driver interface module 102. The user may activate
the emergency-stop signal via a pushbutton, switch or other similar device 515. In various
embodiments, switch 515 is connected through any standard connection to the driver
interface module 102.

Information is relayed back to the user through a graphical user interface (GUI) 507
located on the driver inierface module 102. The GUI 507 provides the user with visual
indications of operating status and fault/error codes provided by internal diagnostic systems
of the driver interface module 102. The user may interact with the GUI §07 by using the
scroll buttons 516 and at least one select button 517. The GUI may consist of one or more
128 x 64 Pixel LCD screens and an array of LEDs 509 for status indications. Information
on the LCD 507 is managed by user-layer software running on the driver interface module’s
microprocessor 510. This software displays and manages user input and Ethernet feedback
data stored in a structured data array within a memory module S11. The array may contain
control, user, status and streaming video feed, or any other information the pilot needs (o
effectively operate the remotely controlled device. Although not essential, team scoring
information or overall team status may also be displayed on the GUI 507 to smooth
“gameplay”. In various other embodiments, a separate laptop cc;mputer, PC, or other
display may be provided that provides an additional GUI. In such embodiments, the
additional GUI may be connected via the driver interface module 102 or control station 2.

Control data gathered from the USB ports 505 is sent to the remotely controlled
device via a full duplex Ethernet connection 503. At least two Ethernet ports $02a, 502b on
the driver interface module transceive user input data. One Ethernet port 5$02a is used to
transceive user control data to the remotely controlled device via a wireless access point. A
second Ethernet port 502b may be connecled to a computer/laptop 504 acting as a
“dashboard” 1o reflect status indicators to fellow (eammates, or as a bus monitoring tool for
monitoring/debugging Ethernet traffic or as a video display of streaming images ffom the

remotely controlled device.
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The driver interface module 102 may be supplied with power through a wall outlet
518 or through the field management system. In the event an error occurs within the driver
interface module 102, the driver may reset the station by activating a reset button 5§19. The
reset button 519 may reset power to the driver interface module or restart the operating
system. The driver interface module 102 may contain at least one SV power output port 508
for team use.

Regarding the external housing of the driver interface module 102, in certain
specific embodiments, the driver interface module 102 may reside in its own enclosure as a
freestanding module. The driver interface module 102 may be operated in an electrically
hostile environment and may greatly benefit from physical and electrical isolated from all
external components. Due (o this potentially hostile environment, the driver interface
module 102 may incorporate radio frequency noise filtering/isolation components. Such
components may also prevent the driver interface module 102 from electrically impairing or
interfering with other nearby devices.

Additionally, a number of physical hazards, such as physical shock, electrical shock,
explosions, vibrations, fire, and intrusion of foreign objects, may arise throughout the
course of a remotely controlled device competition. Although the driver interface module
102 may not be operated directly on the competition field, it may be placed in close enough
proximity to benefit from greater physical protection. To preclude system failure or other
degradation, the exemplary embodiment may optimize the external housing of the driver
interface module 102 to sufficiently withstand the abovementioned hazards. Further, in the
exemplary embodiment, robust, reliable, and easily-replaceable connectors may be used to

support repeated plugging and unplugging into/from the driver interface module 102.
Remotely Controlled Device Controller

Referring to FIG. 8, in various embodiments, a remotely controlled device controlier
116 is the primary processing device residing on the remotely controlled device. This
controller 116, which may be powered by al least one battery, for example, in some
embodiments, the controller may be powered by one of two 12V batteries located on the
remotely controlled device, transceives signals from the field management system 104 and
the driver interface module 102. However, in other embodiments, the controller 116 may
include other types of batteries for example, but not limited to, batteries with greater or

lower voltage, or more or less numbers of batteries. Received control data is processed and
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eventually sent to the peripheral interface 118. In the exemplary embodiment, regarding
processing tasks, the remotely controlled device controller 116 may consist of a 32-bit,
400Mhz microcontroller 119 capable of digital signal processing, a field-programmable gate
array, on-board 32Mb volatile memory 151, and a 16Mb non-volatile memory module 152.
Software control programs created by teams may be loaded into memory and executed on
the processor 150 to manage signals to peripheral interface modules 124, Additionally, the
remotely controlied device controller 116 may contain an LCD 163 for displaying
diagnostic/status indicators,

Disable/Enable/Autonomous/Emergency-stop signals (collectively “priority
signals™) sent from the field management 104 system take priority over control data sent
from the driver interface module 102. By way of example, if a Disable signal is received,
all output sent to the peripheral interface, and corresponding peripheral interface modules
124, is locked at not-energized or neutral settings. 1 Enable is received, all input/output
becomes available to the user.

Alternatively, various embodiments of the present invention may be used in
competition where various methods of control are allowed. For example, in certain
embodiments, a competition may have a Driver control mode, in which the user controls the
operation of the remotely controlled device, such as a robot, and an Autonomous mode, in
which the user does not control the remotely controlled device. Instead, the remotely
comroiled device operates on instructions that have been preprogrammed in remotely
controlled device. In various embodiments, if an Autonomous signal is received; certain
control signals originating from the driver interface module 102 may be ignored, while
other controls such as disable signals and other safety signals may be allowed. In various
other embodiments, a Hybrid control mode may be utilized in which certain user control is
disabled, but other used control'may be allowed in conjunction with partial autonomous
control by the remotely controlled device. Such a Hybrid mode may be used in a variety of

_situations. In certain embodiments, Hybrid mode may be used a penalty mode to disable

user control for some functions for some period in response to a violation of the rules.

In various embodiments, if an Emergency-stop signal is received, all output sent to
the peripheral interface 118, and corresponding peripheral interface modules 124, is locked
at not-energized or neutral settings. As a redundancy measure, this signal may also direct
the peripheral interface 118 to terminate all power output.

In various embodiments, input connections found on the remotely controlled device

controller 116 may consist of USB, Ethemnet, 12C, Serial Peripheral Interface (SP1), analog,
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and digital. One or more 25 pin digital and analog conneclors may allow for multiple
digital/analog signals to be received. One or more USB 2.0 ports 153 may be used to
facilitate use of sensor input. Similar to the USB ports 153, Ethernet ports may be used to
couple sensors to the remotely controlled device 155. For example, output from a vision
sensor or video camera could be used as input to the Ethemet interface 154. Once inside the
remotely controlled device controller 116, vision sensor data may be parsed by a previously
uploaded, user-created or configured, image-recognition program and used to generate
control signals to peripheral interface modules 124. At least one Ethernet port 156 may be
used for the purpose of coupling a wireless transceiver/router 120 to the remotely controlled
device controller 116, This porl may also be used to connect the remotely controlled device
controller 116 to the field management system 104 via tether.

In various embodiments, digital and analog 1/0 connections on the remotely
controlled device controller may have one or more additional points of access. A breakout
pin interface may break out 25 pin /O connection ports into smaller arrays of pins. Smalier
sets of pins may provide the same functionality as the larger 25 pin connector; however,
these smaller sets may be located anywhere on the remotely controlled device that provides
easy access 1o a module to be connected. A breakout pin interface may allow for greater ’

flexibility in designs with minimal flying wires. A breakout pin interface may include a

.means of regulating the voltage on 1/0 lines, such as a TPS5431 step-down converter, and

reverse battery protection.

In various embodiments, the remotely controlled device controller 116
communicates via signal bus cable 157 to the peripheral interface 118 for the final
disbursement of control signals. The SPI 158, operating in full-duplex, is used as the main
data path from the remotely controlled device controller 116 to the peripheral interface 118.
Both control and priofily signals may be sent via the SPI 158 (0 be disiributed to peripheral
interface modules 124. Status signals may be sent from the peripheral interface 118 to the
remotely controlled device controller 116 via SPI 158 for further processing or for
transmission to the user.

Regarding the external housing of the remotely controlled device controller 116, in
certain specific embodiments, the remotely controlled device controller 116 may reside in
its own enclosure. The remotely controlled device controller 116 may be operated in an
electrically hostile environment and may benefit from physical and electrical isolated from
all external components. The remotely controlled device controller 116 may incorporate

radio frequency noise filtering/isolation components to minimize the effects of a hostile
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environment. Such components may also prevent the remotely controlled device controller
116 from electrically impairing or interfering with other nearby devices. In addition, a
remotely controlled device may be subject to a number of other hazardous variables during
a competition, including physical shock, vibrations, electrical shock, fire, and intrusion of
foreign objects. To preclude system failure or other degradation, the exemplary
embodiment may optimize the external housing of the remotely controlled device controller

116 to sufficiently withstand the abovementioned hazards.
Peripheral Interface

Referring to FIG. 8, in various embodiments, the peripheral interface 118 may be the
power and signal distribution/management hub for the remotely controlled device. This
component may contain a central processing unit 159, such as a microprocessor or [ield-
programmable gate array. One function of the central processing unit 159 may be (o send
and receive signals over the SPI 158, while other tasks may include executing power
management software or processing status signals.

In various embodiments, the peripheral interface 118, functioning as a centralized
power management node, may minimize the wiring overhead on the remotely controlled
device because fuses and external power distribution blocks may be reduced or eliminated.
Physical connections from the peripheral interface 118 to the peripheral interface modules '
124 may be made through a connector strip 160. The connector strip allows wire of varying
diameter, or circuit boards, to be securely attached to ports 161 through a locking or
clenching mechanism. Teams may use the connection strip ports 161 for purposes, not
limited t0: managed power connections for servos and logic, pulse width modulation
outputs, digital/analog outputs, and/or general purpose input/outputs. Managed power
connections may be used as a standardized means of connecting peripheral interface
modules 124 or custom circuitry. High and low resolution pulse width modulation ports
may be used to drive electric motors or servos. Ports 161 on the connector strip 160 may
coincide with individual status indicator ports, wh_ich allow peripheral interface module
status or other data to be transmitted to the remotely controlled device controller 116.

The peripheral interface 118 may also extend the SPI 10 each peripheral interface
module 124. The SPI may be used to feed data onto a separate bus connecting individual

peripheral interface modules 124. For example, a Controller Area Network bus may be
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used for data transfer between peripheral interface modules 124. In various other
embodiments, other buses, such as RS485, RS232, and 12C buses may be utilized.

A communications port 162 located on the peripheral interface 118 may be used to
provide configuration data of managed power connections. In various embodiments,
peripheral interface modules, such as DC motor controllers (both brushless DC and
brushed), solid state relays, pneumatic solenoid controllers may be utilized.

In various embodi}nents, the peripheral interface 118 may employ smart
functionality. In certain embodiments, allowing the peripheral interface greater
functionality may relieve processing strain on the remotely controlled device controller 116
and provide a more resilient system of control. By way of example, smart functions may
include: current logging, current reporting, dynamic power load balancing, motor stall
detection, sensor error detection and reporting, or embedded bus monitoring (such as
Controller Area Network).

Regarding the external housing of the peripheral interface 118, in certain specific
embodiments, the peripheral interface 118 may reside in its own enclosure. The peripheral
interface 118 may be operated in an electrically hostile environment and may benefit from
physical and electrical isolation from all external components. The peripheral interface 118
may incorporate radio frequency noise filtering/isolation components to minimize the
effects of a hostile environment. Such components may also prevent the peripherdl
interface 118 from electrically impairing or interfering with other nearby devices. During a
competition, a remotely controlled device may be subject 10 a number of other hazardous
variables including physical shock, vibrations, electrical shock, fire, and intrusion of foreign
objects. To preclude system failure, the exemplary embodiment may optimize the external
housing of the peripheral interface 118 (o sufTiciently withstand the abovementioned
hazards.

In various other embodiments, power distribution and management functionality
may reside in a component that is separate from the peripheral interface, such as a power
distribution module. A power distribution module may provide power to one or more
electrical components on the remotely controlled device from one or more power sources.
For example, 24V and 12V batteries may be coupled 10 a power distribution circuitry
capable of regulating and distributing 12V, 24V (5V outputs from off the 12V battery).
With two different voltage sources, high current and low current output terminals may be
utilized by devices requiring different power supplies. Preferably, 20-40A auto-resetting

circuit breakers may be used to prevent circuit overload conditions between distribution

S
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circuitry and output terminals; whereas the connection between the batteries and the
distribution circuitry may be protected by a 120A non-auto-resetting. LEDs may be
integrated into the circuit breaker circuitry to provide a visual indication of power
distribution status.

In various embodiments, a power distribution module may be capable of responding
to signals from the remotely controlled device controller or directly from a driver interface.
For example, the remotely controlled device controller may send a signal to the power
distribution circuitry for power shut down, preventing power from being distributed from

the batteries.

Peripheral Interface Modules

In various embodiments, still referring to FIG. 8, teams may utilize the peripheral
interface 118 as a standardized means of coupling control systems, motors, servos, sensors,
extra processing resources, smart modules, or other subsystems (generally “peripheral
interface modules” 124) to a remotely controlled device. Teams may also choose to
develop custom peripheral interface modules 124 in accordance with the standard
input/output and electrical characteristics of the peripheral interface 118. As previously
discussed, peripheral interface modules 124 may be communicably coupled through various
physical bus architectures or via wireless protocol.

In certain embodiments, teams may use a drive control module for the purpose
controlling and monitoring all aspects of motor functionality. A drive control module may
utilize a microcontroller and a memory module to relay status information from drive
systems to the SPI 158 or other bus architecture. Additionally, a drive control module may
include configurable options not limited to the following features: default drive polarity for
brush motors, regulated 12V or non-regulated 24V drive voltage, dynamic braking, load
control circuilry. Such configurable options may be exploited through programming,
jumper switches, or standard switches. Further, a drive control module may provide
onboard diagnostic capabilities with visual fault indicators and fault reporting.

In various embodiments, a drive control module may incorporate smart capabilities.
Smart drive capabilities may improve performance, accuracy and distribution of processing
tasks related to motor control. Additionally, smart drive capabilities may reduce team
development time and stress by providing a broader range of high-level programming
capabilities. By way ol example, lefl to right side drive coordination may be incorporated

into the drive control module to allow for high-level, ambiguous motor commands. For
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instance, (using pseudo-code for exemplary purposes) a user-created command may take the
form of: “Drive straight for 20 feet. Turn left in an arc of 180 degrees with a radius of 6
feet.,” Commands of this nature force the smart drive control module to do the brunt of the
work in determining the proper motors to engage, at the proper time and rate. A smart drive
control module may also be coupled to, or programmed t0 communicate and receive
commands from, other intelligent components or sensors located on remotely controlled
device. Further, a smart drive control module may allow high-level control over all other
mechanical or electromechanical components, such as actuators, robotic arms, speed
controllers, forward/reverse switches.

In other various embodiments, a drive control module or smart drive control module
may not exist as a peripheral interface module 124, but as an additional component residing
on the remotely controlled device. A drive control module may be located anywhere in the
stream of information between the remotely controtled device controller 116 and the
individua! component to be controlled, such as a stepper motor.

In some embodiments, teams may use a relay module to provide 0-20Amp (medium
load) switching of components such as, small motors, compressors, actuators, and lights. A
relay module may consist of a microcontroller capable of controlling and monitoring
functions such as input/output to the SPI 158, output polarity, load control, and output
voltages. Further, a relay module may provide onboard diagnostic capabilities with visual
fault indicators and fault reporting.

In some embodiments, teams may use a standard input/output (I0) module to
control disbursement of signals. By way of example, the standard IO module may provide
management and control of digital, analog, and pulse width modulation signals to and from
components such as, swilches, sensors, polentiometers, solenoids, servos, motors, or other
electrical devices. To facilitate 10 functionality, a standard IO module may contain sixteen
or more 5V digital input ports, four or more 5V analog input ports, and eight or more 7.2V
pulse width modulation output ports. Further, a standard 10 module may provide onboard
diagnostic capabilities with visual fault indicators and fault reporting.

In some embodiments, teams may use a sensor processing module to provide high-
speed signal processing. By way of example, the sensor processing module may process
received digital and analog signals such as gear tooth, yaw rate, current, thermal and optical.
To facilitate processing, a sensor processing module may contain eight or more 5V digital
input ports, four or more 5V analog input ports, two or more dual-quadrature ports, two or

more RS-232 serial ports, and one or more Ethernet ports. Further, a sensor processor
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module may provide onboard diagnostic capabilities with visual fault indicators and fault
reporting. '
Regarding the external housing of peripheral interface modules 124, in certain .
specific embodiments, one or more peripheral interface modules 124 may reside in an
individual enclosure. Peripheral interface modules 124 may be operated in an electrically
hostile environment and may greatly benefit from physical and electrical isolated from
external devices and subsystems. Radio frequency noise filtering/isolation components may
be coupled to, or incorporated with, individual peripheral interface modules 124 to
minimize the effects of a hostile electrical environment. Such components may also prevent
the peripheral interface modules 124 from electrically impairing or interfering with other
nearby devices. During a competition, a remotely controlled device may be subject to a
number of other hazardous variables including physical shock, electrical shock, vibrations,
explosions, fire, and intrusion of foreign objects. To preclude system failure or other
degradation, the exemplary embodiment may optimize the external housing of the

peripheral interface 118 to sufficiently withstand the abovementioned hazards.
Station Control Cabinet

Referring to FIG. 11, a station control cabinet 2a may be a distribution point for
communications between the field management system 104 and one or more driver
interface modules 102. By way ol example, a red and blue team may connect one or more
driver interface modules to a corresponding red/blue station control cabinet 2a, 2b for
control over a remotely controlled device 100. As previously mentioned (see FIG. 6
descriplion), a station control cabinet 2a may be used to facilitate reporting of team status
indicators, acquire site player componerit data, control competition events, and debug field
networking difficulties.

In various embodiments, a station control cabinet 2a may include multiple multipon
Ethernet switches 700 rated at 1Gbps, a processing module 702, a power supply 701 with
the necessary voltage and current ratings to accommodate the components within the station
control cabinet 2a and one or more driver interface modules 102, In the exemplary
embodiment, at least three relays with contacts rated o at least 120VAC/3Amps may be
used to control 60Watt driver interface module 102 status indication lights. Additionally, a
station control cabinet 2a may house a data acquisition and control module 703 from which

at least six digital inputs may be used to receive wires for emergency-stop switch conditions
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and reporting to the field management sysiem 104. In various embodiments, a data
acquisition and control module may be an off-the-shelf Ethernet 10 module, such as an
Advantech 6060.

In various embodiments, a single board computer module 702 may be integrated into
a station control cabinet 2a to perform functions such as, but not limited to, intelligent data
distribution, debugging, and quality of service data logging. Where such a single board
computer module 702 is utilized, the exemplary specification may include: a greater than
300Mhz central processing unit speed, removable memory media readable by a common
commercially available computer/laptop (used for loading and storing programming data
onto the single board computer), at least one 10/100Mbps Ethernet port for communication
with the field network, an LCD unit of sufficient size and resolution (o be legible in low
light to bright light environments, a Linux operaling system, a wire connection system with
locking capabilities 10 prevent accidental disconnections, and a power connection with a
built-in circuit-breaking device appropriately rated [or the station control cabinet’s
maximum current drawing capabilities.

In various embodiments, one or more components housed in a station control cabinet
may have a static IP address. Alternatively, Dynamic Host Configuration Protocol may be
utilized such that components within a station control cabinet 2a may be configured to

dynamically obtain various parameters required to operate within a wireless network.
Network Communication

In various embodiments, the process of coupling a remotely controlled device 160
and the structure of communication among components utilizing a field management system
104 may vary according to the level of securily required. For instance, certain embodiments
in which a minimal level of network security is required may not utilize encryption
algorithms or security keys. A basic level of security may include restricting the field
management system’s 104 visible network address space to a fixed number of MAC
addresses. Thus, a remotely controlled device 100 lacking an approved MAC address
would not be able 1o transceive signals required for operation. Incrementally increasing
network security from this basic level may include combining fixed MAC addressing with
encryption algorithms, and even further requiring a SSID 1o gain access to the field
management system network. An even higher level of security may be achieved through

use of virtual local area networks in which a router may be configured to only recognize



WO 2009/146199 PCT/US2009/040830

20

25

30

25

data transfer between a driver interface module 102 and remotely controlled device 100, for
example.

Referring to FIG. 11, in the exemplary embodiment, a wireless access point 101 may
be preconfigured as the “host” for the field it is assigned. Individual remotely controlled
devices 100 may be configured as ad-hoc ‘clients’ to the wireless access point 101 to
associate with a particular wireless network, To associate and remain communicably
coupled to a local wireless network, the host may allow remotely controlled device clients
to initiate handshaking routines using, for example, but not limited to, a shared Wired
Equivalent Privacy (WEP) key or WPA2 and a Service Set Identifier (SSID) for each field.

An automated application may be used 1o communicably couple a driver interface
module 102 to a local wireless network and corresponding remotely controlled device 100,
On initial connection of a driver interface module 102 to a station control cabinet 2, the
driver interface module 102 may report its corresponding team identification number to the
field management system 104 for verification. The automated program may then proceed to
associate a driver interface module 102 with a field management system IP address, the
remotely controlled device controller IP address, one or more hardware endpoint Media
Access Control (MAC) addresses, and a team laptop computer. In certain embodiments, the
driver interface module 102 may also include application software to program the correct
SSID and WEP key into the wireless access point, display history of SSID/WEP
modifications and field identifier on its LCD. The wireless access point 101 located on the
remotely controlled device 100 may similarly be supplied with SSID and WEP key through
a direct tether connection to the driver interface module 102.

Additionally, in the exemplary embodiment, the method for IP assignment (to team
components requiring 1P addresses) may include the process of providing each team a block
of [P addresses with each address targeted to a specific device, Referring to TABLE 1, each
remotely controlled device 100 may be allotted a block of ien sequential IP addresses based
on team number. The first five addresses may be assigned and reserved to standard
components (such as: wireless access point 120 residing on remotely controlled device,
remotely controlled device controller Ethernet ports, camera, and driver interface module
102). Teams may use the remaining five IP addresses for additional custom components
that require an IP address, such as a weapons system or robotic arm assembly. This
addressing scheme may preclude pre-registration of IP addresses because field network
software may determine which subset of siatic IP addresses to send data based on leam

number. In various embodiments, the field management system 104 may populate [P
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address tables for one or more remotely controlled devices 100, before competition, through
use of an Inspection Siation.

Still referring to the exemphry method of assigning IP addresses, a remotely
controlled device 100 or a plurality of remotely controlled devices wilhin a competition may
be assigned 1P addresses from a subset of IP address space not accessible to the public.
Using a private wireless network [P address range may enhance network security and
enhance managerial control over a remotely controlled device 100. A private local network
may be facilitated via use of a leading [P octet designated private by the Internet Assigned
Numbers Authority, such as 10, 172, or 192. Thus, a remotely controlled device 100, such
as a robot, and its corresponding network components, may be assigned IP addresses to a
private local network as shown in TABLE 1. In the exemplary embodiment, a private [P
address incorporating the team number may be constructed with the second and third octets
reserved for team identification number and the fourth octet distinguishing a specific
subsystem or component, such as “10.12.64.2”. In other various embodiments, the
arrangement of team identification number and component identifier may be ordered in a

different fashion.

TABLE |
Remotely Controlled Device 1P Addressing Scheme
IP Address
Device Private | Team Component ID

Octet Number
Robot Wireless Access Point 10 12 64 0
Mobile Device Controller 1 10 12 64 1
Mobile Device Controller 2 . 10 12 64 2
Camera 10 12 64 3
Driver Interface Module 10 12 64 4
Weapons Subsystem [User Defined] 10 12 64 5
Robotic Arm [User Defined) . 10 12 64 6

In various embodiments, one or more remotely controlled devices 100 coupled to a
wireless network may have a static [P address. Static IP addresses may be assigned
manually prior to an event utilizing a field management system 104. Altemnatively,

Dynamic Host Configuration Protocol, or other protocols may be utilized such that one or
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more remotely controlled devices 100 may be configured to dynamically obtain various
parameters required for operation within a wireless network.

The field management system 104, station control cabinets 2, and the field’s
wireless access point 101 may be coupled to a router 105 capable of employing quality of
service monitoring/reporting and security systems. Automated quality of service
monitoring data may be transmitted {0 a webpage, text file or other medium for diagnostic
reasons. Further, security tools such as bus monitoring devices or breakout boxes may also
be used to monitor quality of service/security within the field network. Such security tools
may perform monitoring functions by way of connecting to any device already connected to
the network and including a monitoring port or output terminal.

In the exemplary embodiment, the communication protocol for the field
management system 104 may be User Datagram Protocol (UDP). As a safety concern, the
laiency allowed per packet through any completed communication path may be held 10 less
than 39 milliseconds. UDP may advance this concern because it does not guarantee
delivery of packets and incorporates little or no error correction procedures, making it faster
than Transfer Control Protocol, for example. Considering the rate at which packets are
transferred, a dropped packet containing, for example, a degree of change in the X axis of a
Joystick, is much less critical than a delay in packets.

In other various embodiments, at the time of connection to a station control cabinet
2, adriver interface module 102 may initiate an authentication and validation routine to
synchronize a driver interface module 102 with a corresponding remotely controlled device
100. To allow the field management system 104 o communicate with individual remotely
controlled devices 100 and exert control over the system, any synchronization, validation, or
other authentication routine may also transmit valid one-10-one mapping results, security
codes, or other identifiers to the field management system 104. By way of example, this
routine may automatically associate a driver interface module 102 to the Media Access
Control (MAC) and IP address(es) of a remotely controlled device 100 upon connection to
the network. Afler initial association, a basic level of security is created because wireless
communication between the two entities is based on the established unique address.
Encryption algorithms (such as WEP/AES/WPA/etc), may be employed to enhance secured
communication between components and prevent incidental/intentional security breaches.

Alternatively, the field management system 104 may exert complete control over
synchronization, validation or authentication methods. Additionally, in certain

embodiments, the field management system 104 may take control over the addressing only
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when security breaches or synchronization conflicts occur. By way of example, in the event
of such difficulty, the field management system 104 may disable the remotely controlled
device 100, purge current mapping records, reassign an identifier or team code to the
remolely controlled device and corresponding driver interface module 102, save the new
mapping into memory, enable the remotely controlled device 100, and relinquish control to
the user. '

Additionally, in the exemplary embodiment, a 42 byte Header may be concatenated
1o status, control, and other packet types. The Header may serve purposes of routing as well
as systemic verification of communications as part of the quality of service features.
Headers may also vary based on usage but may generally contain the following fields: 8
Byte destination Media Access Control (MAC) address, 8 Byte source MAC address, 2
Byte Type, | Byte verification/Header length, 2 Byte total length, 2 Byte identification, |
Byte flags, | Byte Frag Offset, | Byte Time to Live, | Byte protocol type, 2 Byte Header
Checksum, 4 Byte source IP address, 4 Byte destination IP address, 2 Byte Source Port, 2
Byte Destination Port, 2 Byte length, and 2 Byte Checksum.

Packet structure for communication from the field management system 104 1o the
driver interface modules 102 may take the form of a Control Byte. A Control Byte may
consist of single bits for exerting control over driver interface modules 102. In the
exemplary embodiment, referring to TABLE 2, binary fields are reserved for the following
control signals: wireless access point link status, emergency stop status, driver interface
module identification request, driver interface module reset, and driver interface module

mode change (Autonomous/Not Aulonomogs; Enabled/Not Enabled). It should be

understood that the Control Byte data may be alternatively organized and may use a

different number of bits to convey the information.

TABLE 2

Control Byte

(Field Management System 1o Driver Interface Module)

BIT DATA BIT DATA
0 NULL 4 NULL
t WAP Link 5 Reset
2 E-Stop 6 Mode
3 Info Request 7 Mode
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Packet structure for communication from the driver interface module 102 to the field
management system 104 may consist of a 5 Byte team identification number, 4 Byte
remotely controlled device IP address, and a driver interface module Status Byte. In certain
embodiments, an IP addressing scheme incorporating the team identification number into a
remotely controlled device’s IP address may allow the S Byte team identification number to
be omitted from the packet structure discussed herein. Alternatively, the 5 Byte space may
be used for other useful to be transferred from the driver interface module 102 to the field
management system 104, '

A Status Byte may contain single bits for readihg the status of components in
communication with the driver interface module, or the driver interface module 102 itself.
In the exemplary embodiment, referring to TABLE 3, binary fields are reserved for the
following signals: status of the data flow with the remolely controlled device, status of the
emergency-stop at the driver interface module, and current mode (Autonomous/Not
Autonomous; Enabled/Not Enabled). It should be understood that the Status Byte and
Status Packet data may be alternatively organized and may use a different number of bits 10

convey the information.

TABLE 3

Status Byte
(Driver Interface Module to Field Management System)

BIT DATA BIT DATA
0 NULL 4 NULL
1 Robot Link 5 NULL
2 E-Stop 6 Mode
3 NULL 7 Mode

Packet structure for communication from the driver interface module 102 to the
remotely controlied device 100 may take the form of a Data Packet. By way of example,
Daia packets may be received by the wireless access point 120 residing on the remotely
controlled device 100 and processed by the remotely controlled device controller or other
processing unit localed therein. In the exemplary embodiment, referring 1o TABLE 4, the
Dala Packet may contain a 32 bit unsigned integer for packet-count, a Control Byte, joystick
data fields, a driver interface module analog data field, a driver interface module digital data

field, and a reserved byte space for future implementation. Additionally, the joystick data
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fields may consist of 8 Bit signed integer fields for X axis, Y axis, Z axis, X axis rotation,
Y axis rotation, Z axis rotation, and a 16 Bit unsigned integer field for button presses.
In the exemplary embodiment, a Control Byte located within the Data pﬁcket may

consist of single bits for exerting control over the remotely controlled device 100. Referring
5 to TABLES 4 and S, the Control Byte may consist of individual bits for command of

emergency-stop, remotely controlled device identification query, software reset, and mode

(Autonomous/Not Autonomous; Enabled/Not Enabled). It should be understood that the

Data Packet and Control Byte data may be alternatively organized and may use a different

number of bits to convey the information.

10
TABLE 4
Data Packet with Control
(Driver Interface Module to Remotely Controlled Device)
BYTE DATA BYTE DATA
0-3 Packet-Cnt 29-36 Joystick-3
4 Control 37-44 Analog Data
5-12 Joystick-0 45 . Digital Data
13-20 Joystick-1 46-54 Reserved
21-28 Joystick-2
TABLE 5
Control Byte
(Driver Interface Module to Remotely Controlled Device)
BIT DATA BIT DATA
0 NULL 4 NULL
1 NULL 5 Reset
2 E-Stop 6 Mode
3 Query 7 Mode
15

Packet structure for communication from the remotely controlled device 100 to the
driver interface module 102 may consist of a Data Packet. A Daia Packet may be the

primary means of relaying status and feedback data from the device to the user. In the
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exemplary embodiment, referring to TABLE 6, a Data Packet rﬁay contain a Status Byte,
Team Identification field, Battery Voltage field, a Digital Data Byte, and User Data. In the
exemplary embodiment, the Status Byte, Team Identifier, and Digital data may be
maintained by the driver interface module, while the Battery Voltage, Digital Data, and user
data may be made available 10 the secondary Ethernet port located on the driver interface
module for team “dashboard” usage.

In the exemplary embodiment, referring to TABLE 6 and TABLE 7, the Status Byte
contains bits for status of the data flow with the remotely controlled device, status of the
emergency-stop at the driver interface module, and current mode (Autonomous/Not
Autonomous, Enabled/Not Enabled). It should be understood that the Data Packet and
Status Byte data may be alternatively organized and may use a different number of bits to

convey the information.

TABLE 6

Data Packet with Status

(Remotely Controlled Device to Driver Interface Module)

BYTE DATA BYTE . DATA
0 Status 8 Digital Data
1.5 Team ID ' 9-88 User Data
6-7 Battery
TABLE 7

Status Byte

(Remotely Controlled Device to Driver Interface Module)

BIT DATA BIT DATA
0 NULL 4 NULL
1 NULL 5 NULL
2 E-Stop 6 Mode
3 NULL 7 Mode

Real-time adjustment of packet structure according to the current components
%
coupled to the network may preclude loss of data or other disturbances associated with

packet structure/routing. Accordingly, packet structure may be modified based on the
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actual components in the systerri. By way of example, in certain embodiments a station
control cabinet 2 may not contain a single board computer 702 and the field management A
system 104 may form packet structure as necessary according to the omitted component.
Additionally, the field management system 104 may contain software capable of detecting
alterations in the current network component configuration.

In the exemplary embodiments, various protocols may be used for discounting old
data. These protocols lower latency and thus may improve communications within the

system. In some embodiments, various protocols for failure recovery may be used.
Interface to Field Management System

In various embodiments, the field management system 104 may communicate with
remolely controlled device 100 via a field management system interface 128. In the
exemplary altemaﬁve embodiment of FIG. 2, the field management system interface 128 is
a microprocessor. The field management system interface 128 is located on peripheral
interface 118 and bridges communication between field management system 104 and driver
interface module 102. Field management system interface 128 controls the application of
voltage to any high-power peripheral interface modules 124 and provides remote-disable of
power for any peripheral interface modules 124. Field management system interface 128
must be in constant communication with field management system 104 and driver interface
102 in order to continue providing power to remotely controlled device 100. When the
operator of field management system 104 decides (o disable driver interface 102 control
over one or more remotely controlled devices 100, the operator may send out a disabling
signal from field management system 104 (o the desired remotely controlled device 100.
Then, the disable message is received by field management system interface 128, which
disables all power switches 1o peripheral interface modules 124, and thereby disabling
power of remotely controlled device 100 and communication and control between driver
interface 102 and its remolély controlled device 100. Communication between field

management system interface 128 and field management system 104 may be wireless.

" Field Management System Communication

Referring again to FIG. 2, in various embodiments, [ield management system 104

contains an internal router that communicates with one or more remotely controlled devices
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100. In certain embodiments, field management system 104 has only one transceiver that
wirelessly communicates with all associated remotely controlled device s 100, rather than
individual transceivers associated with a respective remotely controlled device 100. Having
one lransceiver to communicate with all remotely controlled devices 100 allows for a more
compact and flexible systems for driver interface 102 control of a remotely controlled
device 100. The field management system 104 may send Ethernet packets between the
remotely controlled device controller 116 and driver interface module 106, which provides
driver interface 102 with the ability to contro! remotely controlled device 100.

In"an alternative embodiment, as shown in FIG. 3, the remotely controlled device
100 and driver interface module 106 may each have a wireless adapter 300 to provide
wireless communication between the driver interface module 106 and the remotely
controlled device controller 116.

In another alternative embodiment, as shown in FIG. 4, the remotely controlled
device 100 communicates with driver interface module 106 via a wireless adapter 300 that
is connected to a module 130 on remotely controlled device controller 116, Wireless
adapter 300 may be a wireless gaming adapier, on-board WiFi or other similar adapter. In
this embodiment, a hub 126 (such as a Controller Area Network (CAN), RS323, or USB)
may also be located on remotely controlled device controller 116 rather than on peripheral
interface 118. The hub 126 controls the peripheral interface modules 124 powered by
peripheral interface 118. Field management system interface 128, located on the peripheral
interface 118, relays enable/disable messages from field management system 104 to module
130. Remotely controlled device controller 116 may also have additional interfaces and
input/output ports to connect to USB devices such as thumbdrives, web cameras, to pulse
width modulation generators, to I/0 expanders, or 10 other similar interfaces.

Referring to FIG. 5, in an altemative embodiment, the field management system
interface 128 may include keys 500. The keys 500 act as a switch to enable or disable
driver interface 102 communication, control, and power io remotely controlled device 100.
Keys 500 may be inserted into field management system 104 to receive a message to either
enable or disable driver interface 102 communication, control, or power to remotely
controlled device 100. Afier keys 500 communicate with field management system 104,
they are inserted into remotely controlled device controller 116 and communicate to
remotely controlled device 100 the message placed on the keys 500 by field management
system 104. That message is then communicated via a hub on module 130 to either disable

or enable power on peripheral interface 118 or to interrupt Ethernet or wireless
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communication between driver interface 102 and remotely controlled device 100. Asa
result, field management system 104 manages the ability of driver interface 102 to control
remotely controlled device 100. In such embodiments, keys 500 are the manner in which
field management system 104 sends an enable/disable signal to remotely controlled device
100. As set forth above, smart keys and other electronic means may be used in place of
physical keys.

Still referring to FIG. 5, in another alternative embodiment, keys 500 may also have
a manual switch for enabling or disabling communication, control, or power of remotely
controlled device 100. However, when keys $00 communicate with field management
system 104, communication from field management system 104 overrides the manual
switch,

In various embodiments, the field management system 104 checks in with various
components of the system at predetermined or variable time intervals. If any of the various
components of the system that have been set as critical components do not respond to the
system check, then field management system 104 may disable the remotely controlled
device 100. In various other embodiments, if communication between the field
management system 104 and the remotely controlled device 100 is interrupted for a preset
period of time, then remotely controlled device 100 will disable itself until further
commands are received,

In various embodiments, the field management system 104 may gather and transfer
competition data to one or more Internet him! webpages via an Extensible Markup
Language (XML) data stream. Such a transfer may include periodic update of match
results, schedules, ranking information, robot status indicators, streaming video feed, and
other relevant competition data. Teams may use such information to, for example,
implement a remote strategic planning group or allow a remote individual to keep up with
live competition events. Additionally, the field management system 104 may also transfer
all information and signals it generates or receives to an Internet database for statistical or
debugging purposes.

In various embodiments, an XML data stream may be used to provide a virtual field
management system (o a remotely located field manager via an Internet connection. In such
an embodiment, the remote field manager may send and receive data to, or exert control
over, the actual field management system 104 through use of a graphical user interface

populated with data typically available to a local field manager. In the exemplary
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embodiment, the remote, virtual field management system may transceive quasi-real-time
data from the field management system 104 though a high-speed Internet connection.

In certain embodiments, optimized application software, executihg on a remote
terminal, such as a laptop with Internet access, may prove more robust and reliable than a
web-based interface for remote control of the field management system 104. Such
application software interface may be installed at a remote Internet terminal, provide for
connection to the actual field management system 104 through various Internet protocols
(such as TCP/UDP/etc.), and provide features that may not otherwise be available through a
web-based interface. Streaming video feed, statistical data, and graphical situational
awareness (for example using Sun SPOT three-dimensional positioning data as input to a
remote function that frequently “draws” the field) are among features of a custom
application interface that may be optimized for specific hardware on any given remote
terminal during installation procedures.

In various embodiments, a remote interface allowing a remote field manager control
over a local compeltition may be useful for training purposes. Given the importance of
safety in a completion, those experienced in field management may wish to monitor or
supersede control of field management duties where those less skilled in field management
command a local field management system 104. A web-based interface, custom application

or other remote implementation may incorporate specific training features such as, a

training mode or learning setting that facilitates harmonious use of both local and remote

field management system data.

In various embodiments, a portable embodiment of the field management system
104 may be used. For example, in some embodiments, a PDA may be used. Additionally,
using the various systems, apparatus and methods discussed herein, the condition of the
remotely controlled devices may be derived, for example, through light signals from the
remotely controlled devices. The signals may aid in identifying and targeting any problem.
Further, the field management system may provide for status information regarding both the
remotely controlled devices and the drive interface modules. Thus, the condition of the
apparatus of the system may be determined on both ends.

While the principles of the invention have been described herein, it is to be understood
by those skilled in the art that this description is made only by way of example and not as a
limitation as to the scope of the invention. Other embodiments are contemplated within the

scope of the present invention in addition to the exemplary embodiments shown and described
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herein. Modifications and substitutions by cne of ordinary skill in the art are considered to be

within the scope of the present invention.
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CLAIMS
Whalt is claimed is:

1. A method for controlling the ability of a remote control to control at least one remote
controlled remotely controlled device comprising:

providing at least one remotely controlled device;

communicatively coupling the at least one remotely controlled device toa
respective driver interface;

communicatively coupling the at least one remote remotely controlled device 10 a
field management system;

sending a signal from the field management system directly to the at least one -
remotely controlled device, the signal modifying control by the driver interface of the at
least one remotely controlled device and modifying power to the remotely controlled

device.
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