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Description
CROSS REFERENCE TO RELATED APPLICATIONS

[0001] The present document is based on Japanese
Priority Application JP2002-203213, filed in the Japa-
nese Patent Office on July 11, 2002, and
JP2002-265836, filed in the Japanese Patent Office on
September 11, 2002, the contents of which being incor-
porated herein by reference to the extent permitted by
law.

BACKGROUND OF THE INVENTION
1. Field of the invention

[0002] The present invention relates to a monitoring
system and a monitoring method. More specifically, the
present invention relates to a monitoring system and a
monitoring method for home security and/or safety pur-
poses.

2. Related Art

[0003] Nowadays, there is an increasing demand for
household or home security, not only as a countermeas-
ure against of violation of private property, but also for
safety in house against fire, gas leakage, quakes and
the like. There is also an increasing demand for remote
monitoring of house activity, especially for households
having small children, elderly people or pets.

[0004] A method for remotely monitoring and control-
ling a home security system is disclosed, for example,
in US Patent Publication US 2001/0034586 A1, Japa-
nese Laid-open JP 2001-189814 and JP 2001-76273,
in which electronic devices located at a property are re-
motely monitored and/or controlled.

[0005] Japanese Laid-open JP 2000-99862 discloses
a system including a home server and various sensors
including a plurality of cameras. The system detects an
intruder by using a sensor and stores image data before
and after the detection of the intruder.

[0006] Japanese Laid-open JP 2000-235688 disclos-
es a system including a sensor, camera, network con-
necting unit and controller. When the sensor or camera
detects an event such as break-in, the controller send
a preset message that may include image data to a se-
curity service business operator, police station, another
PC terminal, or a user's cell phone via Internet or tele-
phone net.

SUMMARY OF THE INVENTION

[0007] There is however a drawback in the above de-
scribed systems and method of the related art. In such
systems, monitoring schemes implemented in the sys-
tems and methods are in predetermined formats, and
are not designed to allow the user to configure the mon-

10

15

20

25

30

35

40

45

50

55

itoring schemes according to his/her requirement. It is
desirable to provide a monitoring system and method
that allows customization of the monitoring system and
method according to user's instructions, thereby achiev-
ing higher flexibility in configuring the monitoring
scheme. It is desirable to provide a monitoring system
and method that allows a user to set up arbitrary relation
between various imaging sensors and non-imaging sen-
sors thereby enabling to create a preferable form of
alarm notification signal suited for the user's need.
[0008] Also, security information and customer data
has to be sent to an external server that pertains to a
single security service business operator that manages
the information if a customer decides to receive moni-
toring service from such security service business op-
erator. However, there is security concern for sending
his/her private information to a third party such as the
security service business operator. It is desirable to
keep the security data and other private information re-
lated to the user including personal data under strict
control of a trustful party. Further, it is desirable to send
the security data and other private information only if
they are required. Furthermore, it is preferable to pro-
vide a monitoring system and method that eliminates di-
rect connections between a user and the monitoring or
security service business operators as much as possi-
ble.

[0009] Further, user's requirement or preference for
the monitoring or security service may change over
time. Accordingly, itis preferable to provide a monitoring
system and method that allows the user to deal with a
plurality of monitoring or security service business op-
erators.

[0010] In configuring a monitoring system, it is prefer-
able to leverage resources in user's home such as a
home server, a personal computer, or any other appa-
ratus with a CPU so that such home resources may be
utilized as a part of the monitoring system. Further, it is
preferable to provide a device that stores and transfers
monitoring software to an apparatus with a CPU to ex-
panding the apparatus to be one of main constituent el-
ements of the monitoring system. In order to accommo-
date flexible configuration of the monitoring system, it is
preferable to provide a device that interfaces the arbi-
trary number of sensors and an apparatus that process-
es the sensor outputs in the monitoring system.

[0011] Itis preferable to provide a monitoring system
and method that allows a user to arbitrarily select alarm
data that should be transmitted and a destination of the
selected alarm data. Furthermore, it is preferable to pro-
vide a monitoring system and method that allows a user
to control actions of the monitoring system after an
alarm is issued.

[0012] Preferred embodiments of the present inven-
tion has been conceived in view of the problems de-
scribed above. According to an embodiment of the
present invention, a monitoring method is provided. The
monitoring method may be applied to a system including
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a plurality of sensors, a plurality of imaging units and a
storage unit. The monitoring method may comprise: re-
ceiving of outputs from the plurality of sensors and the
plurality of imaging units, and transmitting of a notifica-
tion signal to a preset destination if one of the received
outputs is in alarm status that needs to be reported
based on a preset alarm criterion. The notification signal
includes at least one of image data outputted from the
plurality of imaging units that is associated with the sen-
sor of the alarm status, and the association among the
plurality of sensors and the plurality of imaging units is
pre-determined in accordance with a user's input and
stored in the storage unit.

[0013] According to another embodiment of the
presentinvention, a monitoring method is provided. The
monitoring method may comprise receiving of outputs
from the plurality of sensors, and transmitting of a noti-
fication signal to a preset destination if one of the re-
ceived outputs is in an alarm status that needs to be
reported based on a preset alarm criterion. The notifi-
cation signal includes contact instruction information
that define if another notification signal corresponding
to the notification signal is transmitted to another desti-
nation from the preset destination receiving the notifica-
tion signal, and the contact instruction information is
generated based on notification rule that is determined
in accordance with a user's input and stored in the stor-
age unit.

[0014] According to still another embodiment of the
presentinvention, there is provided a method for assist-
ing monitoring activity performed in a user's designated
location using a plurality of sensors, and transmitting a
notification signal if one of the plurality of sensors is in
alarm status, the method being performed by a server
disposed in a separate location from the user's desig-
nated location. The method may comprise receiving of
the notification signal including contact instruction infor-
mation transmitted from the user's designated location;
generating of another notification information corre-
sponding to the received notification signal; determining
of another destination of the other notification signal
based on the received contact instruction information;
and transmitting of the other notification signal to the de-
termined other destination.

[0015] According to still another embodiment of the
present invention, a monitoring system is provided. The
monitoring system may include a plurality of sensors, a
plurality of imaging units, a control unit for determining
if a notification signal should be transmitted and a trans-
mission unit transmitting the notification signal to a pre-
set destination. The monitoring system further compris-
es a storage unit storing logical connections among the
plurality of sensors and the plurality of imaging units,
and a setup unit receiving a user's input and setting the
logical connections in accordance with the received us-
er's input. The control unit generates the notification sig-
nal if one of the plurality of sensors is in alarm status,
and determines if the notification signal includes image
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data outputted from the imaging unit that is logically con-
nected to the sensor in the alarm status, and the trans-
mission unit transmits the notification signal as deter-
mined by the control unit.

[0016] According to still another embodiment of the
present invention, a monitoring system is provided. The
monitoring system may comprise a storage unit storing
notification rule that is used to generate contact instruc-
tion information defining if another notification signal
corresponding to the notification signal should be further
transmitted to another destination from the preset des-
tination, and a setup unit receiving a user's input and
setting the notification rule in accordance with the re-
ceived user's input. The control unit generates the noti-
fication signal if one of the plurality of sensors is in alarm
status, and generates the contact instruction informa-
tion for the generated notification signal, and the trans-
mission unit transmits the notification signal including
the contact instruction information to the preset destina-
tion.

[0017] According to still another embodiment of the
present invention, a capture unit that may be included
in a monitoring system is provided. The capture unit may
be connected to a plurality of sensors, a plurality of im-
aging units and an apparatus having a computer. Fur-
thermore, the capture unit may include a receiving sec-
tion receiving parallel data from the plurality of sensors
and the plurality of imaging units, a buffer storing at least
a part of image data outputted from the plurality of im-
aging units, and a transmitting section for transmitting
serial data to the apparatus. Here, the serial data corre-
sponds to the data received from the sensors and the
imaging units. The capture unit may further comprise a
storage section storing a monitoring program for con-
trolling operation of the apparatus to realize a monitoring
system, an interface section transmitting the monitoring
program to the apparatus. The transmitted monitoring
program is executed by the apparatus to realize the
monitoring system.

[0018] According to still another embodiment of the
present invention, a server is provided. The server,
which receives a notification signal from a plurality of
user's monitoring apparatuses, may comprise: a receiv-
ing unit receiving notification signals from the plurality
of user's apparatuses, each of the notification signals
including contact instruction information that defines if
another notification signal corresponding to the received
notification signal is transmitted to another destination,
a processor generating the other notification if the noti-
fication signal is received, analyzing the contact instruc-
tion information included in the received notification sig-
nal, and determining the other destination to which the
generated other notification signal is transmitted in ac-
cordance with the analysis result, and a transmission
unit transmitting the other notification signal to the de-
termined other destination.

[0019] Inthe server described above, the storage unit
may further store charging data for each of the user's
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monitoring apparatus for use of service provided by the
present server, and the processor may update the
charging data in accordance with communications to the
user's monitoring apparatus. The charging data in-
cludes charging amount calculated based on a number
of times the receiving unit receives the notification sig-
nal, period of time spent by the receiving unit to receive
the notification signal, a number of times the transmis-
sion unit transmits the other notification signal, period
of time spent by the transmission unit to transmit the oth-
er notification signal or data volume of at least one of
the received notification signal and the transmitted other
notification signal.

[0020] The above described monitoring methods may
be realized by a computer program, which may be
stored in any type of storage medium.

[0021] According to still another embodiment of the
presentinvention, a security server is provided. Itis pref-
erable to provide a security server that is capable of
communicating with a plurality of home servers and per-
forming various functions preset by way of receiving in-
structions from an individual home server, instructions
such as storing data from registered users, sending
alarm to users and communicating several security
service business operator's monitoring terminals.
[0022] In addition, the conventional systems includes
either dedicated devices or programs that are executed
or run on personal computers. A security server dis-
closed in the conventional system accepts connections
from specific devices. It would be preferable if the secu-
rity server could interact with a plurality of home servers,
and each home server running the security application.
[0023] Conventional security service business opera-
tors (security companies) provide proprietary security
systems and each security company runs its own secu-
rity server including user data such as name, address,
ID, etc. It is preferable to provide a security server be-
tween the security company and the home servers. This
would enable the user to choose a security company.
The security server will consider the different features
and data formats of the monitoring stations at the secu-
rity companies when passing information from the home
devices to the monitoring stations.

[0024] The security server according to the present
embodiment may be controlled and managed by a busi-
ness operator that is separated from the security service
business operator providing the security service. That
is, the business operator that takes action, for example,
sending an agent or informing a public authority (police,
etc.) to the site of alarm, upon receiving notification of
security information such as the alarm notification.
[0025] According to still another embodiment of the
present invention, a security control program may be
provided. It is preferable to provide a security control
program executed by an apparatus installed in the us-
er's residence (e.g. a home server) to receive user op-
eration and configure detail structure/functionality/oper-
ation condition of a home monitoring system to be used
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according to the user operation providing that the appa-
ratus has a processing resource (a processor, memory
and the like) and data storage. The details to be config-
ured may include logical connection of non-image sen-
sor and image caption (or imaging) unit, data storage
scheme (when and where the data should be stored),
etc.

[0026] In addition, itis preferable to provide a capture
unit having a memory for storing a security control pro-
gram and an interface unit (or loading unit) for down-
loading the security control program when an apparatus
which has capability to run the security control program
is connected. Instead of including only a dedicated ap-
paratus for exclusive purpose of monitoring, such appa-
ratus may be a conventional information processing ap-
paratus available at the house, such as a processor in-
cluded in a personal computer, a game console, an en-
tertainment robot, an audio or video apparatus, an elec-
tric appliance or a terminal apparatus.

[0027] Also the capture unit may accept data from a
plurality of sensors and devices and sending the cap-
tured data (which would be described below in terms of
alarm data) to the apparatus (e.g. home server) that ex-
ecutes the security control program.

[0028] Moreover, it is preferable to provide a method
of charging a user who receives service performed by
the security server, which, as described above, is con-
trolled neither by the user neither by the security service
business provider.

[0029] The preferred embodiments of the present in-
vention described above advantageously provide a
monitoring system and method that allows customiza-
tion of the monitoring system and method according to
a user's instruction, thereby achieving a higher flexibility
in configuring the monitoring scheme.

[0030] Further particular and preferred aspects of the
present invention are set out in the accompanying inde-
pendent and dependent claims. Features of the depend-
ent claims may be combined with features of the inde-
pendent claims as appropriate, and in combinations oth-
er than those explicitly set out in the claims.

[0031] The presentinvention will be described further,
by way of example only, with reference to preferred em-
bodiments thereof as illustrated in the accompanying
drawings, in which:

Fig. 1 is a schematic block diagram showing an ex-
ample of the monitoring system according to a first
preferred embodiment of the present invention:
Fig. 2 is a schematic view illustrating the types of
data to be transmitted from the sensor and the im-
aging unit to the capture unit and the home server;
Fig. 3 is a schematic diagram showing configuration
of the alarm data;

Fig. 4 is a schematic diagram illustrating the types
of data to be transmitted from the home server to
the security server;

Fig. 5 is a flowchart of processing steps for the set-
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ting operation to configure the monitoring operation
according to the first preferred embodiment;

Fig. 6is a flowchart of processing steps for the mon-
itoring operation performed at the home server ac-
cording to the first preferred embodiment;

Fig. 7 is a flowchart of processing steps for the mon-
itoring operation performed at the security server
according to the first preferred embodiment;

Fig. 8 is a schematic diagram showing data stored
in various apparatuses in the first preferred embod-
iment;

Fig. 9 is a schematic block diagram showing an ex-
ample of the monitoring system according to a sec-
ond preferred embodiment of the present invention;
Fig. 10 is a schematic block diagram showing an
example of the capture unit in the monitoring sys-
tem of Fig. 9;

Fig. 11 is a schematic block diagram showing an
example of the home server in the monitoring sys-
tem of Fig. 9;

Fig. 12 is a schematic view showing an example of
the GUI display utilized during the setting operation
of the monitoring system of Fig. 9;

Fig. 13 is a schematic block diagram showing an
example of the keypad in the monitoring system of
Fig. 9;

Fig. 14 is a schematic block diagram showing an
example of the security server in the monitoring sys-
tem of Fig. 9;

Fig. 15 is a schematic view showing an example of
the communication log kept in the security server in
the monitoring system of Fig. 9;

Fig. 16A and Fig. 16B are schematic views of the
terminal apparatus used by the user in the monitor-
ing system of Fig. 9;

Fig. 17 is a schematic view showing an example of
the web page generated by the security server and
can be accessed by the user to view the alarm data
in the monitoring system of Fig. 9;

Fig. 18 is a schematic view showing an example of
the alarm data transmitted from the security server
to the monitoring station; and

Fig. 19 is a schematic block diagram showing an
example of the monitoring system according to a
third preferred embodiment of the present inven-
tion.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0032] A detailed description of a monitoring system
and a monitoring method according to preferred embod-
iments of the present invention is provided below, with
reference to the attached drawings.

Monitoring system: first preferred embodiment

[0033] Fig. 1 shows a schematic block diagram of a

10

15

20

25

30

35

40

45

50

55

basic configuration of a monitoring system according to
a first preferred embodiment of the present invention.
The monitoring system of the present embodiment com-
prises a user system 10 and a security server 136. The
user system 10 includes a capture unit 118, an input unit
142, asensor 112, animaging unit 110 and a home serv-
er 126.

[0034] The sensor 112 comprises a plurality of sens-
ing devices. The sensing devices may be any detector
such as a smoke detector, a fire detector, etc, and out-
puts a status signal of physical quantity to be measured.
Alternatively, a device outputting a signal proportional
to a measured level of the physical quantity such as a
microphone, light sensing detector, etc may also be em-
ployed. If such device is used, a threshold detector may
be employed together with such device. The threshold
detector determines whether if a level of output signal
from the device is above a preset level or not, and out-
puts a status signal according to the determination re-
sult.

[0035] The imaging unit 110 comprises image captur-
ing devices such as cameras or camcorders and outputs
image data. Alternatively, the imaging unit 110 may out-
put image data as well as audio data.

[0036] The capture unit 118 is an apparatus for receiv-
ing signals from the sensor 112 as well as image data
from the imaging unit 110, converts the received data to
a designated format and sends or transmits the convert-
ed data to the home server 126 as shown in Fig. 2. Thus,
the capture unit 118 serves as an interface unit between
the home server 126 and the inputting unit including the
sensor 112 and the imaging unit 110 through a commu-
nication path that may be either wired or wireless. As it
is clear from the above description of the sensor 112 and
the imaging unit 110, data inputted to the capture unit
118 may be the status data of sensing device, image
data (motion picture or still image), audio data (if the
sensor is, for example, a microphone or other kind of
vibration sensor) or the like, and may be either in analog
or digital form.

[0037] The capture unit 118 may establish conversion
of inputted analog data to digital data by means of an A/
D (Analog to Digital) converter provided therein (not
shown in the figure). Also, a digital signal may be con-
verted to an analog signal by means of a D/A (Digital to
Analog) converter (also not shown) before being trans-
mitted to an external apparatus, if required to do so. It
is to be understood that any or both of the A/D and D/A
converters may be alternatively located in the home
server 126 instead of the capture unit 118. Also, the cap-
ture unit 118 may be alternatively included as part of the
home server 126.

[0038] The input unit 142 is a means by which a user
can control and set the present monitoring system. The
input unit 142 transmits instructions to the home server
126. The home server 126 receives the transmitted in-
structions and sets functionality realized by computer
programs executed by the home server 126.
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[0039] The home server 126 includes at least a proc-
essor and memory for executing programs (called se-
curity program hereafter) to realize a monitoring method
according to an embodiment of the present invention.
The security programs cause the home server 126 to
transmit monitoring information to the security server
136 through a communication link 128 that may be ei-
ther a wired or a wireless means. The home server 126
may store the data transmitted from the capture unit 118.
[0040] The monitoring information may be referred to
below as "alarm data". As shown in Fig. 3, the alarm
data may include "alarm notification" corresponding to
a signal or status signal from the sensor 112, "image
data" from the imaging unit 110 captured by the capture
unit 118, and "contact information” that is data instruct-
ing how the alarm notification and the image data should
be processed in the security server 136. For example,
only the alarm notification may be transmitted to the
monitoring station 132 independently from the associ-
ated image data from imaging unit 110, if the contact
information contains an instruction to only send the no-
tification data (an alarm) without showing the image cap-
tured by the imaging unit 110. The alarm data to be
transmitted may be determined based on the settings
configured by the user via the input unit 142, for exam-
ple.

[0041] The home server 126 and the security server
136 are separate server machines executing the secu-
rity programs. According to the security program de-
scribed in detail below, only selected alarm data such
as alarm notification data, image data and notification
instructions is sent from the home server 126 to the se-
curity server 136. In the security server 136, the re-
ceived alarm data is further selected and only the alarm
data that needs to be responded by the third party man-
aging the monitoring station 132 will be sent to the mon-
itoring station 132. These selections of the alarm data
carried out in the home server 126 and the security serv-
er 136 are performed in accordance with the setting of
the present monitoring system.

[0042] The security server 136 is located at a remote
place in relation to the home server 126 and may be a
repository of alarm data from a plurality of home servers
126 (i.e., a plurality of households, not shown). As
shown in Fig. 4, the alarm data may include a contact
instruction by which destinations and contents of the
alarm data is defined, thereby enabling the security
server 136 to send the alarm data to the destinations of
the user's choice when the alarm is set off.

[0043] The security server 136 may be administrated
by a monitoring business provider that in the preferred
embodiment of the present invention is a business op-
erator that differs from a security service business op-
erator that controls the monitoring station 132. As a re-
sult, the security server 136 may be connected to a plu-
rality of security service business operators, typically a
plurality of security companies. The fact that the alarm
datais not under control of a single security service busi-
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ness operator allows flexibility for the user to change the
business operator without having to change his/her own
system configuration that are installed in the user's
house. This increases the user-friendliness of the entire
monitoring system and also contributes to cost reduc-
tion for both user and business operators.

[0044] Anexample of the security programs executed
in the home server 126 and the security server 136 will
be described below with reference to Figs. 5-8.

[0045] The setting of the present monitoring system
is achieved by a system setup operation performed in
the home server 126. The system setup operation com-
prises the following steps as shown in a flowchart of Fig.
5. The input unit 142 may be used to input data or com-
mands during the system setup operation.

[0046] First, the home server 126 checks if an input
is for the initial setup or not when it receives the input
from outside in step 600. If this is the initial setup, the
home server 126 accepts appropriate user's input and,
according to the accepted inputs, setups a user profile
and a hardware profile of the instant monitoring system
in step 602. The profiles may include user's name, us-
er's ID, information related to the sensor 112 and the
imaging unit 110 or the like.

[0047] In step 604, a relationship (logical connection)
between the sensor 112 and the imaging unit 110 is de-
termined in accordance with the user's input. Such de-
termination is especially significant when there are plu-
ral sensing devices and plural imaging devices. Specif-
ically, one or more sensing devices are associated with
one or more of the imaging devices. Alternatively, some
of the sensing device may be associated with no imag-
ing device. For example, the logical connection is es-
tablished between a smoke detector placed in a kitchen
and a camera overlooking kitchen, thereby enabling col-
lection of image data if an alarm of the smoke detector
is set off.

[0048] Instep 606, alarm criteria of the sensor 112 are
determined. Specifically, an alarm threshold level or a
condition by which the alarm is recognized for each
sensing device of the sensor 112 is set in accordance
with the user's input. If the sensing device outputs only
On or Off of the alarm signal, the alarm criterion may not
be determined. Further, not only single sensing device
but also a combination of the sensing devices may be
taken into consideration to judge a particular type of
alarm.

[0049] In step 608, a notification rule is determined.
The natification rule defines (i) amount of the image data
to be sent out; (ii) destinations of the alarm data or the
monitoring information; and (iii) contents of the alarm
data to be sent out. The amount of the image data to be
sent out may be defined by setting a time period before
and after the alarm set off.

[0050] For example, one of the following notification
rules may be selected.

(1) All of the alarm data are stored locally (at home)
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with notifications sent directly to a designated des-
tination by the home server 126. The notification
may include the image data as well as the alarm
notification data. Alternatively, the user may have
access to the alarm data directly if the home server
126 is constantly turned on and may be connected
to from the outside;

(2) The alarm data is sent to the security server 136
from the home server 126. The alarm data may be
stored both on the home server 126 and the security
server 136; and

(3) In addition to (2), the alarm data is sent from the
security server 136 to the monitoring station 132
and stored therein.

[0051] More specifically, an alarm signal or a signal
level higher than preset threshold sent from one of the
sensing device in the sensor 112 via the capture unit
118 may trigger the home server 126 to cause transmis-
sion of image data and record into the security server
136, or may trigger storing of the alarm notification and
the image data locally. The transmitted image data may
correspond to a period of time previous to the activation
of the sensing device as well as image data correspond-
ing to a period of time after the activation of the sensing
device. As a result, it is possible to establish a log or
record on evidence of causes of alarm for further study,
for example.

[0052] Instep 610, the monitoring station 132 to which
the alarm data is sent from the security server 136 is
selected according to the user's input if a plurality of se-
curity service business operators are available. This al-
lows the user to select the monitoring station 132 of his/
her preference and change as he/her wish without hav-
ing to notice the security service business operator man-
aging the monitoring station 132.

[0053] Alternatively, if concerning security information
is notified to a plurality of security service business op-
erators, the operator with highest availability to take any
proper action against the notification may be activated,
thus allowing optimizing or minimizing the time required
for taking action, such as sending a patroller to the con-
cerning site so as to verify the causes of alarm.

[0054] Ifitis notjudged as the initial setup in step 600,
the process advances to steps 612, 614, 616, 618, 620
according to a type of the user's input. If the user's input
indicate changes of the personal or hardware profile, the
logical connections, the alarm criteria, the notification
rule and the monitoring station selection, the process
advances to an appropriate step.

[0055] Alternatively, the above described steps may
not be necessary to be executed in an exact order as
shown in Fig. 5. The setting of the profiles, the logical
connections of the sensor 112 and the imaging unit 110,
the alarm criteria, the notification rules and the selection
of the monitoring station 132 maybe performed in a dif-
ferent order. Further, other setup steps may be added
in the system setup operation if necessary, and some of
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the above step may be eliminated by using a default set-
ting or the like.

[0056] An example of the monitoring operation per-
formed by the home server 126 will be described with
reference to Fig. 6.

[0057] If aninput is received from an external device,
the received input is analyzed to determine whether the
input is a signal from the sensor 112 or an instruction
signal sent from the user via the input unit 142 (steps
700, 702). If the input is a signal from the sensor 112,
the signal is further analyzed according to the alarm cri-
teria defined during the setting of the instant monitoring
system in step 704.

[0058] If the signal is indicating an alarm status need
to be notified, an alarm notification is transmitted to the
security server 136 with contact instruction as well as
the corresponding image data if applicable. The contact
instruction and whether the image data should be sent
with the alarm notification are determined based on the
notification rule, which is defined during the setting of
the instant monitoring system (steps 706, 708).

[0059] The contact instruction may include a user in-
formation for identification of the instant alarm data and
an instruction indicating how the instant alarm should
be handled in the security server 136. For example, the
contact instruction may define whether if the instant
alarm data should be only recorded in the security serv-
er 136, or transmitted to the user, or transmitted to the
user and the monitoring station 132, etc.

[0060] If it is judged that the signal from the sensor
112 does not correspond to the alarm need to be notified
in step 706, the instant operation procedure returns to
step 700.

[0061] If it is judged that the input is the instruction
signal from the user in step 702, an appropriate setting
of the instant monitoring system is performed based on
the received instruction in step 710. The instruction may
include activation/deactivation of the monitoring sys-
tem, change of the system setting, etc. After the appro-
priate setting is completed, the monitoring operation
procedure returns to step 700 and wait another input.
[0062] An example of the monitoring operation per-
formed by the security server 136 will be described with
reference to Fig. 7.

[0063] The monitoring operation in the security server
136 may be triggered by receiving the alarm data that
includes at least alarm notification and contact instruc-
tion transmitted from the home server 126. If such alarm
data is received in step 800, the received alarm data is
recorded in a log that is maintained and managed by the
security server 136 in step 802.

[0064] In steps 804, 806, the contact instruction in-
cluded in the alarm data is analyzed to determine wheth-
er if the instant alarm data should be sent out from the
security server 136 or not. If it is determined that trans-
mission of the alarm data is unnecessary, the monitoring
procedure returns to step 800. If the alarm data needs
transmission, only the alarm notification or the entire
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content of the alarm data is transmitted to a designated
user or location according to the contact instruction in
step 808.

[0065] In step 810, the contact instruction is further
analyzed to determine whether if the instant alarm data
should be transmitted to the monitoring station 132 or
not. If itis determined that transmission of the alarm data
is unnecessary, the monitoring procedure returns to
step 800. If the alarm data needs transmission to the
monitoring station 132, only the alarm notification or the
entire content of the alarm data is transmitted to a mon-
itoring station 132 of the user's choice according to the
contact instruction (step 812). After completing step
812, the monitoring procedure returns back to step 800.
[0066] The contact instruction may include a user in-
formation for identification of the instant alarm data and
an instruction indicating how the instant alarm should
be responded by the security service business provider
managing the monitoring station 132. Such instruction
regarding the response may include sending a security
agent to the user's house where the alarm is originated,
calling an appropriate public service such as police or
hospital, or the like.

[0067] Fig. 8 shows a brief description of an example
of types of data that may be stored in the functional units
described above with reference to Fig. 1. Itis to be noted
that user's personal data or user profile is not stored at
the security server 136, but only the minimum data re-
quired for identifying the user and place to be monitored
is stored in the security server 136, such as user ID, user
name, user address and billing information. The user
may be identified by the security server 136 through a
personal identification number (PIN) or password. Also,
the monitoring station 132 at the security service busi-
ness operator stores only data necessary for recognition
of the user and records on alarm data, such as image
files or the like, if applicable.

Monitoring system: second preferred embodiment

[0068] An overview of a monitoring system according
to a second preferred embodiment of the present inven-
tion is schematically illustrated in Fig. 9.

[0069] As shown in Fig. 9, the monitoring system in-
cludes the following main components: a set of cameras
110, a set of sensors 112, a capture unit 118, a viewing
terminal 122, a home server 126, a keypad 142, a re-
mote controller 144, a second remote controller 148 and
a security server 136. The home server 126 and the se-
curity server 136 are connected via a network 130.
[0070] The security server 136 communicates with
terminal apparatuses 154, personal computers (PCs)
156 and monitoring stations 132 and sends information
relating the monitoring activity according to the present
embodiment. The terminal apparatuses 154 and PCs
156 may be operated by the user of the home server
126 or a person designated by the user to receive alarm
notifications or view the alarm data through the security
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server 136. It is to be understood that same reference
numbers as that of the first embodiment are used to des-
ignate corresponding components.

[0071] The set of sensors 112 has at least one sensor
that may include, for example, a smoke detector, a
movement or motion detector, heat detector, gas sen-
sor, carbon monoxide detector, a breaking glass detec-
tor, humidity detector or the like. A signal that is sent by
any sensor 112 to the capture unit 118 may indicate a
change in status that generates an alarm message or
notification, or even activating another apparatus or de-
vice as a response to the signal. The sensors 110 report
alarms to the capture unit 118 over a wired or wireless
communication channel 114 by sending an appropriate
signal resulting from activation thereof.

[0072] The cameras 110 may constantly send image
data to the capture unit 118, even when there is no event
or change in status detected by any sensor 112.
[0073] The capture unit 118 may encode and multi-
plexe an input from the sensors and cameras onto a sin-
gle output data stream and sends it to the home server
126 over a wired or wireless communication channel
120. Alternatively, multiple signal and data may be sent
in a serial format over the communication channel 120.
If a camcorder capable of outputting video and audio
data is implemented instead of the camera, the audio
data may be encoded with video image data and sent
to the home server 126.

[0074] The capture unit 118 maintains a video buffer
for each connected camera and constantly updates the
buffers with the latest image data from the cameras. If
the capture unit 118 receives an alarm notification (sig-
nal) from one of the sensors, the alarm notification and
the image data from one or more cameras (as specified
by the user) will be sent to the home server 126. In other
words, any of the cameras 110 may be associated to
one or more sensors 112, as specified by the user and
in a customizable or changeable manner. The user may
also configure the home monitoring system such that
the image data from any camera 110, either with or with-
out alarm signal, is also sent to the security server 136
over a communication link 128.

[0075] Interaction with the home server 126 is per-
formed through an application program (not shown) run-
ning, for example, on the home server 126 by using the
remote controller 144 and the viewing terminal 122, to-
gether functioning as an interface between the user and
the monitoring system that is configured by the home
server 126. The viewing terminal 122 may be a display
apparatus available at home such as a TV monitor, a
computer monitor or the like and may be a CTR (cathode
ray tube), a LCD display or the like.

[0076] The keypad 142 may be used to perform basic
interactions with the monitoring system of the present
embodiment via the capture unit 118. The keypad 142
is typically a simple input device with, for example, a
display that is installed close to the house's entrance
door.
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[0077] The remote controller 148 may be typically a
device or apparatus that the user carries when leaving
the house. The remote controller 148 may send basic
instructions to the keypad 142 over a wireless commu-
nication channel 146 and be used, for example, to arm
or disarm the instant monitoring system from outside the
house or a remote position from the house.

[0078] A more detailed description of portions of the
system according to the second preferred embodiment
of the present invention is described as follows.

CAPTURE UNIT

[0079] A block diagram for an example of the capture
unit 118 is shown in Fig. 10. The capture unit 118 runs
a program that is stored in ROM 190. During program
execution, CPU 184 may use RAM 188 for processing.
Data such as or image data from the cameras 110, for
example, is transferred through a path 114 to an encod-
er 182 in the capture unit 118 where it is encoded.
[0080] Although a type of the encoding is not limited
in the present invention, it is preferable to use the en-
coding scheme such that the encoded image data is
easier to transmit over the network and easier to view
on various types of display terminals.

[0081] For each camera, image data can be stored in
a buffer 180. The buffer 180 is kept up-to-date with the
latest data from the cameras 110. In case of an alarm
from one of the sensors 112, an alarm notification and
the image data from one or more cameras 110, as setup
previously either as a default setting or as determined
and setup by the user, is sent over an interface 186 to
the home server 126.

[0082] Alternatively, the signals from the sensors 112
and the image data from the cameras 110 may be sent
to the home server 126. In this case, the home server
126 determines if any of the sensor signal is indicating
an alarm status, and identifies the image data corre-
sponding to the sensor in the alarm status.

[0083] The image data sent from the capture unit 118
to the home server 126 may be comprised of, for exam-
ple pre-alarm image data and post-alarm image data.
The image data stored in the buffers 180 represents the
pre-alarm image data. The post-alarm image data is the
image data sent from the camera(s) to the capture unit
118 after the alarm.

HOME SERVER

[0084] Now, a block diagram of the home server 126
is shown by reference to Fig. 11. The home server 126
comprises a CPU 216, RAM 210, ROM 212, storage de-
vice 214, video decoder 220, interface 222, infrared (IR)
receiver 224 and communication unit 218. The storage
device 214 may be a magnetic, optical, magneto optical
medium, such as for example a hard disk, a tape, an
optical disk or any combination thereof.

[0085] Itis preferable that the home server 126 allows
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simultaneous recording and playback of several video
and audio data streams. The video and audio data
streams are typically encoded using an appropriate en-
coding standard such as MPEG (Moving Picture Ex-
perts Group), for example.

[0086] The home server 126 receives alarm notifica-
tions and video streams (image data) from the capture
unit 118. When the home server 126 receives video
streams through an interface 222, image data is stored
in a buffer (not shown).

[0087] For each alarm that may occur, the user may
specify the time period of pre and post alarm image that
should be stored on the home server 126. The total of
the pre alarm period and the post-alarm period specifies
the amount of image data that will be stored onto the
home server 126. For each alarmitis possible to specify
if the alarm data should also be sent to the security serv-
er 136 and/or the monitoring station 132. Both options
might only be available to subscribers to a monitoring
service provided through the system according to the
preferred embodiment of the present invention.

[0088] The user can furthermore specify how he
should be contacted when an alarm occurs. The user
can for example specify one or more electronic mail ad-
dresses and/or telephone numbers to be called. The
home server 126 or the security server 136 will then try
to contact the user according to the contact instruction
provided in advance. The alarm notifications and the im-
age data can be transferred over a communication line
128, which could be done through the network 130 such
as Internet, to the security server 136 where such alarm
data from the home server 126 may be stored in the stor-
age unit 214.

[0089] An example of the alarm notification configu-
ration to set up buffering periods of the image data be-
fore/after the alarm and notification rules of the alarm
data is described with reference to Fig. 12. Fig. 12
shows a schematic view of a GUI display on the viewing
terminal 122 during the setting operation. In the setting
operation, the remote control 144 may be used to input
the user's instruction.

[0090] In the example shown in Fig. 12, there are five
imaging units 1201-1205 represented by four cameras
Cam_1, Cam_2, Cam_3, Cam_4 positioned so as to
capture image from "front door", "kitchen", "baby room",
"my room". There is a fifth display for "message" that
may be a message sent to the home server from a re-
mote place, for example through the network 130. Each
of the cameras 110 are associated with a detector in the
instant example. In the example, the detectors (sensor
112) of the system represented by "Det_1", "Det_2",
"Det_3" and "Det_4" are sensing devices called "door
phone", "smoke", "voice" and "window" detecting move-
ment, smoke, noise, breaking glass, respectively. As de-
fined in columns 1210-1212 of the figure, the detectors
are associated with cameras located respectively in
"front door", "kitchen", "baby room", "my room".

[0091] In addition, the period of time in which image
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is captured, before and after alarm, i.e., before and after
activating the sensor 112, can be set independently for
each camera, as shown in columns 1213, 1214 repre-
sented by "before alarm" and "after alarm". By pressing
a button in the remote controller 144 corresponding to
the downward arrow in the box showing the time value
(for example, the box showing "10 sec" for "Det_1", the
user may change the time value. The setting of the times
may be performed by positioning a cursor over the dis-
play as shown in Fig. 12. Alternatively, it is also possible
to provide the viewing terminal 122 as a touch panel dis-
play in which the user may adjust the settings of the sys-
tem by directly touching the display.

[0092] Moreover, the system may be configured
through the viewing terminal 122 in terms of whether or
not and how to notify the user and/or the security service
business operator (security company operating the
monitoring station). In the example illustrated in Fig. 12,
the settings for whether and how to notify the user is
done in the columns 1215, 1216 represented by "notify
me" ("me" meaning "user" from the user's point of view)
and the settings whether notify the security service busi-
ness provider is done in the columns 1217 represented
by "notify monitoring station".

[0093] In the example, the sensor for the door phone
Det_1 requires no message to be notified to both user
and the monitoring station 132. As for the smoke sensor
Det_2 with Cam_2 looking the kitchen, the user is to be
notified by phone for immediate action ("Yes" and
"Phone", standing for "notify by phone"). It is preferable
to use a message prepared in advance so as to make
a calling operation automatic if the telephone call is re-
quired. If mail is selected for notification, such message
in text or vocal form may be sent electronically. After de-
termining the settings, the user pushes OK for confirma-
tion or CANCEL for resetting.

REMOTE CONTROLLER

[0094] The remote controller 144 may be used as an
input unit for interacting with the monitoring system
through the home server 126 in order to, for example:

- Configure the monitoring system;

- Specify how the system should react to alarms, i.e.,
for example sending an alarm notification to a se-
curity service business operator 132 through a se-
curity server 136 (both described above);

- View the image data from the cameras 112;

- View the active alarms, to take actions and to check
the actions of the security server 136 and/or per-
sonnel at the monitoring station 132 associated with
the security server 136.

- Log, view and manage past alarms and actions.

[0095] The remote controller 144 may preferably in-
clude a wireless device or apparatus including, for ex-
ample, an infrared transmitter by which the user may
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input various kinds of information via transmission path
140 to control the operation of home server 126 and
viewing terminal 122. Alternatively, the remote controller
144 may include an input apparatus such as a mouse
for personal computers.

KEYPAD

[0096] An example of security keypad 142 according
to a preferred embodiment of the present invention is
shown by reference to FIG. 13. The security keypad 142
may include a display 410 such as a LCD (Liquid Crystal
display); numeric buttons 414 such as a ten-key numeric
keypad, and some additional buttons 412. Interaction
with the keypad 142 is send to the home server 126 via
the capture unit 118 and a communication link 138. The
communication link 138 may be either by wire or wire-
less. Alternatively, the keypad 142 may be connected to
the home server 126 directly to send the user's com-
mand.

[0097] The user may input commands with the key-
pad 142 by pressing the keys 412 and 414, and receiv-
ing feedback of the input and about the status of the
monitoring system over the LCD display 410. The LCD
display may show the security mode of the monitoring
system and if there has been an alarm. The keypad 142
may be also used to change the security mode of the
monitoring system (e.g., to arm the system or to disarm
the system) and to cancel alarms.

SECURITY SERVER

[0098] An example of an embodiment of a block dia-
gram of the security server 136 is shown by reference
to FIG. 14. The security server 136 of the instant exam-
ple comprises a I/O interface 520 for interfacing with var-
ious external apparatuses, a controller 514 for executing
the monitoring operation according to the present em-
bodiment, and a database 512 for storing data required
for the monitoring operation such as the user data, the
alarm data or the like. The security server 136 further
comprises an external device manager 510, a web serv-
er 516 and a mail manager 518 for alarm notification
and communications with various external apparatuses.
[0099] Major functional features of the security server
136 in the present embodiment are:

- keeping of communication logs with the home serv-
er 126 and the monitoring station 132;

- storage of the alarm data transmitted from the home
server 126; and

- transmission of the alarm data to destinations in ac-
cordance with the contact instruction transmitted
from the home server 126.

[0100] The security server 136 receives the alarm da-
ta comprising alarm notifications, corresponding image
data and contact instruction from the home servers 126.
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The received alarm data may be logged and displayed
as shown in Fig. 15 and stored in the data base 512 of
the security server 136. In the instant example, it is as-
sumed that a plurality of the home servers 126 are con-
nected to single security server 136 via the network 130.
[0101] Itis to be noted that Fig. 15 illustrates an ex-
ample of data format that can be viewed on a display
(not shown) of the security server 136 if such view is
requested by the monitoring business operator manag-
ing the security server 136. The same data format as
shown in Fig. 15 may also be used on the monitoring
station 132 to view a summary of the received alarm da-
ta.

[0102] Inthe example of Fig. 15, the alarm notification
that is displayed includes a code 1500 represented by
"Prior." for indication of priority, Date 1501 and Time
1502 of the alarm data reception, an alarm Type 1503,
Address 1504 of the origin of alarm or registered ad-
dress related to the alarm, a specification 1505 of the
location of sensor that has originated the alarm notifica-
tion, and Detail 1506 of the alarm data which may in-
clude the image data and contact instruction attached
in the instant alarm data.

[0103] The priority 1500 may indicate the type of ac-
tion to be taken depending on this priority. In the illus-
trated example, priority "1" may trigger a command to
send an instruction to an appropriate monitoring station
132 requesting dispatch of an agent to the local of alarm
or notify a police station. A notification of lower priority
(not shown), such as an electronic apparatus within the
user's house that has been left turned on after the user
left home may trigger a command to just notify the user
or even remotely send a command to turn off the appa-
ratus. Also, the priority code may merely serve as an
indication for identifying the degree of attention or type
of action to be taken by a security agent of the security
service business operator against the alarm notification.
For example, if the priority is low, the security agent may
choose to take no action.

[0104] The date 1501 in the example of Fig. 15 has a
format of yyyy/mm/dd (year/month/day), the time 1502
has a hour:min:second format. The type 1503 specifies
the type of alarm such as fire alarm, broken glass, in the
example illustrated in Fig. 15. Alternatively the type
1503 may be an identification code (either numeric or
alphanumeric) for identifying the type of alarm within a
predetermined classification group. The supplemental
field 1505 after the address 1504 in the figure specifies
the local of the alarm, such as Kitchen, Main Window,
etc.

[0105] An example of details 1506 is an image cap-
tured by a camera 110 installed in the user's house.
Such image may constitute the image data that may be
transmitted along with the notification data. However, if
the user sets to do so, the detailed information may be
omitted. In other words, if the user has set the monitoring
program at the home server 126 not to send image data,
there may be no further details to show.
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[0106] The alarm data that has been stored in the se-
curity server 136 may be transmitted to or accessed by
the user from either the PC 156 or the terminal appara-
tus 154 at a remote position, through respective com-
munication paths 152 and 150 as shown in Fig. 14. Al-
ternatively, the communications between the security
server 136 and the terminal apparatuses 154 and the
PCs 156 may be done over the network 130 or Internet.
[0107] In addition, at request and setting by the user,
the alarm data may be transmitted in a designated form
to the monitoring station 132 at the security service busi-
ness operator.

[0108] The security server 136 may provide alarm no-
tification or the like according to the contact instructions
that are provided when configuring the monitoring sys-
tem and the cameras 110 and sensors 112 in Fig. 12.
When an alarm data (signal) is received by the security
server 136 from the home server 126, the database 512
is updated, the web server 516 is updated and mail man-
ager 518 sends an electronic message such as an elec-
tronic mail to a concerning destination that is previously
specified by the user. The security server 136 maintains
the database 512 with all alarms and as well as related
image, video and/or audio data.

[0109] Anexample of alarm notification to be sent and
viewed by the user in terminal apparatus 154 is illustrat-
ed in Fig. 16A. In Fig. 16A, the terminal apparatus sche-
matically represented by a portable terminal such as a
mobile phone or a PDA (Personal Digital Assistant)
shows in its display a simplified text describing the time
of occurrence of alarm ("18:32") and the type of alarm
(movement). It also is specified that the details in form
ofimage data are available either in picture form or video
(motion picture). Fig. 16B shows an example of image
data displayed in the terminal apparatus 154, showing
an image that has been captured by the camera 112 in-
stalled at user's house and corresponding to the sensor
112 to which the alarm is originated.

[0110] The user may access the security server 136
to view the alarm data when the alarm notification is re-
ceived by the security server 136 or at any other time.
The web server 516 of the security server 136 maintains
sites that can be accessed by a plurality of users (cus-
tomers) to view his/her own monitoring information (e.
g., an alarm), preferably at anytime from any place. A
plurality of terminal apparatuses 154 such as a mobile
phone, a PDA (Personal Digital Assistant) and the PCS
156 may connect to the security server 136 over com-
munication channels 150, 152 and access the data
stored on the security server 136. The communication
channels 150, 152 can be wired or wireless or may be
a part of the network 130. The security server 136 con-
verts the alarm data into a format suitable for display on
the connected terminal apparatus 154 or the PC 156.
[0111] Anexample of the web site that is managed by
the security server 136 and can be accessed by the user
to view the alarm data is shown in Fig. 17. Fig. 17.
Shows a web page 1710 viewed by the user's PC 154.
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The web page 1710 shows the time and type of alarm
1700, along with a picture 1701 that has been captured
by the camera 110, recorded in the home server 126
and transmitted to the security server 136. The web
page displays also text data 1702 related to the alarm
notification as well as actions taken at the security serv-
er 136 and the monitoring station 132.

[0112] Upon the setting of the monitoring program at
the home server 126, the alarm data stored in the secu-
rity server 136 as well as some additional data to identify
the user may be transmitted for display at the monitoring
station 132 at the security service business operator.
[0113] Anexample of a graphic user interface display
in which the alarm data 1800 can be viewed at the mon-
itoring station 132 is illustrated in Fig. 18. In a preferred
embodiment of the present inventions, the display of
Fig. 18 may be configured so as to link the Details button
1506 of the GUI display shown in Fig. 15 thereby allow-
ing the security agent of the monitoring station 132 to
view details of the alarm data if necessary.

[0114] Inthe example of Fig. 18, client data 1801, ac-
tion data 1802 regarding actions that has been taken,
and image data 1803 corresponding to the instant alarm
are displayed for review by the security service business
operator and a Notes field 1804 for storing comments
by the security service business operator regarding the
instant alarm is provided. The client data 1801 may in-
clude Name, Address, Phone number for contact and
specified instructions to be taken by the security service
business operator. The action data 1802 includes spec-
ification of the event that caused the alarm, comments
on whether the client (user) has been notified and
whether he/she has answered the call. The image data
1803 shows audio/image data that corresponds to the
instant alarm data. In this case, it is presumed that the
user has previously set the monitoring program at the
home server 126 so as to allow the image data to be
sent to the security server 136 and further to the moni-
toring station 132. There are also displayed function but-
tons to control reproduction of the image, in case the
image data includes motion picture.

[0115] Itis to be noted that the user utilizing the mon-
itoring system of the present embodiment does not in-
teract with the monitoring station 132 directly but only
over the security server 136. The monitoring station 132
typically may include a computer system located at a
security service business operator (not shown), for ex-
ample, on which a dedicated security application is ex-
ecuted.

[0116] In addition, as the database that stores the
alarm data is located in the security server 136, which
is not located at the security service business operator,
it is possible to provide a monitoring service independ-
ent from the security service business operator who pro-
vides conventional security service that takes action in
the event of an alarm, such as moving to the site so as
to investigate the causes of the alarm.

[0117] As already mentioned above, this may provide
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a flexibility of the service in which the user may change
the security service business operator without having to
cancel the existing data and registration at the security
server 136. In the event of changing the security service
business operator, i.e., the monitoring station 132 to
which the alarm data is transmitted, the user has just to
change or make a request for changing settings of the
monitoring program that already has all necessary data
inputted therein including profile data of the user, system
hardware, program setup, charging method, etc. This
avoids the burden of re-entering the user data whenever
the user changes the security service business opera-
tor. Also, the user may have the flexibility to select a plu-
rality of security service business operators.

Monitoring system: third preferred embodiment

[0118] A monitoring system according to a third pre-
ferred embodiment of the present invention is illustrated
in the block diagram of Fig. 19. Blocks corresponding to
functions or portions similar to the first or second pre-
ferred embodiments described above are indicated with
the same numerals and description thereof is omitted in
order to avoid redundancy.

[0119] In the present embodiment, a plurality of user
systems 104-10, are connected to single security server
136 via a network 130 and/or phone net (called commu-
nication network hereafter) 130a. The security server
136 transmits the alarm data to any of a plurality of mon-
itoring stations 1324-1 32j and user terminal apparatuses
156a,-1564a,, via the communication network 130a.
[0120] The security server 136, each of the monitoring
stations 132 functions similarly as those in the embodi-
ments described above. The user terminal apparatus
156a may be the terminal apparatus 156 and the PC
154 in the second preferred embodiment.

[0121] Each of the user system 10 comprises a plu-
rality of imaging units 1104-110,,, a plurality of sensors
1124-112,,,, a capture unit 118a and a home apparatus
126a. The imaging units 110 and the sensor 112 may
be the same devices as described in the previous em-
bodiments. It is to be noted that the number of the im-
aging unit 110 and the sensor 112 are not necessary to
be the same in different user's systems.

[0122] In the present embodiment, the home appara-
tus 126a functions as the home server 126 described
above. The home apparatus 126a may be of any arbi-
trary configuration as far as it has adequate data
processing capability for executing the setting and mon-
itoring operations such as ones illustrated in Figs 5 and
6. For example, instead of being realized as a unit hav-
ing the specific purpose for the monitoring system of em-
bodiments of the present invention, the home apparatus
may include a processor of general purpose, such as a
personal computer or game console having processing
capability.

[0123] The home apparatus 126a may comprise a
control unit 30 including CPU and memory to run the
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setting and monitoring programs according to the
present invention, an input unit 32, a network interface
34, an output unit 36 and a storage unit 38. The storage
unit 38 utilized for recording alarm data may be a stor-
age medium available in an apparatus such as a storage
medium available in a personal computer, a hard disk
drive, a video tape recorder, a camcorder, a game con-
sole, an entertainment robot, etc.

[0124] If such processor of non-dedicated apparatus
is to be used to run the setting and the monitoring pro-
grams realizing the monitoring system of the present in-
vention, the setting and the monitoring programs may
be pre-installed in a program storage 118b provided in
the capture unit 118a to be sold. If the user purchase
such capture unit 118a pre-installed with the setting and
monitoring program, the purchased capture unit 118a
may be connected to the home apparatus 126 to down-
load the setting and monitoring programs to realize the
user's system 10. It is preferred to have the monitoring
programs with a Universal plug-and-play (UPnP) for-
mat.

[0125] Alternatively, such setting and monitoring pro-
grams may be distributed over the network 130 or by
storage medium such as magnetic disk, optical disk, or
the like so as to install into an appropriate home appa-
ratus 126a. In this case, no program storage 118b is re-
quired in the capture unit 118a.

[0126] Finally, although the present invention has
been described in detail with a certain degree of partic-
ularity with reference to specific preferred embodiments
of the present invention, it is to be understood by those
skilled in the art that such preferred embodiments have
been presented for illustrative purposes for the invention
in its preferred form. Accordingly, the description herein
is not restrictive as to the presented preferred embodi-
ments and any modifications, variations, combinations
and sub-combinations may be practiced otherwise than
as specifically described herein without departing from
the scope of the present invention.

[0127] For example, various combinations of the fea-
tures of the following dependent claims can be made
with the features of the independent claims without de-
parting from the scope of the present invention.

[0128] For instance, the security server 126, which
may be typically administrated by a monitoring business
provider, has been described as a single apparatus or
system. However, it is possible to provide a configura-
tion in which there are two or more similar security serv-
ers separated according to criteria like geographical dis-
tribution of users, volume of data, time, classification of
users, type of event causing alarm (intrusion, accident,
telephone call, visits, etc.).

[0129] Also, the displays and layouts for the system
settings, the keypad, the remote controllers, the terminal
apparatuses at the user side, the monitoring stations
may be of layouts and format different from what has
been presented above.

[0130] Moreover, functional units described in the
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block diagrams as been separated may be actually re-
alized as a same physical unit or apparatus. Conversely,
functions that have been described above as been in-
cluded in a same functional block may be separated in
different blocks or be incorporated in other blocks.
[0131] In addition the network interfaces and data in-
terfaces between servers and apparatus transmitting
data through the communication networks may include
converters available in existing modems, routers, com-
munication hubs or server units utilized in combination
with purposes and functions other than specifically de-
scribed for the preferred embodiments of the present in-
vention.

[0132] Although the description of the present moni-
toring system having been made focused on an appli-
cation for home or household security against intruders,
violation of private property such as robbing or theft, se-
curity monitoring and alarm against gas leakage, fire,
smoke or the like, it is possible to apply the embodi-
ments of present invention for monitoring activity such
as movement in the house when elderly or physically
and/or psychologically challenging people, infants, chil-
dren or pets are leftin the house, so that the activity may
be, for example, constantly monitored or alarm may be
triggered if a designated object is touched or activated,
such as inadvertent activation of electronic appliances,
falling objects, broken objects, voice or sound level
above a predetermined level (crying, etc.) or the like.
[0133] Especially in case of the elderly or disabled
people, the application of the present invention may be
significant for social welfare purposes other than for sim-
ple home security purposes. For example, a switch that
is conventionally set in a hot water pot may serve as a
sensor for detecting activation of the house appliance.
If the time period between one activation of the hot water
pot and the next activation exceed a predetermined pe-
riod of time (for example, 6 hours), an alarm signal may
indicate an abnormality, as the person may have
stopped normal life activity within the house. Likewise,
a sensor may be installed to detect utilization of resourc-
es that are presumed essential for life activity within a
house, such as utilization of water or light within the
house, so that the sensors or the preferred embodi-
ments of the present invention may include switches,
sensors, devices or apparatuses already existing for
other purposes instead of dedicated apparatuses for the
only purpose of monitoring.

[0134] Furthermore, according to the presenting in-
vention, itis possible to keep the security data and other
private information related to the user including personal
data under strict control of a trustful party, or to send the
security data and other private information only if they
are required.

Claims

1. A monitoring method for a system including a plu-
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rality of sensors, a plurality of imaging units and a
storage unit, the monitoring method comprising:

receiving outputs from the plurality of sensors
and the plurality of imaging units; and
transmitting a notification signal to a preset
destination if one of the received outputs cor-
responds to an alarm status; wherein

the notification signal includes image data out-
putted from at least one among the plurality of
imaging units associated with the sensor corre-
sponding to the alarm status; and

the association among the plurality of sensors
and the plurality of imaging units is determined
and stored in the storage unit in accordance
with a user's input.

2. A monitoring method for a system including a plu-

rality of sensors and a storage unit, the monitoring
method comprising:

receiving outputs from the plurality of sensors;
transmitting a notification signal to a preset
destination if one of the received outputs cor-
responds to an alarm status requiring notifica-
tion, based on a previously defined alarm crite-
rion; wherein

the natification signal includes contact instruc-
tion information that defines whether another
notification signal corresponding to the notifica-
tion signal is transmitted to another destination
from the preset destination receiving the notifi-
cation signal; and

the contact instruction information is generated
based on a notification rule that is determined
in accordance with a user's input and stored in
the storage unit.

A monitoring method according to claim 2, wherein:

the other destination to which the other notifi-
cation signal is transmitted is selected in ac-
cordance with a user's input and stored in the
storage unit.

A monitoring method for a system including a plu-
rality of sensors, a plurality of imaging units and a
storage unit, the monitoring method comprising:

receiving output from the plurality of sensors
and the plurality of imaging units; and

transmitting a notification signal to a preset
destination if one of the received output signals
corresponds to alarm status; wherein

the notification signal includes image data from
at least one among the plurality of imaging units
associated with the sensor corresponding to
the alarm status and a contact instruction infor-
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mation that defines whether another notifica-
tion signal corresponding to the notification sig-
nal is further transmitted to another destination
from the preset destination receiving the notifi-
cation signal; and

the association among the plurality of sensors
and the plurality of imaging units, the contact
instruction information and the other destina-
tion are generated based on notification rule
that is determined in accordance with a user's
input and stored in the storage unit.

A monitoring method according to any of claims 1
to 4 wherein the previously defined alarm criterion
includes at least one of classification of the alarm
status, a procedure to be taken against the alarm,
priority of the alarm over others and degree of rel-
evance thereof.

A monitoring method for monitoring activity in a pre-
set location by using a plurality of sensors and
transmitting a notification signal if one of the plural-
ity of sensors captures a signal corresponding to an
alarm status, the monitoring method comprising:

a monitoring step and a setting step for setting
the monitoring step;

(1) the setting step including:

registering a plurality of sensors and a
plurality of imaging units to be used in
the monitoring step;

setting a logical connection between
an imaging unit among the plurality of
imaging units to a sensor among the
plurality of sensors; and

storing the logical connection in a stor-
age unit;,

(2) the monitoring step including:

receiving outputs from the plurality of
sensors and the plurality of imaging
units; and

transmitting the notification signal to a
preset destination if one of the re-
ceived output signals corresponds to
the alarm status, the notification signal
including image data from an imaging
unit and a sensor corresponding to the
logical connection corresponding to
the alarm status; wherein

(3) the monitoring method further compris-
ing:

receiving a user's input for changing
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the logical connection stored in the
storage unit.

A monitoring method according to claim 6, further
comprising:

setting notification rule for determining another
destination other than the preset destination
and content of the notification signal;

storing the notification rule in the storage unit;
and

receiving a user's input for changing the notifi-
cation rule stored in the storage unit.

A monitoring method according claim 6 wherein the
previously defined alarm criterion includes at least
one of classification of the alarm status, a procedure
to be taken against the alarm, priority of the alarm
over others and degree of relevance thereof.

A method of assisting monitoring activity performed
in a designated location using a plurality of sensors,
and transmitting a notification signal if one among
the plurality of sensors senses an alarm status, the
method being performed by a server disposed in a
separate location from the designated location, the
method comprising:

receiving the notification signal including con-
tact instruction information transmitted from the
designated location;

generating another notification information cor-
responding to the received notification signal;
determining another destination of the other no-
tification signal based on the received contact
instruction information; and

transmitting the other notification signal to the
determined other destination.

A method according to claim 9, wherein the other
destination includes at least one of a user, a moni-
toring station designated by the user and another
destination designated by the user.

A method according to claim 9, wherein:

the other destination includes either one among
the monitoring stations, the monitoring stations
including at least two monitoring stations that
are operated by different security service busi-
ness operators from each other.

A monitoring system including a plurality of sensors,
a plurality of imaging units, a control unit for deter-
mining if a notification signal should be transmitted
and a transmission unit transmitting the notification
signal to a preset destination, the monitoring sys-
tem comprising:
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a storage unit storing logical connections
among the plurality of sensors and the plurality
of imaging units; and

a setup unit receiving a user's input and setting
the logical connections in accordance with the
received user's input; wherein

the control unit generates the notification signal
if one of the plurality of sensors is in alarm sta-
tus, and determines if the notification signal in-
cludes image data outputted from the imaging
unit that is logically connected to the sensor in
the alarm status, and

the transmission unit transmits the notification
signal as determined by the control unit.

A monitoring method according claim 12 wherein
the previously defined alarm criterion includes at
least one of classification of the alarm status, a pro-
cedure to be taken against the alarm, priority of the
alarm over others and degree of relevance thereof.

A monitoring system including a plurality of sensors,
a plurality of imaging units, a control unit for deter-
mining if a notification signal should be transmitted
and a transmission unit transmitting the notification
signal to a preset destination, the monitoring sys-
tem comprising:

a storage unit storing notification rule that is
used to generate contact instruction informa-
tion defining if another notification signal corre-
sponding to the notification signal is further
transmitted to another destination from the pre-
set destination; and

a setup unit receiving a user's input and setting
the notification rule in accordance with the re-
ceived user's input; wherein

the control unit generates the notification signal
if one among the plurality of sensors corre-
sponds to alarm status, and generates the con-
tact instruction information for the generated
notification signal; and

the transmission unit transmits the notification
signal including the contact instruction informa-
tion to the preset destination.

A monitoring system according to claim 14, where-
in:

the other destination to which the another noti-
fication signal is transmitted is pre-selected in
accordance with a user's input and stored in the
storage unit.

A monitoring method according to any of claims 14
and 15 wherein the previously defined destination
and the other destination to which the another noti-
fication signal is transmitted is determined accord-
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ing to at least one of classification of the alarm sta-
tus, a procedure to be taken against the alarm, pri-
ority of the alarm over others and degree of rele-
vance thereof.

A monitoring system including a plurality of sensors,
a plurality of imaging units, a first server for deter-
mining if a notification signal should be transmitted
and transmitting the notification signal to a preset
destination, the monitoring system comprising:

an input unit accepting user's input; and

a capture unit receiving outputs from the plural-
ity of sensors and the plurality of imaging units
and transmitting the received outputs to the first
server; wherein

the first server comprises;

a storage unit storing logical connections
among the plurality of sensors and the plurality
of imaging units;

a setup unit receiving a user's input from the
input unit and setting the logical connections in
accordance with the received user's input;

a control unit generates the notification signal
if one of the plurality of sensors is of alarm sta-
tus; and

a transmission unit transmitting the notification
signal to a preset destination; wherein

the control unit determines if the notification
signal includes image data outputted from the
imaging unit that is logically connected to the
sensor of the alarm status; and

the transmission unit transmits the notification
signal as determined by the control unit.

A monitoring system according to claim 17, where-
in:

the storage unit further stores notification rule
that is used to generate contact instruction in-
formation defining if another notification signal
corresponding to the notification signal is fur-
ther transmitted to another destination from the
preset destination; and

the setup unit further sets the notification rule
in accordance with the received user's input;
the control unit further generates the contactin-
struction information for the generated notifica-
tion signal; and

the transmission unit transmits the notification
signal including the contact instruction informa-
tion to the preset destination.

A monitoring system according to claim 14, where-
in:

the other destination to which the other notifi-
cation signal is transmitted is pre-selected in
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accordance with a user's input and stored in the
storage unit.

A monitoring method according to any of claim 18
wherein the previously defined destination and the
other destination to which the another notification
signal is transmitted is determined according to at
least one of classification of the alarm status, a pro-
cedure to be taken against the alarm, priority of the
alarm over others and degree of relevance thereof

A monitoring system according to claim 18, further
comprising:

a second server, which is the preset destina-
tion, receiving the notification signal, generat-
ing another notification signal based on the re-
ceived notification signal, and transmitting the
generated other notification signal to the other
destination in accordance with the contact in-
struction information received with the notifica-
tion signal.

A monitoring system according to claim 21, where-
in:

the second server transmits the other notifica-
tion signal with the image data that is received
with the notification signal to the other destina-
tion.

A monitoring system according to claim 17, where-
in:

the other destination to which the other notifi-
cation signal is transmitted includes at least
one of a user, a monitoring station selected by
the user and another destination designated by
the user.

A monitoring system according to claim 23, where-
in:

the other destination includes one of the mon-
itoring stations, the monitoring stations includ-
ing at least two monitoring stations that are op-
erated by different security service business
operators from each other.

A capture unit connected to a plurality of sensors,
a plurality of imaging units and an apparatus having
a computer, the capture unit including:

a receiving section receiving parallel data from
the plurality of sensors and the plurality of im-
aging units;

a buffer storing at least a part of image data out-
putted from the plurality of imaging units; and
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a transmitting section for transmitting serial da-
ta to the apparatus, the serial data correspond-
ing to the received parallel data.

A server for receiving a notification signal from a
plurality of user's monitoring apparatuses, the serv-
er comprising:

a receiving unit receiving notification signals
from the plurality of user's apparatuses, each
of the notification signals including contact in-
struction information that defines if another no-
tification signal corresponding to the received
notification signal is transmitted to another des-
tination;

a processor generating the other notification if
the notification signal is received, analyzing the
contact instruction information included in the
received notification signal, and determining
the other destination to which the generated
other notification signal is transmitted in ac-
cordance with the analysis result; and

a transmission unit transmitting the other noti-
fication signal to the determined other destina-
tion.

A server according to claim 26, wherein the other
notification signal includes image data included in
the received notification signal.

A server according to claim 26, further comprising:

a web server unit for generating a web page in
a network so as to allow an authorized person's
viewing of image data included in the received
notification signal.

A server according to claim 28, further comprising:

a storage unit for storing date and time in which
the receiving unit receives the notification sig-
nal.

A server according to any of claims 26 - 29, wherein
the destination to which said generated other noti-
fication signal and the other destination to which the
another notification signal is transmitted is deter-
mined according to at least one of classification of
the alarm status, a procedure to be taken against
the alarm, priority of the alarm over others and de-
gree of relevance thereof.

A server according to claim 29, wherein:

the storage unit further stores charging data for
each of the user's monitoring apparatus for use
of service provided by the present server, and
the processor updates the charging data in ac-
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cordance with communications to the user's
monitoring apparatus.

A server according to claim 31, wherein:

the charging data includes charging amount
calculated based on a number of times the re-
ceiving unit receives the notification signal.

A server according to claim 31, wherein:

the charging data includes charging amount
calculated based on period of time spent by the
receiving unit to receive the notification signal.

A server according to claim 31, wherein:

the charging data includes charging amount
calculated based on a number of times the
transmission unit transmits the other notifica-
tion signal.

A server according to claim 31, wherein:

the charging data includes charging amount
calculated based on period of time spent by the
transmission unit to transmit the other notifica-
tion signal.

A server according to claim 31, wherein:

the charging data includes charging amount
calculated based on data volume of at least one
of the received notification signal and the trans-
mitted other notification signal.

A monitoring system including a plurality of sensors,
a plurality of imaging units, a control unit for deter-
mining if a notification signal should be transmitted
and a transmission unit transmitting the notification
signal to a preset destination, the monitoring sys-
tem comprising:

a capture unit, which is connected to the plural-
ity of sensors and the plurality of imaging units,
for receiving parallel data from the plurality of
sensors and the plurality of imaging units and
transmitting serial data that corresponds to the
received parallel data to the control unit;

a storage unit storing notification rule that is
used to generate contact instruction informa-
tion defining if another notification signal corre-
sponding to the notification signal is further
transmitted to another destination from the pre-
set destination; and

a setup unit receiving a user's input and setting
the notification rule in accordance with the re-
ceived user's input; wherein
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the control unit generates the notification signal

if one of the plurality of sensors is in alarm sta-

tus, and generates the contact instruction infor-

mation for the generated notification signal;

and 5

the transmission unit transmits the notification

signal including the contact instruction informa-

tion to the preset destination.

38. A computer program realizing one of the methods 70
according to any of claims 1-9.

39. A storage medium storing a computer program to
realize one of the methods according to any of
claims 1-9. 15
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FIG. 18
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FIG. 19
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