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"Computer System and Key Input Apparatus
for use in the Computer System."

The present invention relates to a key data
input apparatus and, more particularly, to a key data
input apparatus for use in a computer system.

In recent years, the illegal copy of computer
programs has become a serious problem and it is
necessary to prevent such an illegal copy and to
protect software by taking some countermeasures. As
methods for preventing the copy of computer programs,
in general, there are a method whereby by using a
special recording method when a program is recorded on
a recording medium (for example, a floppy disk), it
is made impossible to read out the program stored on
the recording medium by an ordinary reading method,
and a method whereby by giving a special design to the
software program, although the program can be read
out from the recording medium copied, the operation
is locked when a user tries to execute the program
read out. However, when a new copy preventing method
is adopted, a method to release this preventing means
is considered in correspondence to this new copy
preventing method; consequently, it is the actual
circumstances that such a probleﬁ cannot be solved by
a copy preventing method which is merely considered for
only the recording medium.

The present invention is made to solve the
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foregoing problem and it is an object of the invention
to provide a key data input apparatus having a copy
preventing function of a program which is executed in a
computer system.

In accordance with the invention, a key data
input apparatus, for use in a computer system, comprises:

key input means for generating an output code
corresponddng to a position of a key pressed by an
operator;

attaching means for attaching at least one
memory device in which predetermined data is stored;

communicating means for performing a communication
with a computer of the computer system; and

control means, connected to said key input
means, said attaching means and said communicating
means, for making it possible to transfer the oufput
code from said key input means to said computer through
said communicating means,

wherein said communicating means is adapted
such that it can communicate with said computer only
when the memory device corresponding to a software which
is executed by the computer in said computer system is
properly attached to said attaching means.

In the operation of the computer system, said
control means controls an inhibition and a permission
of the communication through said communicating means

between the computer in said computer system and said key
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data input apparatus, and only when the memory device
corresponding to the software which is executed by said
computer is properly attached to said attaching means,
said control means permits said communicating means to
communicate with said computer.

In accordance with the invention, a computer
system includes user-operable input means for providing
user control of a programme-controlled part of the com-
puter system, and communication means linking the user-
operable input means to the programme-controlled part
of the computer system, wherein the computer system is
arranged to check for release data provided by release-
data storage means and to allow the communication means
to link the user-operable input means to the programme-
controlled part of the computer system only in the
presence of release data corresponding in predetermined
respects with programme data to be executed by the
programme-controlled part of the computer system.

Preferably, the computer system is arranged
to operate initially in a first state in which enquiry
data from the programme-controlled part is sent to the
input means which can send only release data, and,
following the exchange of correct release data for en-
gquiry data, to operate in a second state in which the
sending of release data by the input means is prevented
and only the exchange of operational data is permitted.

In accordance with the invention, a computer
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system comprises:

keyboard input means for generatiﬁg output codes
corresponding to key presses,

attaching means'belonging to the keybocard means
for attaching at least one memory device in which pre-
determined data is stored,

communicating means between the keyboard input
means and programme-eXecution means of the computer
system; and,

control means connected to the attaching means
and the communicating meaﬁs, for making it possible to
transfer the output codes from said keyboard input means
to the programme-execution means of the computer system,

wherein the communicating means is so arranged
that it can communicate with the programme-execution
means only when a memory device including predetermined
data corresponding to programme data to be executed by
the computer system is properly attached to the attaching
means.

In the operation of the computer system, the
control means controls the communicating means between
the keyboard input means and the programme-execution
means of the computer system, and permits communication
only when the memory device corresponding to the programme
data which is to be executed by the computer system

is properly attached to the attaching means.
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In the invention, an attention is paid to the
point such that the user executes a computer program
through a key data input apparatus (for example, a

keyboard) as one of peripheral apparatuses of a computer

'system. Conventional copy preventing methods are

considered mainly for the recording medium. On the
other hand, the invention has a feature such that a
computer software is protected by a combination of a
computer program and a key data input apparatus.

Practically speaking by use of a proper
example, a software maker supplies a software program to
a user and a read only memory (hereinafter, simply
referred to as a "ROM") in which the particular infor-
mation (for example, codes) relative to this program
were written or supplies, together with the program,
the dedicated keyboard in which the foregoing ROM was
installed. The user can execute the program through
the keyboard only by inserting this ROM into a proper
location in the keyboard which is designated by the
program or by using the dedicated keyboard supplied.
The computer main body checks to see if the ROM corre-~
sponding to the program is inserted into the keyboard
or not by way of the program. If the computer main

body determines that the suitable ROM is not inserted
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into the keyboard, the computer main body reijects the
communication with the kevboard, that is, the rnumber of
Xeyboards which can be used for the program is limited
to the number of ROMs (oréinarily, one ROM) which are
added to the program ané are supplied. Therefore,
even if the user could illegally copy the program,
this copied program cannot be executed by an oréinary

xeyboard. 1In addition, the present invention is

constituted such that a plurality of copy preventing

ROMs which differ depending on the kinds of the programs

can be inserted into the keyboard. In this way, even
in the case where the user having the kevboard
according to the invention can execute a certain
program, he cannct execute the other kinds of programs
copied illegally.

As described above, software can be more
certainly protected by use of the key data input
apparatus according tc the present invention.

The above and other objects, features and
zdvantages of the present invention will be more clear
Zrom the following description with reference to the
accompanying drawings, in which:

Fig. 1 is a schematic arrancement diagram of
one embodiment of a keyboard of the present invention;

Fig. 2 is a schematic flowchart showing an

example ¢f the checking operation of a2 computer main

body to which the keyboard shown in Fig. 1 is connected;

and
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Fig. 3 is a perspective view showing a schematic
arrangement of a computer system to which the invention
is applied.

Cne embodiment of z key cata input apparatus
according to the present invention will now be described
hereinkelow with reference to the drawings.

Fig. 1 is a schematic arrancement diagram
of a keyboaré of one embodiment ¢f the invention. In
the diagram, in a keyboard l, there are provided: a
central processing unit (hereinafter, referred to as a
"CPU")} 10 to control the Qperation of the keyboard
1; 2 ROM 11 to store the keyboard operation program
showing the procedure of the operation of the CPU 10;

a key switch circuit 12 to generate an output indicative
of the position cf the key pressec by the program user
who operates the keyboard; a keyboard control circuit

13 to decode the key scan contrel and key position
output of the key switch circuit 12 into the key input
data; a serial data transfer circuit 14 which converts
the serail cata from a computer main body 2 in the
computer system into the parallel data and converts

the parallel data from the keyboard 1 into the serial
data and then transmits to the computer main body 2,
thereby performing a communication between the computer
main body 2 and the keyboard 1; a reception data buffer
RAM 15 to temporarily store the data which is trans-
mitted from the computer main bedy 2 through the transier

circuit 14 and to transmit the data to the CPU 10 in
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timed relation to the data reaé of the CPU 10; and
a plurality of ROM inserting sockets S., ..., Si' ey
. 4

Sn intc which a plurality of ROMs R Rn can be

17t
installed. These ROMs are the characterisiic comgonents
in the invention and predetermined codes which differ
in dependence on the programs which are executed by the
computer system are stored in the ROMs Rl to Rn' respec-
tively. A reference numerzl 16 denctes an address bus
to transfer an address signal from the CPU 10. By
properly decoding the address signal on this address bus,
each component element in the kevboard is selected or
an address in the memory is designated. Althcugh not
shown, various kinds of contrel lines are also supplied
from the CPU 10 to respective component elements. A
data bus 17 serves to transier data which is outputted
from the CPU 10 to each component element, anéd vice
versa.

The operztion of one embodiment ¢f the present
invention will then be explained with reference to
Fig. 1.

In the diagram, the serial cata transfer
circuit 14 and the computer main body 2 are connected
by a communication cable 21. 1In the case cf this
embocdiment, the transmission and reception of data
between the transfer circuit 14 and the computer main
body 2 are performed by way of an asynchronous data
communiication system in which the data length is eight

bits and no parity bit is used ané the stop bit is 1
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{(hereinafter, this system is referred to as a "serial

transfer system").

When the computer system is activated, accoré-

ingly, when a power supply of the kevboard 1 is turned
on, the CPU 10 initializes the kevbocard 1 in accordance
with the program in the ROM 1ll. In this embodiment,

the CPU 10 sets the transfer circuit 14 in such a

manner that although the transfer circuit 14 can receive

the data from the computer main body 2, it cannot
transmit the data from the keyboard 1 to the computer
main body 2.

Thereafter, in accordance with the state
instructicon cdata (for example, a2 predetermined ASCII
code sequence) which is transmitted from the computer
main body 2 +to the keyboard 1, the CPU 10 of the key-
board 1 sets the transfer circuit 14 into either one
of the following three states (a), (b) and (c) cf the
kevboard 1.

(a) The state in that the data from the
computer main body 2 can be received and only the data

in the copy preventing ROMs R, to Rn in the keyboard 1

1
can be transmitted to the computer main body 2, but

the key codes typed by means of the keys on the keyboard

1 cannot be transmitted.

(b) The state in that the data from the
computer main body 2 can be received and the key codes
typed by the keys on the keyboard 1 can be transmitted

to the computer main body, but the data in the copy
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preventing ROHMs Rl to Rn cannct be transmitted.

(c) The state in that the data from the
computer main body 2 can be received similarly to the
initial state, but the data from the kevboaré 1 cannot
be transmitted at all.

In the above-mentioned initial state, when
a predetermined state instruction data (hereinafter,
this data is referred to és a "first code") i1s trans-
mitted from the computer main body 2 through a trans-
mission data line 22 to the keybocard 1, the CPU 10
sets the transfer circuit 14 into the state (a).

Thus, the computer main body 2 can read out the content
of the copy preventing ROMsin the keyboard 1 through

a reception data line 23. However, in this state,

the key input data from the keyboard 1 is not read ocut
vet.

Next, when anciher state instructing data
(hereinafter, this data is referred to as a "second
code") is transmitted from the computer main body 2
to the keyboard 1, the CPU 10 transmits the contents
of the ROMs inserted in the ROM inserting sockets Sl
to Sn to the computer main body 2. 1In this case,
the contents of all of the ROMs inserted into the
sockets Sl to Sn may be transmitted or the content of
only the ROM (for example, only the ROM Rn) corresponding
to the program which is executed by the computer main
body 2 may be transmitted. This selection in trans-

mission of the content of the ROM can be changed in
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dependence on the specifications of the program.
In the computer main body 2, the content

of the ROM transmitted from the keyboaré 1 is checked.
If the content coincides with the expected one, the
computer main body 2 determines that the ROM correspond-
ing to the program to be executed is inserted in the
keybcard 1. Thus, the computer main body 2 further
transmits another state instruction data. The keyboard
1 is set into the state (b) in response to this another
state instruction data. Due to this, the kef input
data from the keyboard 1 is accurately transmitted
to the computer main body 2. Subseguently, the program
of the computer main body 2 is continued while performing
the data transfer with the keyboard 1. In this embodi-
ment, whe; the keyboard 1 is set into the state (b),
only the key input data is sent to the computer main
body 2 but the contents of the copy preventing ROMs Rl
to Rn cannot be read out from the computer main body
2. This is done to prevent the contents of the ROMs
Rl to Rn from being intexrpreted by the user when the
program operation is being normally executed.

| If it is decided that the content of the
copy preventing ROM from the keyboard 1 is incorrect,
the computer main body 2 transmits still another state
instruction data to the keyboard 1. In response to
this data, the keyboard 1 is forcedly set intoc the
state (¢). Thereafter, the program in the computer

main body 2 cannot be executed.
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As described above, in the case where the
keybcard 1 shown in Fig. 1 is not connected to the
computer main bocdy 2 but the guite different Keyboard
having no copy preventing ROM attaching means is ceon~
nected, the computer main body 2 can reject the execution
of the program. Even if the keybcard 1 shown in Fig. 1
is connected, the ccmputer main body 2 can obviously
reject the exscuticon cof the program sco long as the ROM
correéponding to the program to be executed is not
inserted; therefore, the software can be more securely
protected.

Fig. 2 shows a schematic flowchart showing
an example of the above-mentioned checking operation
which is executeé by the sicde of the computer main
body 2. In the £flowchart, when the computer system
is activated, the svstem is initialized in STEP 30.
In next STEP 31, the computer main body 2 sends the
first code to the keyboard 1 and sets the keyboard 1
into the state (a). In this case, a special code
representing that the keyboard was set into the state
(a) may be transmitted from the keybecard side. The
transmission of this special code makes it pecssible
to discriminate whether the keyboard is of the designated
type or not at the state of STEP 31. Next, in STEP
32, the computer main body 2 sends the second code,
thereby azllowing the data Zfrom the keyboard 1 to be
read in STEP 33. The data from the keyboard 1 is

compared with the data preliminarily stored in the
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program in STEP 34. If they are coincident, STEP 35
follows and the state instruction dataz to set the
keyboard 1 intc the state (b} is transmitied to the
Xevboard 1. Thereafter, in STEP 36, the program is
continuved. Unless those data coincide in STEP 34,
STEP 37 follows and the state instruction data to set
the keyboaré 1 into the state (c) is transmitted. If
necessary, a message indicating that the program cannot
be executed is outputted in STEP 38 and the subseguent
execution of the program is stopped.

Fig. 3 shows an example of a computer system
to which the keyboaré of the present invention having
such a sofiware protecting function as described above
is applied. 1In the diagram, a reference numeral 2
cdenotes the computer main body. By inserting a disk
(not shown) on which a program was reccrcéed into a disk
Arive 2a and turning on a power suprly, the procgram
is started. In the ordinary program, the process is
performed in accordance with the key input from a key-
board 3 of the typewriter key type and the result of
the process is outputted tc a display 4 or a printer
{not shown). The kevboard 1 according to the invention
is connected to the computer main body 2. Although the
keybcard 1 in Fig. 3 has a special shape in correspondence
to the program to be executed, it may obviously have an
ordinary shape such as the keyboaré 3. The program is
started by inserting the disk on which the program to

designate the use of the keyboard 1 was stcred into the
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disk drive 2a. The computer main body 2 performs the
check in the step as shown in Fig. 2 and executes the
program if the keyboard 1 is the correct one. Unless
otherwise, the cbmputer main body rejects the execution
of the program.

Although the inhibition and permission of
the communication with the computer main body 2 by
the transfer circuit 14 as communicating means are
controlled by way of the.CPU 10 in the keybocard 1 in the
foregoing embodiment, for instance, a control line 24
is supplied from the computer main body 2 through the
commﬁnication cable 21 to the transfer circuit 14 and
the inhibition and permission of the communicating
operation of the transfer qircuit 14 may be controlled
by the computer main body 2. .

As described above, according to the present
invention, the copy of a program is prevented due to a
combination of‘the computer program and the key data
input apparatus which is operated by the user, so that
there is an effect such that the software can be more

certainly protected.
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1. A key data input apparatus for use in a
computer system, comprising:

key input means for generating an output code
corresponding to a position of a key pressed by an
operator;

r attaching means for attaching at least ocone

memory device in which predetermined cata is stored;

communicating means for performing a com-
munication with a computer of the computer system;
and

control means, connected to said key input
means, saié attachinc means and said communicating
means, for making it possible to transfer the output
code from szid key input means to said computer throuch
said communicating means,

wherein said communicating means is adapted
such that it can communicate with said computer only
when the memory device corresponding to a software which
is executed by the computer in said computer system 1is
properly attached to said attaching means.
2. A key data input apparatus according to
claim 1, wherein said control means centrols an inhibition
anéd a permission of the communication through saiad
communicating means between the computer in said computer
system and said key data input apparatus, and only when
the memory device corresponding to the software which Is

executed by said computer is properly attached to said
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attaching means, said control means permits said com-
municating means to communicate with said computer,
3. A kef data input apparatus according to
claim 2, wherein upon initialization of said key data
input apparatus, said control means sets said communicat-
ing means into an initial state in which the transmission
data from said computer can be received but the data
from said key data input apparatus cannot be transmitted
to said computer,
4, A key data input apparatus according to
claim 3, wherein said control means transmits the data
stored in said memory device attached to said attaching
means to said computer in response to a first and a
second predetermined code data which is transmitted from
said computer,
5. A key data input apparatus according to claim
4, wherein in response to other state instruction data
which is generated when said computer determines that
the memory device attached to said attaching means corr-
esponds to the software to be executed by reading out the
data in said memory device, said control means permits
said communicating means to transmit said output code
from said input means to said computer.
6. A key data input apparatus according to
claim 4, wherein in response to a predetermined code
data which is generated when said computer determines
that the memory device attached to said attaching
means does not correspond to the software to be executed

by reading out the date in said memory device, said
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control means sets said communicating means into a
state such that the data Irom said key data inpux
apparatus cannot be transmitted to said computer.
7. A Xey cata input apparatus acccréing to any
one of claims 1 to 6, wherein said memory device is a
ROM and said attaching means is at least one ROM
socket.
8. A key data input apparatus accoréding to any
of claims 1 to 7, wherein said control means includes a
CPU.
9. A key data input apparatus accoréing %to any one
of claims 1 tc 8, wherein said communicating means
?erforms the communication with said computer by way of
& serial +transfer system.
10. Key data input apparatus substantizlly as herein
described with reference to, and as illustrated by, Fig. 1

or Figs. 1 and 3, of the accompanying drawings.
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11. A computer system including user-operable input
.means for providing user control of a programme-controlled
part of the computer system, and communication means
linking the user-operable input means to the programme-

5 controlled part of the computer system, wherein the computer
system is arranged to check for release data provided by
release-data storage means and to allow the communication
means to link the user-coperable input means to the pProgramme-—
controlled part of the combuter system only in the presence

10 of release data corresponding in predeteimined respects
with programme data to be executed by the programme-controlled
part of the computer system.

12. A computer system, as claimed in claimll, arranged
to operate initially in a first state in which enquiry

15 data from the programme-controlled part is sent to the
input means which can send only release data, and, follow-
ing the exchange of correct release data for enquiry data,
to operate in a second state in which the sending of release
data by the input means is prevented and only the exchange

20 of operational data is permitted.

13. A computer system, as claimed in claimll or
claiml2, wherein the release-data storage means is a
random access memory device.

14, _ A computer system, as claimed in claiml3, wherein

25 the user-coperable input means includes the random access



memcry device and meang arranced to ConIrol fhe transmission
means.
15, A computer systerm, comprising:

5 corresponding tc key presses,

Getermined data is stored,

1C means and prograTme-exXEeCcuticn means ¢ the computer system:

contrcl means ceonnected to the attachinc means

15 tc the programme-executicn means of the computer systern,

wherein the communicating means is so arrangec

means or:ly when a memcry device including predetermined

dzta ccrrespending to programme dazta to be executed by

20 the ccmputer system is preoperly attached to the attaching
means,
1€, L computer evstem, as claimec in clziml3, wnerein

“he centrol means controls the communi cating means

-

petween the keyboard input means ané the programme-executicn

25 means of the computer sysiem, and permits communication

~iv when the memcrv device corresponding to the programme
O.‘ - -

- =
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data which is to be executed by the computer system is
properly attached to the attaching means.

17. A computer system as claimed in claim 16, wherein
upon the initialization of the keyboard input means

the control means sets the communicating means into an
initial state in which data from the programme-execution
means of the computer system can be received but in which
data from the keyboard input means cannot be transmitted.
18. A computer system, as claimed in claim 17, wherein
the control means is arranged to transmit the data stored
in the memory device attached to the attaching means to
the programme-execution means of the computer system in
response to a first and a second predetermined code from
the programme-execution means of the computer system,

19, A computer system as claimed in claim 18, wherein
the control means is arranged to permit the keyboard

input means to transmit keyed data in response to other
state instruction data which the programme-execution means
is arranged to provide when it determines that the data
from the memory device attached to the attaching means
corresponds to the programme data to be executed.

20. A computer system, as claimed in claim 18 or 19,
wherein the control means is arranged to block the trans-
mission of keyed data in response to a predetermined code
which the programme-execution means is arranged to provide

when it determines that the data from the memory device

Ty
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21, /£ computer system, as claimeé in anv one of

claimel5 tc 20, wherein the memory device is z ROM and the
5 attaching means includes zt leas= cne ROM socket.

22, A computer system, as cleimed in any one of claims

15 tc 21, wherein the control means includes a Central

23, A computer system, as clazimed in anv one

-

10 of claimsl5 tec 22, wherein the communicating means

incluces seriazl itransfer means.
1z, £ computer system substantizlly as herein describe
with reference t¢, and as illustrated by, Fig, 1, or Tigs.

1 and 2, or Tigs., 1 tc 3, ¢I the zccompanving drawings.,
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PATENTS ACT 1977

PATENTS FORM No. 20/77 {Revised 1982)
(Rute 45)

o

The Compiroller
The Patent Office

REQUEST FOR ALTERATION OF NAME, ADDRESS OR ADDRESS FOR SERVICE IN THE
REGISTER OF PATENTS

NOTES:
1 The person(s) making the request should complete the form indicating whether the request relates to an

application for a patent or to a granted patent by appropriate deletion and by insertion of the number of the
application or patent as the case may be.

Any of categories ({a)— [¢) which are inapplicable should be deleted and the desired alteration specified,
Where the request is for alteration in a name evidence of the alteration must be furnished.

4 Attention is directed to rules 90 and 106 of the Patents Rules 1982.

2 175 422

In the matter of Patent Application/Patent No. L. i s s brb st s s e ans sra s e ssaat s sa s n e ee s neanant

HWe ........ BB E T & IMRAY e st e e e R TR RER esRS

...........................................................................................................................................................................................

..........................................................................................................................................................................................

request that the {al name and
{b)  address
Xk X aptdronx frox xeosce

now on the register of patents be altered to:
Cadam Systems Company Inc.

...........................................................................................................................................................................................
.....................................................................................................................................................................................

...........................................................................................................................................................................................

SHGMBLLITE Liiitiiisierarrruiiesiesrasstastutssinrastsssrinteratrnrratosssssisrsrersttssestsriessinsistnesstsstassrarntressersarnssns
{see note 4)

Name of Agent {if any) ABEL&IMRAY ferereeerresesisesssesssiaases nmsRstsseestsTRnng

Address for service in the NorthumberlandHouse' Verena

United Kingdom to which 303-306 High Hol.born o
all communications ' e
should be sent London WClv 7LH
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