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(57) Abstract: The present disclosure is directed towards systems and methods for providing one or more security measures in
Bluetooth low energy protocol environment, which comprises broadcasting a beacon signal, wherein the beacon signal comprises
one or more temporal attributes and a proximity range. A request from an access device is received to authenticate the access device
with the beacon signal and is subsequently authenticated with the beacon signal when the access device is within the proximity
range. One or more content items are the transmitted to the access device in accordance with the one or more temporal attributes

while the access device is authenticated with the beacon signal.
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SYSTEMS AND METHODS FOR GENERATING

LOCATION BASED ENTITLEMENTS
COPYRIGHT NOTICE
[0001] A portion of the disclosure of this patent document contains material, which is

subject to copyright protection. The copyright owner has no objection to the facsinule
reproduction by anyone of the patent document or the patent disclosure, as it appears in the
Patent and Trademark Office patent files or records, but otherwise reserves all copyright rights

whatsoever. The following notice applies 1o this document: Copyright © 2015 Thomson

Reuters.
CROSS-REFERENCE TO RELATED APPLICATION
fo002] This appheation claims prionty o LS. Provisional Appheation No. 61/984,334,

filed Aprid 25, 2014, entitled “Systems and Methods for Generating Location Based
Entidements,” the content of which 13 wmeorporated herem i ats entivety.

TECHNICAL FIELD
[003] This disclosure relates generally to data distribubon security, More specifically,
the disclosure 15 directed towards systems and methods for providing one or more security
measures i a BLUETOQOTH® Low Energy ("BLE™) network.

BACKGROUND

{0004] With the advent of wireless commumication technology becoming the mamstream
focus m the our evervday bives, an mereasing focus 1s being sent on establishing wireless
communication protocols that himit the resources expended necessary 1o support such
commmypuications. Recently, one wireless commumnication protocol that has emerged m the
wireless industry is BLUETOOTH® Low Energy, which 1s intended to provide considerably

reduced power consumption and cost while maintaining & stilar commutication range as to
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classic BLUETOOTHE, While gawning momentum as a broadeast resource within a finue
focation, BLUETOOTH® Low Energy does have a significamt drawback, lack of security.
Specifically, the broadeast information from BLUETOOTHR Low Energy transimitter can easily
be spoofed to another device as the advertisement frame 1s plainly visible to the world, The net
resalt is that a recerving device may recetve not only receive mcorrect content, but damaging
content i the form of a virus or the like, mstead of the intended content from the mtended
BLUETOOTH® Low Energy transnutter. Accordingly, there exists a need for additional

security measures when avthenticating a BLUETOOTH® Low Energy with a receiving access

device.
SUMMARY
[O005] The present disclosure 18 directed towards systems and methods for providing one

or more security measures i Bluetooth low energy protocol environment. In one aspect, the
computer implemented method includes broadcasting a beacon signal, wherein the beacon signal
comprises one of more temporal atttibotes and a proxamty range. A request from an access
devive 1s received to authenticate the acvess device with the beacon signal and is subsequently
authenticated with the beacon signal when the access device 15 wathin the proxumity range. One
Of Ot comtent items are the transmitted to the access device m accordance with the one or more
temporal attributes while the access device 18 authenticated with the beacon signal.

0006} According to one embodiment, the one or more temporal atiributes comprises one
or ntore of a rule defining a predefined time pertod before expiration and a rule defining a
sumber of uses. In another embodiment, the computer implemented method further mcludes

mvalidating the authentication of the access device with the beacon signal in accordance with the
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one or more temporal attributes and removing the one or more content wems from the access
device upon the authentication of the access device with the beacon signal bemg mvalidated.
0007} According to ancther embodiment, authenticating the mobile device with the
beacon signal when the access devive is within the proximity range further comprises seratively
authenticating the mobile device with the beacon signal. According to another emnbodiment,
authenticating the mobile device with the beacon signal when the access device is within the
proximity range further comprises authenticating one or more beacon wdentification properties.
[O008] in another embodiment, suthenticating the mobile device with the beacon signal
when the access device is within the proximity range further comprises anthenticating the
location of a beacon device broadcasting the beacon signal.  In vet another embodiment,
authenticatimg the mobile device with the beacon signal when the access device 1s within the
proxunity range further comprises authenticating the location of the access device.
[0009] A system, as well as articles that mclude a machine-readable medium storing
machme-readable program code for implementing the various techmques, are disclosed. Detals
of vartous embodiments are disvussed in greater detail below.
0010} Addittonal features and advantages will be readily apparent from the followmg
detatled description, the accompanving drawings and the clasms.

BRIEF DESCRIPTION OF THE DRAWINGS
(0011} FIG. 1 18 a schematic deprcting an exemplary computer-based system for
providing one or more security measures in a BLE network .
[0012] FIG. 2 is a schematie depicting an exemplary computer-based system for

providing one or more security measures in a BLE network |
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[0013] FIG. 3 15 a flow diagram illustrating an exemplary computer-imaplemented method

for providing content 1o a BLE network using one or more security measures;
0014} FIG. 4 15 a flow dipgram illustrating an exemplary computer-implemented method
for providing one or more sgourity measurgs n a BLE network; and
[O015] FIG. 5 15 a flow diagram iilustrabing an exemplary computer-inaplemented method
for providing one or more security measures in a BLE network,
o016} Like reference svimbols in the various drawings indicate like elements.
DETAILED DESCRIPTION
[0017] Tn the following description, reference s made to the accompanying drawings that
form a part hereof, and i which 13 shown by way of illustration specific embodiments in which
the disclosure may be practiced. It 15 to be anderstood that other embodiments may be utihized
and structoral changes may be made without departing from the scope of the present disclosure.
[O018] Turnmy now to FIG. 1, an example of a sustable computing system 100 withm
which embodiments of the disclosure may be implemented 1s presented. The computing system
100 13 only one example and 1s not mtended to suggest any imtation as to the scope of use or
functionality of the disclosure. Nesther should the computing system 100 be mterpreted as having
any dependency or requirement relating to any one or combination of tllustrated components.
[0019] For example, the present disclosure 1s operational with numerous other general
purpose or special perpose compating consumer electronics, network PCs, nunicomputers,
mainframe computers, laptop computers, as well as distributed computing envivonments that
mclude any of the above systems or devices, and the like.
[0020) The disclosure may be described in the general context of computer-executable

mstructions, such as program modules, bamng executed by a computer. Generally, program
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modules include routines, programs, objects, components, data structures, loop code segments
and consiructs, atc. that perform particular tasks or implement particular abstract data types. The
disclosure can be practiced m disttibuted computing environments where tasks are performed by
remote processing devices that arg hinked through a communications network. In a distributed
connputing environment, program modules are located 1o both local and remote computer storage
media including memory stovage devices. Tasks performed by the programs and modules are
described below and with the aid of fipures. Those skilled i the art can mplement the
description and figures as processor executable instructions, which can be written on any form of
a computer readable media.

0021} In one embodiment, with reference to FIG. 1, the system 100 mchudes a server
110 configured to melude a processor 112, such as a central processing wnit ("CPU™), random
access memory ("RAMT) 114, one or more input-outpat devices 116, such as a display device
{not shown) and keyboard {(not shown), non-volatile memory 120 and data store 130, all of
which are mterconnected via a common bus and controlled by the processor 112

(0022 As shown in the Fig. 1 example, m one embodiment, the non-volatile memory
120 15 configured to nchude an apphication module 122, a beacon module 124 and a transmission
module 126, The apphcation module 122 1s configwrad to generate one or more apphications that
can be installed on the access devive 160, receive BLE signal authentication requests from the
access device 160, and work in conjunction yith the beacon module 124 1o verify beacon
properties, beacon device locations and access device locations, According to one embodiment,
the application module 122 is further configured 1o present a listing of available content ttems
the access device 160, manage requests for selected content items, and register content requests,

beacon session requests, content item viewing and content itenm downloading.
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00231 According to one embediment, the beacon module 124 is operative to confipure
the beacon device 130 response o one or more commands by an admmstrator utihzing the
wmput/output facilities of the server 110, In one embodiment, the beacon module is configured to,
m conjunction with the applivation module 122, venify beacon properties, beacon device
tocations and access device locations and authenticste the BLE signal 180 with the access device
160, According to one embaodiment, the beacon modude 124 is configured to monitor and
evaluate content requests, beacon session requests, content Hem viewmg and content iem
downloading. The transmission module 126 15 configured serve as 8 gateway for the server 110
and 15 operative 1o recetve from and transmit signals to the access device 160, the content server
140 and the beacon device 150, Additional details of modales 122, 124 and 126 are discussed
comnection with FIGS. 2-5.

10024} As shown mn FIG. 1. m one embodiment, 8 network 170 s provided that can
melude vartous devices such as routers, server, and switchmg elements connected in an Intranet,
Extranet or Internet configuration. In one embodiment, the network 170 employs wireless
comumnumcation protocols to transfer mformation between an access device 160, the server 110, a
data store 130, a content server 140 and a beacon device 130, For example, the network 170
may be a vellular or mobile network emploving digital cellular standards including but not
fimited to the 3GPP, 3GPPZ and AMPS family of standards such as Global System for Mobile
Communications {GSM), General Packet Radio Service {GPRS), CDMAOne,

CDMAZ2000, Evolution-Data Optimized (EV-DO), LTE Advanced, Enhanced Data Rates for
GSM Evolution {EDGE), Universal Mobile Teleconmunications System (UMTS), Digial
Enhanced Cordless Telecommunications (DECT), Digital AMPS (15-136/TDMA),

and Integrated Digital Enbanced Network GDEN). The network 170 may also be a Wide Area
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Network {WAN), such as the Internet, which employs one or niore transmission protocols, .
TOPAP. As another example, the network 170 may employ a combination of digital cellular
standards and transmission protocols. In another embodiment, the network 170 uses wired
communications 1o transfer wformation between the access device 160, the server 110, the data
store 130, the content server 140 and the beacon device 150, In vet other embodiments, the
netwark 170 may employ a combination of wired and wireless technologies to transfer
mformation between the access device 160, the server 110, the data store 130, the content server
140 and the beacon device 130,

[00235] The data store 130 is a repository that maintains and stores informvation ntilized by
the before-mentioned modudes 122, 124 and 126, In one embodiment, the data store 130 is a
relational data store. In another embodiment, the data store 130 15 a directory server, such as a
Lightweight Directory Access Protocol ("LDAPT). In vet another embodiment, the data store 130
15 an area of non~volatile memory 120 of the server device 110,

[0026] In one embodiment, as shown m the FIG. T example, the data store 130 includes
an authentication data store 132 and a conlent data store 134, According to one embodument, the
authentication data store 132 1s operative to store and mamtain the beacon properties, meluding
the beacon wdentification properties, location mformation, termporal attributes and rerative
labeling for a respective beacon device.  According to one embodiment, the conlent data store
134 mamtams a hsting of all avalable content stems mamtamed i the content server 140 and

having boen designatad as accesstble on an acvess device when o the viclntty of the beacon

devive 13
(0027 Although the data store 130 shown m FIG, 1 is shown as part of the server device

110, it will be appreciated by one skilled i the art that the data store 130 andior any of the
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nformation shown therem, can be disttibuted across various servers and be accessible to the
server device 110 over the network 170, be coupled directly to the sarver davice 110, or be
configured in an area of non-volatile memory 120 of the server device 110,

[0028] The access device 100, accordmg to one embodiment, 1s a personal device, such
as a personal wearable device, a Smartphone, tablet device or other personal digital assistant
device. Accordmg to one embodunent, the access device 160 has user interface 166, an
apphieation module 162 and an internal stovage component 164, Additionally, according io one
embodiment, the access device 160 may have a plurality of sensors {(not shown), an external
storage component {not shown), a power management system {not shown), an audio component
{not shown}, audio mputfoutput components (not shown), an image capture and process system
{not shown), RF antenna (not shown) and a subscriber identification module (SIM) (not shown).
The mternal storage component 164 may include, for example, static random-access

memory (SRAM) or Flash memory components. According to one embodument, the application
module 162 is configured to execute a stand-alone client application. In another embodiment,
the application module 162 15 configwred to execute a web-based client application, such as a
through web browser, wluch allows g user to gecess the data stored within data store 130 and the
content server 140, Bxamples of sweb browsers are known tn the an, such as MICROSOFT®R
INTERNET EXPLORER®, GOOGLE CHROME™ MOZILLA FIREFOX® AND APPLE®
SAFARI®. According to another embodiment, the access device 160 may comaprise a plurality
of access devices, each of which comprise the same exemplary components as described herein.
0029 The apphcation module 162, according to one embodinent, 15 configured to
execute a client application, which is rendered to a user on the user mterface 166 of the access

device 160, The apphcation, according o one embodiment, 18 executed via the application
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module 162 and rendered on the user mterface 166 when execution of the application is mitiated.
Execution of the application amd rendering on a user mterface are well known i the art.
According to one one embodiment, the application is written in one or More programming
languages commonly used for application programmung development, including but not limited
o JAVA, € U+ HTML, JavaSeript, and Objecitve (.

0030} According to one embodiment, the content server 140 is a general purpose or
special purpose computing device comprising a user mterfuce, an application module, transient
and persistent storage devices, inputioutput sebsystem and busg to provide a conmmpuications path
between components comprising the general purpose or special purpose computer. According 1o
one embodiment, the content server 140 comprises one or more databases contaming one or
maore content ems. A content e may cousist of any type of electronic text, image or video
data file. Exemplary content items may wclude book excerpts, articles, video snippets, coupons.
[0031] According to one embodument, the beacon device 150 15 a transnutter that uses
BLUETOOTH® Low Energy ("BLE") wireless protocol to broadeast a BLE signal 180 that can
be received by a compatible device, sach as a Smariphone or tablet, whuieh has BLE capability.
The BLE wireless protocol, also referred to as BLU ETOOTH™ SMART, is part of the Bluetooth
Core Specification Version 4.0, As s known i the art, molule operating systems, such as
APPLE® 10OSE and ANDROID™ | as well as well known operating systems APPLE® Mac

OS5, LINUX®, and WINDOWSE, support the BLE wireless protocol.

(0032 According to one embodiment, the beacon device 1350 s an IBEACON™ device
powered by the APPLE®R IBEACON™ echnology, which 1s a commonly known technology

that uses the BLE wireless protocol. As is known in the art, an IBEACON™ deployment

consists of one oy more IBEACON™ devices that ransmit thewy oown wiigue identification
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number o the local avey, which takes the form of defined 1Beacon prefix, followed by a vaniable
proximuty UUID, and & mgjor, minor pair. Software on g receiving scoess devive, such as a
Swartphone or tablet running the APPLE® 108 and ANDROID™ mobile operating svstem,
can vonmect 1o the IBEACON™ devive and perform vanous functions, such as notidving the
user of U3 presence, notifving the user of avatlable content or retrreving values tfrom the
IBEACON™ genenwe atterbute profile ("GATT™) service. &s s also known i the avt,
IBRRACON™. devices can take the form of 8 fized transmitter, such as the ERTIMQTE™
beacon, o a mobile fransmaatter, such as a mobde device, such as a Smariphone or tablet nunung
the APPLE®R 108® and ANDROID™ mobhile operating svstent and having a BLE clupset.
Accordmg to another emtbodiment, the beacon device 1350 may comprise a plurality of beacon
devices, each of which comprise the same exemplary components as described herem.

[0033] Fuarther, # should be noted that the system 100 shown in FIG. 1 15 only one
embodiment of the discloswre. Other system embodiments of the disclosure may mclade
addinional structuves that are not shown, sach as secondary storage and addwional computational
devives. In addition, varrous other emboduments of the disclosure mnclude fewer stractures than
those shown m FIG. 1. For example, in one embodiment, the disclosure is implemented on a
single computing device m a non-networked standalone configuration. Data mput and requests
are communicated to the computing device via an mput device, such as a keyboard and/or
moese. Data output, such as the computed significance score, of the system 18 commmnicated
from the computing device to g display device, such as a computer monitor,

[0034] Tuming now to FIG. 2, another example of a suitable computing system 100
within which embodiments of the disclosure may be implemented is presenied. The computing

systam 200 15 only one example and is not intended o suggest any hunitation as © the scope of

faty
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use or functionality of the disclosure. Netther should the computing svstem 200 be mnterpreted as
having any dependency or requirement relating {0 any ong or combmation of ilustrated
components,

0033} For example, the present disclosure is operational with numerous other general
purpose or spectal purpose computing consumer electronies, network PCs, municomputers,
mainframe computers, laptop computers, as well as distibuted computing environments that
melude any of the above svstems or devices, and the like.

[0036] The disclosure may be described 1 the general context of computer-executable
mstruetions, such as program modules, betng executed by a computer. Generally, program
modales melude routines, programs, objects, components, data structures, loop code segments
and constracts, ete. that perform particular tasks or implement particular abstract data types. The
diselosure can be practiced m distetboted computing environments where tasks are performed by
remote processing devices that are hnked through a communications network. In a distributed
computing environment, program modules are located in both local and remote computer storage
media inchuding memory storage devices. Tasks performed by the programs and modules are
described below and with the aid of figares. Those skilled m the art can implement the
description and {igures as procassor executable mstractions, whichk can be written on any form of
a computer readable media.

00371 In one embodiment, with reference to FIG. 2, the system 200 mcludes 8 server
210 configured 1o include a processor {not shown), RAM (not shown), one or more input-aatput
devices {not shown), such as a display device {(not shown) and keyboard {not shown), non-
volatile memory {not showa) and data store (not shown), all of which are mtercomnected via g

commion bus and controlled by the processor.
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[O038] As shown in FIG. 2, in one ambodiment, a network 220 1s provided that can
mclude various devices such as roaers, server, and switching elements connected mn an Intranet,
Extranet or Internet configuration. Ta one embodiment, the network 220 employs wireless
coammunication protocols to ransfer information between an access device 240, the server 210 &
locator device 250 and a beacon device 230, For example, the network 220 may be a cellular or
maobile network employing digital cellular standards wcluding but not himited to the 3GPP,
3GPP2 and AMPS fanuly of standards such as Global System for Mobile

Commuuncations {GSM), General Packet Radio Service {GPRS), CDMAOue,

CDMA2000, Evolution-Data Optimized (EV-DO), LTE Advanced, Enhanced Data Rates for
GSM Evolution (EDGE), Universal Mobile Telecommunications System (UMTS), Digital
Enhanced Cordless Telecommumeations (DECT), Digital AMPS (IS-136/TDMA),

and Integrated Digital Enhanced Network (iDEN). The network 220 may also be a Wide Area
Network { WAN), such as the Internet, which employs one or more transmussion protocols, e.g
TCPAP. As another example, the network 220 may employ a combination of digital cellular
standards and transmission protocols. In another embodiment, the network 220 ases wired
conumucations (o tramsfer mformation between the access device 240, the server 210, the
locator device 230 and the beacon device 230, In yvet other embodiments, the network 170 may
emplov a combination of wired and wireless technologies to transfer mformation beiween the
access device 244, the server 210, the locsior device 250 and the beacon device 230,

[0039) The gecess device 240, according 1o one embodiment, is a personal device, such
as a personal wearable device, a Smartphone, tablet device or other personal digital assistant
device. According to one embodiment, the sccess device 240 has user mterface {not shown), an

apphication module (not shown) and an internal storage component {not shown). Additionally,
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according to one embodiment, the access device 240 may have a plurality of sensors {(not
shown}, an external storage componant (1ot shown), a power management system (not shown),
an andio component {not shown), audio mput/output components (not shown), an mage capture
and procesy system {not shown), RF antenna (not shown} and a subscriber identification module
{SIM} {not shown). The internal storage component of the access device 240 may melude, for
example, static random-aceess memory (SRAM) or Flash memory components. According to
one emboediment, the application mocdule of the access device 240 15 configured 1o execute a
stand-alone chent application. In avother embodiment, the apphcation module of the access
device 240 is confipured to execute a web-based client application, such as a through web
browser, which altows a user to access the data stored within the server 210 or other dats sogrces
comnected to the network 220, Examples of web browsers are known in the art, such as
MICROSOFT® INTERNET EXPLORERR, GOOGLE CHROME™ MOZILLA FIREFOX&
AND APPLE® SAFARIE. According to another embodiment, the access device 240 may
comprise 4 plurahity of access devices, each of whach comprise the same exemplary components
ay described herein.

00401 The apphication module of the access device 240, according to ong embodument,
15 configared to execute a oliens application, which s renderad 10 8 user on the user mterface of
the access device 240. The apphication, according to one embodiment, 1s executed via the
apphcation module of the access device 240 and rendered on the user interface 166 when
execution of the application 1s inttiated. Execution of the application and rendering on a user
mterface are well known in the art. According (o one embodiment, the application is wrilten in
one or move programming languages commonty used for application progranwmng development,

mcluding but not limited to JAVA, €, O+, HTML, JavaScript, and Objective C.
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{00411 According to one embodiment, the beacon device 230 is g wansnutter that uses
BLUETOOTH® Low Engrgy ("BLE™) wireless protocel to broadeast a BLE signal 260 that can
be recerved by g compatible device, such as a Smanphone or tablet, which has BLE capability.
The BLE wireless protocol, also referred to as BLUETOOTHY SMART, is part of the Bluetooth
Core Specification Version 4.0, Ag is known i the an, mobile operating systems, such as
APPLER 10S® and ANDROID™ _ gs well as well known operating systems APPLE® Mac
OS®, LINUX®, and WINDOWSE, support the BLE wireless protocol.

[0042] For example, and according to one embodiment, the beacon device 23015 an
IBEACON™ device powered by the APPLER IBEACON™ technology, which is a conwmonly
known techoology that uses the BLE wireless protocol. As 1s known in the art, an IBEACON™
deplovment consists of ong or more IBEACON™ devices that ransmit thetr own wngque
wientificatron nomber 10 the localt avea, which takes the form of defined Beacon prefiy, followed
by a vanable proxinuty UUID, and g major. minor pair. Software on a recerving acgess devies,
such as 8 Smartphone or tablet nuvung the APPLER 1058 and ANDROID™ mobile operating
system, can connent to the IBEACON™ device and perform various functions, such as notifving
the user of s presence, notibving the user of avadable content ov retrieving values from the
IBEACON™ generic atinbuge profile ("GATT™Y sarvice. Ax is also knonwn o the art,

IMIITE™

IBEACON™ devives can take the form of a fixed transmutter, sueh as the EX
beacon, or a mobile transmutter, such as a mobile device, sach as a Smartphone or tablet nuwung
the APPLE® i08® and ANDROID™ mobile operating system and having a BLE chipser.
[0043] In one embodiment, the locator device 250 15 networking component that

broadeasts a locator signal 270 1o the access device 240, According to one embodiment, the

locator device 250 1s network component such as a router, booster or other broadcasting device
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that 18 capable of broadeasting a Wi-Ft local area wireless signal as 15 known i the art,
Accordingly, locator signal 270, according o the same embodiment, 1s & Wi-Fi local area
wireless signal within 2.4 GHz UHF and 5 GHz SHF 1SM radio bands as s known the art. In
ancther embodiment, the locator device 230 is Global Posttioning Svstem (“GPS”) satellite and
the locator stignal 270 is satelhite broadeast signal m LY w0 L3 bands as s known m the art.
According to one embodiment, the beacon device 230, the access device 240 and the locator
device 250 are in the same location A, wherein the locator device 250 15 Wi-Fi network
component broadeasting a local area Wi-Fi signal 270, In another embodiment (not shown), the
tocator device 250 15 in a dafferent location than the access device 240 and the beacon device
230, wherein the locator device 250 18 GPS satellite and the locator signal 270 18 8 GPS satellite
broadcast sigmal.

(00441 Further, i should be noted that the system 200 shown in FIG. 2 15 only one
embodiment of the discloswre. Other system embodiments of the disclosure may mchade
addinional structuves that are not shown, sach as secondary storage and addwional computational
devives. In addition, varrous other emboduments of the disclosure mnclude fewer stractures than
those shown m FIG. 2. For example, in one embodiment, the disclosure is implemented on a
single computing device m a non-networked standalone configuration. Data mput and requests
are communicated to the computing device via an mput device, such as a keyboard and/or
moese. Data output, such as the computed significance score, of the system 18 commmnicated
from the computing device to g display device, such as a computer monitor,

[0045] Turning now to FIG. 3, an exemplary method 300 for providing content in a BLE
network using one or more security measures is disclosed in the context of system 100 of FIG. 1.

in the exemplary embodiment Hlustrated in FIG. 3, a BLE broadeast signal 180 is generated by
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the beacon device 130 and i received by the access device 160, wherem the BLE signal 180
comprises one or more temporal attributes and a proximity range, step 310, According to one
embodiment, and as discussed previously, the beacon device 150 18 an IBEACON™ device that
can take the form of a fixed transmitier, such as the ESTIMOTE™ baacon, or a mohile
transnutter, such as a mobile device, such as a Smuatphone or tablet renning the APPLE® 10S®
and ANDROID™ mobile operating system and having a BLE chipset, such as the APPLER
IPHONE®.

[0046] in one embodiment, prior to the BLE broadeast signal betng generated, the beacon
device 150 is confipured by the beacon module 124 of the server 110 1n response to ong ot more
commands by an admmistrator utthzing the inputioutput facilities of the server 110, In
particular, the beacon module 124 configures the beacon properties of the beacon device 158 via
the transmussion module 126, Exemplary beacon properties inchide proximity range
mformation, such as the unigoe identification namber for the beacon devige 134 to the tocal area,
which wcludes the iBeacon prefix, followed by a variable proxmuty wuversally amgee wentifier
§ULDYTS, & megor, minoy par and TX powsr value, ax well #s one or move temporal atinbates,
such as @ fune expiration perjed for the use of the beacon device 130 or a quantifiable nomber of
usies of the beacon devics 150,

(00471 According to one embodnment, the configuration of the beacon device 150 1
performed by the beacon modale 124 of the server 110 on an sterative or rolling basis. A rolhing
configuration of the beacon properties serves as one of the security measures afforded by the
present myention. The rolling configuration, i ong embodiment, 15 accomplished by the beacon
module 124 of the server 110 avtomatically generating one or more beacon confipuration

properties on an iterative time basis, such as second, miumute, hour or day. Each mstance of the
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beacon properties, m addition to being transmutted 1o the beacon device, are also stored m the
authentication data store 132 and associated with the respective beacon devive 130 and iz
corresponding location.

[0048] Chve the configuration is oreated 13 craate by the beacon module 124, the bescon
properiies ave transtoited 10 the beacon device 130 via the transmission module 126 and over the
actwirk 170, The beacon device 130 is then operable to transnut the BLE broadeast signal 180
within @ specified ares as defined by the proximuty range set for i the beacon properties and as
known i the ant. According (o one embodiment, the beacon device 150 tnutiates broadeast of the
BLE signal 180 m response to one of more user conumands,

00491 At step 320, the access device 160 generates a request to authenticate the BLE
signal 180, which 1s recerved by the beacon modide 124 via the transmission module 126, In one
embodiment, and as discussed previously, the access device 160 18 a personal device, suchasa
personal wearable device, a Smartphone, tablet device or other personal digital assistant device,
executing the APPLE®R 10S® molnle operating svstem, ANDROID™ mobile operating system,
ot other mobile operating system and has the capabiity to recerve an IBEACON™ broadeast
signal or other Blustooth Low Engrgy signal. Accordmg o one smbodiment, the application
maodule 162 of the access devive 160 executes a sofiware application that is opevative 1o dennify
the presence of a BLE signal. For example, a wser having an IPHONE® at a trade show m the
spectfied vicmity of a IBEACON™ device having exscoted a Smariphone application operative
to identify the presence of an IBEACON™ signal, such as the THOMSON REUTERS
PROVIEW eReader application, can recetve a notification that an IBEACON™ signal is

availahle, In one siobodiment, in addision to providing andentification of the presenge of a



WO 2015/164719 PCT/US2015/027486
18

BLE signal, a hsting of available content itoms s also displayed through the software
application,

[0030] Subseguent 1o the executed software application on the access device 160
recetving a notification of the presence of the BLE stgnal 180, the applivation module 162 of the
access device 160 sends an authentication request o the application module 122 of the server
110 over the network 170 via the transmission modale 126, The avthentication request,
according o one embodiment, includes a request to authenticate and confirm the one or more
beacon properties, which as discussed previously, mcludes the Beacon’s own uwmgque
wlentification number 1o the local areg, such as IBEACONS s defined 1Beacon prefiy, followed
by a vanable proxmuoty UUHY, g magor, mmor pasr, and TX Power valae, The application
maodule 122 of the server 10, upon recerving the avthentication request, communicates with the
beacon module 124 m order to verrfy and compare the one or more beacon properties in the
authentication request (o the one or more beacon properties matntained n the asthentication data
store 132 and associated wath the respective beacon device 150 and 113 corresponding location.
In one embodiment, the aforementioned authentivation process occurs on an iterative basis when
the beacon configuration is set to occur on a rotling basis. As described previously, the rolling
configuration 1s accomplished by the beacon module 124 of the server 110 awtomatically
generating one or more beacon configuration properties on an ieratrve time basis, such as
second, numste, hoar or day. Accordingly, the subsequent aathentication of the beacon
properties is also performed on an itergtive time basis, on an mteractive hasis with the executed
sotbware apphlication of the access device 160, or combination thereof

[00s1) Retunmng to FIG. 3, at step 330, the access device 160 is guthenticated with the

BLE signal 180 when the access device 160 1s within the proximity range of the beavon device
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130 ypon confirnation by the apphication module 122 m conjunction with the beacon moduale
124 that the beacon properties of the authentication request are in fact the same as the beacon
properties maintained m the avthentication data store 132 and assomiated with the respective
beacon device 130 and tts comresponding location. Continuing from the previous exsunple, the
IPHONE® at the trade show while i the specified vicinity of a IBEACON™ device 18
authenticatad with the IBEACON™ device when a hack-end server confinms that the
IBEACON™ g defined 1Bescon prefix, followed by a varigble proxamity UTHD, & major, minor
patr, and TX Power value represented to the IPHONE® 15 the same as IBEACON™ s properties
as recorded at the back-end server. In one embodiment, the authentication of the access device
160 with the BLE signal 180 1s performed on an iterative basts when the beacon configuration is
set to occur on a rolling basts,

052 Onee authenticated, one or more content items are transmutted from the content
server 1480 1o the access device 160 via the network 170 in accordance with the one or more
temporal attributes while the access device 160 15 authenticated wath the BLE sipnal 180, step
340, In one smbodiment, 8 lating of avadable content ilems 13 made available by the apphivation
modale 122 of the server 110 1o the apphication module 162 of the access device 160 over the
network 17 via the travsnussion modale 126, The listing of available contert temy, according
{o one embodiment, v made avarlable by nterrogaimyg the content duda store 134 o wlentify
agvailable content oms mantamed mn the server 140 and have been identified as accessible an

acvess device when i the vicinity of the bescon device 150, Continuing from the previous

examyple, the IPHONE® at the trade show while in the specified vicmity of an IBEACON™
device receives a histing of marketing docwments that has besn previcusly set by an administeator

as the listing of content that 1% to be made available to users at the wade show. In the example,
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the Hsting of marketing documents corresponding 1o & specific beacon device i mamtained in g
dita stove, such as the content data stowe 134 of the access deviee 11 Upon selection of & givan
content wem, the appiication module 132 wall send the request via the tansmission module 126
overthe network 170 o the content server 140, which i turn will transmt the selected content
tent over the netevork 170 to the access device 160, Further detals regarding the one or more
temporal attributes associated with the ransnutted content item are discussed in connection with
FiG. 5.

[O053] Turnmng now to FIG. 4, an exemplary method 400 for providing content v a BLE
network using one or more security measures is disclosed m the context of system 100 of FIG. 1.
In the exemplary embodiment sthustrated 1o FIG. 4, a previousty configured BLE broadeast
signal 180 comprising one or more beacon properties is broadeast by the beacon device 130, step
410, According to one embodiment, and as discussed previoosly, the beacon device 150 15 an
IBEACON™ device and the one or more beacon properties includes beacon properties include
proxmity range information. such as the wugue wdentfication manber for the beacon device 150
{o the focal wrea, which includes the 1Beacon prefix, follvwwed by a vanable prosinmity umversally
angue wdentifier (CULHDTY, a major, punor pair and TX power value; one or morg tamporal
attribuies, such as a thne expation pertad for the use of the heacon device 130 or a quantifiable
sumber of uses of the beacon device 13 a physical lovation of the beacon device 130, such as
s GPS location; and a roblimg configuration label 1 the beacon 1¢ mitended to be antomatically
confipured on an Berative basis.

{0054] At step 420, the apphication module 162 of the access devics 160 having

executed the application recogiuzes the presence of the brogdeast BLE signal 180 and renders

nolification of the BLE signal 180 on the user interface 166, For example, a usser having an
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IPHONE® i a book store or library n the specified vicmity of a IBEACON™ devies having
gxecuted 8 Smartphons apphoation operative to wdentify the presence of an IBEACON™ gignal,
such as the THOMSON REUTERS PROVIEW eReader application, can receive 3 notification m

an user interfave that an IBEACON™ signal is available.

Returnmng to FIG. 4, at step 439, the appheation modale 162 requests the one or
maore beacon properties from the beacon module 124 of the server 110, In one embodiment, the
apphication module 162 of the access device 160 sends an authennication request to the
application moodule 122 of the server 110 over the network 170 via the transmission module 126,
The authentication request, according 1o one embaodiment, includes a request to authenticate and
confirm the one or more beacon properties, including the beacon device 153078 own umgoe
wtentification number 1o the local avea, sach as IBEACON™ g detfined 1Beacon prefiy, folfowed
by o vanable proxuwty UUHDY g omwgor, oy parr, and TX Power value; one or move temporal
attributes, such as & tane expuation pentod or 8 Bnoted quantrfiable nonber of wses of the beacon
device 180 the beacon device 15075 physical location: or a rolhing configuration label.

[0056] A determunation 1s then made as to whether the one or more beacon properties are
valid, step 440, In one embodiment, the one or more beacon properties are considered in two
categories, beacon identificatton properties of the beacon device 130 and the beacon device
150°s physical location. A determumation s {iwst made by the beacon module 124 as to whether
the beacon dentification properties are valid, step 450. The beacon identification properties,
according 1o one embodument, includes the beacon device 1507s own unigue identification
sumber to the focal area, as well as the rolling vondiguration label, i present, that identifies that
the beacon will be authenticated on g rolhing itergtive basis. The application module 122 of the

server 110, upon receiving the authentication request, conmumunicates with the beacon module
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124 m order to venify and compare the beacon identification properties m the suthentication
raquest 1o the beacon identification properties maintamed in the authentication data store 132 and
associated with the respective heacon device 150

[0037] If the beacon dentification properties are invalid, the process flow ends and the
access device 160 will not be auwthenticated with the BLE signal 180, By contrast, ifa
determination s made that the beacon identification properties are valid, process flow continues
e step 460, At step 460, a determination 1s made as to whether the location of the beacon device
130 and the access device 160 15 valid. According to one embodinent, the beacon device 1507
tocation comyprises the beacon device 1507s physical location, such as the latitudingl and
fongitudinal coordmates of the beacon device 150, deternuined using a Wi-Fi-based positioning
system (“WPS™), Global Positioning System {"GPS”) or the hke. System 200 of FIG. 2
dlustrates an exemplary systenm used to determine 1f a beacon device’s location 15 valid. As
discussed previously, in one embodiment, the locator device 250 18 networking component that
broadeasts a locator signal 270 to the access device 240, According to one embodiment, the
focator device 250 1s a network component such as a router, booster or other broadcasting device
that 1 capable of broadeasting a Wi-Fi local area wareless signal as 18 known in the art. In
another embodiment, the locator device 230 is GPS satellite and the locator signal 270 is satellite
broadcast signal m L1 to L3 bands as 15 known m the ant. In vet another embodiment, the locator
device 250 comprises components of both a WPS and a GPS, or other hike combmation as s
known m the ait.

[O0O58] According to one embodiment, when the beacon module 124 makes a
determination that the beacon wdentification properties gre valid, the beacon module 124

wentifies beacon device 1530°s anticipated physical location recorded m the authentication data
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store 132, The heacon device 1307s anticipated phyvsical location is recorded when the beacon
device 150 first broadeasts the BLE signal 180, In one embodiment, when the beacon device
130 mitially broadeasts the BLE signal 180, the beacon device also notes its physical location
coordinates and whether it is located to a WPS or other local area network, and subsequently
transnuts that information 1o the beacon module 124 vig the transmgsion modale 126 over the
network 170 10 a network. The beacon module 124 in turn records the location information in
the authentication data stere 132 as being associated with the beacon device 130, Subsequent o
the beacon module 124 veritying the beacon wdentification properties, the beacon module 124
wlentifies the beacon device 1307 anticipated physical location and 1ty comnection o the WP,
sends oul a request via the transmission module 126 over the network 170 to a network to the
network component at that location to vahdate and confirm the access device 160 18 in the
physical location.  1a another embodiment, where the beacon device 150 15 not connected to a
local area network or cannot be located by a WPS, the GPS coordinates are used by the beacon
module 124, which turmn requests the GPS system to confirm that the access device 160 1s m the
physical location by confirm the GPS coordinates of the access device 160, In another
embodiment, the location nformation of the access device 160G, as GPS or WPD coordinates, for
example, 1s sent to the server 110 when the anthentication request is made and the beacon
module 124 confirms the location of both the the access device 160 and the beacon device 150,
00591 Returnmg to FIG. 4, at step 470, 1f the beacon device 150 18 not within proxmity
of the access device 160, the process flow ends and the access device 160 will not be
authenticated with the BLE signal 180, By contrast, if a deternunation is made that the beacon
device 130 1s within proximity of the access device 160, the access device 160 will be

authenticated with the BLE siunal 180, step 470, At step 480, ong or more conlent Hems are
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made accessible to the apphication by the appheation module 162 while the access device 160 15
authenticated with the BLE signal 180

0060} Turnmg now to FIG. 5, an exemplary method 500 for providing content my g BLE
network 4sing one or more security measures s disclosed m the context of system 100 of FIG. 1.
In the exemplary embodument ilustrated 1w FIG. §, the application executed by the application
madule 162 of the gocess device 160 submits a request to the application module 122 via the
ransnussion module 126 over the network 170 for a given content ttem available on content

server 140 once the access device 160 15 authenticated with the BLE signal 180, step 510, For

example, & user baving av IPHONE® in a book store or library that 1s authenticated with the
BLE stgnal and baving executed a Smartphone apphication, sach as the THOMSON RELUTERS
PROVIEW eReader application, recerves a notification of the avarlabilny of free reading
materials such as sample book excerpts. According to one ersbodiment, and as discussed m

~

conmection with FIG. 3, the BLE sigual s broadeast with one or more temporal attnibutes, such
as a e expiratton pertod for the use of the beacon device 1530 or o quantifiable number of uses
of the beacon devics 150,

0061 At step 520, a determunation 13 made as to whether the number of beacon uses s
greater than a threshold, In one embodiment, where the BLE signal is broadeast with the
temporal attnibates limiing the nomber of wsey of the beacon device 130 1o a threshold monber,
such as three beacon uses, the appheation modde 122 sl register each instance of the
apphcation module 162 of the socess device 160 having made a request for a content em and
compare the total number of wstance the avcess device 16 has made a content tem request ©

the threshold mumber of allowable content tem reguests set forth by an sdimumistrator and

assoviated with the beacon device 150, which 1s recorded in the anthentivation datg store 132, In
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another embodiment, the apphication wodule 122 will register each mstance of a beacon device
use sesuion by the apphoation module 162 of the aceess device 160 and compare the total
aumber of a beacon device use sessions made mtiated by the application module 162 and
connpare o the threshold mumber of allowable beacon device use sessions set forth by an
adrnnistrator and associated with the beacon device 138, whach 1s recorded in the suthentication
data stove 132

f062] If it 1s determined that the number of beacon uses has exceaded the threshold, the
BLE signal is imvalidated for sabsequent uses, step 325 and process flow ends. By contrast if
the number of beacon uses bas not exceeded the threshold, process flow continues to step 530,
the content Hem 18 presented 1o the access device 160, Farther detals concerning the transter
and presentation of content items on the access device were discussed previously in comection
with FIGS. 14

[0063] Retuming to FIG. 5, process flow then continues to step 340, wherein a
determination 1s made as to whether the exprration time for tune expivation pertod for the use of
the beavon device 130 has elapsed. According to one embodiment, the authentication of the
BLE stgnal 180 to the access device 160 s set for a fimite time period, whereby the beacon
maodule 124 in conjunction with the application module 122 monitors the time by which the
access device can remain authenticated to the BLE signal 180, The beacon module 124 begins
monsoring time of the beacon use when the application module first recerves a request from the
access device 160 to authenticate the BLE signal 180 and mndentifies that the expiration time
period set forth by an admmistrator for the beacon device 150 and maintained w the records

within authentication module 132, While the access device 160 15 authenticated with the BLE

sigiral 180 within the allowable time period, process flow continues o step 330, where the
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content Hem continues to be presented to the access device 160, By contrast, i 1t 18 deternuned
that the expiration time peniod has elapsed, process flow continues 10 step 325, wheram the BLE
signal 15 mvalidated and the presentation of the content item tetminates.

[0064] According to ong embodiment, the presentation of the one or more content iems
ts accomplished through a web-based software application wherern the content Hems are not
nade avatlable locally on the access device 160 bat instead are viewed over the network 170, In
another embodiment, the one or more content Hems are made available locally on the acvess
device 160 and stored within internal storage 164 of the access device 160, With regard to the
tatter, and returning to FIG. §, when one of the teraporal attributes for invalidating the BLE
signal are triggered, Le. the expiration tibe pentod for the use of the beacon device 150 has
elapsed or a quantifiable number of allowable nses of the beacon device 130 has been exhausted,
the one or move content dems stored locally within internal storage 164 of the access device 160
15 removed from the access device though well-known method m the art. such as through use of
self-destruct files, or defeted by the application module 162 m commumnication with the
appheation modude 122 once the beacon modude 124duternmines one of the temporal attrybustes
having been triggered.

[0065] FIGS. 1 through 5 are conceptual tHustrations allowing for an explanation of the
present diselosare. It should be understood that various aspects of the embodiments of the
present disclosore could be implemented 1 hardware, firmware, software, or combinations
thereof. In such embodiments, the various components and/or steps would be implemented 1n
hardware, firmware, and/or sofhware to perform the functions of the present disclosurg. That s,

the same prece of hardware, firmware, or module of software could perform one or more of the

dlustrated blocks {e.u., components or steps}.
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[0066] in software implementations, computer software {e.g., programs or other
mstructions) and/or data s stored on a machine readable medium as part of a computer program

product, and is loaded tnto a computer system or other device or machine via a removable
storage drive, hard drive, or communications mterface. Computer programs (alse called
computer control logic or computer readable progeam code) are stored i a main andfor
secondary memory, and executed by one or more processors {controllers, or the like) to cause the
one of more processors 1o perforn the functions of the disclosure as described herein. In thas
document, the terms “machine readable mediom,” “computer program mediom” and “computer
usable medivm™ are used to genervally refer to media such as a random access memory {(RAM); a
read only memory (ROM); a removable storage want {e.g., a magnetic or oplical disc, fash
memory device, or the bike): a hard disk; or the hke.

00671 Notably, the figures and examples above are not meant to it the scope of the
present disclosure to a single embodiment, as other embodiments are possible by way of
mterchange of some or all of the desenbed or tHustrated elements. Moreover, where certain
elements of the present disclosure can be partially or fully implemented using known
components, only those porttons of such known components that are necessary for an
understanding of the present disclosure are described, and detailed descriptions of other portions
of sach known components are omitted so as not o obscure the discloswre. In the present
spectfication, an embodiment showing a sigular component should not necessarity be himited to
other embodiments including a plurality of the same component, and vice-versa, unless explicitly
stated otherwise herem, Moreover, apphicants do not intend for any term in the specification or

claims 1o be ascribed an uncommon or special meaning unless expliculy set forth as such.
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Further, the present disclosure encompasses present and future known equivalents to the known
components referred to herem by way of illustration.

[0068] The foregoing description of the specific embediments so fullv reveals the general
nature of the disclosure that others can, by applying knowledge within the skill of the relevant
art(s) {including the contents of the documents cited and corporated by reference herein),
readily modify and/or adapt for vanous applications such specific embodiments, without undue
expenmentation, without departing from the general concept of the present disclosure. Such
adaptations and modifications are therefore mtended o be within the meaning and range of
equivalents of the disclosed embodiments, based on the teaching and gnidance presented herem,
1 1s to be understood that the phraseology or ternunology heremn is for the purpose of descripiion
and not of Hmtation, such that the termmology or phraseology of the present specification 13 to
be mterpreted by the skilled artisan m hght of the teachings and guidance presented heremn, m
combination with the knowledge of one skilled in the velevant ani{s).

00691 While vartous embodiments of the present disclosure have been deseribed above,
it should be understood that they have been presented by way of example, and not mutations, It
would be apparent to one skilled m the relevant art(s) that various changes in form and detail
could be made therein without departing from the spirit and scope of the disclosure. Thus, the
present disclosare should not be himited by any of the above-described exemplary emboduments,

but shoold be defined only in accordance with the following claims and their equivalents.
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WHAT IS CLAIMED IS:
i, A computer-implemented method comprising:

broadeasting a beacon signal, wherein the beacon signal comprises one or mors temporal
attributes and a proxinity range;

receiving a request from an access device o authenticate with the beacon signal;

authenticating the access device with the beacon signal when the access device 13 within
the proximity range; and

transoutting one or more content items © the access device m accordance with the one or
more temporal attributes while the access device 1s anthenticated with the beacon signal.

2. The computer-implemented method of claim 1, wheremn the one or more temporal
attributes comprises one or more of a rule defining a predefined time period before expiration
and a rule defining 8 number of ases.

3. The computer-implemented method of claim 1, further comprising invalidating
the authentication of the access device wath the beacon signal m accordance with the one or more
temporal attributes,

4. The computer-implemented method of clatm 3, further compnising rersoving the
one or more comtent ems from the access device upon the anthentication of the access device
with the beacon signal being invalidated.

S The computer-implemented method of claim 1, wherem the beacon signal
comphies with the Blustooth low engrgy protocol.

6. The computer-implemented method of clamm 1, wherem avthenticating the mobile
device with the beacon stunal when the access device is within the proxumity range further

comprises teratively asthenticating the mobile device with the beacon signal.
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7. The computer-implemented method of claim 1, wherein authenticating the mobile
device with the beacon signal when the access device 15 within the proximuty range further
comprises authenticating one or more heacon identification properties.

8. The computer-implemanted method of claim 1, wherein awthenticating the maobile
device with the beacon stgnal when the access device 1s within the proxiuty range further
comprises authenticating the location of a beacon device broadeasting the beacon signal.

9. The computer-implemented method of claim 1, wherein authenticating the mobile
device with the beacon signal when the access device s within the proxinuty range further
comprises authenticating the location of the access device.

1. Non-transutory computer readable media comprising program code stored thereon
for execution by a programmable processor to perform a method for providing one or more
security measures m Bloetooth low energy protocol environment, the computer readable media
COMprising:

program code for broadeasting a beacon signal, wherein the beacon signal comprises one

or more temporal attributes and a proxanuty range;

program code for recerving a request from an access device to authenticate with the
beacon signal;

program code for authenticating the access device with the beacon signal when the access
device is within the proxmmity range; and

program code for fransmitting one or more content items to the access device in
acvordance with the one or more temporal attributes while the access device is authenticated with

the beacon signal.
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i1, The computer readable media of 10, wherein the one or more temporal attributes
cornprises one of more of a rule defining a predefined time period before expiration and a rule
defimng a number of uses,

12, The computer readable meadia of 10, further comprising program code for
arvalidating the avthentication of the access device with the beacon signal in accordance with the
one or move temporal attribues.

13, The computer readable media of 12, further comprising propram code for
revioving the one or more content tems from the access device upon the authentication of the
access device with the beacon sigual betng mvalidated.

14, The computer readable media of 10, wherein the beacon signal complies with the
Bluetooth low energy protocol.

15, The computer readable media of 10, wherem program code for authenticating the
mobile device with the beacon signal when the access device 15 within the proxumaty range
farther comprises program code for tteratively avthenticating the mobile device wath the beacon
signal.

16, The computer-implemented method of claim 1, wherem program code for
authenticating the mobile device with the beacon signal when the access device 1s within the
proxmity range further comprises program code for authenticating one or more beacon
dentification properties.

17, The computer readable media of 10, wherein program code for authenticating the
mobile device with the beacon signal when the access device is within the proximity range
further comprises program code for authenticating the location of a begcon device broadeasting

the beacon signal.
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18, The computer readable media of 10, wherein program code for authenticating the
mobile device with the beacon signal when the access device 1s within the proxunsty range
further comprises program code for guthenticating the location of the access device,

19, A svstem for performing a method for providing one or more security measures m
Bluetooth low energy protocol envivonment, the system comprising:

a beacon device configured to broadeast a beacon signal, wherem the beacon signal
contprises one or more temporal attributes and a proxinuty range;

a server mcloding a processor configured to:

receive a request from an access device to authenticate with the bescon stgnal;

authenticate the access device with the beacon signal when the access device 18
within the proxinuty range; and

transmit one or nore coutent tems to the access device in accordance with the
one or more temporal attributes while the access device 15 authenticated with the beacon
signal.

20, The system of claim 19, wherein the one or more temporal atinbnges comprises
one or more of a rule definmyg a predefined time pertod before expiration and a rule definmmg a
number of uses.

21, The system of claim 19, wherein the server 18 further configured to mvalidate the
authentication of the access device with the beacon signal m accordance with the one or more
temporal attributes,

22, The system of claim 21, wherein the server is further configured to remove the
one Or more content items from the access device upon the authentication of the access device

with the beacon signal being mvalidated.
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23, The system of clamm 19, wherein the beacon signal complies with the Bluetooth
low energy protocol.

24, The system of claim 19, wherein the server in authenticating the maobile device
with the beacon signal when the access device 18 within the proximity range is further configured
to geratively anthenticate the mobile device with the beacon signal.

25, The system of claim 19, wherein the server in authenticating the mobile device
with the beacon signal when the access device is withun the proxumtty range s further configured
to authenticate one or more beacon identification properties,

26, The system of claim 19, wherein the server in authenticating the mobile device
with the beacon signal when the access device s within the proxinuty range s further configured
to aathenticate the location of a heacon device broadcasting the beacon signal.

27, The system of claim 19, wherein the server i authenticating the mobile device
with the beacon signal when the access device 13 within the proximaty range s further configured

to agthenticate the location of the access device,
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BROADCAST A BEACON SIGNAL, WHEREIN THE BLE SIGNAL
COMPRISES ONE OR MORE TEMPORAL ATIRIBUTES AND A
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