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supports the extended protocol. If the cable modem supports the
extended protocol, the CMTS processes data received from the ca-
ble modem during the transmission opportunity in accordance with
that protocol.
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CABLE MODEM SYSTEM AND METHOD FOR SUPPORTING
EXTENDED PROTOCOLS

BACKGROUND OF THE INVENTION
Field of the Invention

The present invention is generally related to communication systems.
More particularly, the present invention is related to cable modem systems and

methods for transferring data.
Background Art

In conventional cable modem systems, a hybrid fiber-coaxial (HFC)
network provides a point-to-multipoint topology for supporting data
communication between a cable modem termination sYstem (CMTY) at the cable
headend and multiple cable modems (CM) at the customer premises. In such
systems, information is broadcast downstream from the CMTS to the cable
modems as a continuous transmitted signal in accordance with a time division
multiplexing (TDM) techniqué. In contrast, information is transmitted upstream
from each of the cable modems to the CMTS as short burst signals in accordance
with a time domain multiple access (TDMA) technique. The upstream
transmission of data from the cable modems is managed by the CMTS, which
allots to each cable modem specific slots of time within which to transfer data.

Conventional cable modem systems are asymmetrical in that there is
considerably less bandwidth available for upstream transmissions than there is for
downstream transmissions. This lack of upstream bandwidth is further
exacerbated by the fact that the upstream channels must be shared by multiple
cable modems. As aresult, the conservation of upstream bandwidth is imperative
in order to maintain overall system performance. This is particularly true where

cable modem users are engaging in activities that require both substantial upstream
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and downstream bandwidth, such as IP telephony, video teleconferencing and
Internet gaming.

Conventional cable modem systems utilize DOCSIS-compliant equipment
and protocols to carry out the transfer of data packets between multiple cable
modems and a CMTS. The term DOCSIS (Data Over Cable System Interface
Specification) generally refers to a group of specifications published by CableLabs
that define industry standards for cable headend and cable modem equipment. In
part, DOCSIS sets forth requirements and objectives for various aspects of cable
modem systems including operations support systems, management, data
interfaces, as well as network layer, data link layer, and physical layer transport
for data over cable systems. The most current version of the DOCSIS
specification is DOCSIS 1.1.

It has been observed, however, that the use of proprietary data transfer
protocols that extend beyond those provided by the DOCSIS specification may be
advantageous in conserving network bandwidth in a cable modem system. This
is particularly true with respect to Payload Header Suppression (PHS). PHS, as
defined by DOCSIS 1.1, allows for the suppression of unnecessary Ethernet/IP
header information in the payload of a DOCSIS packet by the cable modem and
subsequent reconstruction of the header by the CMTS. The goal of PHS is to
reduce the number of bits transferred per packet, thereby improving network
bandwidth utilization. However, DOCSIS PHS (DPHS) only permits header
suppression based on the presence of redundant header bytes in sequentially-
transmitted packets. It would be desirable to utilize more efficient payload header
suppression techniques in transferring data over a cable modem network. In
particular, it would be desirable to utilize proprietary protocol-specific header
suppression techniques that permit greater reduction in the size of the payload
headers within a given DOCSIS packet than that provided by DOCSIS 1.1.

The use of proprietary data transfer protocols that extend beyond DOCSIS
may be desirable for a number of additional reasons. For example, the DOCSIS

specification does not provide a mechanism for identifying TCP/IP or RTP data
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streams within a cable modem service flow. As aresult, DOCSIS does not allow
for the specialized handling of such TCP/IP or RTP data streams in a manner that
provides for better utilization of network bandwidth (e.g., protocol-specific
suppression of non-header information). Furthermore, although DOCSIS 1.1
provides techniques for the fragmentation of very large packets into multiple
upstream bursts and the concatenation of multiple small packets into a single
upstream burst, more efficient packet fragmentation and concatenation techniques
may be achieved.

Heretofore, the use of proprietary data transfer protocols that extend
beyond those provided by the DOCSIS specification have been avoided. This is
due, in part, to the fact that the DOCSIS specification does not provide a
mechanism for using alternative protocols in a cable modem system. For example,
the DOCSIS specification does not provide a mechanism for the use of data
packet formats other than those it provides. Moreover, because conventional
CMTS and cable modem devices have been designed in accordance with the
DOCSIS specification, the use of extended protocols have been avoided to ensure
interoperability between individual cable modem system components. For
example, conventional DOCSIS-compliant CMTS equipment is incapable of
differentiating between standard DOCSIS traffic and traffic transmitted in
accordance with an extended protocol.

Accordingly, what is desired is a system and method for transferring data
in a cable modem network that supports the use of protocols that extend beyond
the DOCSIS specification. For example, the desired system and method should
support the use of protocol-specific packet header suppression techniques that are
more efficient than DPHS. However, the desired system and method should be
interoperable with DOCSIS in the sense that components of a cable modem
system that support the extended protocols can exist on the same network with
components that do not. Furthermore, the desired system and method should
require very little modification to existing cable modem system components, such

as existing cable modem and CMTS equipment.
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BRIEF SUMMARY OF THE INVENTION

The present invention is directed to a cable modem system and method for
supporting protocols that extend beyond the DOCSIS specification. A cable
modem in accordance with embodiments of the present invention includes amedia
access control, a receiver portion, and a transmitter portion. The media access
control generates a registration message that designates support for a first
protocol by the cable modem. The transmitter portion transmits the registration
message to a CMTS. The receiver portion receives a response to the registration
message from the CMTS and provides the response to the registration message
to the media access control. The response to the registration message indicates
whether or not the first protocol is supported by the CMTS. If the response to the
registration message indicates that the first protocol is supported by the CMTS,
then the media access control formats data for transmission to the CMTS in
accordance with the first protocol, and if the response to the registration message
indicates that the first protocol is not supported by the CMTS, the media access
control formats data for transmission to the CMTS in accordance with a second
protocol. In embodiments, the first protocol is a protocol that extends beyond
standard DOCSIS protocols, and the second protocol is a standard DOCSIS
protocol.

A CMITS in accordance with embodiments of the present invention
includes a media access control, a memory, a receiver portion and a transmitter
portion. Thereceiver portionreceives aregistration message from a cable modem
and provides the registration message to the media access control. The
registration message designates a first data transfer protocol or a second data
transfer protocol supported by the cable modem. The media access control
assigns a cable modem identifier to the cable modem and associates the cable
modem identifier with a protocol indicator in memory. The protocol indicator
indicates the data transfer protocol designated by the registration message. The

transmitter portion transmits the cable modem identifier assigned by the media

PCT/US01/31554



10

15

20

WO 02/32101

access control to the cable modem. The receiver portion receives a request for
transmission opportunity from the cable modem and provides the request for
transmission opportunity to the media access control. The request for
transmission opportunity includes the cable modem identifier. The media access
control allocates a transmission opportunity to the cable modem in response to the
request for transmission opportunity, and uses the cable modem identifier from the
request for transmission opportunity to access the protocol indicator in memory.
If the first data transfer protocol is indicated by the protocol indicator, then the
media access control processes data{ transmitted by the cable modem during the
allocated transmission opportunity in accordance with the first data transfer
protocol. If the second data transfer protocol is indicated by the protocol
indicator, then the media access control processes data transmitted by the cable
modem during the allocated transmission opportunity in accordance with the
second data transfer protocol. In embodiments, the first protocol is a protocol
that extends beyond standard DOCSIS protocols, and the second protocol is a
standard DOCSIS protocol.

. BRIEF DESCRIPTION OF THE DRAWINGS/FIGURES

The accompanying drawings, which are incorporated herein and form part
of the specification, illustrate the present invention and, together with the
description, further serve to explain the principles of the invention and to enable
a person skilled in the pertinent art to make and use the invention.

FIG. 1 is a high level block diagram of a cable modem system in
accordance with embodiments of the present invention.

FIG. 2 is a schematic block diagram of a cable modem termination system
(CMTY) in accordance with embodiments of the present invention.

FIG. 3 is a schematic block diagram of a cable modem in accordance with

embodiments of the present invention.
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FIG. 4 is a flowchart of a method for supporting extended protocols in a
cable modem system in accordance with embodiments of the present invention.

FIG. 5 is a flowchart of a method for supporting extended protocols in a
cable modem system in accordance with embodiments of the present invention.

5 FIG. 6A is ablock diagram of an uncompressed packet typicauy received
by a cable modem in accordance with embodiments of the present invention.

FIG. 6B is a block diagram of a packet compressed by a cable modem in
accordance with embodiments of the present invention.

FIG. 6C is a block diagram of a single SID containing multiple packets

10 compressed by a cable modem using different packet header suppression
techniques in accordance with embodiments of the present invention.

FIG. 7 is a flowchart of a method for compressing packets using different
packet header suppression techniques in accordance with embodiments of the
present invention.

15 FIG. 8 is a flowchart of a method for expanding packets compressed using
different packet header suppression techniques in accordance with embodiments
of the present invention.

FIG. 9A is a diagram of an exemplary 802.3/IP/UDP/RTP header.

FIG. 9B is a diagram of an RTP protocol packet.

20 FIG. 10 is a diagram illustrating a control value byte used during the
operation of a RTP header suppression technique.

FIG. 11 is a high level flow diagram illustrating a method for RTP header
suppression.

FIG. 12A is a flow diagram illustrating a method for suppressing an RTP

25 header using an RTP header suppression technique according to an embodiment
of the present invention.

FIG. 12B is a flow diagram illustrating a method for setting the increment
of an IP packet ID field in an RTP header according to an embodiment of the

present invention.
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FIG. 13 is a flow diagram illustrating a method for reconstructing an RTP
header using an RTP header suppression technique according to an embodiment
of the present invention.

FIG. 14A is a diagram illustrating an exemplary 802.3/IP/TCP header.

FIG. 14B is a diagram illustrating a TCP Protocol packet.

FIG. 15 isadiagram illustrating a TCP Protocol packet highlighting fields
that may change from packet to packet.

FIG. 16A is ahigh level diagram illustrating a method for a delta encoded
header suppression technique according to an embodiment of the present
invention.

FIG. 16B is a high level diagram illustrating a method for a delta encoded
header reconstruction technique according to an embodiment of the present
invention.

FIG. 171is adiagram illustrating a change byte according to an embodiment
of the present invention.

FIG. 18 is a diagram illustrating a final encoded data stream according to
an embodiment of the present invention.

FIG. 19is adiagram illustrating the transmit order of data for TCP header
suppression for a non-learning state according to an embodiment of the present
invention.

FIG. 20 is a diagram illustrating the transmit order of data for TCP header
suppression for a learn state according to an embodiment of the present invention.

FIG. 21 is a flow diagram illustrating a method for TCP header
suppression according to an embodiment of the present invention.

FIG. 22 is a flow diagram illustrating a method for TCP header
reconstruction according to an embodiment of the present invention.

FIG. 23 is a diagram illustrating an exemplary computer system.

The features, objects, and advantages of the present invention will become

more apparent from the detailed description set forth below when taken in
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conjunction with the drawings in which like reference characters identify
corresponding elements throughout. In the drawings, like reference numbers
generally indicate identical, functionally similar, and/or structurally similar
elements. The drawings in which an element first appears is indicated by the

leftmost digit(s) in the corresponding reference number.

DETAILED DESCRIPTION OF THE INVENTION

While the present invention is described herein with reférence to illustrative
embodiments for particular applications, it should be understood that the invention
is not limited thereto. Those skilled in the art with access to the teachings
provided herein will recognize additional modifications, applications, and
embodiments within the scope thereof and additional fields in which the present

invention would be of significant utility.

A. Cable Modem System in accordance with Embodiments of the Present
Invention

FIG. 1 is a high level block diagram of an example cable modem system
100 in accordance with embodiments of the present invention. The cable modem
system 100 enables voice communications, video and data services based on a bi-
directional transfer of packet-based traffic, such as Internet protocol (IP) traffic,
between a cable system headend 102 and a plurality of cable modems over a
hybrid fiber-coaxial (HFC) cable network 110. In the example cable modem
system 100, only two cable modems 106 and 108 are shown for clarity. In
general, any number of cable modems may be included in the cable modem system
of the present invention.

The cable headend 102 is comprised of at least one cable modem
termination system (CMTS) 104. The CMTS 104 is the portion of the cable

headend 102 that manages the upstream and downstream transfer of data between
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the cable heaciend 102 and the cable modems 106 and 108, which are located at
the customer premises. The CMTS 104 broadcasts information downstream to
the cable modems 106 and 108 as a continuous transmitted signal in accordanoe
with a time division multiplexing (TDM) technique. Additionally,the CMTS 104
controls the upstream transmission of data from the cable modems 106 and 108
to itself by assigning to each cable modem 106 and 108 short grants of time within
which to transfer data. In accordance with this time domain multiple access
(TDMA) technique, each cable modem 106 and 108 may only send information
upstream as short burst signals during a transmission opportunity allocated to it
by the CMTS 104.

As shown in FIG. 1, the CMTS 102 further serves as an interface between
the HFC network 110 and a packet-switched network 112, transferring IP packets
received from the cable modems 106 and 108 to the packet-switched network
112 and transferring IP packets received from the packet-switched network 112
to the cable modems 106 and 108 when appropriate. In embodiments, the packet-
switched network 112 comprises the Internet.

In addition to the CMTS 104, the.cable headend 102 may also include one
or more Internet routers to facilitate the connection between the CMTS 104 and
the packet-switched network 112, as well as one or more servers for performing
necessary network management tasks.

The HFC network 110 provides a point-to-multipoint topology for the
high-speed, reliable, and secure transport of data between the cable headend 102
and the cable modems 106 and 108 at the customer premises. As will be
appreciated by persons skilled in the relevant art(s), the HFC network 110 may
comprise coaxial cable, fiberoptic cable, or a combination of coaxial cable and
fiberoptic cable linked via one or more fiber nodes.

Each of the cable modems 106 and 108 operates as an interface between .
the HFC network 110 and at least one attached user device. In particular, the
cable modems 106 and 108 perform the functions necessary to convert

downstream signals received over the HFC network 110 into IP data packets for
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receipt by an attached user device. Additionally, the cable modems 106 and 108
perform the functions necessary to convert IP data packets received from the
attached user device into upstream burst signals suitable for transfer over the HFC
network 110. In the example cable modem system 100, each cable modem 106
and 108 is shown supporting only a single user device for clarity. In general, each
cable modem 106 and 108 is capable of supporting a plurality of user devices for
communication over the cable modem system 100. User devices may include
personal computers, data terminal equipment, telephony devices, broadband media
players, network-controlled appliances, or any other device capable of transmitting
or receiving data over a packet-switched network.

In the example cable modem system 100, cable modem 106 represents a
conventional DOCSIS-compliant cable modem. In other words, cable modem 106
transmits data packets to the CMTS 104 in formats that adhere to the protocols
set forth in the DOCSIS specification. Cable modem 108 is likewise capable of
transmitting data packets to the CMTS 104 in standard DOCSIS formats.
However; in accordance with embodiments of the present invention, the cable
modem 108 is also configured to transmit data packets to the CMTS 104 using
proprietary protocols that extend beyond the DOCSIS specification.
Nevertheless, cable mddem 108 is fully interoperable with the DOCSIS-compliant
cable modems, such as cable modem 106, and with DOCSIS-compliant CMTS
equipment. The manner in which cable modem 108 operates to transfer data will
be described in further detail herein.

Furthermore, in the example cable modem system 100, the CMTS 104
operates to receive and process data packets transmitted to it in accordance with
the protocols set forth in the DOCSIS specification. However, in accordance with
embodiments of the present invention, the CMTS 104 can also operate to receive
and process data packets that are formatted using proprietary protocols that
extend beyond those provided by the DOCSIS specification, such as data packets
transmitted by the cable modem 108. The manner in which the CMTS 104

operates to receive and process data will also be described in further detail herein.
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B. Example Cable Modem System Components in Accordance with
Embodiments of the Present Invention

FIG. 2 depicts a schematic block diagram of an implementation of the
CMTS 104 of cable modem system 100, which is presented by way of example,
and is not intended to limit the present invention. The CMTS 104 is configured
to receive and transmit signals to and from the HFC network 110, a portion of
which is represented by the optical fiber 202 of FIG. 2. Accordingly, the CMTS
104 will be described in terms of a receiver portion and a transmitter portion.

The receiver portion includes an optical-to-coax stage 204, an RF input
206, asplitter 214, and a plurality of burst receivers 216. Reception begins with
the receipt of upstream burst signals originating from one or more cable modems
by the optical-to-coax stage 204 via the optical fiber 202. The optical-to-coax
stage 204 routes the received burst signals to the radio frequency (RF) input 206
via coaxial cable 208. In embodiments, these upstream burst signals having
spectral characteristics within the frequency range of roughly 5-42 MHz.

The received signals are provided by the RF input 206 to the splitter 214
ofthe CMTS 104, which separates the RF input signals into N separate channels.
Each of the N separate channels is then provided to a separate burst receiver 216
which operates to demodulate the received signals on each channel in accordance
with either a Quadrature Phase Shift Key (QPSK) or 16 Quadrature Amplitude
Modulation (QAM) technique to recover the underlying information signals. Each
burst receiver 216 also converts the underlying information signals from an analog
form to digital form. This digital data is subsequently provided to the headend
media access control (MAC) 218.

The headend MAC 218 operates to process the digital data in accordance
with the DOCSIS specification and, when appropriate, in accordance with
proprietary protocols that extend beyond the DOCSIS specification, as will be
described in further detail herein. The functions of the headend MAC 218 may be
implemented in hardware or in software. In the example implementation of

FIG. 2, the functions of the headend MAC 218 are implemented both in hardware
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and software. Software functions of the headend MAC 218 may be stored in
either the random access memory (RAM) 220 or the read-only memory (ROM)
218 and executed by the CPU 222. The headend MAC is in electrical
communication with these elements via a backplane interface 220 and a shared
communications medium 232. In embodiments, the shared communications
medium 232 may comprise a computer bus or a multiple access data network.

The headend MAC 218 is also in electrical communication with the
Ethernet interface 224 via both the backplane interface 220 and the shared
communications medium 232. When appropriate, Ethernet packets recovered by
the headend MAC 218 are transferred to the Ethernet interface 224 for delivery
to the packet-switched network 112 via a router. '

The transmitter portion of the CMTS 104 includes a downstream
modulator 226, a surface acoustic wave (SAW) filter 228, an amplifier 230, an
intermediate frequency (IF) output 212, a radio frequency (RF) upconverter 210
and the optical-to-coax stage 204. Transmission begins with the generation of a
digital broadcast signal by the headend MAC 218. The digital broadcast signal
may include data originally received from the packet-switched network 112 viathe
Ethernet interface 224. The headend MAC 218 outputs the digital broadcast
signal to the downstream modulator 226 which converts it into an analog form and
modulates it onto a carrier signal in accordance with either a 64-QAM or 256-
QAM technique.

The modulated carrier signal output by the downstream modulator 256
is input to the SAW filter 228 which passes only spectral components of the signal
that are within a desired bandwidth. The filtered signal is then output to an
amplifier 230 which amplifies it and outputs it to the IF output 212. The IF output
212 routes the signal to the RF upconverter 210, which upconverts the signal. In
embodiments, the upconverted signal has spectral characteristics in the frequency
range of approximately 54-860 MHz. The upconverted signal is then output to
the optical-to-coax stage 204 over the coaxial cable 208. The optical-to-coax

stage 204 broadcasts the signal via the optical fiber 202 of the HFC network 110.
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FIG. 3 depicts a schematic block diagram of an implementation of the
cable modem 108 of éable modem system 100, which is presented by way of
example, and is not intended to limit the present invention. The cable modem 108
is configured to receive and transmit signals to and from the HFC network 110 via
the coaxial connector 332 of FIG. 3. Accordingly, the cable modem 108 will be
described in terms of a receiver portion and a transmitter portion.

The receiver portion includes a diplex filter 302, an RF tuner 304, a SAW
filter 306, an amplifier 308, and a downstream receiver 310. Reception begins
with the receipt of a downstream signal originating from the CMTS 104 by the
diplex filter 302. The diplex filter 302 operates to isolate the downstream signal
and foute it to the RF tuner 304. In embodiments, the downstream signal has
spectral characteristics in the frequency range of roughly 54-860 MHz. The RF
tuner 304 downconverts the signal and outputs it to the SAW filter 306, which
passes only spectral components of the downconverted signal that are within a
desired bandwidth. The filtered signal is output to the amplifier 308 which
amplifies it and passes it to the downstream receiver 310. Automatic gain controls
are provided from the downstream receiver 310 to the RF tuner 304.

The downstream receiver 310 demodulates the amplified signal in
accordance with either a 64-QAM or 256-QAM technique to recover the
underlying information signal. The downstream receiver 310 also converts the
underlying information signal from an analog form to digital form. This digital
data is subsequently provided to the media access control (MAC) 314.

The MAC 314 processes the digital data, which may include, for example,
Ethernet packets for transfer to an attached user device. The functions of the
MAC 314 may be implemented in hardware or in software. In the example
implementation of FIG. 3, the functions of the MAC 314 are implemented in both
hardware and software. Software functions of the MAC 314 may be stored in
either the RAM 322 or the ROM 324 and executed by the CPU 320. The MAC

314 is in electrical communication with these elements via a shared
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communications medium 316. In embodiments, the shared communications
medium may comprise a computer bus or a multiple access data network.

The MAC 314 is also in electrical communication with the Ethernet
interface 318 via the shared communications medium 316. When appropriate,
Ethernet packets recovered by the MAC 314 are transferred to the Ethernet
interface 318 for transfer to an attached user device.

The transmitter portion of the cable modem 108 includes an upstream
burst modulator 326, a low pass filter 328, a power amplifier 330, and the diplex
filter 302. Transmission begins with the construction of a data packet by the
MAC314. The data packet may include data originally received from an attached
user device via the Ethernet interface 318. In accordance with embodiments of
the present invention, the MAC 314 may format the data packet in compliance
with the protocols set forth in the DOCSIS specification or, when appropriate,
may format the data packet in compliance with a proprietary protocol that extends
beyond those set forth in the DOCSIS specification, as will be described in further
detail herein. The MAC 314 outputs the data packet to the upstream burst
modulator 326 which converts it into analog form and modulates it onto a carrier
signal in accordance with either a QPSK or 16-QAM technique.

The upstream burst modulator 326 outputs the modulated carrier signal
to the low pass filter 328 which passes signals with spectral characteristics in a
desired bandwidth. Inembodiments, the desired bandwidth is within the frequency
range of approximately 5-42 MHz. The filtered signals are then introduced to the
power amplifier 330 which amplifies the signal and provides it to the diplex filter
302. The gain in the power amplifier 330 is regulated by the burst modulator
326. The diplex filter 302 isolates the amplified signal and transmits it upstream
over the HFC network 110 during a scheduled burst opportunity.

C. Supporting Extended Data Transfer Protocols in Accordance with
Embodiments of the Present Invention
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Asnoted above, in accordance with embodiments of the present invention,
the cable modem 108 and the CMTS 104 send and receive data, respectively, in
proprietary formats that extend beyond standard DOCSIS protocols. For
example, in embodiments, the cable modem 108 modifies data packets in
accordance with a proprietary header suppression scheme for transmission to the
CMTS 104, and, upon receipt of the modified data packets, the CMTS 104
reconstructs them in accordance with the same proprietary header compression
scheme.

In further accordance with embodiments of the present invention, the cable
modem 108 is nevertheless interoperaf)le with conventional DOCSIS-compliant
CMITS equipment that, unlike the CMTS 104, do not provide support for
extended protocols. The cable modem 108 achieves this end by determining
whether it is communicating with a CMTS that supports extended protocols, such
as the CMTS 104, or with a CMTS that does not. If the CMTS does not support
extended protocols, the cable modem 108 transfers data formatted in accordance
with standard DOCSIS protoéols rather than extended protocols.

FIG. 4 depicts a flowchart 400 of a method for supporting extended
protocols in a cable modem system in accordance with embodiments of the present
invention that explains this process in more detail. The invention, however, is not
limited to the description provided by the flowchart 400. Rather, it will be
apparent to persons skilled in the relevant art(s) from the teachings provided
herein that other functional flows are within the scope and spirit of the present
invention. The flowchart 400 will be described with continued reference to the
example CMTS 104 and cable modem 108 of the cable modem system 100, as
well as in reference to the example hardware implementation of the cable modem
108 of FIG. 3. The invention, however, is not limited to those embodiments.

In step 402, the cable modem 108 sends a registration message to the
CMTS 104 designating support for an extended protocol. With regard to the

example implementation of cable modem 108 described in reference to FIG. 3, the
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MAC 314 constructs this registration message, as well as all other MAC
maintenalce messages issued by the cable modem 108.

In embodiments, the cable modem 108 sends this registration message as
part of an exchange of registration messages that must occur between a cable
modem and a CMTS when the cable modem first appears on the HFC network.
In accordance with the DOCSIS specification, this exchange of registration
messages generally includes the sending of a Registration Request (REG-REQ)
message from the cable modem to the CMTS and the sending of a Registration
Response (REG-RSP) message from the CMTS to the cable modem in response
to the received REG-REQ message. This registration protocol is well-known in
the art.

In embodiments, the cable modem 108 notifies the CMTS 104 that it
supports an extended protocol by placing an extended protocol support descriptor
in a vendor-specific information field of the REG-REQ message that it sends to
the CMTS104. Conversely, in such embodiments, the absence of an extended
protocol support descriptor in a vendor-specific information field of the REG-
REQ message designates that a cable modem supports only standard DOCSIS
protocols.

At step 404, the cable modem 108 receives a response to the registration
message from the CMTS 104 that indicates whether or not the CMTS 104
supports the extended protocol. Since the CMTS 104 of the exemplary cable
modem system 100 supports the same extended protocol as cable modem 108, as
discussed above, the response to the registration message will indicate that the
extended protocol is supported. However, if the CMTS 104 did not support the
extended protocol (for example, if it was a conventional DOCSIS-compliant
CMTYS), then the response to the registration message would include an indication
that the CMTS 104 failed to recognize the extended protocol. For example, in
embodiments where the registration message comprises a REG-REQ message that

includes an extended protocol support descriptor in a vendor-specific information
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field, the response may be a REG-RSP message that indicates that the CMTS 104
failed to recognize extended protocol support descriptor.

If the response to the registration message indicates that the extended
protocol is supported by the CMTS, then the cable modem 108 will format data
packets for transmission to the CMTS in accordance with the extended protocol,
as shown by steps 406 and 408. If, on the other hand, the response to the
registration message indicates that the CMTS does not support the extended
protocol, then the cable modem 108 will format data packets for transmission to
the CMTS 1in accordance with standard DOCSIS protocols, as shown by steps 406
and 410. As discussed above in regard to the example implementation of cable
modem 108 depicted in FIG. 3, the MAC 314 is responsible for formatting data
packets for transmission to the CMTS.

In alternate embodiments of the present invention, a private
communications channel may be utilized to implement steps 402 and 404 of
flowchart 400 instead of the standard DOCSIS REG-REQ, REG-RSP protocol
described above. For example, in such an embodiment, the CMTS 104 sends a
unicast UDP message to the cable modem 108 following successful cable modem
registration that indicates that the CMTS 104 is capable of supporting extended
protocols (step not shown in FIG. 4). If the cable modem 108 supports an
extended protocol, it responds to the UDP message by sending a UDP response
indicating which extended protocol it supports. In accordance with this technique,
the registration message of step 402 comprises the UDP response from the cable
modem 108. Inembodiments, the UDP response also indicates the specific degree
to which the cable modem 108 is capable of supporting the extended protocol.

If the cable modem does not support an extended protocol, it sends no
response to the UDP message. In embodiments, the CMTS 104 re-transmits the
UDP message a predetermined number of times and, if no response is received
from the cable modem after the predetermined number of re-transmissions, the
CMTS 104 determines that the cable modem does not support any extended
protocols. However, if the CMTS 104 receives an appropriate UDP response
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from the cable modem 108, it captures the extended protocol capabilities of the
cable modem 108 and responds with a second UDP message indicating whether
or not it supports the specific extended protocol supported by the cable modem
108. In accordance with this technique, the response to the registration message
of step 404 comprises the second UDP message from the CMTS 104.

The method described in flowchart 400 ensures interoperability between
a cable modem that supports an extended protocol in accordance with
embodiments of the present invention and CMT'S equipment that does not support
the same protocol. Similarly, a CMTS that supports an extended protocol in
accordance with embodiments of the present invention, such as CMTS 104, is
interoperable with a cable modem that does not support the same extended
protocol.  For example, the CMTS 104 is interoperable with conventional
DOCSIS-compliant cable modems that do not support extended protocols, such
as cable modem 106. The CMTS 104 achieves this end by determining whether
a received packet has been sent from a conventional DOCSIS-compliant cable
modem, such as the cable modem 106, or from a cable modem capable of
transmitting data using extended protocols, such as the cable modem 108, and
processing the packet accordingly.

FIG. 5 depicts a flowchart 500 of a method for supporting extended
protocols ina cable modem system in accordance with embodiments of the present
invention that explains this process in more detail. The invention, however, is not
limited to the description provided by the flowchart 500. Rather, it will be
apparent to persons skilled in the relevant art(s) from the teachings provided
herein that other functional flows are within the scope and spirit of the present
invention. The flowchart 500 will be described with continued reference to the
example CMTS 104 and cable modems 106 an 108 of the cable modem system
100, as well as in reference to the example hardware implementation of the CMTS
104 of FIG. 2. The invention, however, is not limited to those embodiments.

At step 502, the CMTS 104 receives a registration message from a cable

modem designating a data transfer protocol supported by the cable modem. With
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