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(54) Title: SUFFIX TREE-BASED SEARCHABLE ENCRYPTION SYSTEM AND METHOD

(57) Abstract: The present invention relates to the technical field
of the Internet, and provided therein are a suffix tree-based search-
able encryption system and method. The system comprises an ini-
tialization module used for constructing an encryption key and a
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suffix tree, a security index construction module used for construct-
ing an index and index encryption, a sub-character string search
module used for constructing a search token and for searching, and
a verification and decryption module used for decryption and ver-
ification. The method comprises; first constructing a suffix tree
and encrypting an index for a given character string, and upload-
ing the encrypted index to a server; and when a client searches
for the character string, generating and transmitting a search token
to the server, and the server performing the search according to
the search token and transmitting a search result to the client to
complete the search. The present invention implements the high-
ly efficient search of any character string by means of the suffix
tree-based searchable encryption system and method, and solves
the problem of performing a sub-character string search on cipher-
text data so that a user may search for the ciphertext data without
using a keyword.
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ROUNE: IBAT TR, AT RBE RO A . B SCR S R R A &5
FREAT INBAE, R G 2Ry, A%, EERRRSGE, HaRGHHATHE
il

IR 777 B R TR i 48 R4 A 2

MRS AT 7% ) 0, MOUNHE R R R A

R AT TR IS e, 2 i R IR TR A M, IS5 A A & RS N 1 22
G|, FRGIE R G 4 Gk R4 5 gt

JIT I B0 A s A5 R FH T i 25 B

fifs . AT TR, R RNR RS E, H A TR BT BT 4 R AR
DRI R G5 R

RAIE: 384T T2, R S ST IR, WU RIS IR, W RS S,

2. R T EEM R RN 5L, R IEAE T BT LU P ER:

B W LSS, PR K

BEHLIESE 7 PSS H K, Ko, K, Ky, Ky Ky, Ky 20,144, i, K 758 D it
W, K. N SUBAH C EH, K, A S50 L2, K K, T3 ML gh /) D
DN B O R 5 S 0w I ER 0 AN 05 child u,i) WE, DU Tl H SR A M
Tok=T.... T, KK,75 B HRNGHERFRT B NI ind, ... ind +m—1 VL M1 B AL E

lefileaf ,...lefileaf +num—1 FATOIRENLE e )5, %l K =(Kp, Ke, K1, K1, Ko, K3, K) 1E R
R P2, RIEA S HE A,

AW 2. B A g B AR SR B T AR UKK SR 20 5 B AT R s R i im 4%
GE
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DR 3. T IR G 2 T, g sk g | CTIF b 2RS4, Horb CT P Jit 454 D
AL C R T8 LA, Ko CT =(D,C,L);

TR FILE R D WG T AT S v A48 key T value 15 H, RmN
D =(key,value) , 1, key fFHHRIIANT, BEAE value % R &5 HRIRT IR 0] )5 S0 E /A
B FRBHERAD, RIBEIR X N value , FI7 BT SRR, ik 7 0S5 K D R A p(u) 2
ATtiE,  pQu) G280 BORRTY S 20T i SR | BT B R KRR, AN B
RURSCRT ABIEARL LR o,

B s B R A5 A L T A AR R AT

SRR A AE RN, R R TR p=poop, e 2V, P, slen AR

TR, JFFEER S B RIS A
DR 5. WS TR BHL R Tok J5, Sk AR A D, BIARTY mlu, 17

IR D(F(K€))» Hrh, e R 747

DI 6. MTRNMERSMT, , A PRENL AR £ () 1538 -2 R AT fift

SR T P sAT iR e, s R Sl L OF bR, T AR A R A
RARAL, AL, W d LOFh R G S, P REBAUT A (x,,...x,) GRS

I 8. MRS B (v, EECRALC, A=) =l..m, IR
(Cpy.. . C

BIR O\ BIRPATY = Decy (C, (") > TRIAPATHIR Tm K, " WIGEHN 1, BHAT—
Yo HIN, N> m N, ZabEL

Fy =L, i LIt Emwea, w0, FERER N (p, ), & #ind+i" -1,
Hls Y/ =ind+i" =10, WH p,---,pl=p, AP © (EAERRGERNI g
Prioes Py =D 5 =lLoomm . H 3% % W HLJF 5 x, (mum]—[num] A
Vo, (i) = Py (lefileaf +i"=1) , H)7 SOEBEHUTH (v, p,,) G IRET 255
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B0, W =m, BREEBIEIES, T, 45701, BRI R 7,

AR, REBIGREE L= Ly, i"=1....mum, F¥5(L,,...L,, ) KIEL K i

BB 12, BUUIAT A= Dec, (L, ("), i=1,..,mm, i"YHRER 1, FEHRPIIT LR
12mum U 241" > num W21 -2

WRREG N L, Kb LENE R,

MR RGE LN (a,,)"), B j #lefleaf +i"—1, WPt LERESR, WH
J=lefileaf +i" =1, W%kt A={a,,...a,, MHEAEE.

3 HRAURIEER 2 PR it — Rk TR M I T RN & Tk, HAHEAE T PIR 3 itk
FILGER D 1 BRI 7R -

(1) HBENL R R F EHW TN S u thH— A key (6, key 174k
fw)=F(K,, pu)) 1ENEREH;

(2). Wik value M B REW:; N TP A uWBANETYAE, HHE
fo () =F(K,, p(child(u,i))) , #7 riu BT s deg(u) <d > d A7 (i WIS
JIRERHLIANE : f,, ()« =—0,1}" s IEPEBEHLT S P {0, x[d] > [d], H4 £,,@),..., £, ,(u) ]
WP BEALA, e A3 value (E RGN £, o0 W), - foppay @) 5

(3 X TR T AT mu, BNERFIR B E ST, 0~ PR

X, = Enc(K ,,(ind,, leftleaf, ,num, ,len,, £,(u), f, puy s, fo o1 @)))

Horb, Enc() AMEREL ind, WRHERTARRE BN, 7E7R5H s PRAE R
by leftleaf, Jy715 i u (IR0 IR RN E,  num, by pe) 5T 88 B I IS

BRI 1 value (EEAK A Value, = (f, pyy (1), .., foppa ), X,) 3

(4) . MEE L D B 2n—N BN AR DB, G LY
K@), fu@),..., fr,y<E—{0,1" .  fF it M R E P key=f) , B
value = (f,,(u),..., f,, ), X, = Enc(K ,,0)) o

4, RYEBOMELR 3 B — Pk TR i n g as ik, HARFEE T DR 3 prids
SR C IR TR -
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XL EFRR s TIREAFR s, BN ES P {01} x[n] — [n] T2 K, {153
CIP (D =Enc(K,,s 1), I HTFRETRE, i =1,m, m WEETFRHE s hERAHG

P75 L R N P{0, 1Y X [n] — [n]

OE S T AW R, A RNl B R % K, R
LIP, (D= Enc(K ind,,,, || j) > AW TEERTTRR j=1d, ind,, A EI5 ) Aty

W LA R AES E TR H s A IR AR R A
S5 AREBCRIESR 4 38— Pk TR S 9 n SN 5k, FRFIEAE T Brid B IR 4 (1
HARTT 500 -

IR A1, FHUNELARS W TR EHK ,, ={K,,K,};
BB 42, WHEBRAM Tok=1,...,T, ; ¥ Ti'=1..,m, 58— AR £
(AL -

L) =F(K,, pll...i'])
fz(i’):F(Kzap[l---lJ])
T, =Enc(F(K, p[1...i']), F(K,, p[1...i']))

IR RS, EAEIRSS .

6 MRIEBCRIER 5 3 (1 — Pk TR G I W g as ik, JRHIEE T Frid D8R 6 19
HARTT 500 -

L] 6-1. WEFBEab, % a=1, b=1;

BB 62, Ai"=a,j =b, HH1<"<m1< " <dW, PATIFEEAE:

Y < Dec(f, . T,), #Y 5L DN key (HXTEL: Y = £, WSEHEEE)
BITDEK,, @)y, value B H]: f, o0 (). K, fy py (@), X, =Enc(K,, X)) » H@a=a+1,
BRI 32 HY = fi(u'), WAb=b+1, BEFIPIK 6-3;

HIR 6-3. WS REG R X = Enc(K ,, (ind, leftleaf ,num, len, f,, £, pups -+ > o pra) RIEL

B it o
7 RIEBRIER 6 3 (1 — Pk TR G I g as ik, JRAIEE T Frid D8R 7 19



WO 2020/172898 PCT/CN2019/076958
15

HAR 575 R

F P IsAT iR 8, AW =Dec(K,,X,), #W =L, WIFE#KRM, i L IFdab@
L, W =L, W I K (ind, lefileaf ,mum,len, f,, £, oy - foppa) » B0 f = F(K,, p[l...i"]) 2
RAL, WAL, R M S, A L R R G A U, B EE
a=i'+l,...m Hb=1...d W, Dec(f,, T,)= LR, &ML, WLRH p[l.. 0" &R
D PR BN R A VL RCATSR 7 ind , SEH—DNBEHUT S o (m] = [m] s ¥ ind,....ind +m—1

B, 1fxﬂl(i,)=P(K3,ind+i”—l), P RIE (x,,...x,) 4IRS o
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