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A METHOD OF FACILITATING HANDOFF

Field of the Invention

The present invention relates to a method of facilitating

handoff.

Background of the . Invention

A éommunicétion‘ system is | a facility. that enables
communication between two or more entities sﬁch as user
terminal equipment and/or network entities and other nodes
associated with a communication system.: The- communication
may = comprise, for example, communication of voice,

electronic mail (e-mail), text messages, data, ‘multimedia

and so on.

The communication may be provided by a fixed line and/or a

wireless communication interface. A feature of wireless

communication systems is thatAthey provide mobility for the

users therecf. An example of communication systems providing
wireless communication are public land wmobile networks
(PLMN) . An example of the fixed line system is a public

switched telephone network - (PSTN) .

A communication system typically operates in accordance with
a given ‘standard or specification which sets out what the
various elements of a system are permitted to do and how
that should be achieved. For example, the standard or
specification may define if the user, or more precisely user
equipment, is provided with a circuit switched server or a

packet switched server ~or both. Communication protocols



10

15

20

25

30

WO 2005/107212 PCT/IB2005/001505
2

and/or parameters which should be used for the connection
are also typically defined. For example, the manner in which
the communication should be implemented between the user
equipment and the elements of the communication networks is
typically based on a p?edefined communication protocol. In
othexr wordé, a specific set of “fules" on which the
communication can be based needs to be definéd to enable the

user equipment to communicate via the communication system.

So called  third generation communication systems are being
introduced. These so called third generation systems use
code divisgion multiple access téchniquesL One example of

such a third generation communication system is the cdma2000

system.

When a mobile node (MN) moves and changes ité point of
attachment to the Internet, there is a period of time when
it is not able to send packets because of the link switching
delay and IP configuration procedures. Referencé is made to
the document - “Fast Handovers for Mobile IP (Internet.
Protocol)vé — A Draft IETF (Internet Engineéring Task Force)
Specification (draft- ietf-mipshop-fast-mipv6-01l.txt)”. As
discussed in this document, fast handoffs for IPvée enable a
mobile node to minimise this‘ handoff latency by moving
operations such as router discovery,  IP address
configuration and signalling the correspondent nodes to
update its locétion, out of the critical period when the
mobile node is handing off. The proposed procedure discussed
in this document for the fast handoff protocol involvés
setting up temporary forwarding for the traffic meant for

the mobile node from the previous router to the new access

“router. To set up this forwarding, the mobile node needs to

know the IPv6 global address of the previous access -router
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so that it can send a fast binding update message to the

previous access router.

In cdma2000 networks, when the mobile node requests a simple
IPv6 service, it configures a topologicélly‘ correct IPvV6
address from the IPvé prefix advertised by the PDSN (Packet
Data Serving Node). If the mobile node moves and attaches to

a different PDSN there is a period of time when the mobile

node is not able to receive packets. The. IPv6 address 1is

configured during the IPv6CP:IPv6 Control Protocol. phase of
the, PPP (Point—tb—Point Protocolf set up between the mobile
node‘the PDSN: However, in the CDMA 2000 networks, the PDSN
only configures a link local address on the PPP 1link and

does not configure a global address from the prefix

advertised on the PPP link. The mobile node only knows the

link local address of the PDSN. A link‘iocal address 1s one
which is wvalid only on a link. In other words, a different
link can have a different link address. A unicast global
address has a global routing prefix which is a‘(typically
hierarchically-structured) value éssighéd to a site (a'

cluster of subnets/links), 'a subnet ID identifying a 1link

within the site and an interface ID. This is discussed in

IETF document RFC 3513’ (http://www.ietf.org/rfc/rfc3513.txi:) Thus

a link local address - is valid oniy' on ‘a link whereas a

global«unicast address is globally routable.

Even if the PDSN were to configure a global address from the
prefix advertised on the PPP link and inform the mobile node
of the global address, it would still- not be possible for
the mobile node to send a fast binding update to thg old
PDSN from the new PDSN, if the mobile node hands off to a
new PDSN. This is because the PPP link between the mobile

node and the old PDSN 1is terminated when the mobile node
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moves to a new link and the PDSN’'s global address is no

longer wvalid.

It is an aim of embodiments of the present invention to

address or at least mitigate the above described problem.

Summary of the Invention

According to a first aspect theéere is provided a method of
configuring a router for facilitating handoff comprising.the
steps of:

configuring a wvirtual interface in a current router
used by user equipment; and

agsigning a global‘éddress to said interface.

.According to a second aspect, there is provided a system
comprising a current router and user egquipment, said current
router"beihg configured to have a virtual interface and
having a global address assigned to said interface, said
global address assigned to said interface being used to
facilitate handoff of the user equipment from said current

router to a new router.

According rto a third aspect, there is provided a router
configufable to have a virtual interface and having a 'global
address assigned to said interface, said global address
assigned to said interface being used to facilitate handoff

of user equipment from said router to a new router.

According to a fourth aspect, there is provided wuser
equipment . arranged to communicate with a current router,
said router being configured to have a wvirtual interface and

having a global address assigned to sald interface, said



10

15

20

25

30

WO 2005/107212 PCT/IB2005/001505

global address assigned to said interface being used to
facilitaté handoff of the user equipment from said current
router to a new router, said user equipment being arranged
to receive information on said global address from said

current router.

Brief Description of Drawings

For a better understanding of thé present invention as to
how the same may be carried into effect, reference will now
be made by way of example onlyAto the'accompanying drawings
in which: '
) Figure 1 shows a network.in which embodiments of the
present invention can be implemented;
Figure 2 shows the signalling flow in an embodiment of
the présent invention; |
.Figurg 3 shows a message for‘prqviding a PDSN global
.address;
‘Figure 4 shows a method of predictive handoff used in

embodiments of the invention; and

Figure 5 shows a method of reactive handoff used in

embodiments of the invention.

Detailed Description of Preferred Embodiments of the Present

Inverition

Reference is made first to Figure 1 which shows a network in
which embodiments  of the ' present invention «can be
incorporated. This network is, by way of example a cdma2000
packet data network. It should be appreciated that
embodiments of the present invention may be applied to any

other network conforming to any other suitable standard.
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Other standards ©could for example include other third

generation standards but are not limited thereto.

User equipment (mobile mnode) is provided which may be a
mobile station. The user equipment can take any suitable

format. For example, the user equipment may be a portable

computer, mobile telephone, personal data assistant,

organiser or the like.

In this embodiment, the user equipment is a mobile station 2
arranged to communicate with a radio network RN4 via a
wireless connection‘S; The radio network may comprise, for
example, base stations and base statiqn control functions.

The radio network 4 is connected to a packet data serving
node (PDEN) 6. The PDSN 6 provides the network access
gateway functionality and acts effectively as a router. The
PDSN is .arranged to. communicate with an IP network 8 which
may for example be ﬁhé Internet or the like. The PDSN
permits communication from the mobile station and to the

mobile station to be routed via the IP network 8.

Thé PDSN 6 is also connected ‘to an authentication,
authorisation and accbunting server 10. In the example shown
in Figure 1, the Umbile‘étation is not in its home hetwork.
Accordingly, the AAA entity 10 to which the PDSN 6 is
connecﬁed will be that of the visited network. This eﬁtity
will be referred to as the AAAV 10. The AAAV 10 is also able

to communicate with the IP network 8.

The IP network 8 is connected to the authentication
authorisation and accounting server 12 in the user’s home IP

network. This is the AAAH 12.
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A second radio access network 14 is - shown. This radio éccess
network 14 1s in the user’s home network 16. The radio
access network 14 is connected to a second PDSN 18. The
second PDSN 18 is. connected to the'IP network 8 and the AAAH
12.

Embodiments of the present ihvention will now be described
where the mobile station moves from the first PDSN 6 to the
second PDSN 18. Embodiments of the present invention are
described in the context where - the mobile station is

connected to a PDSN in a visited network and moves to a PDSN

in the home network. This is by way of example only. The

PDSNs may both be in the visited network, bdth be in the

home network or any other two networks.

Reference is now made to Figure 2 which shows the signalling
used in embodiments of the pfesent invention. Shown . in
Figure 2 is the mobile station 2, the radio access network 4

to which the mobile station 1s currently connected and the

PDSN 6 to which the mobile station is also currently

connected. The AAAV 10 is also shown.

In step S1, a network access request procedure is carried
out between the mobile station and the radio access network

4 to which the mobile station is currently attached.

In step S2 a link control protocol phase LCP of the PPP is
carried out between the mobile station‘and the PDSN. LCP is
one of the phases in PPP setup. LCP is described in IETF
specification RFC 1331
http://www.ietf.org/rfc/rfcl331.txt?number=1331. The LCP is

used to automatically égree upon the encapsulation -format
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options, handle wvarying 1limits on sizes - of packets,
authenticate the identity of its peer on the link, determine
when a link is functioning properly and when. it 1s not,
detect a looped-back link and other common configuration
errors, and terminate the link. The Link Control Proﬁocol
(LCP) is wused to establish the connection through an
exchange of Configure packets. This exchange is completed,
and the LCP Opened state entered, once a Configure-Ack

packet has been both sent and received.

In step S3, the AAAV 10 authenticates mobile station.
In  step S4 the PDSN configures a virtual interface which is
internal to the PDSN. Bétween the MS and the PDSN, a real
PPP link is set up. The PDSN configures a globél unicast
address on the virtual interface and advertises this’adaress
for Fast Handoffs to the Mobile Station on a PPP link.

An IPv6 global address is assigned to the virtual interface.

This is to provide support for fast handoff.

In step S5, the PDSN informs the .mobile station of this
giobal IPv6 address by including a new obtion'in the router
advertisement it sends in step S5 after the‘PPP set up.

The message format for the new message is shown in Figure 3.
The message format comprises a first field 40 which is an 8
bi
field 42 is an 8 bit field indicating the length of the

field indicating the type of the ICMPvé6 option. The next

T

option in units of 8 octets excluding the type and length of

fields. It is set to 2 in one embodiment of the invention.
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The third field 44 is the PDSN global address field. This is
a 16 byte field which contains the IPvé address of the PDSN
for the purpose of fast handoffs.

This message is valid only in a router advertisement. The
PDSN includes this option in the router advertisement only
if the mobile nodes subscriber profile says that the mobile
station dis capable of IPvé fest handoffs and eligible for
the fast handoff service. The mobile station profile 1is
downloaded to the PDSN when the mobile station authenticates

itself to the PDSN to obtain network access. This may - take

place in for example step S3

Reference will now be made to Figures 4 and 5 which show two
examples of handoffs which can occur after step S5 or Figure

2 when the MS moves to another PDSN.

Reference is made to Figufes 4 and 5 which show handoff. The
steps in figure 2 happen when the mobile station attaches to
a PDSN. The steps in Figure 4 or 5 happen when the mobile

station hands off from one PDSN to another.

Reference is made to Figure 4 which shows an example of

predictive handoff.

In step T1, the mobile station sends a message to the old

PDSN to resoclve one or more access point identifiers to

subnet specific information.

In step T2, the PDSN sends a Proxy Router advertisement. It
contains information about the new link, like for eg. the

IPv6 prefix information. The MS can configure a new CoA
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before moving to the new link based on the information

obtained through the proxy router advertisement.

In step T3 the mobile station send a fast binding update FBU
message instruction to the global address of the wvirtual
interface of the o0ld PDSN to redirect its traffic towards
the new PDSN. The global address of the PDSN that was
obtained by the mobile station in step S5 of Figure 2 is

used as destination address of the FBU message.

© In step T4, the old PDSN sends a handoff initiate message to

the new PDSN.

In step T5, the handoff message is acknowledged by the new

PDSN.

In step T6, a fast binding acknowledgement is sent by\the
old PDSN towards the mobile station and- the new PDSN.

The mobile station disconnects from the old PDSN.
In step T7, the old PDSN forwards packets to the new PDSN.
The mobile station connects to the new PDSN.

In step T8, a fast neighbour advertisement is sent from the

mcbile station to announce itself to the new PDSN.

In step T9, the new PDSN starts delivering packets to the

mobile station.

Sometimes the FBU message sent in the predictive case can

get lost. In this case the MS might have to send a FBU after
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attaching to the new PDSN. The destination address on the
FBU message would be old PDSN’s global unicast address.

Reference is now made to Figure 5 which shows an example of

reactive handoff.
Steps R1 and R2 are the same steps Tl and T2 of Figure 4.

The mobile station disconnects from the o0ld PDSN and

connects to the new PDSN.

In step R3 a fast neighbour advertisement is sent from the
mobile station to announce itself to the new PDSN including
a fast binding update. The destination address on the FBU

message is set the old PDSN's global unicast address.

In step R4, the new PDSN sends the FBU message in the FNA

to the old PDSN.

In'step R5, a fast binding acknowledgement is sent from the

old PDSN to the new PDSN.

In step R6, packets are forwarded from the old PDSN to the

new PDSN.

In step R7, the new EDSN delivers packages to the mobile

The PDSN uses the same IPv6 address to support fast handover
for all mobile stations that attach to it. The mobile
stations send fast binding updates FBU to this address

configured on the PDSN.



10

15

20

25

30

iﬁﬁerface‘ is féérmanent "and does not depend on

WO 2005/107212 PCT/IB2005/001505
12

It should be appreciated that other mechanisms for handoff

can be used in embodiments of the present invention.

The mobile station is arranged to process the ICMPv6e option

described in Figure 3 and use the PDSN address for sending

the fast binding update. It is arranged so that it d,oes,not~

attempt to send a FBU to the other address if the PDSN

includes this ICMPvé option in the router advertisement.

In embodiments of the present. invention, it is possible to
implement fast handoffs for IPvé over cdma2000 netWorks for
inter PDSN handovers. Knowing the global address of the PDSN

is important to make this happen.

Even if the PPP link between the mobile station and the PDSN
is terminated, the mobile station can send fast binding
updates to the PDSN global address. The virtual interface is

necessary so that this can be suppbrted. The virtual

attaching to the PDSN.

Every communication device needs an interface over which it
can commuﬁicate with another node. A physical intérface is
something 1like an Ethernet interface, WLAN interface,
éellular radio link, etc. The software inside the
communication device however sees soﬁething called a logical
interface. A logical interface is associated with a physical
interface. A virtual interface is also a logical interface,

but 1s not associated with a physical interface. For

example, the PPP link between the Mobile Station and PDSN in

cdma2000 networks is a logical interface set up over the

radio interface between the PDSN and the Mobile station. A
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virtual interface on the other hand is not associated with a

physical interface on the PDSN. It is internal to the PDSN.
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CLAIMS

1. A method of configuring a router for facilitating handoff
comprising the steps of:

~configuring a wvirtual interface in a current router
used by user equipment; and

assigning a global address to said interface.

2. A method as claimed in claim 1 comprising the step of
advertising said global address for handoff of said user

equipment from said current router.

- 3. A method as claimed in claim 1, comprising providing a

PPP 1link between said wuser eguipment and said current

router.

4. A method‘as claimed in claimed in claim 1, comprising
the step of sending from the user equipment to a new router

the global address.

5. A method as claimed in claim 1, comprising terminating
a link between the user equipmeﬁt and the router and after
terminating said link, sending a message from a new router

to the router using said global address.

6. A method as claimed in claim 5, wherein said message

instructe gaid router to zredirect traffic to said new

router.

7. A method as claimed in claim 5, wherein said message is

a Fast binding update message.
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8. A method as claimed in claim 1, comprising the step of
sending a message from the user equipment to said router
using the global address instructing the zrouter to route

packets to a new router.

9. A method as claimed in claim 8, wherein said message is

a Fast binding update message

" 10. A method as claimed in claim 1, wherein said global

address comprises an IPv6 address.

11. A method as claimed in claim 1 comprising the step of
sending said global address from said current router to said

user equipment.

12. A method as claimed in claim 11, wherein said sending
step comprises sending said gldbal address 1in a router

advertisement.

13. A method ag claimed in claim 1, comprising the step of =

terminating the connection with said current router and

connecting to a second router.

14. A method as claimed in claim 1 wherein said router

comprises a packet data support node.

15. A method asg claimed in claim l,'comprising the step of
determining if a subscriber profile of the user equipment is
eligible for a predetermined handoff service and only if 'so

is said global address sent to said user equipment.

16. A method as claimed in claim 15, wherein =aid

predetermined handoff service is a fast handoff service.
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17. A system comprising a current router and user
equipment, said current router being configured to have a
virtual interface and having a global address assigned to
said interface, said global address assigned to said
interface being used to facilitate» handoff éf‘ the user

equipment from said current router to a new router.

18. A router configuréble to have a virtual interface and
having a global address assigned to said interface, said
global address assigned) to said interface being uéed, to
facilitate handoff of user equipment from said.router to a

new router.

19. User equipment arranged‘to communicate with a cu:ient
router, said router being configured tQ have a wvirtual
interface ‘and having a global’ address assigned to said
interfaée,' said global address assignedf to said interface

being used to facilitate handoff of the user equipment from

said current router to a new router, §aid "User equipment
being arranged to receive information on said global address

from said current router.
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