WO 2004/047414 A1 ||| 080 00 00 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Bureau

N
TR
271

g0t |0 0T 00 00 00O A

(43) International Publication Date (10) International Publication Number
3 June 2004 (03.06.2004) PCT WO 2004/047414 A1
(51) International Patent Classification’: HO04M 1/66 (74) Agents: FURUKAWA, Shigehara et al.; 600 North US

Highway 45, AN475, Libertyville, IL 60048 (US).
(21) International Application Number:
PCT/US2003/035490  (81) Designated States (national): AE, AG, AL, AM, AT, AU,
AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,
CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI, GB, GD, GE,
GH, GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP, KR,

(22) International Filing Date:
5 November 2003 (05.11.2003)

(25) Filing Language: English KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD, MG, MK,
MN, MW, MX, MZ, NI, NO, NZ, OM, PG, PH, PL, PT,
(26) Publication Language: English RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM, TN, TR,

(30) Priority Dat TT, TZ, UA, UG, UZ, VC, VN, YU, ZA, 7ZM, ZW.
riority Data:

10/295,176 15 November 2002 (15.11.2002) - US g4 Designated States (regional): ARIPO patent (GH, GM,

(71) Applicant: MOTOROLA INC., A CORPORATION KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),

OF THE STATE OF DELAWARE [US/US]; 1303 East Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),

Algonquin Road, Schaumburg, IL 60196 (US). European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,

(72) Inventor: AERRABOTU, Naveen; 7943 Dada Drive, SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM,
Gurnee, IL 60031 (US). GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: SERVICE LOCK RELEASE FOR A WIRELESS COMMUNICATION DEVICE

(57) Abstract: Apparatus and method for controlling access to configuration of a

202 wireless communication device (100) are provided. Once the access control is enabled,
200 the wireless communication device keeps track the elapsed time (212, 310) using an
204~ STORE internal timing circuitry (116), and compares it against a predetermined duration (214,
SERVICE MODE 312). When the elapsed time exceeds the predetermined duration, the access to con-
l figuration is changed (216, 314).
RESTRICT OPERATION
206 BASED ON
SERVICE MODE
I
208 Lgix iRATION
|
so-{ Y S

TRACK
212 —| ELAPSED TIME FROM
START TIME STAMP

214 > 71 ApSED
TIVE < SERVICE
LOCK DURATION

| Reueast
216 7 SERvICE LoCK

NOTIFY THAT
218  SERVICE LOCK
HAS BEEN RELEASED

220 END



WO 2004/047414 A1 [0 0000 00000 0000

Published: For two-letter codes and other abbreviations, refer to the "Guid-
—  with international search report ance Notes on Codes and Abbreviations” appearing at the begin-
—  before the expiration of the time limit for amending the ning of each regular issue of the PCT Gagzette.

claims and to be republished in the event of receipt of

amendments



WO 2004/047414 PCT/US2003/035490

10

15

20

25

30

SERVICE LOCK RELEASE
FOR A WIRELESS COMMUNICATION DEVICE

Technical Field

The present invention relates generally to communication devices, more
particularly to wireless communication devices having the capability of releasing a

service lock.

Background Art

In a wireless communication system such as a cellular telephone network, a
subscriber generally has a subscription contract with a service provider for a certain
subscription period to use his or her wireless communication device within the
system. The subscription contract typically imposes a penalty to the subscriber if he
or she terminates the contract before the subscription period expires. After the
expiration of the subscription period, the subscriber is no longer bound to the service
provider by the subscription contract, and may seek a different subscription contract
with a different service provider. On the other hand, the subscriber may continue
using his or her wireless communication device with the current service provider's
system under the terms described in the original subscription contract or a new
subscriber contract.

Many wireless communication devices have a service lock that secures its
configuration information. If the subscriber is aware of the expiration of the
subscription period and desires to have a different subscription contract with another
service provider using the same wireless communication device, then the wireless
communication device must be "unlocked" or released from a current configuration
set by the current service provider in order to accept a new configuration to be set by
a new service provider. The current configuration may be "unlocked" or released by

obtaining an access code from the current service provider and entering it into the
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wireless communication device. The wireless communication device is ready to
accept a new configuration if entry of the access code is successful.

Unfortunately, the subscriber may not be notified of the expiration of the
subscription period, and may not even be aware that the subscription period has
expired. Accordingly, there is a need for a device having an improved and convenient

method for releasing its service lock.

Brief Description of Drawings

FIG. 1 is an exemplary block diagram of a preferred embodiment of the
present invention.

FIG. 2 is an exemplary flowchart of one of the aspects of the present
invention.

FIG. 3 is an exemplary flowchart of another aspect of the present invention.

Disclosure of the Invention

When a subscriber receives a wireless communication device such as a
cellular telephone, the wireless communication device is configured specifically to
match the configuration defined by a service provider with whom the subscriber has a
service contract, but is also configured to work in any compatible communication
networks. The present invention provides an apparatus and method for providing the
wireless communication device to be able accept a configuration specified by a
different service provider upon the expiration of the current service contract allowing
the subscriber to switch the service provider. The present invention may also be
employed to provide temporary use of a wireless communication device to a third
party. For example, the subscriber may allow temporary use of his or her wireless
communication device to a friend for a specific number of days.

Referring to FIG. 1, there is shown an exemplary wireless communication

device 100 having service lock functionality in accordance with the present
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invention. The device may be, but is not limited to, a radiotelephone (such as a
cellular phone or two-way radio), a paging device, a personal digital assistant
("PDA"), a handheld computer, an audio/video device (such as a television or an
MP3 player), a network browsing device, a tablet for pen, a touchpad for finger and
pen, a touch keypad for finger, a virtual pen, and any type of computing device.

FIG. 1 is a representation of internal components of the exemplary wireless
communication device 100. The preferred embodiment includes an antenna 102; a
transceiver 104; a processor 106; a display 108; a user interface 1 10; an audio input &
output 112; a memory circuit 114; and a timing circuit 116. Upon reception of
wireless signals, the internal components 100 detect the signals through the antenna
102 to producing detected voice and/or data signals. The transceiver 104, coupled to
the antenna 102, converts the detected signals into electrical baseband signals and
demodulates the electrical baseband signals to recover incoming information, such as
voice and/or data, transmitted by the wireless signals. After receiving the incoming
information from the transceiver 104, the processor 106 formats the incoming
information for output to the display 108 and/or audio input & output 112. Likewise,
for transmission of wireless signals, the processor 106 formats outgoing information
and conveys it to the transceiver 104 for modulation of a carrier and conversion into
modulated signals. The transceiver 104 conveys the modulated signals to the antenna
102 for transmission to a remote transceiver (not shown).

The input and output devices may include a variety of visual, audio and/or
motion devices. The output devices may include, but are not limited to, the display
108 (such as liquid crystal displays and light emitting diode indicators) and the audio
outputs (such as speakers, alarms and buzzers) of the audio input & output 112. The
input devices may include, but are not limited to, the user input 110 (such as
keyboards, keypads, selection buttons, touch pads, touch screens, capacitive sensors,
motions sensors, and switches) and audio inputs (such as microphones) of the audio
input & output 112,

The internal components of the wireless communication device 100 further
include the memory circuit 114 for storing and retrieving data and the timing circuit
116. The processor 106 may perform various operations to store, manipulate and

retrieve information in the memory circuit 114. The configuration information
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specified by the service provider is stored in the memory along with duration
information specifying how long the configuration is to be in effect. The timing
circuit 116 may include clock circuitry that provides the current time and/or a timer
that provides elapsed time from a particular starting time such as the beginning of the
duration of the configuration. It is to be understood that, for the invention described
herein, the word "time" is used broadly to includes calendar dates as well as times of
day. Unless the processor determines that the elapsed time has exceeded the duration,
the processor prevents modification to the configuration information to be made.
However, the processor may allow modification before the end of the duration of the
configuration upon receiving a proper password.

The internal components of the wireless communication device 100 may
further include a component interface 118 and a power supply 120. Accessories and
additional components may be coupled to the component interface 118 to provide
additional functionality and capabilities to the device 100. The power supply 120,
such as a battery, is controlled by the processor 106 and provides power to the internal
components so that they may function correctly.

FIG. 2 is an exemplary flowchart of one of the aspects of the present
invention. Before a subscriber receives and is able to use a wireless communication
device 100, preferable a cellular portable telephone, the wireless communication
device needs to be programmed with a service mode, which configures the wireless
communication device to match a specific configuration provide by a service provider
with whom the subscriber has a subscription contract for a certain period of time, for
example, for two years. In block 204, the wireless communication device stores in its
memory 114 the service mode. Once the service mode is stored, the wireless
communication device is prevented from accepting another service mode or
modifying the current service mode by a service lock. By storing the service mode,
the wireless communication device becomes identified with the service provider, and
its operation becomes restricted to the configuration provided by the service mode in
block 206. In block 208, a service lock duration, which is the duration of the
subscription contract, is also stored. The wireless communication device then stores
a start time stamp to mark the start of the subscription contract, i.e., the service lock

duration, in block 210. The marking of the start time stamp may be accomplished by
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recording the time provided by an internal clock 116 of the wireless communication
device when the wireless communication device is powered on for the first time in the
service mode. The internal clock of the wireless communication device may be
synchronized, upon powering on and/or off, to the time kept by a wireless
communication network where the wireless communication device is being used.

In block 212, the wireless communication device begins to track the elapsed
time from the time marked by the start time stamp. The tracking of the elapsed time
may be accomplished by tracking the time kept by the internal clock of the wireless
communication device. In block 214, the wireless communication device compares
the elapsed time from the time marked by the start time stamp to the service lock
duration. If the elapsed time is less than the service lock duration, the wireless
communication device keeps tracking the elapsed time and, the process repeats from
block 212. If the elapsed time is greater than or equal to the service lock duration,
then the wireless communication device releases the service lock in block 216.

Although by releasing the service lock, the wireless communication device is
now able to accept a new service mode or a modification to the current service mode,
a new service mode or a modification to the existing service mode need not be entered
for the wireless communication device to continue functioning as before. When the
wireless communication device releases the service lock, it may notify the subscriber,
for example, by displaying a message indicating that the service lock has been
removed in block 216, and the process terminates in block 218.

FIG. 3 is an exemplary flowchart of another aspect of the present invention.

In block 304, the wireless communication device stores in its memory a temporary
service mode, which allows normal operation of the wireless communication device
for a predetermined period of time, i.e., temporary service duration. The temporary
service mode may be activated by a predetermined method such as, but not limited to,
entering an activation password or selecting a menu item. Once the temporary service
mode is activated, it may be deactivated anytime by entering a deactivation password.
In block 306, the wireless communication device also stores the temporary service
duration in the memory. The wireless communication device then stores a start time
stamp to mark the start of the temporary service duration, in block 308. The marking

of the start time stamp may be accomplished by recording the time provided by an
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internal clock of the wireless communication device when the wireless
communication device is powered on for the first time in the temporary service mode.
The internal clock of the wireless communication device may be synchronized, upon
powering on and/or off, to the time kept by a wireless communication network where
the wireless communication device is being used.

In block 308, the wireless communication device then begins to track the
elapsed time from the time marked by the start time stamp. The tracking of the
elapsed time may be accomplished by tracking the time kept by the internal clock of
the wireless communication device. In block 312, the wireless communication device
compares the elapsed time from the time marked by the start time stamp to the
temporary service duration. If the elapsed time is less than the temporary service
duration, the wireless communication device keeps tracking the elapsed time and, the
process repeats from block 310. If the elapsed time is greater than or equal to the
temporary service duration, then the wireless communication device activates a
service lockout mode in block 314. The service lockout mode disables the normal
operation of the wireless communication device and restricts the operation of the
wireless communication device to only initiating a call to an emergency number in
block 316. When the wireless communication device activate the service lockout
mode, it notifies the subscriber, for example, by displaying a message indicating that
the service lockout mode has been activated in block 318, and the process terminates
in block 320. To avoid a sudden termination of a call, a notice of the service lockout
mode activation may be given prior to the activation, for example, one day or one
hour before the activation. Once the service lockout mode is activated, it may be
deactivated by entering another password, which may be the same as the deactivation
password for deactivating the temporary service mode.

While the preferred embodiments of the invention have been illustrated and
described, it is to be understood that the invention is not so limited. Numerous
modifications, changes, variations, substitutions and equivalents will occur to those
skilled in the art without departing from the spirit and scope of the present invention

as defined by the appended claims.
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A method in a communication device for releasing a service lock, the
method comprising:

storing configuration information of the communication device;

preventing modification of the configuration information for a defined
time period;

operating the device based on the configuration information; and

permitting modification of the configuration information after the

defined time period.

The method of claim 1, further comprising:
receiving external input to define the defined time period,
wherein the external input is at least one of a start time, an end time,

and a time duration.

The method of claim 1, wherein preventing modification of the
configuration for a defined time period includes allowing modification of the

configuration during the defined time period if a defined code is received.

The method of claim 1, further comprising:
identifying that the defined time period has passed.
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A communication device comprising:

a memory circuit configured to store configuration information; and

a processor configured to prevent modification of the configuration
information for a defined time period and permitting modification of the

configuration information after the defined time period.

The communication device of claim 5, wherein the processor permits
access to the configuration information during and after the defined time

period.

The communication device of claim 6, further comprising:
a password circuit configured to allow modification of the

configuration information during the defined time period.

The communication device of claim 5, further comprising:

a timing circuit configured to provide timing information to the
Pprocessor,

wherein the processor determines whether the defined time period as

past based on the information received from the timing circuit.

The communication device of claim 5, further comprising:

a user interface configured to receive external input to define the
defined time period,

wherein the external input is at least one of a start time, an end time,

and a time duration.
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12.

13.

A program for managing a service lock of a communication device
comprising:

computer readable program code that stores configuration information
of the device;

computer readable program code that prevents modification of the
configuration information for a defined time period;

computer readable program code that operates the device based on the
configuration information; and

computer readable program code that permits modification of the

configuration information after the defined time period.

The program of claim 10, further comprising:
computer readable program code that receives external input to define
the defined time period, wherein the external input is at least one of a start

time, an end time, and a time duration.

The program of claim 10, wherein the computer readable program
code that prevents modification of the configuration for a defined time period
includes computer readable program code that allows modification of the

configuration during the defined time period if a defined code is received.

The program of claim 10, further comprising:
computer readable program code that identifies that the defined time

period has passed.
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16.

17.

A method in a wireless portable communication device having a
service lock that prevents modifications to a service mode, the method
comprising:

storing the service mode in memory of the wireless portable
communication device;

restricting operation of the wireless portable communication device
based upon the service mode;

storing service lock duration of the service mode in the memory;

storing a start time stamp indicating a start of the service lock duration
in the memory;

tracking an elapsed time period from the start time stamp;

determining whether the elapse time period has exceeded the service
lock duration; and

releasing the service lock upon determining the elapsed time period has

exceeded the service lock duration.

The method of claim 14, further comprising:
allowing modifications to the service mode after releasing the service

lock.

The method of claim 15, wherein storing a start time stamp indicating
a start of the service lock duration by storing the start time stamp upon
powering of the wireless portable communication device on for the first time
in the service mode recording the time provided by an internal clock of the

wireless portable communication device.
The method of claim 16, wherein tracking an elapsed time period from

the start time stamp by tracking the time kept by the internal clock of the

wireless portable communication device.
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19.

20.

21.

22.

23.

24.

The method of claim 17, further comprising:
notifying the service lock release upon determining the elapsed time

period has exceeded the service lock duration.

The method of claim 15, wherein storing a start time stamp indicating
a start of the service lock duration by storing the start time stamp upon
powering of the wireless portable communication device on for the first time
in the service mode recording the time provided by a wireless communication

network upon synchronizing to the wireless communication network.

The method of claim 19, wherein tracking an elapsed time period from
the start time stamp by tracking the time kept by an internal clock of the

wireless portable communication device.

The method of claim 20, further comprising:
synchronizing the internal clock to the wireless communication

network upon powering the wireless portable communication device on.

The method of claim 21, further comprising:
notifying the service lock release upon determining the elapsed time

period has exceeded the service lock duration.

The method of claim 20, further comprising:
synchronizing the internal clock to the wireless communication

network upon powering the wireless portable communication device off.
The method of claim 23, further comprising:

notifying the service lock release upon determining the elapsed time

period has exceeded the service lock period.
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25.

26.

27.

28.

A method in a wireless portable communication device having a
temporary service mode that allows normal operation of the wireless portable
communication device during temporary service duration, the method
comprising:

storing the temporary service duration in memory of the wireless
portable communication device;

storing a start time stamp indicating a start of the temporary service
duration in the memory;

tracking an elapsed time period from the start time stamp;

determining whether the elapse time period has exceeded the
temporary service duration;

activating a service lockout mode upon determining the elapsed time
period has exceeded the temporary service duration; and

restricting the operation of the wireless portable communication device

to initiating a call to an emergency number.

The method of claim 25, wherein:

the temporary service mode is deactivatable by entering a first access
code; and

the service lockout mode is deactivatable by entering a second access

code.

The method of claim 25, wherein storing a start time stamp indicating
a start of the temporary service duration by storing the start time stamp upon
powering of the wireless portable communication device on for the first time
in the temporary service mode recording the time provided by an internal

clock of the wireless portable communication device.
The method of claim 27, wherein tracking an elapsed time period from

the start time stamp by tracking the time kept by the internal clock of the

wireless portable communication device.
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30.

31.

32.

33.

The method of claim 25, wherein storing a start time stamp indicating
a start of the temporary service duration by storing the start time stamp upon
powering of the wireless portable communication device on for the first time
in the temporary service mode recording the time provided by a wireless
communication network upon synchronizing to the wireless communication

network.

The method of claim 29, wherein tracking an elapsed time period from
the start time stamp by tracking the time kept by an internal clock of the
wireless portable communication device, the internal clock synchronized to
the wireless communication network upon powering the wireless portable

communication device on.

The method of claim 30, further comprising:
notifying the service lock mode activation upon determining the

elapsed time period has exceeded the temporary service duration.

The method of claim 29, wherein tracking an elapsed time period from
the start time stamp by tracking the time kept by the internal clock of the
wireless portable communication device, an internal clock synchronized to the
wireless communication network upon powering the wireless portable

communication device off.
The method of claim 32, wherein notifying the service lock mode

activation upon determining the elapsed time period has exceeded the

temporary service duration.
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