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(57) ABSTRACT

A computer implemented method for determining the iden-
tity of an Over-the Top (OTT) application or service being
accessed over the Internet from a HTTP, HTTPS or QUIC
connection request received in a network monitoring device.
Determine if one or more entries are present in the received
connection request have an IP address that matches a known
server IP address. A determination is then made as to
whether if the received connection request is one of a HTTP,
HTTPS or QUIC connection request, and if this cannot be
determined than determine if a subject field in the received
connection request is available. And determine if a candidate
domain name is available from IP cache created from one or
more of the above steps if a subject field is not available in
the received connection request. Identify and categorize
OTT applications associated with the received connection
request if it is determined: the connection is either a HTTP,
HTTPS or QUIC connection type; a subject field is avail-
able; or a candidate domain name is available utilizing a
lookup table that is periodically updated with new OTT
applications.
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1
SYSTEM AND METHOD FOR IDENTIFYING
OTT APPLICATIONS AND SERVICES

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS REFERENCE TO RELATED
APPLICATIONS

[This application claims priority to U.S. Patent Applica-
tion Ser. No. 62/863,692 filed Jun. 19, 2019 which is
incorporated herein by reference in its entirety.] 7his appli-
cation is a reissue of U.S. Pat. No. 10,992,777 which claims
priority to U.S. Provisional Application No. 62/863,692,
which patent and applications are incorporated herein by
reference in their entirety.

FIELD OF THE INVENTION

The disclosed embodiments generally relates to monitor-
ing data packets transmitted over a network, and more
specifically to automatically identifying and categorizing
applications and services.

BACKGROUND OF THE INVENTION

Over-the-top (OTT) services are generally characterized
by the fact that the service or application is not provided by
the carriers providing the Internet connection between the
client and the server. Video streaming services, such as
Netflix and YouTube, social media services, such as Face-
book and Instagram, and on-line gaming applications are all
examples of currently used OTT services. Internet Service
Providers (ISPs) and other carriers who provide Internet
transport services are often interested in understanding how
their links are being used (e.g., for facilitating identification
of new or emerging usage patterns that may require
increased transport capacity).

Software-as-a-Service (SaaS) applications are a category
of OTT services. Many enterprise businesses have an infor-
mation technology (IT) organization responsible for the
provision of services and applications. IT organizations are
increasingly outsourcing the provision of standard business
processes to third-parties who provide applications as OTT
services. For instance, one of the most commonly used SaaS
services is Microsoft’s Office 365 (0365), which provides
applications such as e-mail and shared file systems. The
0365 applications are hosted on resources owned and man-
aged by Microsoft, not the enterprise IT organization, and
are accessed by users in the enterprise over the Internet.

Subscriptions to SaaS applications typically represent a
significant cost for enterprises, and enterprises therefore
typically desire to know if the SaaS services they pay for are
being used, how much they are being used, and if they are
being used by the intended users. This information ensures
that: (a) the expected return on investment (ROI) of using
SaaS services is being realized; (b) unauthorized use of
services can be detected; (c) the future usage of Internet
connections can be predicted as the use of SaaS services
changes over time.

It is common for OTT and SaaS services to be provided
over the hyper-text transport protocol (HTTP). The service

10

15

20

25

30

35

40

45

50

55

60

65

2

may be accessed using an Internet browser or a dedicated
application (a browser application will be used in this
description for ease of description purposes). HI'TP requests
include a string identifying the resource being requested
from the remote server called the “universal resource iden-
tifier” or URI. The header in HTTP requests also includes a
“Host” field that identifies the domain name of the OTT or
SaaS application being accessed. For an enterprise, analysis
that includes the Host, URI and other HTTP request header
fields can be used to determine which SaaS applications are
being used, who is using them, the quantity of data being
exchanged in each direction, and the number of individual
transactions. This analysis can be performed by inspecting
the contents of the Internet protocol (IP) packets carrying the
HTTP request at the locations where the enterprise is con-
nected to an Internet service provider. This is typically more
efficient than trying to collect the information from indi-
vidual users” computers or mobile devices; moreover, unau-
thorized users on the network may not have the necessary
software installed to determine their Internet usage. An ISP
or carrier interested in categorizing traffic is unlikely to have
access to the user’s computer or mobile device at all,
typically making network analysis the only viable option.

It is to be appreciated that OTT and SaaS traffic flows over
the public Internet, and hence the transport layer security
(TLS) protocol is increasingly being used to encrypt HTTP
connections between the Internet browser in the enterprise
and the remote data centers hosting OTT and SaaS appli-
cations. HTTP traffic encrypted using TLS is called HTTPS.
For enterprises to maintain visibility of how their SaaS
service subscriptions are being utilized and for ISPs and
carriers to understand their future capacity demands, a
method of identitying which HTTP applications are being
accessed 1s needed that works for both unencrypted HTTP
and encrypted HTTPS traffic.

It is to be appreciated that similar requirement exists
where an enterprise desires to use network analysis to
understand the usage of an HTTP or HTTPS application that
the enterprise hosts itself, for example in a physical data
center, a co-location facility or a public cloud instance.
Likewise, enterprises may desire to use network analysis to
understand Quick UDP Internet Connections (QUIC), which
currently is an emerging encrypted transport layer network
protocol developed by Google configured to optimize con-
nection-oriented web applications currently using TCP.

SUMMARY OF THE INVENTION

The purpose and advantages of the below described
illustrated embodiments will be set forth in and apparent
from the description that follows. Additional advantages of
the illustrated embodiments will be realized and attained by
the devices, systems and methods particularly pointed out in
the written description and claims hereof, as well as from the
appended drawings.

To achieve these and other advantages and in accordance
with the purpose of the illustrated embodiments, in one
aspect, a combination of packet analysis techniques are
employed to determine the identity of an application or
service being accessed over the Internet. Particular analysis
methods used for a given connection depend on the proto-
cols in use. As described below, first and second methods are
preferably consecutively employed to minimize the overall
processing required.

The first method of identifying the service or application
is to determine if the destination IP address of the connection
can be directly mapped to a domain name. This check can be
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performed on the SYN packet of the TCP handshake. First,
the destination IP address is compared with entries in a
cache of IP address/domain name mapping pairs. Thus, the
1P address of the destination server in the TCP SYN packet
can be compared with the contents of the cache, and, if there
is a domain name entry with a matching IP address, it is
stored as a candidate domain name.

If there is no match in the IP cache, then in a second step,
the destination IP address is compared with a list of IP
address ranges registered in the public IP address space. It is
to be appreciated that Public IP address ranges are managed
and allocated by five International Regional Internet Regis-
tries (RIRs). For instance, IP addresses in North America are
managed by the American Registry for Internet Numbers
(ARM). Each RIR typically publishes a database listing
which organizations own different IP address ranges on the
public Internet. This list can be preferably uploaded to the
network monitoring tool and subsequently updated as appro-
priate. This enables connections to be mapped to the parent
domain of the registered owner of the IP address space
matching the TCP SYN packet.

It is to be appreciated that two methods are preferably
employed to update the IP cache. The first method is to
inspect domain name system (DNS) queries between brows-
ers and their designated DNS servers. The Host field in
HTTP and HTTPS requests can be an IP address, but is
likely to be a domain name. In this scenario, the browser
preferably performs a DNS name-resolution query to obtain
an [P address for the target HTTP/HTTPS server. The DNS
server preferably provides a response to the browser con-
taining the domain name being queried and one or more IP
addresses associated with the domain name. According to an
illustrated embodiment, DNS name-resolution responses
visible to the monitoring function are inspected and are used
to add IP address/domain name mapping pairs to the IP
cache. The second method is to use TLS handshake SNI
entries to update the IP cache, as discussed below.

If the application is being provided over an unencrypted
HTTP connection, then the HTTP Host, Referrer, URI and
Content-Type fields can be extracted from the HTTP packet
header. As noted above, the Host field can contain an IP
address, but is likely to contain a fully qualified domain
name (FQDN). For SaaS services, the domain name will
typically contain the name of the SaaS or OTT service
provider, e.g. “provider.com”. Moreover, individual services
or applications often have dedicated sub-domain names, e.g.
“application]l.provider.com”. For internally hosted applica-
tions, the FQDN may contain a sub-domain registered under
the organization’s primary domain name, e.g.
“application].enterprise.com”.

The domain name alone is often sufficient to identify the
service or application in use. However, the URI can also be
useful in identifying specific applications. The “Referrer”
and “Content-Type” HTTP header fields may also be used in
the identification of an application.

If encrypted HTTPS is in use, then the Server Name
Indication (SNI) field in the TLS handshake can be used as
a proxy for the HTTP Host field. This is because the SNI
field contains the domain name of the service being
requested. The SNI field allows multiple services with
different domain names to be accessed via a shared IP
address. For instance, a load balancer hosting a shared IP
address can use the SNI field to direct HT'TPS sessions to the
server hosting the desired service. The SNI field is sent by
the client to the server in the “ClientHello” message con-
tained in the first packet of the TLS handshake. It is noted
that the presence of the SNI field is mandatory in TLS 1.3,
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but is optional in older versions of TLS. If the SNI field is
present, a corresponding IP address/domain name mapping
pair is added to the IP cache. Similarly, if the QUIC protocol
is being utilized, the aforesaid SNI field in the QUIC
handshake may be used as a proxy. With regards to the
QUIC scenario, it is to be understood that depending on the
QUIC version, the ClientHello message may need to be
decrypted using the Initial Secrets for the specific QUIC
version in use.

If the SNI field is not populated in the TLS handshake,
then the “Subject” or “Subject Alternate Name” fields in the
TLS server certificate may be inspected. These fields contain
complete or wild-carded domain names, e.g.
“applicationl.company.com” or “*.company.com” that can
be used to identify the service or application. Use of the
certificate fields works in all versions of TLS prior to TLS
1.3 with the server certificate being encrypted in the TLS 1.3
handshake.

A final step is selection of an application or service name,
e.g. “Provider A Spreadsheet”, and a category such as
“Business Application” for the HTTP/HTTPS connection
being analyzed. This final step preferably utilizes the infor-
mation obtained from the previous steps and a lookup table
that is updated from time-to-time as new applications of
interest are identified and added to the list.

BRIEF DESCRIPTION OF THE DRAWINGS

The accommpanying appendices and/or drawings illus-
trate various non limiting, example, inventive aspects in
accordance with the present disclosure:

FIG. 1 illustrates an example communication network;

FIG. 2 illustrates an example network device/node
coupled to the communication network of FIG. 1;

FIG. 3 illustrates an OTT application monitoring at ISP
locations, SaaS monitoring at an enterprise user site and
internal app monitoring in the enterprise data center utilizing
one or more components of the network device of FIG. 2;

FIG. 4 illustrates a flow chart in accordance with an
illustrated embodiment; and

FIG. 5 illustrates an identification and categorization
selection tree.

DETAILED DESCRIPTION OF CERTAIN
EMBODIMENTS

The illustrated embodiments are now described more
fully with reference to the accompanying drawings wherein
like reference numerals identify similar structural/functional
features. The illustrated embodiments are not limited in any
way to what is illustrated as the illustrated embodiments
described below are merely exemplary, which can be
embodied in various forms, as appreciated by one skilled in
the art. Therefore, it is to be understood that any structural
and functional details disclosed herein are not to be inter-
preted as limiting, but merely as a basis for the claims and
as a representation for teaching one skilled in the art to
variously employ the discussed embodiments. Furthermore,
the terms and phrases used herein are not intended to be
limiting but rather to provide an understandable description
of the illustrated embodiments.

Where a range of values is provided, it is understood that
each intervening value, to the tenth of the unit of the lower
limit unless the context clearly dictates otherwise, between
the upper and lower limit of that range and any other stated
or intervening value in that stated range is encompassed
within the illustrated embodiments. The upper and lower
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limits of these smaller ranges may independently be
included in the smaller ranges is also encompassed within
the illustrated embodiments, subject to any specifically
excluded limit in the stated range. Where the stated range
includes one or both of the limits, ranges excluding either
both of those included limits are also included in the
illustrated embodiments.

Unless defined otherwise, all technical and scientific
terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which this
invention belongs. Although any methods and materials
similar or equivalent to those described herein can also be
used in the practice or testing of the illustrated embodiments,
exemplary methods and materials are now described. All
publications mentioned herein are incorporated herein by
reference to disclose and describe the methods and/or mate-
rials in connection with which the publications are cited.

It must be noted that as used herein and in the appended
claims, the singular forms “a”, “an,” and “the” include plural
referents unless the context clearly dictates otherwise. Thus,
for example, reference to “a stimulus™ includes a plurality of
such stimuli and reference to “the signal” includes reference
to one or more signals and equivalents thereof known to
those skilled in the art, and so forth.

It is to be appreciated the illustrated embodiments dis-
cussed below are preferably a software algorithm, program
or code residing on computer useable medium having con-
trol logic for enabling execution on a machine having a
computer processor. The machine typically includes
memory storage configured to provide output from execu-
tion of the computer algorithm or program.

As used herein, the term “software” is meant to be
synonymous with any code or program that can be in a
processor of a host computer, regardless of whether the
implementation is in hardware, firmware or as a software
computer product available on a disc, a memory storage
device, or for download from a remote machine. The
embodiments described herein include such software to
implement the equations, relationships and algorithms
described above. One skilled in the art will appreciate
further features and advantages of the illustrated embodi-
ments based on the above-described embodiments. Accord-
ingly, the illustrated embodiments are not to be limited by
what has been particularly shown and described, except as
indicated by the appended claims.

Turning now descriptively to the drawings, in which
similar reference characters denote similar elements
throughout the several views, FIG. 1 depicts an exemplary
communications network 100 in which below illustrated
embodiments may be implemented.

It is to be understood a communication network 100 is a
geographically distributed collection of nodes intercon-
nected by communication links and segments for transport-
ing data between end nodes, such as personal computers,
work stations, smart phone devices, tablets, televisions,
sensors and or other devices such as automobiles, etc. Many
types of networks are available, with the types ranging from
local area networks (LANs) to wide area networks (WANs).
LANs typically connect the nodes over dedicated private
communications links located in the same general physical
location, such as a building or campus. WANs, on the other
hand, typically connect geographically dispersed nodes over
long-distance communications links, such as common car-
rier telephone lines, optical lightpaths, synchronous optical
networks (SONET), synchronous digital hierarchy (SDH)
links, or Powerline Communications (PLC), and others.
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FIG. 1 is a schematic block diagram of an example
communication network 100 illustratively comprising
nodes/devices 101-108 (e.g., sensors 102, client computing
devices 103, packet analyzer device 104, smart phone
devices 105, web servers 106, routers 107, switches 108, and
the like) interconnected by various methods of communica-
tion. For instance, the links 109 may be wired links or may
comprise a wireless communication medium, where certain
nodes are in communication with other nodes, e.g., based on
distance, signal strength, current operational status, location,
etc. Moreover, each of the devices can communicate data
packets (or frames) 142 with other devices using predefined
network communication protocols as will be appreciated by
those skilled in the art, such as various wired protocols and
wireless protocols etc., where appropriate. In this context, a
protocol consists of a set of rules defining how the nodes
interact with each other. Those skilled in the art will under-
stand that any number of nodes, devices, links, etc. may be
used in the computer network, and that the view shown
herein is for simplicity. Also, while the embodiments are
shown herein with reference to a general network cloud, the
description herein is not so limited, and may be applied to
networks that are hardwired.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in
one or more computer readable medium(s) having computer
readable program code embodied thereon.

Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.
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Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, includ-
ing but not limited to wireless, wireline, optical fiber cable,
RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming
language or similar programming languages. The program
code may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone software package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

FIG. 2 is a schematic block diagram of an example
network computing device 200 (e.g., client computing
device 103, switching device 104, server 106, etc.) that may
be used (or components thereof) with one or more embodi-
ments described herein, e.g., as one of the nodes shown in
the network 100. As explained above, in different embodi-
ments these various devices are configured to communicate
with each other in any suitable way, such as, for example, via
communication network 100.

Device 200 is intended to represent any type of computer
system capable of carrying out the teachings of various
embodiments of the present invention. Device 200 is only
one example of a suitable system and is not intended to
suggest any limitation as to the scope of use or functionality
of embodiments of the invention described herein. Regard-
less, computing device 200 is capable of being implemented
and/or performing any of the functionality set forth herein.

Computing device 200 is operational with numerous other
general purpose or special purpose computing system envi-
ronments or configurations. Examples of well-known com-
puting systems, environments, and/or configurations that
may be suitable for use with computing device 200 include,
but are not limited to, personal computer systems, server
computer systems, thin clients, thick clients, hand-held or
laptop devices, multiprocessor systems, microprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, network PCs, minicomputer systems, and distrib-
uted data processing environments that include any of the
above systems or devices, and the like.

Computing device 200 may be described in the general
context of computer system-executable instructions, such as
program modules, being executed by a computer system.
Generally, program modules may include routines, pro-
grams, objects, components, logic, data structures, and so on
that perform particular tasks or implement particular abstract
data types. Computing device 200 may be practiced in
distributed data processing environments where tasks are
performed by remote processing devices that are linked
through a communications network. In a distributed data
processing environment, program modules may be located
in both local and remote computer system storage media
including memory storage devices.

The components of device 200 may include, but are not
limited to, one or more processors or processing units 216,
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a system memory 228, and a bus 218 that couples various
system components including system memory 228 to pro-
cessor 216.

Bus 218 represents one or more of any of several types of
bus structures, including a memory bus or memory control-
ler, a peripheral bus, an accelerated graphics port, and a
processor or local bus using any of a variety of bus archi-
tectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA)
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnect
(PCI) bus.

Computing device 200 typically includes a variety of
computer system readable media. Such media may be any
available media that is accessible by device 200, and it
includes both volatile and non-volatile media, removable
and non-removable media.

System memory 228 can include computer system read-
able media in the form of volatile memory, such as random
access memory (RAM) 230 and/or cache memory 232.
Computing device 200 may further include other removable/
non-removable, volatile/non-volatile computer system stor-
age media. By way of example only, storage system 234 can
be provided for reading from and writing to a non-remov-
able, non-volatile magnetic media (not shown and typically
called a “hard drive”). Although not shown, a magnetic disk
drive for reading from and writing to a removable, non-
volatile magnetic disk (e.g., a “floppy disk™), and an optical
disk drive for reading from or writing to a removable,
non-volatile optical disk such as a CD-ROM, DVD-ROM or
other optical media can be provided. In such instances, each
can be connected to bus 218 by one or more data media
interfaces. As will be further depicted and described below,
memory 228 may include at least one program product
having a set (e.g., at least one) of program modules that are
configured to carry out the functions of embodiments of the
invention.

Program/utility 240, having a set (at least one) of program
modules 215, such as underwriting module, may be stored in
memory 228 by way of example, and not limitation, as well
as an operating system, one or more application programs,
other program modules, and program data. Each of the
operating system, one or more application programs, other
program modules, and program data or some combination
thereof, may include an implementation of a networking
environment. Program modules 215 generally carry out the
functions and/or methodologies of embodiments of the
invention as described herein.

Device 200 may also communicate with one or more
external devices 214 such as a keyboard, a pointing device,
a display 224, etc.; one or more devices that enable a user to
interact with computing device 200; and/or any devices
(e.g., network card, modem, etc.) that enable computing
device 200 to communicate with one or more other com-
puting devices. Such communication can occur via Input/
Output (I/O) interfaces 222. Still yet, device 200 can com-
municate with one or more networks such as a local area
network (LAN), a general wide area network (WAN), and/or
apublic network (e.g., the Internet) via network adapter 220.
As depicted, network adapter 220 communicates with the
other components of computing device 200 via bus 218. It
should be understood that although not shown, other hard-
ware and/or software components could be used in conjunc-
tion with device 200. Examples, include, but are not limited
to: microcode, device drivers, redundant processing units,
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external disk drive arrays, RAID systems, tape drives, and
data archival storage systems, etc.

FIGS. 1 and 2 are intended to provide a brief, general
description of an illustrative and/or suitable exemplary envi-
ronment in which embodiments of the below described
present invention may be implemented. FIGS. 1 and 2 are
exemplary of a suitable environment and are not intended to
suggest any limitation as to the structure, scope of use, or
functionality of an embodiment of the present invention. A
particular environment should not be interpreted as having
any dependency or requirement relating to any one or
combination of components illustrated in an exemplary
operating environment. For example, in certain instances,
one or more elements of an environment may be deemed not
necessary and omitted. In other instances, one or more other
elements may be deemed necessary and added.

With the exemplary communication network 100 (FIG. 1)
and computing device 200 (FIG. 2) being generally shown
and discussed above, description of certain illustrated
embodiments of the present disclosure will now be provided
with reference to FIG. 3 illustrating a plurality of networks
that are connected together via the Internet (300) using one
or more components from the network and devices of FIGS.
1 and 2.

In an OTT example, an OTT provider 700 uses servers
701 in their data center to provide an OTT service such as
video streaming. Typically, two groups of users access the
OTT service over the Internet 300, namely, mobile device
users 401 who are connected to a mobile ISP’s network 400;
home device users 501 who are connected to a cable ISP
network 500. Network monitoring devices specifically con-
figured to monitor network function instances are preferably
located at a peering point 801, 802 between the mobile ISP
network 400 and the Internet 300, and between the cable ISP
network 500 and the Internet 300. The network monitoring
devices 801, 802 preferably perform the application and
service identification and categorization, as described below.

In the SaaS scenario, a SaaS service provider 600 uses
servers 601 in their data center to provide a SaaS service
such as a suite of business support applications. Users 101
located at an enterprise site 100 connect to the SaaS service
via the Internet 300. A network monitoring device 802, 803
is preferably located at the peering point between the
Enterprise site 100 and the Internet 300 and between the
cable ISP network 500 and the Internet 300.

In the internal application scenario, the enterprise uses
servers 201, in one of their data centers 200, typically
provide applications for the enterprise users 101. The con-
nection between the enterprise user site 100 and the enter-
prise data center 200 will typically be provided over a
private wide area network (WAN), for example using MPLS
circuits. The network device 803 preferably located at the
edge of the enterprise user location 100 may view traffic
flowing to both the SaaS applications and the internal
applications.

For ease of description purposes, the network monitoring
devices 801, 802 and 803, which preferably function in a
similar manner, will hereafter be collectively referred to as
network monitoring device 800. It is to be appreciated and
understood the monitoring device 800 preferably passively
receives copies of Internet protocol (IP) packets flowing on
the network link being monitored for each respective moni-
toring device 801, 802 and 803. This may be achieved using
a network tap or a switch port analysis (SPAN) port on a
router or switch, which is not to be understood to be limited
thereto.
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With reference now to FIG. 4 (and with continuing
reference to FIG. 3), illustrated is a flow chart of the process
900 used to identify and categorize HTTP, HTTPS and
QUIC connections established over the Internet or a private
network in relation to the applications and services being
accessed. With specific regards to QUIC connections, it is to
be understood QUIC is currently an alternative protocol to
HTTP/HTTPS connections. QUIC runs over UDP (e.g., on
port 443) instead of TCP used for HTTP/HTTPS connec-
tions. An advantage of a QUIC connection over that of an
HTTPS connection is QUIC over UDP typically provides
lower latency than HTTPS connections over TCP. With
regards to application identification, QUIC traffic is similar
to HTTPS traffic whereby information that identifies the
application is the SNI, which is sent by the client to the
server in the ClientHello message. And with regards to
Google QUIC (GQUIC)connections, the SNI is visible
in-the-clear in the ClientHello message. In IETF QUIC, the
ClientHello message is encrypted using the “Initial” encryp-
tion context. It is to be understood these messages may be
decrypted by an in-network monitoring device since the key
values are derived from a connection ID that is visible in the
QUIC long headers at the start of a connection between
client and server, and a version-specific constant, which can
be obtained from the implementation of each version of
IETF QUIC.

It is to be understood for ease of description purposes, the
illustrated embodiments described herein are to be described
with reference to HITP/HTTPS connections, however they
are not to be understood to be limited thereto as it may
similarly be utilized with QUIC connections (see for
instance below step 906 in FIG. 4). It is noted that the order
of steps shown in FIG. 4 is not required, so in principle, the
various steps may be performed out of the illustrated order.
Also certain steps may be skipped, different steps may be
added or substituted, or selected steps or groups of steps may
be performed in a separate application following the
embodiments described herein.

The process 900 in FIG. 4 preferably starts when a new
HTTP or HTTPS connection is detected by a network
monitoring device 800, step 901. The network monitoring
device 800 preferably inspects IP packets and creates a
S-tuple consisting of the IP source and destination addresses,
the layer 4 transport protocol (e.g. TCP or UDP), and the
transport protocol source and destination ports. The 5-tuple
is preferably compared with entries in a connection table to
determine if this is a new or existing connection. If there is
no existing entry, then a new entry is created matching the
S-tuple of the received packet. If there is an existing entry,
then the packet may or may not be processed depending on
which step in the process is currently being executed. In an
exemplary embodiment, 5-tuple entries are be removed from
the connection table if no matching packets are seen after a
pre-configured timeout period, e.g. 180 seconds.

It is to be appreciated that HTTP and HTTPS use the
transport connection protocol (TCP) as their layer 4 trans-
port protocol. The Internet assigned numbers authority
(IANA) defines well-known or registered server ports for
HTTP (80 and 8080) and HTTPS (443 and 8443) connec-
tions. However, it is also common for HTTP and HTTPS to
be offered on non-standard ports, in which case these can be
manually added to the list of known HTTP and HTTPS ports
in the network monitoring function (800). It is noted that
with regards to QUIC connections, port 443 is preferably
utilized for QUIC over UDP.

When a new connection is detected, if the transport layer
protocol is TCP and the destination TCP port matches one of
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the ports known to carry HTTP or HTTPS, then the packet
is passed to Step 902 either by reference or by value. It is
noted step 902 is preferably performed and inspects the
destination IP address of the TCP SYN packet sent from the
client to the server. The format of IP headers and TCP
headers are described in RFCs 791 and 793 respectively. The
destination IP address of the packet is first compared with a
list of IP address/domain name mapping pairs stored in the
IP cache (921). If one or more entries are found with IP
addresses matching the server IP address, then the domain
name is stored in the candidate domain name store (921).

After storing the candidate domain name (step 903), or if
there is no match in the IP cache (step 902), then the process
900 continues to step 904 which compares the destination IP
address of the TCP SYN packet with a lookup table of the
IP address ranges (subnets) registered in the public IP
address space (922). It is to be appreciated the RIR lookup
table 922 is preferably built from databases published by the
five Regional Internet Registries (RIRs), which table can be
uploaded to the network monitoring tool and updated from
time-to-time as required. If the destination IP address in the
TCP SYN packet matches a public IP addresses range
registered to an organization with a known parent domain
name, then that name is stored in the candidate domain name
store (920).

The IP cache (921) is preferably built dynamically in the
network monitoring function (800) using two methods. The
first method is to inspect the contents of responses to DNS
queries that are viewed by the monitoring function. If the
response contains a domain name in the query and one or
more resource records (RR) with resolved IP address, then
a new [P address/domain name mapping record is preferably
added to the cache. If there are multiple IP addresses in the
DNS response message, then in one embodiment only one IP
address is added to the cache (e.g. the IP address in the last
or first RR). In an alternative embodiment, all of the IP
addresses in RRs are added to the cache. IP addresses may
be IPv4 or IPv6 format as indicated in the RR.

It is noted the format of DNS messages is described in
RFC 1035. RR entries contain a time-to-live (TTL) value,
which indicates how long the result may be cached before it
should be discarded. Advantageously, the TTL value can be
converted to an expiry date and time and stored in corre-
sponding IP address/domain name mapping entry. Thus, if
an entry is matched but it has expired, it will be removed
from the cache rather than being used.

The second method of updating the IP cache is to use TLS
handshake SNI entries as described below. In all cases, a
new [P address/domain name mapping pair entry is only
added if it does not already exist in the cache. Advanta-
geously, if the new DNS or SNI entry is a better match than
the existing cache entry for the IP address (e.g., the domain
name has more levels), then preferably the entry is updated
with the more detailed domain name.

Regardless of whether a matching IP address was found
in Step 902, the process continues with Step 904. If the
connection TCP port matches a known HTTP port, then Step
905 identifies the URI, Host, Content-Type and Referer
fields. Although there are multiple versions of the HTTP
protocol, the fields referenced in this description are pref-
erably available in all versions of HT'TP. The URI and Host
are present in the HTTP request header with the Referrer
field being optional. Further, the Content-Type header field
in the HTTP response header is used, as this indicates the
media type of the response payload.

It is to be understood and appreciated that the first packet
in a new HTTP connection will be a request packet sent from
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the client to the server, which preferably starts with a line in
the following format: <method><uri>HTTP/<x.y>. Where
<method> is the HTTP request type, e.g. GET, POST, PUT,
DELETE, <uri> is the URI field and <x.y> is the HTTP
version, e.g. 1.0 or 1.1.

The values of the HTTP request URI, Host and Referer
fields and HTTP response Content-Type field are thereafter
passed to Step 911 either by reference or by value.

The specifications for versions 1.0 and 1.1 of HTTP are
described in RFCs 1945 and 2616, respectively. The fol-
lowing is an example of an HTTP 1.1 GET request header.

GET/app HTTP/1.1

Referer: http://othersite.com/app

Connection: Keep-Alive

User-Agent: Mozilla/3.01 (X11; I; SunOS 5.4 sund4m)

Host: applicationl.provider.com:80

Ifthe connection TCP port does not match a known HTTP
port at Step 904, then the connection is determined to be
HTTPS and processing continues at Step 906.

It is to be understood and appreciated that the first packet
of an HTTPS connection after the TCP handshake is typi-
cally the TLS handshake ClientHello message sent by the
client to the server. The SNI field is an extension to the
ClientHello message—its format is defined in RFC 3546. It
is noted that inclusion of the SNI field is optional in versions
1.0to 1.2 of TLS and is mandatory in version TLS 1.3. The
HostName part of the SNI field is the FQDN of the target
host, as described in RFC 3546. Hence, if an SNI extension
is detected in the ClientHello in Step 906, then the Host-
Name string is passed to Step 911 either by reference or by
value. If there are multiple SNI entries, then in one illus-
trated embodiment, only the first or last entry is sent to Step
911. In an alternative embodiment, all of the SNI entries are
sent to Step 911. If the SNI field is present, a corresponding
IP address/domain name mapping pair is added to the IP
cache (921), updating the previous entry if it is a better
match as described above.

If no SNI field is detected at Step 906, then the “End
Entity” X.509 format Server Certificate in the TLS hand-
shake ServerHello message is inspected in Step 908. The
ServerHello message is sent from the server to the client in
response to the ClientHello message and hence will not be
the first packet in the connection. The format of X.509
Certificates is defined in ITU-T Recommendation X.509
with the basic format used in TLS described in RFC 1422.

In an illustrated embodiment, the CN sub-field in the
X.509 Subject field is passed to Step 911 either by reference
or by value. In a second illustrated embodiment, one or more
of the entries in the X.509 extension Subject Alternative
Name field are passed to Step 911 either by reference or by
value, which may be instead of or in addition to passing the
Subject CN sub-field. If there are multiple entries in the
Subject Alternative Name field, then in one illustrated
embodiment, only the first entry is sent to Step 911. In an
alternative embodiment, all of the entries are sent to Step
911.

In TLS 1.3, the server certificate is encrypted and hence
the Subject field will not be available. Hence if the TLS 1.3
is in use or if the Subject field is missing or empty, then
processing will continue at Step 910.

If processing has reached Step 910, i.e. the HTTP, SNI
and Certificate methods have failed, but a candidate domain
name is available from the IP cache, then processing con-
tinues at Step 911. If no candidate is available, then pro-
cessing moves to Step 913 and the process terminates with
no result.
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Step 911 performs the selection logic used to determine
the identity and category of the application or service
associated with the HTTP/HTTPS connection. The follow-
ing fields from Steps 905, 907 and 909 are all treated as
domain names:

HTTP Host header

HTTP Referer header

TLS ClientHello SNI extension

TLS X.509 Certificate Subject CN field

TLS X.509 Certificate extension Subject Alternative

entries

Domain names extracted from DNS response RR entries

If a domain name is available from one of Steps 905, 907
and 909 and there is also a domain name present in the
domain name cache from Step 902, then the domain name
with the most levels is selected as the target for the next
phase of the search, for example “applicationl.provider.
com” would be selected in preference to “provider.com”.

The application identity and category (AIC) lookup table
is logically organized as a set of trees as shown in FIG. 5.
The root of each tree (1001, 1002) represents a top-level
domain (TLD) such as “.com”, “.org” or a composite TLD
such as “.co.uk”. The next layers of child nodes in each tree
represent increasingly detailed domain names (e.g., domain
names with more levels (1003-1007)). Additional child
nodes may be added to the lowest level domain name nodes
that include one or more levels of URI (1008-1011). It is
noted that not all domain name nodes will have URI child
nodes (1007).

With the exception of TLD nodes, every node in the AIC
lookup table preferably contains metadata providing the
application and category associated with the node (as shown
in brackets below the nodes in FIG. 5), along with infor-
mation about which type of field is present. The metadata
also indicates if the domain name or URI must be exactly
matched or if it may be treated with an implied wildcard.
The implied wild card is at the start of domain names,
e.g. *.provider.com and is at the end of URIs, e.g. applica-
tionl/subapp/*. In FIG. 5, implied wildcards are shown with
an asterix prefix or suffix as appropriate. It is to be further
appreciated that with regards to a URI search, the illustrated
embodiment of FIG. 5 is to be understood to encompass at
least the following URI examples: */subapp/*,
*[stringl/*string2*, */string1/*string2*/String3/*.

The matching process in Step 911 preferably starts by
searching for a tree that matches the TLD of the target
domain name, e.g. “.com”. If a match is found, the process
then searches the children of the TLD node for a domain
node that matches at more domain levels (e.g. “social.com”).
If a matching child node is found, it is selected as the new
starting point and the domain search process repeats until a
node is selected that has no child domain nodes matching the
target domain name.

Up until this point, URI nodes have not been included in
the search. However, once the best matching domain node
has been identified, the process in Step 911 searches the
selected node’s URI children (if they exist) for URIs that
match the target URI provided by Step 905 (if available). In
this phase of the search, the URI is matched element by
element from left-to-right. The process repeats until there
are no more matching child URI nodes.

If a domain node requires an exact match and the target
domain name matches the node value, but has additional
lower domain levels, i.e. the target is a sub-domain of the
domain node value, then the search has failed. Similarly, if
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an exact URI match is required and the target URI has more
elements than the value of the URI node, the search has
failed.

For example, “sub.chat.social.com/video” would be
matched to node 1005 in FIG. 5 because it has the best
matching domain name, but the URI doesn’t match any of
the URI child nodes underneath. “business.org/spreadsheet”
would match node 1007, but “subdivision.business.org”
would not match any nodes because node 1004 requires an
exact match. A domain name is not considered to be matched
if only the TLD is matched to the root of a tree.

In an alternative embodiment, the search can be per-
formed or repeated with the TLD wildcarded. The node
metadata indicates whether the value of each domain node
is allowed to have its TLD wildcarded.

If the selection process receives multiple domain names
(e.g. from multiple SNI or Certificate entries), then the
selection process is repeated and the result that matches the
highest number of domain levels, followed by the highest
number of URI elements, is selected.

If the ACI lookup fails to return a match, certain values of
the HTTP response Content-Type header can be matched to
generic applications. For example, a Content-Type of
“.mp4” can be mapped to an application identity and cat-
egory of “Video”.

If the selection logic in Step 911 is unable to produce a
result at all, then the process will move to Step 913 and
terminate with no result; otherwise the results of the appli-
cation identification and categorization are made available at
Step 914.

It is to be appreciated that those skilled in the art will
understand that when searching the IP cache, RIR and AIC
lookup table, well known techniques search as self-balanc-
ing trees and hash tables can be used to search large numbers
of entries in a highly efficient manner.

With certain illustrated embodiments described above, it
is to be appreciated that various non-limiting embodiments
described herein may be used separately, combined or
selectively combined for specific applications. Further, some
of the various features of the above non-limiting embodi-
ments may be used without the corresponding use of other
described features. The foregoing description should there-
fore be considered as merely illustrative of the principles,
teachings and exemplary embodiments of this invention, and
not in limitation thereof.

It is to be understood that the above-described arrange-
ments are only illustrative of the application of the principles
of'the illustrated embodiments. Numerous modifications and
alternative arrangements may be devised by those skilled in
the art without departing from the scope of the illustrated
embodiments, and the appended claims are intended to
cover such modifications and arrangements.

What is claimed is:

1. A computer implemented method for [determining the
identity of] identifying an Over-the Top (OTT) application or
service [being] accessed over the Internet, comprising [the
steps]:

receiving a connection request in a network monitoring

device;

inspecting [IP] Internet Protocol (IP) packets in the

received connection request;

generating a 5-tuple consisting of: a source IP [source]

address and a destination [addresses] IP address; a
layer 4 transport protocol [(e.g.] comprising TCP or
UDP])], and a transport protocol source and destination
ports contained in the received connection request
wherein the generated 5-tuple is compared with entries
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in a connection table to determine if the received
connection request is a new or existing connection
request, whereby if there is no existing entry, then a
new entry is created matching the generated 5-tuple
associated with the received connection request;

storing a domain name as a candidate domain name
based on a domain name entry in cache memory
including the domain name paired with an IP address
that matches the destination IP address;

[determining if one or more entries are present in the
received connection request have an IP address that
matches a known server IP address;]

determining if the received connection request is a HTTP
connection request;

determining if the received connection request is a
HTTPS or [QUIC] guick user datagram protocol
(UDP) Internet comnections (QUIC) connection
request;

determining if a subject field in the received connection
request is available [if no determination is made as to
whether if the received connection request is either a
HTTP, HTTPS or QUIC connection request];

determining [if a], based on the received comnection
request being determined to not be an HTTP, HTTPS,
or QUIC connection request, and the subject field is not
available in the rveceived connection request, that the
candidate domain name is available from [IP cache
created from one or more of the above steps if no
determination is made as to whether the received
connection request is either a HTTP, HTTPS or QUIC
connection request and no subject field is available in
the received connection request] the cache memory;
and

identifying [and categorizing] OTT applications associ-
ated with the received connection request [if it is
determined] based on at least one of:

the connection [is either] request being a HTTP, HTTPS,
or QUIC connection type;

[a] ¢he subject field [is] being available; or

[2] the candidate domain name [is] being available by
utilizing a lookup table that is periodically updated with
new OTT applications.

2. The computer implemented method of claim 1,
[wherein receiving a connection request includes] further
comprising determining if a transport layer protocol is TCP
and [the] a destination TCP port in the connection request
matches known ports to carry HTTP, HTTPS or QUIC
requests.

3. The computer implemented method of claim 1, further
including extracting [URI] uniform resource identifier (URI)
and HTTP header fields from the connection request if [it is
determines] the connection request is HTTP connection
request.

4. The computer implemented method of claim 1, further
including detecting [an SNI] a service name indication (SNI)
extension in a [ClientHello] handshake message if [it is
determined] the received connection request is [a] the
HTTPS or QUIC connection request.

5. The computer implemented method of claim 4, further
including extracting the SNI from the [ClientHello] hand-
shake message.

[6. The computer implemented method of claim 1 where
determining if the subject field is available includes inspect-
ing an “End Entity” X.509 format Server Certificate in the
TLS handshake ServerHello message.]

[7. The computer implemented method as recited in claim
1 wherein if determined there is a domain name entry with
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a matching IP address for the received connection request,
the IP address of the destination server of the received
connection request is stored as a candidate domain name.]

8. The computer implemented method [as recited in] of
claim [7] /wherein if [determined] the destination IP address
associated with the received connection request cannot be
directly mapped to a known domain name then[,] the des-
tination IP address is compared with a list of IP address
ranges registered as public IP addresses.

9. The computer implemented method [as recited in] of
claim 8 wherein the Public IP address ranges are managed
and allocated by an International Regional Internet Registry
(RIR) whereby each RIR publishes a database listing asso-
ciated with unique IP addresses ranges on [the public
internet] a publicly available portion of the internet.

10. The computer implemented method [as recited in] of
claim 1, further including inspecting Domain Name System
(DNS) queries between browsers and their designated DNS
servers.

[11. The computer implemented method as recited in
claim 10 wherein a Host field in the received connection
request is an IP address.]

[12. The computer implemented method as recited in
claim 10 wherein a Host field in the received connection
request is a domain name.]

13. The computer implemented method [as recited in] of
claim 10 further including performing a DNS name-resolu-
tion query to obtain an IP address for a target HTTP/HTTPS
server [whereby a DNS server provides a response contain-
ing a domain name being queried and one or more IP
addresses associated with the queried domain name].

14. The computer implemented method [as recited in] of
claim 13 wherein visible DNS name-resolution responses
are inspected and utilized to add IP address/domain name
mapping pairs to the [IP cache] cache memory.

15. The computer implemented method [as recited in] of
claim 14 wherein [TLS] transport layer security (TLS)
handshake SNI entries are utilized to update the [IP cache]
cache memory.

16. The computer implemented method [as recited in] of
claim 1 [when if determined] wherein if an application is
being provided via an HTTP connection request, then one or
more of [the] HTTP Host, Referrer, URI and Content-Type
fields is extracted from [the] a HTTP packet header to
identify the application.

17. The computer implemented method [as recited in] of
claim 4 wherein if [determined] an application is being
provided via [an] #2e HTTPS or QUIC connection request,
then [the] a Service Name Identifier (SNI) field in [the] a
TLS handshake is utilized as a proxy for [the] @« HTTP Host
field.

18. The computer implemented method [and system as
recited in] of claim 17 wherein:

if the SNI field is present, a corresponding IP address/

domain name mapping pair is added to the [IP] cache
memory,

if the SNI field is not populated in the TLS handshake

then the “Subject” or “Subject Alternate Name” fields
in the TLS server certificate are inspected;

if determined the destination IP address of a network

connection cannot be directly mapped to a domain
name [than] #zen the destination IP address is compared
with a list of IP address ranges registered as public IP
addresses; and

ifthe SNI field is not populated in a TLS handshake [than]

then the “Subject” or “Subject Alternate Name” fields
in the TLS server certificate are inspected.
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19. One or more non-transitory computer-readable media
storing computer readable program code that, when
executed by one or more processors, effectuate operations
comprising:

receiving a connection request in a network monitoring

device;

inspecting Internet Protocol (IP) packets in the received

connection request;

generating a S-tuple consisting of* IP source and desti-

nation addresses; a layer 4 transport protocol com-
prising TCP or UDP, and a transport protocol source
and destination ports contained in the veceived con-
nection request wherein the generated 5-tuple is com-
pared with entries in a connection table to determine if
the received commection vequest is a new or existing
connection request, whereby if there is no existing
entry, then a new entry is created matching the gener-
ated S-tuple associated with the rveceived connection
request;

storing a domain name as a candidate domain name

based on a domain name entry in cache memory
including the domain name paired with an IP address
that matches the destination IP address;

determining if the veceived connection request is a HTTP

connection request;

determining if the received connection request is a HITPS

or quick user datagram protocol (UDP) Internet con-
nections (QUIC) connection request;

determining if a subject field in the received connection

request is available;

determining, based on the received comnection request

being determined to not be an HI'TP, HTTPS, or QUIC
connection request, and the subject field is not avail-
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able in the received connection request, that the can-
didate domain name is available from the cache
memory, and

identifying OTT applications associated with the received

connection request based on at least one of:

the connection request being a HTTP, HTTPS, or QUIC

connection type:

the subject field being available; or

the candidate domain name being available by utilizing a

lookup table that is periodically updated with new OTT
applications.

20. The one or more non-transitory computer readable
media of claim 19, wherein the operations further comprise
determining if a transport layer protocol is TCP and a
destination TCP port in the connection request matches
known ports to carry HTTP, HTTPS or QUIC requests.

21. The one or more non-transitory computer readable
media of claim 19, wherein the operations further comprise
extracting uniform resource identifier (URI) and HTTP
header fields from the connection request if the connection
request is HTTP connection request.

22. The one or more non-transitory computer readable
media of claim 19, wherein the operations further comprise
detecting a service name indication (SNI) extension in a
handshake message if the received connection request is the
HTTPS or QUIC connection request.

23. The one or more non-transitory computer readable
media of claim 19, wherein the operations further comprise
inspecting Domain Name System (DNS) queries between
browsers and their designated DNS servers.

24. The one or more non-transitory computer readable
media of claim 19, wherein the operations further comprise
performing a DNS name-resolution query to obtain an IP
address for a target HTTP/HTTPS server.

#* #* #* #* #*



