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(57) Abstract: A semiconductor memory is provided. The memory includes: a memory array(10); a row address processing unit(21)
configured to output a row address; a bank address processing unit(22) configured to output a bank address; a column address processing
unit(23) configured to output a column address; and a mapping factor generating unit(100), configured to generate a mapping factor,
wherein an output of the mapping factor generating unit(100) is coupled to at least one of an output of the row address processing
unit(21), an output of the bank address processing unit(22), and an output of the column address processing unit(23), and the output
of the mapping factor generating unit(100) is further coupled to the memory array(10), and wherein the memory array(10) receives a
result from logical processing performed on the mapping factor and at least one of the row address, the bank address, and the column
address. It can improve the security, service life and reliability of the semiconductor memory.
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SEMICONDUCTOR MEMORY

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application is based on and claims priority of the Chinese Patent Application
No. 201811325774.6, filed on November 8, 2018 and entitled “SEMICONDUCTOR
MEMORY.” The above-referenced application is incorporated herein by reference in its

entirety.

TECHNICAL FIELD

[0002] The present invention relates generally to the field of integrated circuit technologies

and more specifically, to a semiconductor memory.

BACKGROUND

[0003] The information disclosed in this Background section is only for providing a
background or context for the embodiments of the present invention set forth in the claims, and
therefore may contain information that does not form the prior art already known to a person
of ordinary skill in the art.

[0004] Semiconductor memory devices include, for example, static random access
memories (SRAM), dynamic random access memories (DRAM), read only memories (ROM),
flash memory, etc.

[0005] Inthe case of DRAM, as the feature size of DRAM becomes smaller and smaller, the
reliability issues of DRAM become increasingly pronounced. DRAM has a word line decoder
(WL decoder) circuit that requires a large area. If DRAM keeps performing operations on the
same address for a long period of time, sequential circuits need to be added to the DRAM in
order to ensure that the path function of the WL decoder circuit does not degrade or to reduce
the degradation rate of its path function, thus increasing the area of the device. For example,
the length or width of the device may be increased, or an auxiliary cascade transistor may be
added to limit the drain-source voltage (Vds) of the metal-oxide-semiconductor (MOS)
transistor in a closed circuit, thereby increasing the chip size and costs of the design and

1



WO 2020/094072 PCT/CN2019/116061

manufacturing processes.

SUMMARY

[0006] Embodiments of the present invention provide a semiconductor memory to address
one or more of the technical limitations in the prior art.

[0007] In one aspect, an embodiment of the present invention provides a semiconductor
memory. The semiconductor memory may comprise a memory array; a row address processing
unit, configured to output a row address; a bank address processing unit, configured to output
a bank address; a column address processing unit configured to output a column address; and
a mapping factor generating unit, configured to generate a mapping factor. The output of the
mapping factor generating unit may be coupled to at least one of an output of the row address
processing unit, an output of the bank address processing unit, and an output of the column
address processing unit. And the output of the mapping factor generating unit may further
coupled to the memory array. The memory array may receive a result from logical processing
performed on the mapping factor and at least one of the row address, the bank address, and the
column address.

[0008] In some embodiments, the mapping factor generating unit may comprise a random
number generator having an output serving as the output of the mapping factor generating unit,
and configured to generate a pseudo random number sequence; and a controller, coupled to the
random number generator, and configured to control a timing sequence according to which the
random number generator generates the pseudo random number sequence. The mapping factor
may comprise the pseudo random number sequence.

[0009] In some embodiments, the mapping factor generating unit may comprise a random
number generator having an input coupled to the memory array and an output serving as the
output of the mapping factor generating unit, and configured to read initial output data from
the memory array after the semiconductor memory is powered up and output the initial output
data; and a controller, coupled to the random number generator, and configured to control a
timing sequence according to which the random number generator outputs the initial output
data. The mapping factor may comprise the initial output data.

[0010] In some embodiments, the mapping factor generating unit may comprise a random
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number generator having an input coupled to the memory array and an output serving as the
output of the mapping factor generating unit, and configured to read random output data from
the memory array and output the random output data; and a controller, coupled to the random
number generator and the memory array, and configured to control a timing sequence according
to which the random number generator outputs the random output data, and configured to turn
off a word line of the semiconductor memory to allow the random number generator to read
the random output data from the memory array. The mapping factor may comprise the random
output data.

[0011] In some embodiments, the mapping factor generating unit may comprise a first
random number generator, configured to generate a pseudo random number sequence; a second
random number generator having an input coupled to the memory array, and configured to read
initial output data from the memory array after the semiconductor memory is powered up and
output the initial output data; a third random number generator having an output serving as the
output of the mapping factor generating unit, coupled to an output of the first random number
generator and an output of the second random number generator, and configured to randomly
mix the pseudo random number sequence and the initial output data and output mixed data;
and a controller, coupled to the first random number generator, the second random number
generator, and the third random number generator, and configured to control a timing sequence
according to which the first random number generator generates the pseudo random number
sequence, control a timing sequence according to which the second random number generator
outputs the initial output data, and control a timing sequence according to which the third
random number generator outputs the mixed data. The mapping factor may comprise the mixed
data.

[0012] In some embodiments, the mapping factor generating unit may comprise a first
random number generator, configured to generate a pseudo random number sequence; a second
random number generator having an input coupled to the memory array, and configured to read
random output data from the memory array and output the random output data; a third random
number generator having an output serving as the output of the mapping factor generating unit,
coupled to an output of the first random number generator and an output of the second random

number generator, and configured to randomly mix the pseudo random number sequence and
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the random output data and output mixed data; a controller, coupled to the first random number
generator, the second random number generator, and the third random number generator, and
configured to control a timing sequence according to which the first random number generator
generates the pseudo random number sequence, control a timing sequence according to which
the second random number generator outputs the random output data, turn off a word line of
the semiconductor memory to allow the second random number generator to read the random
output data from the memory array, and control a timing sequence according to which the third
random number generator outputs the mixed data. The mapping factor may comprise the mixed
data.

[0013] In some embodiments, the controller may comprise a disabling module, coupled to
the first random number generator and the second random number generator, and configured
to disable the first random number generator or the second random number generator.

[0014] In some embodiments, the controller may comprise a setting module, coupled to the
third random number generator, and configured to set the output from the third random number
generator as plain code. The mapping factor may comprise the plain code.

[0015] In some embodiments, the mapping factor may comprise a multi-bit mapping factor,
and the mapping factor generating unit may be configured to randomly transmit a plurality of
bits of the multi-bit mapping factor to at least one of the output of the row address processing
unit, the output of the bank address processing unit, and the output of the column address
processing unit.

[0016] In some embodiments, the logic processing may be an encryption processing
configured to encrypt the memory array in accordance with at least one of the output of the
row address processing unit, the output of the bank address processing unit, and the output of
the column address processing unit.

[0017] Insome embodiments, the memory array may be not encrypted during a testing mode.
[0018] In another aspect, an embodiment of the present invention provides a semiconductor
memory. The semiconductor memory may comprise a memory array; an input data processing
unit, configured to transmit input data to the memory array; an output data processing unit,
configured to read output data from the memory array; and a mapping factor generating unit,

configured to generate a mapping factor. The output of the mapping factor generating unit may
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be coupled to an output of the input data processing unit and an input of the output data
processing unit, and the output of the mapping factor generating unit may be further coupled
to the memory array. The memory array may write a first result from logical processing
performed on the mapping factor and the input data. And the output data may comprise a second
result from reverse logical processing performed on the first result and the mapping factor.
[0019] In some embodiments, the mapping factor generating unit may comprises a random
number generator, having an output serving as the output of the mapping factor generating unit,
and configured to generate a pseudo random number sequence; and a controller, coupled to the
random number generator, and configured to control a timing sequence according to which the
random number generator generates the pseudo random number sequence. The mapping factor
may comprise the pseudo random number sequence.

[0020] In some embodiments, the mapping factor generating unit comprises a random
number generator having an input coupled to the memory array and an output serving as the
output of the mapping factor generating unit, and configured to read initial output data from
the memory array after the semiconductor memory is powered up and output the initial output
data; and a controller, coupled to the random number generator, and configured to control a
timing sequence according to which the random number generator outputs the initial output
data. The mapping factor may comprise the initial output data.

[0021] In some embodiments, the mapping factor generating unit may comprise a random
number generator having an input coupled to the memory array and an output serving as the
output of the mapping factor generating unit, and configured to read random output data from
the memory array and output the random output data; and a controller, coupled to the random
number generator and the memory array, configured to control a timing sequence according to
which the random number generator outputs the random output data, and turn off a word line
of the semiconductor memory to allow the random number generator to read the random output
data from the memory array. The mapping factor may comprise the random output data.
[0022] In some embodiments, the mapping factor generating unit may comprises a first
random number generator, configured to generate a pseudo random number sequence; a second
random number generator having an input coupled to the memory array, and configured to read

initial output data from the memory array after the semiconductor memory is powered up and
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output the initial output data; a third random number generator having an output serving as the
output of the mapping factor generating unit, coupled to an output of the first random number
generator and an output of the second random number generator, and configured to randomly
mix the pseudo random number sequence and the initial output data, and output mixed data;
and a controller, coupled to the first random number generator, the second random number
generator, and the third random number generator, and configured to control a timing sequence
according to which the first random number generator generates the pseudo random number
sequence, control a timing sequence according to which the second random number generator
generates the initial output data, and control a timing sequence according to which the third
random number generator generates the mixed data. The mapping factor may comprise the
mixed data.

[0023] In some embodiments, the mapping factor generating unit may comprise a first
random number generator, configured to generate a pseudo random number sequence; a second
random number generator having an input coupled to the memory array, and configured to read
random output data from the memory array and output the random output data; a third random
number generator having an output serving as the output of the mapping factor generating unit,
coupled to an output of the first random number generator and an output of the second random
number generator, and configured to randomly mix the pseudo random number sequence and
the random output data, and output mixed data; and a controller, coupled to the first random
number generator, the second random number generator, and the third random number
generator, and configured to control a timing sequence according to which the first random
number generator generates the pseudo random number sequence, control a timing sequence
according to which the second random number generator outputs the random output data, turn
off a word line of the semiconductor memory to allow the second random number generator to
read the random output data from the memory array, and control a timing sequence according
to which the third random number generator outputs the mixed data. The mapping factor may
comprise the mixed data.

[0024] In some embodiments, the logic processing may be an encryption processing
configured to encrypt the memory array in accordance with at least one of the output of the

row address processing unit, the output of the bank address processing unit, and the output of
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the column address processing unit.

[0025] Insome embodiments, the memory array may be not encrypted during a testing mode.
[0026] The embodiments of the present invention adopt the above technical solutions, and
can improve the security of the memory by encrypting the column address, the row address,
the bank address or the input/output data, and can further improve the service life and reliability
of the memory by using the random mapping factor for encryption.

[0027] The above summary is exemplary and explanatory only and is not restrictive of this
present invention in any way. In addition to the illustrative aspects, embodiments and features
described above, further aspects, embodiments and features of the present invention will be

readily apparent by reference to the appended drawings and the following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] Unless otherwise specified, the same reference numbers used throughout the
drawings refer to the same or similar parts/elements. The drawings are not necessarily drawn
to scale. It should be understood that these drawings present only some embodiments of the
present invention, and shall not be construed as a limitation to the scope of the present invention.
[0029] FIG. 1 is a schematic diagram illustrating a circuit of a semiconductor memory in
accordance with Embodiment 1 of the present invention.

[0030] Fig. 21saschematic diagram illustrating a circuit of a mapping factor generating unit
of a semiconductor memory in accordance with Embodiment 1 of the present invention.
[0031] Fig. 3 is a schematic diagram illustrating a circuit of a mapping factor generating unit
of a semiconductor memory in accordance with Embodiment 2 of the present invention.
[0032] Fig. 41saschematic diagram illustrating a circuit of a mapping factor generating unit
of a semiconductor memory in accordance with Embodiment 3 of the present invention.
[0033] Fig. 5is a schematic diagram illustrating a circuit of a controller of a semiconductor

memory in accordance with Embodiment 3 of the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0034] The principles and spirit of the present invention will now be described below with



WO 2020/094072 PCT/CN2019/116061

reference to some exemplary embodiments. It is to be understood that these embodiments are
presented only to enable those skilled in the art to better understand and implement the present
invention, and shall not be construed to limit the present invention in any way. Rather, these
embodiments are presented to provide a full and thorough understanding of the present
invention, and to fully convey the concepts of the present invention to those skilled in the art.

[0035] In the present invention, the number of any element in the figures is used for the
purpose of exemplary illustration rather than a limitation, and any naming is used only for the
purpose of distinguishing rather than a limitation.

[0036] Embodiment 1

[0037] FIG. 1 is a schematic diagram illustrating a circuit of a semiconductor memory in
accordance with this embodiment of the present invention. Referring to FIG. 1, the
semiconductor memory in this embodiment may include a memory array 10, a row address
processing unit 21, a bank address processing unit 22, a column address processing unit 23, an
input data processing unit 24, an output data processing unit 25, and a mapping factor
generating unit 100.

[0038] The memory array 10 may include a plurality of banks, such as bank[0:7]. Each bank
may include a plurality of memory cells arranged in an array. Further, each of the memory cells
can have a row address, a column address, and a bank address, such that the semiconductor
memory can input (write) data to be stored to the memory cell and output (read) the stored data
from the memory cell.

[0039] The row address processing unit 21, the bank address processing unit 22, and the
column address processing unit 23 may be configured to obtain a row address, a bank address,
and a column address (addressing), respectively, based on an address input signal. Further, the
semiconductor memory of this embodiment may further include a second input buffer 33
configured to receive and buffer the address input signal, and output the buffered address input
signal to the row address processing unit 21, the bank address processing unit 22, and the
column address processing unit 23.

[0040] The specific configurations of the second input buffer 33, the row address processing
unit 21, the bank address processing unit 22, and the column address processing unit 23 may

be adopted from various technical solutions known to those skilled in the art, which will not
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described in detail herein.

[0041] The input data processing unit 24 may be configured to transmit input data.
Specifically, the input data processing unit 24 may be configured to buffer and perform a serial-
to-parallel conversion to the data input thereto and then transmit the data to the memory array
10. The output data processing unit 25 may be configured to transmit output data. Specifically,
the output data processing unit 25 may be configured to retrieve data from the memory array
10, and to buffer and perform a parallel-to-serial conversion to the data retrieved, and then
output the data. Further, the semiconductor memory of this embodiment may further include
an input/output unit 34 configured to receive and transmit data input and output signals.
[0042] The specific configurations of the input data processing unit 24, the output data
processing unit 25, and the input/output unit 34 may be adopted from various technical
solutions known to those skilled in the art, which will not be described in detail herein.

[0043] The mapping factor generating unit 100 may be configured to generate and output a
mapping factor (MF) MFO.

[0044] The output of the mapping factor generating unit 100 may be coupled to one or more
of the output of the row address processing unit 21, the output of the bank address processing
unit 22, the output of the column address processing unit 23, the output of the input data
processing unit 24, and the input of the output data processing unit 25.

[0045] The input data of the input data processing unit 24 may correspond to the output data
of the output data processing unit 25. Therefore, when the output of the mapping factor
generating unit 100 is coupled to the output of the input data processing unit 24, the output of
the mapping factor generating unit 100 should also be coupled to the input of the output data
processing unit 25, vice versa.

[0046] When the output of the mapping factor generating unit 100 is coupled to the output
of the row address processing unit 21, the result from logical processing performed on the
mapping factor MFO and the row address may be transmitted to the memory array 10 to select
corresponding memory cells.

[0047] When the output of the mapping factor generating unit 100 is coupled to the output
of the bank address processing unit 22, the result from logical processing performed on the

mapping factor MFO and the bank address may be transmitted to the memory array 10 to select
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corresponding memory cells.

[0048] When the output of the mapping factor generating unit 100 is coupled to the output
of the column address processing unit 23, the result from logical processing performed on the
mapping factor MFO and the column address may be transmitted to the memory array 10 to
select corresponding memory cells.

[0049] When the output of the mapping factor generating unit 100 is coupled to the output
of the input data processing unit 24 and the input of the output data processing unit 25, first
logical processing may be performed on the mapping factor MFO and the input data transmitted
by the input data processing unit 24 to acquire a first result. The first result may be stored as
the final input data into the selected memory cell. When the output data processing unit 25
reads the stored data (i.e., the first result) from the memory array 10, second logical processing
may be performed on the first result and the mapping factor MFO to acquire a second result,
and the second result may serve as the output data. The first logic processing and the second
logic processing may be mutual reverse processing. The first logic processing and the second
logic processing may be the same or different encryption processing, and configured to encrypt
the corresponding memory array, or portion thereof, so that the each storage unit of the
semiconductor memory, such as a memory array, a bank, portion of the memory array having
particular row addresses or column addresses can be independently encrypted using the
mapping factor MFO, or portion thereof. Alternatively, the first logic processing may be an
encryption processing, and the second logic processing may be a decryption processing that
can be used decrypt the data encrypted by the first logic processing.

[0050] The semiconductor memory in this embodiment may further include a register
configured to store the first logic and the mapping factor MFO. When the read operation is
performed, the first logic and the mapping factor MFO may be called from the register, then the
second logical processing which is reverse to the first logic may be performed on the first result
and the mapping factor MFO. The register may be arranged in the mapping factor generating
unit 100, or may be arranged in other structures of the semiconductor memory, which is not
limited in this embodiment.

[0051] In this embodiment, the mapping factor MFO for logical processing with the row

address, the mapping factor MFO for logical processing with the bank address, the mapping
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factor MFO for logical processing with the column address, and the mapping factor MFO for
logical processing with the input data may be the same, or may be different.

[0052] The mapping factor MFO output by the mapping factor generating unit 100 may be a
multi-bit mapping factor. The mapping factor generating unit 100 may randomly allocate a
mapping factor MFO of a corresponding number of bits to the row address processing unit 21,
the bank address processing unit 22, the column address processing unit 23, the input data
processing unit 24, or the output data processing unit 25, based on their requirements to data
regarding the number of bits.

[0053] It should be noted that, the mapping factor MFO in this embodiment may be derived
from a same mapping factor generating unit 100. However, this is not a limitation to the
generating form of the mapping factor MFO. For example, the mapping factor MFO for the row
address, the mapping factor MFO for the bank address, the mapping factor MFO for the column
address, and the mapping factor MFO for the input data may be derived from different mapping
factor generators, respectively, and may be controlled separately by different control units.
[0054] The mapping factor MFO may be randomly generated. For example, referring to FIG.
2, the mapping factor generating circuit 100 of the present embodiment may include a first
random number generator 110 and a controller 120.

[0055] The output of the first random number generator 110 may form the output of the
mapping factor generating unit 100, that is, the mapping factor MFO may be generated by the
first random number generator 110. The first random number generator 110 may be configured
to generate a set of pseudo random number sequences, such that the mapping factor MFO may
be a pseudo random number sequence. The controller 120 may be coupled to the first random
number generator 110, and configured to control the timing sequence according to which the
first random number generator 110 generates the pseudo random number sequence (i.e., the
MFO0), to the extent that the timing sequence of the mapping factor MFO and the timing
sequence of the row address (or bank address or column address or input/output data) are
consistent.

[0056] Other configurations of the semiconductor memory, such as the first input buffer 31,
the second input buffer 33, the clock control unit 32, and the instruction decode control unit 26

shown in FIG. 1, may be adopted from various technical solutions known to those skilled in
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the art, which will not described in detail herein.

[0057] Embodiment 2

[0058] The difference between this embodiment and Embodiment 1 is that the mapping
factor MFO is output by the mapping factor generating unit 200. Referring to FIG. 3, the
mapping factor generating unit 200 in this embodiment may include a second random number
generator 210 and a controller 220.

[0059] The input of the second random number generator 210 may be coupled to the
memory array 10, and the output of the second random number generator 210 may serve as the
output of the mapping factor generating unit 200, that is, the mapping factor MFO may be
generated by the second random number generator 210. The controller 220 may be coupled to
the second random number generator 210.

[0060] Example 1: The second random number generator 210 may be configured to read
initial output data from the memory array 10 after the semiconductor memory is powered up
and output the initial output data, such that the mapping factor MFO may be the initial output
data after the semiconductor memory is powered up. Since no writing operation has been
performed on the semiconductor memory, the data stored in the memory array remains random
and unknown. Therefore, the initial output data read may also be unknown, and the mapping
factor MFO may be ensured to be random. The controller 220 may be configured to control the
timing sequence according to which the second random number generator 210 generates the
initial output data (i.e., the MFO), to the extent that the timing sequence of the mapping factor
MFO and the timing sequence of the row address (or bank address or column address or
input/output data) are consistent. The controller 220 may also be coupled to the memory array
10 to control the read operation on the memory array 10 after the semiconductor memory is
powered up.

[0061] Example 2: The second random number generator 210 may be configured to read
random output data from the memory array 10 and output the random output data, such that
the mapping factor MFO may be the random output data of the semiconductor memory. The
controller 220 may be configured to control the timing sequence according to which the second
random number generator 210 generates the random output data (i.e., the MFO0), such that the

timing sequence of the mapping factor MFO and the timing sequence of the row address (or
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bank address or column address or input/output data) are consistent. The controller 220 may
also be coupled to the memory array 10, and configured to turn off the word line of the
semiconductor memory to allow the sense amplifier of the semiconductor memory to randomly
amplify data. And the amplified data may serve as the random output data.

[0062] It should be noted that the above two examples may be used in combination for
generating the mapping factor MFO. For example, the data obtained by randomly mixing the
mapping factor generated in example 1 and the mapping factor generated in example 2 may
serve as the mapping factor MFO.

[0063] Embodiment 3

[0064] The difference between this embodiment and Embodiment 1 and Embodiment 2 is
that the mapping factor MFO is output by the mapping factor generating unit 300. Referring to
FIG. 4, the mapping factor generating unit 300 in this embodiment may include a first random
number generator 110, a second random number generator 210, a third random number
generator 330, and a controller 320.

[0065] The pseudo random number sequence output by the first random number generator
110 may serve as the mapping factor MF1, the initial output data or the random output data
output by the second random number generator 210 may serve as the mapping factor MF2. An
input of the third random number generator 330 may be coupled to the output of the first
random number generator 110 and the output of the second random number generator 210, and
may be configured to randomly mix the pseudo random number sequence and the random
output data (or initial output data), and output the mixed data. The output of the third random
number generator 330 may serve as the output of the mapping factor generating unit 300, such
that the mapping factor MFO may be the mixed data.

[0066] The third random number generator 330 may be a latch for latching and outputting
the mixed data.

[0067] The controller 320 may be coupled to the first random number generator 110, the
second random number generator 210, the third random number generator 330, and the memory
array 10. In addition to having the functions of the controller 120 and the controller 220, the
controller 320 may also be configured to control the timing sequence according to which the

third random number generator 330 outputs the mixed data.
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[0068] Referring to FIG. 5, the controller 320 may include a disabling module 321. The
disabling module 321 may be coupled to the first random number generator 110 and the second
random number generator 210, and configured to disable the first random number generator
110 or the second random number generator 210 such that either the pseudo random number
sequence or the initial output data (or random output data) may be selected to serve as the
mapping factor MFO.  When the semiconductor memory is under testing, the disabling
module 321 may be activated to disable the first random number generator 110, the second
random number generator 210, first logic processing, and/or the second logic processing so
that the semiconductor memory is not encrypted.

[0069] Referring to FIG. 5, the controller 320 may include a setting module 322. The setting
module 322 may be coupled to the third random number generator 330, and configured to set
the output from the third random number generator 330 as plain code (i.e., the data content of
the mapping factor is known), such that the mapping factor MFO may be plain code. For
example, in the test phase of the semiconductor memory, the MFO may be forced to be set as
“0,” to the extent that the addresses (including the row address, bank address, and column
address) may not be randomly distributed in the semiconductor memory, so as to perform
specific tests or defect location to a designated address.

[0070] In conclusion, the security of the semiconductor memory according to the
embodiments of the present invention can be improved by using the mapping factors to
randomly process the column address, the row address, the bank address, or the input/output
data. In addition, this random processing can ensure a balanced use of each of the addresses,
and reduce the number of accesses to any particular address, thereby prolonging the service
life and improving reliability of the semiconductor memory. In other words, the standard
deviation of the use of the each of the addresses is small, such as no more than 10% of the
average use (mean) of the addresses. Moreover, the degradation rate of the path functionality
of the WL decoder circuit can be reduced without increasing the sizes of the timing circuit and
the device, thereby reducing the cost of the design and manufacturing processes.

[0071] In the description of the present invention, it is to be understood that the terms “first”
and “second” are used for descriptive purpose only, and shall not be construed as indicating or

implying a relative importance or implicitly indicating the number of technical features
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indicated. Thus, features defining “first” and “second” may include one or more of the features
either explicitly or implicitly. In the description of the present invention, the meaning of “a
plurality” is two or more unless specifically defined otherwise.

2%

[0072] In the present invention, the terms “installation,” “coupled,” “connected,” “fixed,”
and the like, shall be understood in a broad sense. For example, it may comprise either a fixed
connection or a detachable connection; or a mechanical connection, an electrical connection,
or a communication connection; or a direct connection, or an indirect connection through an
intermediate medium; or an internal connection of two components or an interaction of two
components. The specific meanings of the above terms in the present invention can be
understood by those skilled in the art on a case-by-case basis.

[0073] In addition, although the spirit and the principles of the present invention have been
described with reference to a number of specific embodiments, it is to be understood that the
present invention is not limited to the specific embodiments disclosed. The division of the parts
of the present invention does not mean that the features included in these parts cannot be
combined. Such division is only for the convenience of expression. The present invention is

intended to cover various modifications and equivalent arrangements without departing from

the spirit and the principles of the present invention.
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CLAIMS

1. A semiconductor memory, comprising:

a memory array;

a row address processing unit, configured to output a row address;

a bank address processing unit, configured to output a bank address;

a column address processing unit, configured to output a column address; and

a mapping factor generating unit, configured to generate a mapping factor, wherein an
output of the mapping factor generating unit is coupled to at least one of an output of the row
address processing unit, an output of the bank address processing unit, and an output of the
column address processing unit, and the output of the mapping factor generating unit is further
coupled to the memory array, and

wherein the memory array receives a result from logical processing performed on the

mapping factor and at least one of the row address, the bank address, and the column address.

2. The semiconductor memory of claim 1, wherein the mapping factor generating unit is
configured so that a standard deviation of a usage rate of at least one of the row address, the
bank address and the column address is no more than 10% of an average usage rate of the at

least one of the row address, the bank address and the column address.

3. The semiconductor memory of claim 1, wherein the mapping factor generating unit
comprises:

a random number generator having an output serving as the output of the mapping factor
generating unit, and configured to generate a pseudo random number sequence, wherein the
mapping factor comprises the pseudo random number sequence; and

a controller, coupled to the random number generator, and configured to control a timing

sequence according to which the random number generator generates the pseudo random
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number sequence.

4. The semiconductor memory of claim 1, wherein the mapping factor generating unit
comprises:

a random number generator having an input coupled to the memory array and an output
serving as the output of the mapping factor generating unit, and configured to read initial output
data from the memory array after the semiconductor memory is powered up and output the
initial output data; wherein the mapping factor comprises the initial output data; and

a controller, coupled to the random number generator, and configured to control a timing

sequence according to which the random number generator outputs the initial output data.

5. The semiconductor memory of claim 1, wherein the mapping factor generating unit
comprises:

a random number generator having an input coupled to the memory array and an output
serving as the output of the mapping factor generating unit, and configured to read random
output data from the memory array and output the random output data; wherein the mapping
factor comprises the random output data; and

a controller, coupled to the random number generator and the memory array, and
configured to control a timing sequence according to which the random number generator
outputs the random output data, and configured to turn off a word line of the semiconductor
memory to allow the random number generator to read the random output data from the

memory array.

6. The semiconductor memory of claim 1, wherein the mapping factor generating unit
comprises:

a first random number generator, configured to generate a pseudo random number
sequence;

a second random number generator having an input coupled to the memory array, and
configured to read initial output data from the memory array after the semiconductor memory

is powered up and output the initial output data;
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a third random number generator having an output serving as the output of the mapping
factor generating unit, coupled to an output of the first random number generator and an output
of the second random number generator, and configured to randomly mix the pseudo random
number sequence and the initial output data and output mixed data; wherein the mapping factor
comprises the mixed data; and

a controller, coupled to the first random number generator, the second random number
generator, and the third random number generator, and configured to control a timing sequence
according to which the first random number generator generates the pseudo random number
sequence, control a timing sequence according to which the second random number generator
outputs the initial output data, and control a timing sequence according to which the third

random number generator outputs the mixed data.

7. The semiconductor memory of claim 1, wherein the mapping factor generating unit
comprises:

a first random number generator, configured to generate a pseudo random number
sequence;

a second random number generator having an input coupled to the memory array, and
configured to read random output data from the memory array and output the random output
data;

a third random number generator having an output serving as the output of the mapping
factor generating unit, coupled to an output of the first random number generator and an output
of the second random number generator, and configured to randomly mix the pseudo random
number sequence and the random output data and output mixed data, wherein the mapping
factor comprises the mixed data; and

a controller, coupled to the first random number generator, the second random number
generator, and the third random number generator, and configured to control a timing sequence
according to which the first random number generator generates the pseudo random number
sequence, control a timing sequence according to which the second random number generator
outputs the random output data, turn off a word line of the semiconductor memory to allow the

second random number generator to read the random output data from the memory array, and
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control a timing sequence according to which the third random number generator outputs the

mixed data.

8. The semiconductor memory of claim 6, wherein the controller comprises a disabling
module, coupled to the first random number generator and the second random number
generator, and configured to disable the first random number generator or the second random
number generator.

9.  The semiconductor memory of claim 7, wherein the memory array is configured to be not
encrypted during a testing mode.

10. The semiconductor memory of claim 6, wherein the controller comprises a setting module,
coupled to the third random number generator, and configured to set an output from the third

random number generator as plain code; wherein the mapping factor comprises the plain code.

11. The semiconductor memory of claim 1, wherein the mapping factor comprises a multi-bit
mapping factor, and the mapping factor generating unit is configured to randomly transmit a
plurality of bits of the multi-bit mapping factor to at least one of the output of the row address
processing unit, the output of the bank address processing unit, and the output of the column

address processing unit.

12. The semiconductor memory of claim 1, wherein the logic processing is an encryption
processing configured to encrypt data in accordance with at least one of the output of the row
address processing unit, the output of the bank address processing unit, and the output of the

column address processing unit.

13. A semiconductor memory, comprising:
a memory array;
an input data processing unit, configured to transmit input data to the memory array;
an output data processing unit, configured to read output data from the memory array; and
a mapping factor generating unit, configured to generate a mapping factor,

wherein an output of the mapping factor generating unit is coupled to an output of the
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input data processing unit and an input of the output data processing unit, and the output of the
mapping factor generating unit is further coupled to the memory array, and

wherein the memory array writes a first result from logical processing performed on the
mapping factor and the input data; the output data comprises a second result from reverse

logical processing performed on the first result and the mapping factor.

14. The semiconductor memory of claim 12, wherein the mapping factor generating unit is
configured so that a standard deviation of a usage rate of at least one of the row address, the
bank address and the column address is no more than 10% of an average usage rate of the at

least one of the row address, the bank address and the column address.

15. The semiconductor memory of claim 13, wherein the mapping factor generating unit
comprises:

a random number generator, having an output serving as the output of the mapping factor
generating unit, and configured to generate a pseudo random number sequence; wherein the
mapping factor comprises the pseudo random number sequence; and

a controller, coupled to the random number generator, and configured to control a timing
sequence according to which the random number generator generates the pseudo random

number sequence.

16. The semiconductor memory of claim 13, wherein the mapping factor generating unit
comprises:

a random number generator, having an input coupled to the memory array and an output
serving as the output of the mapping factor generating unit, and configured to read initial output
data from the memory array after the semiconductor memory is powered up and output the
initial output data; wherein the mapping factor comprises the initial output data; and

a controller, coupled to the random number generator, and configured to control a timing

sequence according to which the random number generator outputs the initial output data.
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17. The semiconductor memory of claim 13, wherein the mapping factor generating unit
comprises:

a random number generator having an input coupled to the memory array and an output
serving as the output of the mapping factor generating unit, and configured to read random
output data from the memory array, and output the random output data; wherein the mapping
factor comprises the random output data; and

a controller, coupled to the random number generator and the memory array, configured
to control a timing sequence according to which the random number generator outputs the
random output data, and turn off a word line of the semiconductor memory to allow the random

number generator to read the random output data from the memory array.

18. The semiconductor memory of claim 13, wherein the mapping factor generating unit
comprises:

a first random number generator, configured to generate a pseudo random number
sequence;

a second random number generator having an input coupled to the memory array, and
configured to read an initial output data from the memory array after the semiconductor
memory is powered up and output the initial output data;

a third random number generator having an output serving as the output of the mapping
factor generating unit, coupled to an output of the first random number generator and an output
of the second random number generator, and configured to randomly mix the pseudo random
number sequence and the initial output data, and output mixed data; wherein the mapping factor
comprises the mixed data; and

a controller, coupled to the first random number generator, the second random number
generator, and the third random number generator, and configured to control a timing sequence
according to which the first random number generator generates the pseudo random number
sequence, control a timing sequence according to which the second random number generator
generates the initial output data, and control a timing sequence according to which the third

random number generator generates the mixed data.
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19. The semiconductor memory of claim 13, wherein the mapping factor generating unit
comprises:

a first random number generator, configured to generate a pseudo random number
sequence;

a second random number generator having an input coupled to the memory array, and
configured to read random output data from the memory array and output the random output
data;

a third random number generator having an output serving as the output of the mapping
factor generating unit, coupled to an output of the first random number generator and an output
of the second random number generator, and configured to randomly mix the pseudo random
number sequence and the random output data, and output mixed data; wherein the mapping
factor comprises the mixed data; and

a controller, coupled to the first random number generator, the second random number
generator, and the third random number generator, and configured to control a timing sequence
according to which the first random number generator generates the pseudo random number
sequence, control a timing sequence according to which the second random number generator
outputs the random output data, turn off a word line of the semiconductor memory to allow the
second random number generator to read the random output data from the memory array, and
control a timing sequence according to which the third random number generator outputs the

mixed data.

20. The semiconductor memory of claim 13, wherein the logic processing is an encryption
processing configured to encrypt the memory array in accordance with at least one of the output
of the row address processing unit, the output of the bank address processing unit, and the

output of the column address processing unit.

21. The semiconductor memory of claim 20, wherein the memory array is configured to be

not encrypted during a testing mode.
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