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¥ LHEYHE (#2284 HASH-BASED PSEUDO-RANDOM NUMBER )
GENERATOR

A pseudo-random number generator (PRNG) with increased randomness.
An iterative hash-based PRNG hashes in the output of a numerical sequencer, such as a
counter or linear feedback shift register, in each hash stage. To improve the
unpredictability of the numerical sequencer output, it may be paused for relatively
unpredictable time periods. When the timing of the output of the numerical sequencer is
unpredictable, elapsed time cannot be used to reliably predict what the output of the
numerical sequencer will be with relation to the hash operation. The unpredictable time

period may be related to when a request for a pseudo-random number is received.
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GENERATOR

A pseudo-random number generator (PRNG) with increased randomness.
An iterative hash-based PRNG hashes in the output of a numerical sequencer, such as a
counter or linear feedback shift register, in each hash stage. To improve the
unpredictability of the numerical sequencer output, it may be paused for relatively
unpredictable time periods. When the timing of the output of the numencal sequencer is
unpredictable, elapsed time cannot be used to reliably predict what the output of the
numerical sequencer will be With relation to the hash operation. The unpredictable time

period may be related to when a request for a pseudo-random number is received.
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