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(57) Abstract: Systems, devices, apparatuses, and methods for providing tokenization as a service are provided. Embodiments of the
invention involve decoupling a "tokenization service" from other services offered by a merchant service provider, and offering the
tokenization service as a stand-alone service. In accordance with an embodiment, a merchant service provider can receive payment
data associated with a transaction between a consumer and a first entity. The merchant service provider can generate a payment
token that represents the payment data and transmit a copy of the payment token to the first entity. The first entity can then transmit
the payment token and order information to a second entity specified in the transaction. The merchant service provider can sub -
sequently receive a request to complete the transaction from the second entity. The request can include the copy of the payment
token from the second entity.
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SYSTEM AND METHOD OF PROVIDING TOKENIZATION AS A SERVICE

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] The present application claims priority from and is a nonprovisional Application
of U.S. Provisional Patent Application No. 61/591,224, filed on January 26, 2012, titled
“TOKENIZATION AS A SERVICE,” by Lisa Anderson and Seamus Cushley, which is

herein incorporated by reference in its entirety for all purposes.

BACKGROUND
[0002] Tokenization is a security (data protection) procedure by which sensitive or
otherwise valuable information can be replaced with a token. For example, in paymen
transactions, payment account information, such as credit card or bank account
numbers, may be replaced with a token by a tokenization service provider. When an
online transaction is conducted with a merchant, the payment account information may
be sent securely to the merchant’s service provider. The service provider can securely
store the payment account information and return a token to the merchant. This way,
tokenization enables merchants to accept payments via payment card accounts or ban
accounts without having to store, transmit or process the sensitive payment data. [f the
consumer conducts a subsequent transaction with the merchant, they can select the
token associated with the payment account they wish to use and complete the
transaction normally. This offers the benefits to the consumer of not having to reenter
payment data for each transaction, while protecting the merchant from the risk and cos

of storing actual payment data for each of their customers.

[0003] Typically, transaction processing and tokenization are closely coupled service:
That is, when a merchant requests a token from their service provider they typically als
request that a transaction be processed by their service provider using the payment
data corresponding to the token. In current systems, if a merchant were to choose to
have a customer’s payment data tokenized, and then utilize a different service provider

to complete the transaction, the merchant would need to obtain the actual payment dat
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to send to the different service provider. As the merchant would now be handling the
actual payment data, this would defeat many of the benefits of tokenization.

BRIEF SUMMARY
[0004] A "tokenization service" offered by a merchant service provider (e.g.,
CYBERSOURCE) is sometimes coupled with the merchant service provider’s "paymer
authorization service." For example, when a merchant requests that merchant service
provider run a payment authorization on a particular credit card, the merchant may alsc
request that merchant service provider tokenize the credit card and send a copy of the
resulting payment token back to the merchant. In future payment authorization reques
involving the same credit card, the merchant can submit the payment token to merchar
service provider instead of the actual credit card number. In many instances, the
merchant cannot use the payment token for anything other than to request that the
merchant service provider run a payment authorization on the underlying credit card.
Thus, a merchant may not often request that the merchant service provider tokenize a
credit card without also requesting that merchant service provider use the resulting

payment token to run payment authorizations.

[0005] Embodiments of the invention involve decoupling the “tokenization service"
from the "payment authorization service," and offering the tokenization service as a
stand-alone service. By decoupling these services, tokenization as a service (TaaS)

enables merchants to share payment tokens.

[0006] For example, a first entity, such as an online travel agent (e.g., ORBITZ), whic
provides reservation services for, among other things, rental cars, uses a merchant
service provider's (e.g., CYBERSOURCE) hosted payment acceptance services to
collect credit card data on its behalf. Further, according to this example, the online
travel agent uses the merchant service provider's tokenization service to tokenize the
collected credit card data. Thus, according to this example, when a customer enters hi
credit card data in the online travel agent’s website to pay for a rental car, the merchan

service provider would collect the credit card data on travel agent’s behalf, generate a
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payment token for the credit card, and pass the payment token back to the online trave

agent.

[0007] According to some embodiments, instead of also using the merchant service
provider's payment authorization service to run a payment authorization on the credit
card, the online travel agent passes a copy of the token to the rental car company fron
which the customer is renting a car. The rental car company, according to some
embodiments, can then submit a copy of the token to back to the merchant services
provider and request that merchant service’s provider: (1) run a payment authorization
on the consumer’s credit card on behalf of the rental car company to pay for the cost o
the rental car (this would enable the rental car company to also avoid handling the cre«
card data); or (2) provide the rental car company with the corresponding credit card da

so that the rental car company can run the payment authorization itself.

[0008] Embodiments of the invention are directed to methods, a computer-readable
medium, servers and systems for enabling entities to transmit payment tokens, insteac
of actual payment data. For example, according to embodiments, a payment services
server receives from a server of a first entity a consumer’s payment data via a network
interface. The payment services server processes the payment data to generate a
payment token that represents the payment data, and transmits a copy of the resulting
payment token, via a network interface, back to the server of the first entity. The serve
of the first entity transmits, via a network interface, a copy of the payment token to a
server of a second entity. The server of the second entity, via a network interface,
transmits a copy of the payment token to the payment services server along with a
request to: (1) provide the server of the second entity with the consumer’s payment dai
that corresponds to the copy of the payment token; or (2) process a payment
transaction on behalf of the second entity using the consumer’s payment data that
corresponds with the payment token. Among other benefits, embodiments of the
invention not only enable the first entity to avoid handling the consumer’s payment dat:
but embodiments also enable the first entity to avoid being the party that requested the
payment transaction. Further advantages of embodiments include enabling the seconc

entity to also avoid handing the consumer’s payment data.
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[0009] Other embodiments of the invention are directed to computer-readable media
comprising code for performing the described methods as well as systems, apparatuse
and devices that perform the methods and/or that use the computer-readable media.

[0010] These and other embodiments of the invention are described in further detail

below.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] Figure 1 is a block diagram of an example of an operating environment in whic

embodiments of the invention can be implemented.

[0012] Figure 2 provides an example process for providing tokenization as a service,

according to an embodiment.

[0013] Figure 3 is a block diagram of an example of an operating environment in whic

embodiments of the invention can be implemented.

[0014] Figure 4 provides an example process for providing tokenization as a service,

according to an embodiment.

[0015] Figure 5 is a block diagram of an exemplary system in which token access is

centrally managed, in accordance with an embodiment.

[0016] Figure 6 provides an example process for centrally managing access to

payment tokens, in accordance with-an embodiment.

[0017] Figure 7 is a block diagram of an exemplary system for authorizing requests

using payment tokens, in accordance with an embodiment.

[0018] Figure 8 provides an example process for authenticating a transaction request

using a payment token, in accordance with an embodiment.

[0019] Figure 9 is a block diagram illustrating a transaction processing system that

may be used with some embodiments of the present invention.

[0020] Figure 10 illustrates an exemplary computer system in which various

embodiments can be implemented.
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DETAILED DESCRIPTION

[0021] A “hosted order page” (HOP) is a third-party hosted webpage that accept
payment data from a customer on a merchant’s web site. A merchant typically redirec
a customer to a HOP on the third-party’s domain/server when the customer selects a
‘Buy’ or ‘Checkout’ button from an online shopping cart. The third party, which is neith
the merchant nor the customer, uses payment data entered by the customer in order tc
process a credit card transaction, etc. for the merchant so that the merchant can avoid
the cost and effort of complying with the Payment Card Industry Data Security Standar

(PC1 DSS) and government regulations regarding storing credit card numbers.

[0022] A “silent order post” (SOP) is akin to a HOP but with only the sensitive
textboxes and other input controls being hosted by the third party. That is, the mercha
hosts the order page but the sensitive fields, such as the credit card number and

expiration date entry textboxes, are posted only to the third party’s servers.

[0023] Figure 1 is a block diagram of an example of an operating system 100 in whicl

embodiments of the invention can be implemented.

[0024] Figure 1 depicts a consumer 102, a user device 108 associated with the
consumer 102, a first merchant 112, a second merchant 118, a payment processing
network 122, and a merchant service provider 126 (“service provider”), communicative
connected. The service provider 126 includes transaction services 136 and HOP/SOF
services provider 134 that provides hosted payment pages and silent order posts. The
transaction services 136 includes merchant/consumer profile/account data 142 and
token data 155 as well as a tokenization module 148. The system 100 illustrated in
Figure 1 is referred to as a hosted service system 100, wherein the service provider
126, acting as a “host”, hosts services for clients, such as the merchants 112, 118.
According to the illustrated embodiment, the merchants 112, 118 and the consumer 1(
can transmit information associated with electronic transactions to the service provider
126. According to some embodiments, the merchants 112, 118 may transmit
information, such as order information, or a request to create an account, to tokenize
payment data, and/or to process a transaction to the service provider 126, which
performs one or more services based at least on the transaction information received
from the merchants 112, 118.

-5-
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[0025] The consumer 102 is, generally, any entity that is a purchaser of products or
services via an electronic transaction. Non-limiting examples include a person or
business entity that purchases, reserves, or licenses goods and / or services from
ecommerce websites via the public Internet or at a retail store using a credit card, debi
card, e-check, etc. The merchants 112, 118 may be, generally, any entity that offers

goods or services in exchange for value.

[0026] The service provider 126 is a third party other than the consumer and
merchant, that provides services in support of electronic transactions (e.g.,
CYBERSOURCE, AUTHORIZE.NET). Non-limiting examples of such services include
services related to payment acceptance processing (e.g., HOP and SOP), credit card
authorization, payment data tokenization, risk evaluation and management, fraud
screening, tax calculation, export compliance verification, delivery address verification,
Internet and/or e-mail address verification, payment crediting, billing, and the like.
Service providers 126 may invoke service features of other service providers in suppori

of their service offerings.

[0027] The consumer 102 and the merchants 112, 118 may communicate through a
network, such as with Internet-originated transactions. As part of a purchasing process
certain information is collected from the consumer 102 by the merchants 112, 118.
Non-limiting examples of information collected from the consumer 102 include
information about the item or service to be purchased/reserved, payment amount,
shipping address, and whether the consumer wants to create an account with the
merchant. However, some merchants may opt to not collect payment data, such as
credit or bank card payment account numbers, and instead request that the service
provider 126 collect such information on their behalf. For example, merchants may opt
not to collect payment data because merchants want to avoid the costs associated with

PCI compliance.

[0028] Once transaction and consumer-related information is collected by a merchant
112, 118, the merchant transmits at least a portion of the information to the service
provider 126. Additional information may be transmitted along with the information
described. For example, the merchant 112, 118 may transmit customized data or a
specification of service provider 126 services to apply, or to ignore, in the electronic

-6-
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transaction processing that is provided by the service provider 126. Although not limite
to any specific information, the types of information described above are referred to
collectively herein as “order information.” Any or all of the information referenced
above, which is transmitted from the merchant 112, 118 to the service provider 126,
may be transmitted through a network in any suitable protocol. An example of a

suitable protocol is Secure Sockets Layer (SSL).

[0029] The service provider 126 performs one or more services in relation to the
electronic commercial transaction associated with transmitted transaction information.
Typically, when not implementing embodiments described herein, the service provider
126 performs services in a manner predetermined by the service provider 126. For
example, specific services are performed in a specific order for specific merchants,
according to a service provider default or to an agreement between the merchant and

the service provider.

[0030] An example will now be provided with reference to the encircled reference
numerals 1-9 provided in Figure 1. It should be appreciated that the encircled referenc
numerals are provided for illustrative convenience and are not intended to limit ways in
which data may flow or the order in which steps may be executed in the system 100.

For example, data may flow to and from any component of the system 100 in any ordel

[0031] Referring to encircled reference numeral 1 of Figure 1, this example begins wif
the consumer 102 visiting the merchant webpage, which is provided by a merchant wel
server. While visiting the merchant page, the consumer 102 can search for and view
details for items and services. For example, the first merchant 112 may be an online
travel company / agency (e.g., ORBITZ, EXPEDIA, etc.) that provides reservation
services for the second merchant 118, which may be a rental car company. In this
example, the consumer 102 may search for and view details of rental cars, and the
consumer 102 may select a “Book Now” or “Make a Reservation” button to reserve a
rental car. When the consumer 102 decides on an item / service to purchase / rent /
reserve, the consumer may indicate his selection by selecting the item / service, such

as by selecting a “Book Now”, “Reserve”, “Purchase” button.
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[0032] As indicated at encircled reference numeral 2 of Figure 1, when the consumer
102 communicates his decision to the first merchant 112, such as by selecting the
“Book Now” or “Reservation” or “Purchase” button on the merchant page, the merchan
112 invokes the service provider 126 to collect payment data from the consumer 102,
such as via a HOP or SOP. This enables the merchant 112 to avoid handling the

consumer’s payment data.

[0033] For example, the first merchant 112 may utilize a HOP, which is provided by
the service provider 126 to collect payment data on behalf of the merchant 112. In the
event a HOP is used, the “Book Now” or “Make a Reservation” or “Purchase” button
may include a URL that redirects the user device 108 to a location at the HOP services
provider 134. When the redirect occurs, the order information, among other informatio:
may optionally be transmitted via a secure connection, such as an SSL pipe, from the
merchant 112 to the HOP services provider 134 by way of the redirect through the use
device 108. In some examples, the order information and other information are
provided to the HOP services provider 134 in an HTML post. In any event, when the
redirect occurs, the HOP services provider 134 provides a hosted payment page to the
consumer 102 via the consumer device 108. For example, the hosted payment page
may include a summary of the order information, input fields into which users may inpu
their credit card information, e.g., credit card type, number, expiration data, étc., and
input fields into which user may input billing address information for the credit card, anc
a “Purchase”, “Submit” etc. button that user may select to submit their payment data to

the service provider 126.

[0034] In accordance with an embodiment, the merchant 112 can elect to use a SOP.
When the customers selects the “Submit”, “Book Now”, or “Make a Reservation” buttor
to confirm a purchase / order / reservation, a script code in the merchant’'s website

initiates a call to the service provider to pass or 'post' the data to the service provider's

system, thereby enabling the merchant 112 to avoid handling the payment data.

[0035] In some embodiments, the merchant 112 can elect to use an inline frame,
which is provided by the service provider 126 to collect payment data on behalf of the
merchant 112. When using an inline frame, the “Book Now” or “Make a Reservation” o1
similar button may direct the user to another webpage hosted by the merchant 112,

-8-
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where the service provider 126 provides an inline payment frame in the webpage for
collecting payment data and related data, such as address information, from the

consumer 102 on behalf of the merchant 112.

[0036] It should be noted that, in the illustrated example, when a HOP and/or SOP is
provided, the payment data is transmitted via a secure connection, such as an SSL
pipe, from the user device 108 to the service provider 126 and bypasses the merchant
112 altogether. Thus, the merchant 112 does not handle the payment data and

therefore does not have to be PCI compliant.

[0037] As indicated at encircled reference numeral 3, the HOP / SOP services providk
134 sends via link 140 the payment data and other associated information (e.g., billing
address information) to the transaction services 136, which according to some
embodiments, accesses the merchant / consumer profile data 142 to determine whethe
the consumer 102 already has an account / profile stored at the merchant service
provider 126. If the consumer 102 already has a profile, then the transaction services
136 updates the payment data and the billing information in the consumer’s account /
profile with the payment data and the billing information that the consumer inputted via
the HOP / SOP. If the consumer 102 does not already have a profile, then the
transaction services 136 creates an account / profile for the user in the consumer/
merchant profile data 142 and stores in the newly created account / profile the

consumer’s payment data and billing information.

[0038] Further, as indicated at encircled reference numeral 4, the transaction services
136 instructs the tokenization module 148 to tokenize the payment data inputted by the
consumer 102 and thereby create a payment token for the consumer’s payment data
(e.g., the tokenization module 148 generates a payment token that represents the
consumer’s credit card). It should be appreciated that the tokenization module 148 ma
create a unique payment token for each payment account (e.g., for each credit card)
stored in the consumer’s profile. The tokenization module 148 then stores a copy of th
payment token(s) in the token database 155. Further, as indicated at encircled
reference numeral 5, the merchant service provider 126 sends a copy of the payment
token(s) to the merchant 112, which can store the payment token(s) on its database.

9.
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For example, the merchant 112 also creates an account / profile for the consumer on it

database and stores the payment token(s) in the consumer’s account / profile.

[0039] As indicated at encircled reference numeral 6, the first merchant 112 sends a
copy of the payment token, which represents the consumer’s payment data (e.g., credi
card), to the second merchant 118. This may occur, for example, in an arrangement
where the first merchant 112 brokers services provided by the second merchant to the
consumer 108, e.g., the first merchant 112 could be an online travel agency that
advertises and brokers rental cars for the second merchant 118. The second merchan
118 may store the payment token along with information about the consumer 102 in its
database. Further, as indicated at reference numeral 7, to process a transaction and
receive payment, the second merchant 118 sends a copy of the payment token back tc
the merchant service provider 126, along with a transaction request (e.g., a request to

charge the consumer’s payment account for the cost of a rental car).

[0040] As indicated at encircled reference numeral 8, the transaction services 136
accesses the token data 155 to obtain the actual payment data associated with the
token, which was submitted by the second merchant 112. The transaction services 13
may also access the consumer / merchant data 142 to obtain additional information
about the consumer 102 (e.g., billing address) and/or the second merchant 118, such
as the second merchant’s deposit account / acquiring bank information. As indicated a
encircled reference numeral 9, to process the payment requested by the second
merchant 118, the service provider 126 sends the actual payment data along with
transaction data to the payment processing network 122 (e.g. VISA), which processes
the payment and then sends a confirmation or denial message to the second merchant
118 or to the service provider 126, which forwards the notice to the second merchant
118. Figure 7 illustrates an environment 10 and process by which the payment
processing network, which is illustrated in Figure 7 as an electronic transaction service
provider 26, processes the transaction so as to transfer funds from the consumer’s
account at Issuer 38 to the second merchant’s account at Acquirer 30.

[0041] An example process 200 is provided in Figure 2 whereby the process involves
processing a payment transaction, according to an embodiment. The process 200 of
Figure 2 is described herein as being implemented by system 100 of Figure 1.

-10-
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However, it should be appreciated that the process 200 may be implemented in any
suitable environment. As illustrated at block 204, a consumer 102, using a consumer
device 108, accesses a website provided by a first merchant 112 and selects an item /
service for purchase, or the consumer 102 selects to reserve the item / service, where
the item / service is provided by a second merchant 118. For example, the first
merchant 112 may be travel services website (e.g. an online travel agent, such as
ORBITZ) and the second merchant 118 may be a rental car company. In operation, th:
first merchant 112 via its website may present to consumers rental cars that are owned
and operated by the rental car company, and consumers may be able to reserve the

second merchant's rental cars via the first merchant’s website.

[0042] In some instances, it may be desirable for the first merchant 112 to avoid
handling the consumer’s payment data. This would enable the first merchant 112 to
avoid PCI compliance, and to avoid being responsible for charging the consumer.

[0043] As illustrated at block 208, the merchant service provider 126 obtains the
consumer’s payment data. For example, the merchant service provider 126 collects th
consumer’'s payment data via a SOP, and/or a HOP. Alternatively, in some
embodiments, the merchant service provider 126 can collect the consumer’s payment
data via an inline payment frame. According to block 212, the merchant service
provider 126 tokenizes the obtained payment data, and, as indicated at block 216, the
merchant service provider 126 stores the resulting payment token along with additional
information about the consumer (e.g., name, billing address, etc.) in the token data 15¢
and/or merchant / consumer data 142. As illustrated at block 220, the merchant servic
provider 126 sends a copy of the payment token to the first merchant 112, which,
according to block 224, sends a copy of the payment token to the second merchant
118. As indicated at block 230, to use the payment token to obtain payment for a
service / product that the second merchant 118 is to provide to the consumer 102, the
second merchant 118 sends the payment token back to the merchant service provider
126. The merchant service provider 126, according to block 234, obtains the actual
payment data associated with the token from the token data 155, and sends the token
to a payment processing network for processing the payment on behalf of the second
merchant 118. Thus, according to process 200, the first merchant 112 can sell / broke

-11-
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items / services on behalf of the second merchant 118 without having to handle actual
payment data. Further, according to process 200, the second merchant 118 avoids

handling payment data, too.

[0044] Figure 3 provides a block diagram of an operating system 300 in which
embodiments of the invention can be implemented. The components of system 300
generally correspond to the components of system 100. Further, the steps illustrated t
reference numerals 1-6 in Figure 3 generally correspond to the steps illustrated by
reference numerals 1-6 in Figure 1. However, the steps illustrated by reference

numerals 7-10 of Figure 3 are not illustrated in Figure 1.

[0045] As indicated at encircled reference numeral 7-9 of Figure 3, instead of sending
the payment token back to the merchant service provider 126 and requesting that the
merchant service provider 126 use the token to obtain the consumer’s actual payment
data and then send the actual payment data to a payment processing network (e.g.
VISA) in the form of a transaction request, the second merchant 118 sends the paymel
token to the merchant service provider 126 (reference numeral 7) and requests that the
merchant service provider 126 use the token to obtain the consumer’s actual payment
data (reference number 8) and then send the actual payment data back to the second
merchant 118 (reference number 9). Thus, unlike the second merchant in Figure 1, the
second merchant 118 in Figure 3 handles the actual payment data. As indicated by
reference numeral 10, upon receiving the consumer’s actual payment data from the
merchant service provider 126, the second merchant sends the payment data in the
form of a transaction request to an Acquirer / payment processor or a merchant service

provider 150 other than the merchant service provider 126.

[0046] An example process 400 is provided in Figure 4 whereby the process involves
processing a payment transaction, according to an embodiment. The process 400 of
Figure 4 is described herein as being implemented by system 300 of Figure 3.
However, it should be appreciated that the process 400 may be implemented in any
suitable environment. As illustrated at block 404, a consumer 102, using a consumer
device 108, accesses a website provided by a first merchant 112 and selects an item /
service for purchase, or the user 102 selects to reserve the item / service, where the
item / service is provided by a second merchant 118. For example, the first merchant
-12-
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112 may be travel services website (e.g. an online travel agent, such as ORBITZ) and
the second merchant 118 may be a rental car company. In operation, the first mercha
112 via its website may present to consumers rental cars that are owned and operatec
by the second merchant (the rental car company). Consumers can reserve the seconc

merchant’s rental cars via the first merchant’'s website.

[0047] In some instances, it may be desirable for the first merchant 112 to avoid
handling the consumer’s payment data. This would enable the first merchant 112 to

avoid PCI compliance, and to avoid being responsible for charging the consumer.

[0048] As illustrated at block 408, the merchant service provider 126 obtains the
consumer’s payment data. For example, the merchant service provider 126 collects th
consumer’s payment data via a SOP, and/or a HOP. Alternatively, in some
embodiments, the merchant service provider 126 can collect the consumer’s payment
data via an inline payment frame. According to block 412, the merchant service
provider 126 tokenizes the obtained payment data, and, as indicated at block 416, the
merchant service provider 126 stores the resulting payment token along with additional
information about the consumer (e.g., name, billing address, etc.) in the token data 15¢
and/or merchant / consumer data 142. As illustrated at block 420, the merchant servic
provider 134 sends a copy of the payment token to the first merchant 112, which,
according to block 424, sends a copy of the payment token to the second merchant
118. As indicated at block 430, to use the payment token to obtain the consumer’s
actual payment data, the second merchant 118 sends the payment token back to the
merchant service provider 126 and requests that the merchant service provider reply
with the actual payment data that corresponds with the payment token. The merchant
service provider 126, according to block 434, obtains the actual payment data
associated with the token from the token data 155, and, according to block 438, sends
the actual payment data to the second merchant 118. The second merchant 118,
according to block 442, sends the payment data in the form of a transaction request
(e.g. transaction request for payment for the rental car) to an acquirer or a payment

processor 150.

[0049] Thus, according to process 400, the first merchant 112 can sell / broker items /
services on behalf of the second merchant 118 without having to handle actual paymer
-13-
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data, whereas, according to process 400, the second merchant 118 does handle

payment data.

[0050] As described above, a consumer 102 can conduct a transaction with a first
merchant 112 for a product or service provided by a second merchant 118. The first
merchant 112 can forward a payment token to the second merchant 118 to complete
the transaction, without requiring the first merchant 112 to manage actual payment dat
Once the payment token is received by the second merchant 118, the second merchar
118 can request the associated payment data to complete the transaction from the
merchant service provider 126. This enables the tokenization of payment data to be
decoupled from the payment transaction. However, this decoupling also increases the

risk of mistaken or fraudulent use of a payment token.

[0051] Figure 5 is a block diagram of an exemplary system 500 in which token acces:
is centrally managed, in accordance with an embodiment. As discussed above with
respect to Figures 1-4, the merchant service provider 126 can receive a consumer’s
payment data and create and store a payment token. As shown in Figure 5, rather tha
sending the payment token to the first merchant 112, at 502 the merchant service
provider 126 can send payment token access data to the first merchant. This access
data can include a key, transaction ID, or other data which corresponds to the newly
created payment token. After receiving the payment token access data, at 504 the firs
merchant can send transaction details to the second merchant 118. The transaction
details can include the payment token access data which the second merchant 118 cai
use to complete the transaction. At 506, the second merchant 118 can send a request
including the payment token access data to the merchant service provider 126 to
complete the transaction. A token access service 508 can receive the payment token
access data and retrieve the payment token from the token data store 155. As
described above, the merchant service provider 126 can complete a transaction by
retrieving the actual payment data corresponding to the token and either processing th
payment itself, or returning the actual payment data to the second merchant 118 for
further processing. Additionally, the merchant service provider can send a copy of the
payment token to the second merchant 118 to store for use in subsequent transactions

with the consumer. Although in Figure 5 the token access service 508 is provided by
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the merchant service provider 126, in some embodiments a token access service can
be provided as a standalone service which is separate from the merchant service

provider.

[0052] Figure 6 provides an example process for centrally managing access to
payment tokens, in accordance with an embodiment. At 600, the merchant service
provider tokenizes payment data. The payment data can be received by the merchant
service provider from a first merchant as described above with respect to Figures 1-4.
At 602, the merchant service provider can store the payment token. At 604, the
merchant service provider can send payment token access data to the first merchant.
Thus, unlike other embodiments discussed above, the first merchant does not receive :
copy of the payment token directly, but instead receives access data, such as a key or
transaction ID corresponding to the token, which can be used to retrieve a copy of the
token from the merchant service provider if needed. At 6086, the first merchant can sen
transaction details to a second merchant. As described above, the first merchant acts
as a broker for goods or services offered by the second merchant. The transaction
details sent to the second merchant can include the payment token access data. At
608, the second merchant can send a request to the merchant service provider to
complete the transaction. This request can include the payment token access data anc
can specify whether the second merchant requests that the merchant service provider
process the payment or return the actual payment details to the second merchant for
further processing. This request can additionally include a request for the payment
token, for use in future transactions. By centrally managing access to payment tokens
at the merchant service provider, the likelihood of misuse of payment tokens, either

accidental or malicious, is reduced.

[0053] Figure 7 is a block diagram of an exemplary system for authorizing requests
using payment tokens, in accordance with an embodiment. In the embodiment shown
in Figure 7, a second merchant 700 can send 702 the payment token to merchant
service provider 704 to complete the transaction. As described above with respect to
Figures 1 and 3, this can include having the merchant service provider 704 complete
the transaction by submitting the payment data to a payment processing network 122,

or receiving the payment data in return for the payment token so that the second
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merchant 704 can submit the payment data to their acquirer or payment processor. T¢
reduce the risk of payment tokens being used in fraudulent transactions, the payment

token can be verified and the request can be authorized.

[0054] In accordance with an embodiment, payment tokens can be associated with
context information. The context information can include one or more of an expiration
time/date for the token, merchant identifiers for the first and second merchants, and a
transaction identifier. Additionally, trust relationships can exist between the merchants
and between each merchant and the merchant service provider. Data describing the
trust relationships can be stored by the merchant service provider in, for example,
merchant/consumer data 142. When a request is received by the merchant service
provider 704 from the second merchant 700 to complete a transaction using a paymen
token, a token request authorization module 706 can be used to authorize the request
by comparing the context information associated with the payment token with the
merchant/consumer data 142. For example, the token request authorization module
706 can determine whether the second merchant is “trusted” by merchant service
provider 704 and that the payment token has not expired. If the second merchant is
trusted and the payment token is not expired then the request can be authorized. Onc
the request is authorized, a token verification module 708 can compare 712 the
payment token which accompanied the request to the payment token in token data 15¢
If the payment tokens match, then the payment data corresponding to the payment
token can be retrieved. The payment data can then either be sent to a payment
processor by the merchant service provider, as described above in Figure 1, or returne

to the second merchant 700 for processing, as described above in Figure 3.

[0055] In accordance with an embodiment, additional authorization and verification
methods may be used to determine that a particular transaction request using a
payment token is valid. For example, if the second merchant does not have a
preexisting relationship with the merchant service provider, and is not a trusted
merchant, the merchant service provider can determine whether the second merchant |
trusted by the first merchant. For example, a particular merchant can maintain a truste
merchant list with the merchant service provider which includes a plurality of second

merchants with which the particular merchant regularly conducts business. If, for
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example, an online travel agent facilitates reservations with a particular group of hotels,
each hotel in that group may be added to the online travel agent’s trusted merchant list
maintained by the merchant service provider. This list can be updated accordingly as

the members of the group change over time.

[0056] Figure 8 provides an example process for authorizing a transaction request
using a payment token, in accordance with an embodiment. As shown in Figure 8, at
800, the second merchant sends a request to complete a transaction using a payment
token to a merchant service provider. The request can include the payment token,
context information associated with the payment token, and transaction details. The
payment token can be sent to the merchant service provider with a request for the
merchant service provider to retrieve the actual payment data associated with the
payment token and complete the transaction by submitting the actual payment data an
transaction details to a payment processing network. Alternatively, the request can be
for the return of the actual payment data associated with the payment token, such that

the second merchant can complete the transaction itself.

[0057] When the second merchant sends the payment token back to the merchant
service provider to complete a transaction with a consumer (for example, step 230 in
Figure 2), the merchant service provider can authenticate the payment token and
authorize the request. At 802, the merchant service provider can authenticate the
request using merchant data and the context information. For example, the merchant
service provider can determine whether a trusted relationship exists between the
second merchant and the merchant service provider, or between the first merchant anc
the second merchant. Additionally, the merchant service provider can determine

whether the token has expired based on the context information.

[0058] At 804, the merchant service provider verifies the payment token by comparing
it with token data stored by the merchant service provider. This token data can include
a copy of the token as originally created. Once the payment token is verified, the
request can be completed. At 806, based on the request, the merchant service provide
processes the transaction using the actual payment data corresponding to the paymen
token, or returns the actual payment data to the second merchant for processing.
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[0059] Figure 9 is a block diagram illustrating a transaction processing system 10 that
may be used with some embodiments of the present invention. Figure 9 illustrates the
primary functional elements that are typically involved in processing a payment
transaction and in the authorization process for such a transaction. As shown in Figure
7, in a typical payment transaction, a consumer wishing to purchase a good or service
from a merchant uses a payment device 20 to provide payment transaction data that
may be used as part of a consumer authentication or transaction authorization process
Payment device 20 may be a debit card, credit card, smart card, mobile device

containing a contactless chip, computer, or other suitable form of device.

[0060] The portable payment device is presented to a mobile payment acceptance
device 22 of a merchant 24. For example, the acceptance device 22 could be a device
reader or point of sale (POS) terminal 22 which is able to access data stored on or
within the payment device. In embodiments, the portable payment device
communicates account/payment data to the merchant 24 via a “card not present”
transaction over a communications network, such as a cellular network, the Internet,
etc. The account data (as well as any required consumer data) is communicated to the
merchant 24 and ultimately to a merchant service provider 26 (such as
AUTHORIZE.NET). As part of the authentication or authorization process performed b’
the merchant service provider, the merchant service provider 26 may access database
28, which typically stores data regarding the customer/consumer/user (as the result of ¢
registration process with the merchant, for example), the consumer’s payment device,
and the consumer’s transaction history with the merchant. The database 28 may also
include information about the merchant 24, such as a list of the merchant’s approved
payment acceptance devices 22. For example, upon receiving information about the
payment device 20 from the merchant’s mobile payment acceptance device 22, the
merchant service provider 26 may extract information that identifies the mobile paymen
acceptance device 22 and validate that information against a list of approved mobile
payment acceptance devices. The merchant service provider 26 typically
communicates with acquirer 30 (which manages the merchant’s accounts) as part of th
overall authentication or authorization process. The merchant service provider 26
and/or acquirer 30 provide data to payment processing network 34, which, among othe
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functions, participates in the clearance and settlement processes that are part of the

overall transaction processing.

[0061] Communication and data transfer between merchant service provider 26 and
payment processing network 34 are typically by means of an intermediary, such as
acquirer 30. As part of the consumer authentication or transaction authorization
process, payment processing network 34 may access account database 36, which
typically contains information regarding the consumer’s account payment history,
chargeback or transaction dispute history, credit worthiness, etc. Payment processing
network 34 communicates with issuer 38 as part of the authentication or authorization
process, where issuer 38 is the entity that issued the payment device to the consumer
and manages the consumer’s account. Customer or consumer account data is typicall
stored in customer/consumer database 40 which may be accessed by Issuer 38 as par
of the authentication, authorization or account management processes. Note that
instead of, or in addition to, being stored in account database 36, consumer account

data may be included in, or otherwise part of, customer/consumer database 40.

[0062] According to an embodiment, in standard operation, an authorization request
message is created by the mobile payment acceptance device 22 during a consumer
purchase of a good or service using a portable payment device. In some embodiments
the mobile payment acceptance device 22 of the merchant 24 may be a wireless phone
or personal digital assistant that incorporates a contactless card or chip or payment
acceptance application. The authorization request message is typically sent from the
payment application of the mobile payment acceptance device 22 to the merchant
service provider 26, and then to the merchant’s acquirer 30, to a payment processing
network 34, and then to an issuer 38. An authorization request message can include a
request for authorization to conduct an electronic payment transaction and data relevar
to determining if the request should be granted as well as device identification
information related to the mobile payment acceptance device 22, which the merchant
service provider 26 validates against the list of approved mobile payment acceptance
devices 22. For example, it may include one or more of an account holder's payment
account number, currency code, sale amount, merchant transaction stamp, acceptor

city, acceptor state/country, etc. An authorization request message may be protected
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using a secure encryption method (e.g., 128-bit SSL or equivalent) in order to prevent

unauthorized access to account or transaction data.

[0063] After the Issuer receives the authorization request message, the Issuer
determines if the transaction should be authorized and sends an authorization respons
message back to the payment processing network to indicate whether or not the currer
transaction is authorized. The payment processing system then forwards the
authorization response message to the acquirer. The acquirer then sends the respons
message to the merchant service provider 26, which then sends the response messag:
to the merchant’s mobile payment acceptance device 22. The merchant is thus made
aware of whether the Issuer has authorized the transaction, and hence whether the

transaction can be completed.

[0064] At a later time, a clearance and settlement process may be conducted by
elements of the payment/transaction processing system depicted in Figure 2. A
clearance process involves exchanging financial details between an Acquirer and an
Issuer to facilitate posting a transaction to a consumer's account and reconciling the
consumer's settlement position. Clearance and settlement can occur simultaneously o

as separate processes.

[0065] Payment processing network 34 may include a server computer. A server
computer is typically a powerful computer or cluster of computers. For example, the
server computer can be a large mainframe, a minicomputer cluster, or a group of
servers functioning as a unit. In one example, the server computer may be a database
server coupled to a web server. Payment processing network 34 may use any suitable
combination of wired or wireless networks, including the Internet, to permit
communication and data transfer between network elements. Among other functions,
payment processing network 34 may be responsible for ensuring that a consumer is
authorized to conduct a transaction (via an authentication process), confirm the identity
of a party to a transaction (e.g., via receipt of a personal identification number), confirm
a sufficient balance or credit line to permit a purchase, or reconcile the amount of a
purchase with the consumer’s account (via entering a record of the transaction amount,

date, etc.).
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[0066] The payment device 20 may take one of many suitable forms. As mentioned
above, the portable payment device can be a mobile device that incorporates a
contactless element such as a chip for storing payment data (e.g., a BIN number,
account number, etc.) and a near field communications (NFC) data transfer element
such as an antenna, a light emitting diode, a laser, etc. The portable payment device
may also include a keychain device (such as the Speedpass™ commercially available
from Exxon-Mobil Corp.), etc. The device containing the contactless card or chip, or
other data storage element may be a cellular (mobile) phone, personal digital assistant
(PDA), pager, transponder, or the like. The portable payment device may also
incorporate the ability to perform debit functions (e.g., a debit card), credit functions

(e.g., a credit card), or stored value functions (e.g., a stored value or prepaid card).

[0067] Figure 10 shows a block diagram of an exemplary computer apparatus that ca
be used in some embodiments of the invention (e.g., in any of the components shown i
the prior Figures). The subsystems shown in Figure 10 are interconnected via a syster
bus 1005. Additional subsystems such as a printer 1010, keyboard 1020, fixed disk
1030 (or other memory comprising computer-readable media), monitor 1040, which is
coupled to display adapter 1050, and others are shown. Peripherals and input/output
(1/0) devices, which couple to 1/0O controller 1060, can be connected to the computer
system by any number of means known in the art, such as through serial port 1070. F¢
example, serial port 1070 or external interface 1080 can be used to connect the
computer apparatus to a wide area network such as the Internet, a mouse input device
or a scanner. The interconnection via system bus 1005 allows the central processor
1090 to communicate with each subsystem and to control the execution of instructions
from system memory 1095 or the fixed disk 1030, as well as the exchange of
information between subsystems. The system memory 1095 and/or the fixed disk 103(

may embody a computer-readable medium.

[0068] The previous description of the embodiments is provided to enable any person
skilled in the art to practice the invention. The various modifications to these
embodiments will be readily apparent to those skilled in the art, and the generic

principles defined herein may be applied to other embodiments without the use of
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inventive faculty. Thus, the present invention is not intended to be limited to the
embodiments shown herein, but is to be accorded the widest scope consistent with the
principles and novel features disclosed herein. For example, although some specific
embodiments describe the use of a message conversion process with typical brick and
mortar type merchants, embodiments of the invention can also be used in on-line e-

commerce type transactions.

[0069] Embodiments of the invention are not limited to the above-described
embodiments. For example, although separate functional blocks are shown for an
issuer, payment processing system, and acquirer, some entities perform all of these
functions and may be included in embodiments of invention.

[0070] Further, additional embodiments of the invention may be directed to methods
and systems involving merchants, and their access devices, as well as issues. For

example, other embodiments may include the following additional embodiments.

[0071] It should be understood that the present invention as described above can be
implemented in the form of control logic using computer software in a modular or
integrated manner. Based on the disclosure and teachings provided herein, a person o
ordinary skill in the art can know and appreciate other ways and/or methods to
implement the present invention using hardware and a combination of hardware and

software.

[0072] Any of the software components or functions described in this application, may
be implemented as software code to be executed by a processor using any suitable
computer language such as, for example, Java, C++ or Perl using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions, or commands on a computer-readable medium, such as a randor
access memory (RAM), a read only memory (ROM), a magnetic medium such as a
hard-drive or a floppy disk, or an optical medium such as a CDROM. Any such
computer-readable medium may reside on or within a single computational apparatus,
and may be present on or within different computational apparatuses within a system o
network.
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[0073] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0074] A recitation of "a", "an" or "the" is intended to mean "one or more" unless
specifically indicated to the contrary. A recitation of "she" is meant to be gender neutral

and may be read as "he" or "she", unless specifically indicated to the contrary.

[0075] All patents, patent applications, publications, and descriptions mentioned abov
are herein incorporated by reference in their entirety for all purposes. None is admitted

to be prior art.
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WHAT IS CLAIMED 1S:

1. A method, comprising:

receiving, at a merchant service provider, payment data associated with :
transaction between a consumer and a first entity, wherein the payment data is receive
from the consumer and bypasses the first entity;

generating, at the merchant service provider, a payment token that
represents the payment data;

transmitting, from the merchant service provider, a copy of the payment
token to the first entity, wherein the first entity transmits the copy of the payment token
and order information associated with the transaction to a second entity specified in the
transaction; and

receiving, at the merchant service provider, a request to complete the
transaction from the second entity, wherein the request includes the copy of the

payment token from the second entity.

2. The method of claim 1 further comprising:
authorizing the request to complete the transaction based on merchant
information stored at the merchant service provider and context information associated

with the payment token.

3. The method of claim 1 further comprising:
verifying that the copy of the payment token received from the second

entity matches a copy of the payment token stored at the merchant service provider.

4. The method of claim 2 wherein authorizing the request to complete

the transaction comprises:
determining whether the first entity has indicated that the second entity is

a trusted entity.

5. The method of claim 2 wherein authorizing the request to complete
the transaction comprises:
determining whether the merchant service provider has indicated that the

second entity is a trusted entity.
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6. The method of claim 2 wherein the context information includes or
or more of an expiration time/date for the payment token, merchant identifiers for the

first and second entities, and a transaction identifier.

7. The method of claim 1 wherein the request to complete the
transaction includes a request for the merchant service provider to process the

transaction on behalf of the second entity.

8. The method of claim 1 wherein the request to complete the
transaction includes a request to return the payment data corresponding to the paymer

token to the second entity.

9. The method of claim 1 wherein the merchant service provider is a
hosted order page (HOP) service provider and the payment data is received through a
HOP.

10.  The method of claim 1 wherein the merchant service provider is a
silent order post (SOP) service provider and the payment data is received through a
SOP.

11.  An apparatus for enabling a consumer to purchase a transit
product, comprising:
an electronic processor programmed to execute a set of instructions; and
a memory coupled to the electronic processor and storing the set of
instructions;
wherein when executed by the electronic processor, the set of instruction:
cause the apparatus to
receive, at a merchant service provider, payment data associated
with a transaction between a consumer and a first entity, wherein the payment
data is received from the consumer and bypasses the first entity;
generate, at the merchant service provider, a payment token that
represents the payment data;
transmit, from the merchant service provider, a copy of the paymer

token to the first entity, wherein the first entity transmits the copy of the payment
25-
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token and order information associated with the transaction to a second entity
specified in the transaction; and
receive, at the merchant service provider, a request to complete the
transaction from the second entity, wherein the request includes the copy of the

payment token from the second entity.

12.  The system of claim 11 wherein the set of instructions further caus
the apparatus to authorize the request to complete the transaction based on merchant
information stored at the merchant service provider and context information associated

with the payment token.

13.  The system of claim 11 wherein the set of instructions further caus
the apparatus to verify that the copy of the payment token received from the second
entity matches a copy of the payment token stored at the merchant service provider.

14.  The system of claim 12 wherein authorizing the request to complet

the transaction comprises:
determining whether the first entity has indicated that the second entity is

a trusted entity.

15.  The system of claim 12 wherein authorizing the request to complei

the transaction comprises:
determining whether the merchant service provider has indicated that the

second entity is a trusted entity.

16.  The system of claim 12 wherein the context information includes
one or more of an expiration time/date for the payment token, merchant identifiers for

the first and second entities, and a transaction identifier.

17.  The system of claim 11 wherein the request to complete the
transaction includes a request for the merchant service provider to process the

transaction on behalf of the second entity.
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18.  The system of claim 11 wherein the request to complete the
transaction includes a request to return the payment data corresponding to the paymer

token to the second entity.

19.  The system of claim 11 wherein the merchant service provider is a
hosted order page (HOP) service provider and the payment data is received through a
HOP.

20.  The system of claim 11 wherein the merchant service provider is a
silent order post (SOP) service provider and the payment data is received through a
SOP.
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