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the generated encryption key. Methods and apparatus for generating the key are disclosed. In some embodiments the unique transaction
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low-variance data, and the plurality of bits that are normalised comprise at least the bits of the high-variance data.
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Key Generation in Secure Electronic Payment Systems

Technical Field
The present invention relates to methods, apparatus and computer programs for

generating a key in a secure electronic payment system.

Background

Electronic payment systems require multiple parties to be able to share data between
one another in a secure manner, in order to carry out an electronic transaction. For
example, to carry out a transaction in a card payment system, the retailer (‘Merchant’),
the retailer’s bank (‘Acquirer’), the card provider (‘Scheme’) and the customer’s bank
(‘Issuer’) must all be able to communicate securely with one another. To this end, the
Merchant, Acquirer, Scheme and Issuer must all be provided in advance with secure
encryption keys, in a process referred to as key provisioning. The parties may also be

provided with certificates for the purposes of authentication.

Dedicated infrastructure, for example in the form of a key management system or
certification authority, is required in order to securely distribute the necessary security
information such as keys and certificates to the various parties within the electronic
payment system. As a result, the cost and complexity of implementing a secure
electronic payment system is increased. There is therefore a need in the art for an
improved method to allow devices within an electronic payment system to securely

communicate with one another and share data in a secure manner.

The invention is made in this context.

Summary of the Invention

According to a first aspect of the present invention, there is provided a method of
generating a key in a secure electronic payment system, the method comprising
obtaining unique transaction data relating to a transaction, the unique transaction data
comprising a plurality of bits, normalising the plurality of bits of the transaction data
according to a predetermined normalisation format, generating a transaction identifier
for uniquely identifying the transaction among a plurality of transactions by applying a
first predetermined key derivation function to the normalised unique transaction data,
generating an encryption key based on the normalised unique transaction data, using a

second predetermined key derivation function, obtaining additional data associated
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with the transaction identifier, and decrypting the obtained additional data using the
generated encryption key.

In some embodiments according to the first aspect, the plurality of bits that are
normalised comprises a subset of a total number of bits included in the unique
transaction data. In some embodiments the unique transaction data includes high-
variance data and low-variance data, the high-variance data having a higher variance
between transactions than the low-variance data, and the plurality of bits that are
normalised comprise at least the bits of the high-variance data. For example, in some
embodiments the electronic payment system is an EMV card payment system, and the
high-variance data comprises at least a first plurality of bits included in an Application
Cryptogram ARQC field and/or a second plurality of bits included in an Unpredictable
Number field. In other embodiments, the electronic payment system may be a 3D
Secure-payment system, and the high-variance data can comprise at least a first
plurality of bits included in an XID field. In another embodiment, the electronic
payment system is a 3D Secure-payment system, and the high-variance data comprises
at least a first plurality of bits included in an XID field.

In some embodiments according to the first aspect, the first predetermined key
derivation function and/or the second predetermined key derivation function is

selected from among a plurality of available key derivation functions.

In some embodiments according to the first aspect, the encryption key is generated at a
first device in the secure electronic payment system, and obtaining the additional data
comprises receiving the encryption key from the first device, at a second device, and
receiving the additional data from a third device, at the second device, wherein the
encryption key received from the first device is used to decrypt the additional data at
the second device. For example, in some embodiments the encryption key can be used
to decrypt the additional data at the second device by generating a private key from the
encryption key at the second device, and using the private key to decrypt the additional
data.

In some embodiments, obtaining the additional data comprises retrieving the
additional data associated with the transaction identifier, from storage configured store
a plurality of sets of additional data each associated with a different transaction

identifier. Furthermore, in some embodiments generating the transaction identifier



10

15

20

25

30

35

WO 2019/021028 PCT/GB2018/052166

comprises combining the normalised unique transaction data with the encryption key
to obtain combined data, and applying the first predetermined key derivation function

to the combined data to generate the transaction identifier.

According to a second aspect of the present invention, there is provided a computer-
readable storage medium arranged to store computer program instructions which,

when executed, perform a method according to the first aspect.

According to a third aspect of the present invention, there is provided apparatus for
generating a key in a secure electronic payment system, the apparatus comprising a
data normalisation module configured to obtain unique transaction data relating to a
transaction, the unique transaction data comprising a plurality of bits, and normalise
the plurality of bits of the transaction data according to a predetermined normalisation
format, a key generator configured to generate a transaction identifier for uniquely
identifying the transaction among a plurality of transactions by applying a first
predetermined key derivation function to the normalised unique transaction data, and
generate an encryption key based on the normalised unique transaction data, using a
second predetermined key derivation function, and a decryption unit configured to
obtain additional data associated with the transaction identifier and decrypt the

obtained additional data using the generated encryption key.

According to a fourth aspect of the present invention, there is provided apparatus for
generating a key in a secure electronic payment system, the apparatus comprising one
or more processors for executing computer program instructions, and memory
arranged to store computer program instructions which, when executed by the one or
more processors, cause the apparatus to obtain unique transaction data relating to a
transaction, the unique transaction data comprising a plurality of bits, normalise the
plurality of bits of the transaction data according to a predetermined normalisation
format, generate a transaction identifier for uniquely identifying the transaction among
a plurality of transactions by applying a first predetermined key derivation function to
the normalised unique transaction data. generate an encryption key based on the
normalised unique transaction data, using a second predetermined key derivation
function, obtain additional data associated with the transaction identifier, and decrypt

the obtained additional data using the generated encryption key.

Brief Description of the Drawings
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Embodiments of the present invention will now be described, by way of example only,
with reference to the accompanying drawings, in which:

Figure 1 illustrates a secure electronic payment system comprising a plurality of
entities, according to an embodiment of the present invention;

Figure 2 illustrates apparatus for generating an identifier (ID) key and a private key
from unique transaction data in a secure electronic payment system, according to an
embodiment of the present invention;

Figure 3 illustrates apparatus for generating an ID key and a private key from unique
transaction data in a secure electronic payment system, according to an embodiment of
the present invention;

Figure 4 is a flowchart showing a method of encrypting and storing data in a secure
electronic payment system, according to an embodiment of the present invention;
Figure 5 is a flowchart showing a method of accessing encrypted data in a secure
electronic payment system, according to an embodiment of the present invention;
Figure 6 illustrates apparatus for accessing encrypted data in a secure electronic
payment system, according to an embodiment of the present invention; and

Figure 7 illustrates apparatus for accessing encrypted data in a secure electronic

payment system, according to an embodiment of the present invention.

Detailed Description

In the following detailed description, only certain exemplary embodiments of the
present invention have been shown and described, simply by way of illustration. As
those skilled in the art would realize, the described embodiments may be modified in
various different ways, all without departing from the scope of the present invention.
Accordingly, the drawings and description are to be regarded as illustrative in nature
and not restrictive. Like reference numerals designate like elements throughout the
specification. Inthose drawings which illustrate apparatus, rounded boxes are used to
denote functional elements whilst square boxes denote input/output data. Depending
on the requirements of any embodiment, the function elements of any particular

apparatus may be implemented in hardware or in software.

Referring now to Fig. 1, a secure electronic payment system comprising a plurality of
entities is illustrated, according to an embodiment of the present invention. In the

present embodiment, the secure electronic payment system is a card payment system
configured according to the EMV technical standard. The EMV standard is used in a

wide range of secure electronic payment systems, such as chip and pin and contactless
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payment systems based around payment cards, smartphones or other tokenised
payment devices. However, it should be understood that the present invention is not
limited to use with the EMV standard, and in other embodiments the principles
disclosed herein may be applied to other types of secure electronic payment systems,

such as messaging service-based payment systems.

In the present embodiment the electronic payment system comprises a Merchant
apparatus 100, Acquirer apparatus 101, Scheme apparatus 102, Issuer apparatus 103,
and broker apparatus 104. The various apparatuses in Fig. 1 can communicate via any
suitable connection, such as wired or wireless network interfaces. For example, the
Merchant apparatus 100 can be an Electronic Point Of Sale (EPOS) device, and the
Acquirer, Scheme, Issuer and broker apparatuses 101, 102, 103, 104 can be servers
operated by the respective parties. Here, the Merchant, Acquirer, Scheme and Issuer
are used in the conventional sense to denote different entities in an EMV system. In
the present embodiment, the broker is a third party which mediates between the

Merchant and other devices, such as a client device belonging to the customer.

In the system shown in Fig. 1, a transaction is initiated when a customer submits a
purchase request to a merchant using a contactless EMV bank card, for example either
in person in a store or online via the merchant’s website. During the transaction
process the Merchant’s EPOS device 100, in conjunction with the customer’s payment
card, creates a message that will ultimately be used to instruct the Issuer to transfer
funds from the customer’s account to the Acquirer. This message contains a number of
immutable fields that remain unchanged while the message is passed securely between
trusted parties from the merchant to the card issuer. The data contained in the
immutable fields is hereinafter referred to as immutable data. Since the immutable
data does not change as the message is passed from one party to another, all parties in
the payment system which have access to the message can access the same immutable
data.

As shown in Fig. 1, the Merchant apparatus 100 comprises a key generator 110 and a
data encryption unit 120. The key generator 110 is configured to receive the immutable
data, and apply predefined normalisation and key derivation functions to the
immutable data to generate an identifier and private key for the current transaction. In
the present embodiment the identifier is an ID key comprising a 256-bit number that

for practical purposes can be assumed to be unique. However, in other embodiments a
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different form of identifier may be used, for example a 128-bit universally unique
identifier (UUID).

The key derivation function may be any suitable one-way algorithm which is capable of
generating a key from the immutable data, such as a cryptographic hashing function or
a block cipher. In general the ID key and the private key may both be referred to as
keys. For example, the ID key may be used as a key in a key-value database to retrieve
stored data (‘value’) associated with the ID key (‘key’). The private key may be used for
encryption or decryption, and so may be referred to as an encryption key. Although in
the present embodiment keys are generated from immutable data in an EMV
transaction, in other embodiments the keys may be generated from suitable transaction

data relating to a transaction in any electronic payment system.

As shown in Fig. 1, the data encryption unit 120 uses the private key that is generated
by the key generator 110 to encrypt one or more documents. The documents can
comprise any data relating to the transaction, including data other than the original
transaction message and immutable data. For example, in some embodiments the data
that is encrypted by the data encryption unit 120 can include data that is provided to
the customer by the Merchant following successful completion of the transaction, such
as an electronic payment receipt, or digital content that the customer has purchased

through the transaction.

The normalisation and key derivation functions that are used by the key generator 110
are predefined, in the sense that they are defined in advance of the transaction being
carried out. In this way, any trusted parties in the secure electronic payment system
which have access to the immutable data and knowledge of the predefined
normalisation and key derivation functions, can derive the same key(s) as the Merchant
100 in order to access the original data. At the same time, other third parties can be
prevented from accessing and decrypting the data. The Merchant 100 can therefore
encrypt the documents, associate them with the ID key, and send the encrypted
documents to a third party such as the broker 104.

In the present embodiment the broker 104 can store encrypted data relating to a
plurality of transactions in a database, in which each set of encrypted data is associated
with the ID key of the respective transaction, and can retrieve the encrypted data for a

particular transaction upon a request from another entity which includes the ID key of
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the transaction. The ID key allows the broker 104 to uniquely identify the data for a
particular transaction among the plurality of sets of encrypted data stored in the
database. However, since the broker 104 does not have access to the immutable data,
the broker 104 cannot decrypt the merchant’s data. This approach allows the Merchant
100 to securely share any necessary data with other trusted parties, such as the
customer, Acquirer, Scheme or Issuer, via a third party intermediary (e.g. the broker
104) without compromising the security of the data. At the same time, since the
existing transaction data is used to derive the keys that are used to encrypt and identify
the protected data, it is not necessary to distribute any additional keys or certificates to

the trusted parties.

Methods of generating the ID key and private key will now be described in more detail
with reference to Figs. 2 and 3. Figure 2 illustrates apparatus for generating an ID key
and a private key from unique transaction data in a secure electronic payment system,
according to an embodiment of the present invention. In the present embodiment the
apparatus is included in the key generator 110 used by the Merchant 100 in the system
of Fig. 1. However, as will become apparent from the following description, in other
embodiments the steps involved in generating a key (e.g. an ID key or private key) may
be performed at physically separate devices, and do not all need to be performed by the

same device.

The apparatus 110 comprises a data normalisation module 211 and a key generator 212
which together generate a master key from the immutable data. The data
normalisation module 211 is configured to obtain the immutable data and normalise a
plurality of bits of the transaction data according to a predetermined normalisation
format. The immutable data can be any unique transaction data which is unique to the
current transaction, and which is available to any trusted parties which need to be able
to derive the private key and/or ID key. It should be understood that in this context,
‘unique’ does not necessarily imply that the probability of the same transaction data
being generated for different transactions is precisely zero, but rather that ‘unique’
should be interpreted as meaning that the probability of two transactions sharing the
same transaction data is vanishingly small, so as to be negligible. As explained above,
during a transaction in a secure electronic payment system a message is passed
between the various parties that are involved in the transaction, in order to instruct
payment. This message may be referred to as a transaction message. The unique

transaction data that is used in key generation can be taken from bits of the transaction
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message that are immutable, in the sense that the value of the bits does not change as

the message is passed from one party to another.

The normalisation module 211 is configured to take as an input the immutable data that
is included in the transaction message, and reformat the data according to a predefined
normalisation format. Here, normalisation refers to the process of converting
information conveyed by the immutable data to a standardised representation.
Normalisation ensures that the data that is provided to the hashing function will always
be represented in exactly the same way regardless of the format in which the immutable
data is received by a particular entity, so that the output of the hash function will be the
same. For example, a string "£12.23" has the same meaning (i.e. conveys the same
information) as "GBP 12.23", but both of these data entries would result in different
outputs when processed by the hash function 212 as a result of the different data
formats. The normalisation module 211 can re-format the immutable data according to
a standardised format, for example "GBP:1223", thereby ensuring that the output of the
hashing function 212 will be the same regardless of the original format of the
immutable data. Also, in embodiments in which bits from a plurality of different fields
in the transaction data are used to generate the key, the normalisation process can

include a step of arranging the fields in a predefined order.

In electronic payment systems, the format in which the immutable data is held may
change as the transaction message is passed from one entity to the next. Normalisation
therefore ensures that each entity which has access to the immutable data can generate
the same key. For example, different payment interfaces may take the data in different
forms, such as a string “12.23”, or as a hexadecimal in minor units (e.g. 0x4C7) which

could also be stored as either binary data or as a string.

In the present embodiment, all bits of the immutable data are used as the input to the
normalisation module 211 and the key generator 212. Alternatively, in other
embodiments, the plurality of bits that are normalised may only comprise a subset of a
total number of bits that are included in the unique transaction data. For example, in
some embodiments the unique transaction data includes high-variance data and low-
variance data. Here, the term ‘high-variance data’ is used to refer to bits among the
immutable data which have a higher variance between transactions than the other bits
of the immutable data, which conversely can be referred to as ‘low-variance data’. In

the present embodiment, the plurality of bits that are normalised by the data
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normalisation module 211 comprise at least the bits of the high-variance data. Using
high-variance data increases security, by making it harder for a third party to use a
brute-force approach to crack the encryption by guessing different values of the
immutable data. In some embodiments, the plurality of bits that are normalised by the
data normalisation module 211 may also comprise the bits of the low-variance data.
Using the low-variance data in addition to the high-variance data can further reduce
the risk of collisions. Here, a ‘collision’ refers to the same key being generated from
transaction data for two or more separate transactions. Furthermore, in some
embodiments the plurality of bits that are normalised by the data normalisation
module 211 may only include the bits of the low-variance data without using the bits of

the high-variance data.

In the example of an EMV system, the message passed between trusted parties during a
transaction includes at least 96 bits of high variance data, along with a further few
hundred bits of low to medium variance data. Examples of high-variance data in an
EMV system include the bits contained in an Application Cryptogram (ARQC) field and
the bits included in an Unpredictable Number field. Accordingly, in one EMV-based
embodiment of the present invention, the data normalisation module 211 can be
configured to use a first plurality of bits from the ARQC field and/or a second plurality
of bits from the Unpredictable Number field as the unique transaction data. As another
example, in a 3D Secure-based embodiment of the present invention, the key
generation apparatus 210 can be configured to derive the key based on at least the data
included in the XID (merchant unique identifier) and CAVV fields from a payment
authorisation message that is passed between the trusted parties. For example, the XID
value may be combined with the Card Acceptor identification code and Acquiring
institution identification codes in order to obtain globally unique transaction data. In a
3D Secure 2.0-based system, the Authentication Value constitutes high-variance data
that may be used by the key generation apparatus 210 to derive the key. The
Authentication Value is a cryptographic value that is used by the authorisation system
during authorisation processing in order to validate the integrity of the authorisation
result. The current EMVco 3D Secure v2.0 specification defines the Authentication
Value as a 20 byte cryptographic value generated per transaction, however, it will be
appreciated that in other versions of the standard a different size could be defined for
the Authentication Value field.
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The normalised bits of the unique transaction data are then passed to the key generator
212, which is configured to generate a master key by applying a predetermined key
derivation function to the normalised bits of the transaction data. The predetermined
key derivation function used by the key generator 212 may be selected from among a
plurality of available key derivation functions using certain rules. For example, in some
embodiments the key generator 212 may be provided in advance with a list of
predetermined key derivation functions, and may switch from using one key derivation
function to the next function on the list when a certain condition is fulfilled, for
example when the previous function has been used a certain number of times or has
been in use for a certain time period. It will be appreciated that corresponding key
generators used by other devices in the secure electronic payment system should also
be configured to apply the same rules as the key generator 212 used by the Merchant
100, to ensure that each party selects the same key derivation function and derives the
same key. In other embodiments, the key generator 212 may be configured to always
use the same key derivation function at all times. In some embodiments, the key
derivation function itself may be transmitted to another party along with data that has
been encrypted using the derived key. For example, in one embodiment the Merchant
apparatus 100 may send the key derivation function and encryption methods to

another party in the system, along with the encrypted data.

The apparatus 110 further comprises a key derivation function 213 configured to
generate an ID key and private key from the master key. The key derivation function
213 can be configured to use any suitable predetermined one-way function to derive
each of the ID key and the private key from the master key, for example a cryptographic
hashing function. Using a one-way function ensures that the private key cannot be
derived by the ID key.

Referring now to Fig. 3, apparatus for generating an ID key and a private key from
unique transaction data in a secure electronic payment system is illustrated, according
to an alternative embodiment of the present invention. In this embodiment, the
apparatus 310 comprises a data normalisation module 311 and a key generator 312.

The data normalisation module 311 and a key generator 312 of the present embodiment
are similar to the data normalisation module 211 and key generator 212 described above

in relation to Fig. 2, and a detailed explanation will not be repeated here.
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In the present embodiment, the key outputted by the key generator 312 is used directly
as the private key for encrypting or decrypting data. For example, the key generated by
the key generator 312 can be used to decrypt encrypted data retrieved from the broker
104 using the ID key. The key generator 312 uses a first predetermined key derivation
function, such as a hashing function, to generate the private key. The apparatus 310
further comprises a second key derivation function 313 configured to generate the ID
key. Inthe present embodiment, the input data to the second key derivation function is
obtained by concatenating a copy of the normalised data outputted by the data
normalisation module 311 with the private key generated by the key generator 312.
This has the effect of salting the private key, so as to protect against lookup table
attacks and any currently unknown weaknesses that could otherwise potentially be
exploited to determine the hash function. Although in the present embodiment the re-
ordered bits are concatenated with the private key, in other embodiments a different
method of combining the re-ordered bits with the private key may be used. For
example, in another embodiment the normalised bits may be interleaved with the bits

of the private key before being inputted to the second key derivation function 313.

In the embodiment shown in Fig. 3, the output of the first key derivation function 312 is
used as a private key, and the output of the second key derivation function 313, which is
derived based on the output of the first key derivation function 312, is used as the ID.
However, in another embodiment the output of the first key derivation function 312
may be used as the ID, and the output of the second key derivation function 313 may be

used as the private key.

Referring now to Fig. 4, a flowchart is illustrated showing a method of encrypting and
storing data in a secure electronic payment system, according to an embodiment of the
present invention. For example, the method may be used by the Merchant 100 of Fig. 1

to encrypt data and send the encrypted data to the broker 104 for storage.

First, in step S401, unique transaction data relating to a transaction is obtained.
During step S401, the unique transaction data may be generated or may be received
from another entity in the secure electronic payment system. For example, when
implemented at the Merchant 100, the transaction data may be generated in step S401
in conjunction with the payment card. Alternatively, when the method is implemented
at another entity such as the Acquirer 101, Scheme 102 or Issuer 103, the unique

transaction data can be obtained from the received transaction message.
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Next, in step S402 a data normalisation module re-orders a plurality of bits of the
transaction data according to a predetermined normalisation format, as described
above in relation to Figs. 2 and 3. Then, in step S403 a key generator generates a key
by applying a predetermined key derivation function to the normalised bits of the
transaction data. Inthe present embodiment, a further step S404 is carried out in
which a second predetermined key derivation function is used to derive a private key
and ID key from the master key, as in the embodiment of Fig. 2. However, as explained
above with reference to Fig. 3, in other embodiments the step of generating a private
key and/or ID key in S404 may be omitted, and the master key may be used directly as
the private key or as the ID key.

Finally, in step S405, additional data is encrypted using the private key derived in step
S404, and the encrypted data is stored in association with the ID key derived in step

S404. Here, ‘additional data’ refers to data other than the unique transaction data.

Referring now to Fig. 5, a flowchart is illustrated showing a method of accessing
encrypted data in a secure electronic payment system, according to an embodiment of
the present invention. The method shown in Fig. 5 can be used by another entity in the
secure electronic payment system to access data that has been encrypted using the
method shown in Fig. 4. In steps S501 to S504, a private key and ID key are derived
using the same method as described above in relation to steps S401 to S404 of Fig. 4,
and a detailed explanation will not be repeated here. In this way, the same private key
and ID key is derived in each of the methods of Figs. 4 and 5. In step S505 of Fig. 5, the
ID key is used to retrieve stored encrypted data, and the retrieved encrypted data is
then decrypted using the private key.

Referring now to Fig. 6, apparatus for accessing encrypted data in a secure electronic
payment system is illustrated, according to an embodiment of the present invention. In
the present embodiment a client device 605, for example a smartphone belonging to
the customer, is used to access encrypted data held by a broker 604. The client device
605 receives a master key from the Issuer apparatus 603, which includes a key
generator 610 configured to generate the master key from the unique transaction data

using a first key derivation function.
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The client device 605 comprises a second key generator 613 configured to apply a
second key derivation function to generate a private key and ID key from the master
key supplied by the Issuer 603. The client device 605 then transmits the ID key from
the broker 604, which retrieves encrypted data associated with the ID key from a
database held in storage 604a and returns the encrypted data to the client device 605.
The client device further comprises a decryption unit 620 configured to decrypt the
data received from the broker 604 using the private key generated by the second key

generator 613, in order to access the original unencrypted data.

In this embodiment, the private key used to decrypt the additional data is therefore
generated at a different device to the one at which the master key is generated. This
approach provides an additional element of security, since the client device 605 does
not need to be provided with the first key derivation function, and therefore can only
access the original unencrypted data once it has been provided with the corresponding
master key by the Issuer 603 or by another of the trusted parties in the secure

electronic payment system.

Furthermore, in some embodiments only the Merchant 100 and the client device 605
may be provided with the second key derivation function 613, and the second key
derivation function 613 may not be known even to the other trusted parties such as the
Acquirer 101, Scheme 102 and Issuer 103. This approach enables the additional data to
only be decrypted on the client device 605 and presented to the customer, without
either the financial network (Acquirer, Scheme and Issuer) or other third parties being
able to access the decrypted data. This provides a method whereby the Merchant 100
can securely send additional data such as digital content to a customer with end-to-end
encryption, in such a way that the commercially sensitive transaction data can only be

received and accessed by the customer.

Referring now to Fig. 7, apparatus for accessing encrypted data in a secure electronic
payment system is illustrated, according to an embodiment of the present invention.
Like the embodiment of Fig. 6, in the present embodiment a client device 705 retrieves
encrypted data from a database 704a stored at a broker 704, using an ID key, and
decrypts the data using a private key. However, in the present embodiment the Issuer
703 includes a key generator 710 that is configured to generate both the private key and
the ID key, and provide the generated private key and ID key to the client device 705.
The client device 705 then forwards the ID key to the broker 704 in order to retrieve the
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encrypted data, and uses a decryption unit 720 to decrypt the data returned by the
broker 704.

Embodiments of the present invention have been described which enable parties in a
secure electronic payment system to securely share data with one another without the
need to provide additional keys, since each party can derive the necessary keys from
existing transaction data. For example, encrypted data can be stored at an
intermediary third party for later retrieval by the customer. This approach can enable
new solutions for delivering digital media as part of the card payment process. For
example, in one embodiment a photographer could use a method such as the one
shown in Fig. 4 to encrypt digital photos in such a way that the customer can then
retrieve and access the photos using just the original transaction data, without having
to provide any additional personal information to verify their identity such as a name or

email address.

Furthermore, although embodiments of the invention have been described in relation
to an EMV card-based payment system, it should be understood that the invention is
not limited to this type of secure electronic payment system. In general, aspects of the
present invention may be applied to any type of secure electronic payment system in
which unique transaction data is shared between parties in the system, for example
high variance immutable data shared by the Merchant and the customer’s payment

agent (Issuer) in an online payment system such as 3d Secure.

Finally, embodiments of the invention have been described in relation to deriving a
private key and ID key for securely sharing encrypted data between parties. In other
embodiments, the same principles described above in relation to deriving a private key
and/or ID key may be utilised to generate a key for a different purpose, for example for
applying symmetric encryption to part of the data in the transaction message. This can
provide additional security by ensuring that even if the transaction message was
intercepted by a third party, the encrypted part of the message could not be decrypted
without knowledge of the predetermined sequence and the predetermined key
derivation function that are needed to derive the symmetric encryption key.
Furthermore, in some embodiments of the present invention the merchant may pass
data to the broker without encryption, for example when the broker is trusted by the

merchant. In such embodiments the output of the key generator can be used as an ID
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key to allow the broker to store and subsequently retrieve the data received from the

merchant, without separately generating a private key for encryption.

In embodiments of the present invention, a transaction ID is derived from unique data
relating to a transaction. In this way, the transaction ID and the encryption key can be
derived from transaction data that is available to all card schemes and issuers. This
approach allows an issuer, for example, to retrieve data for transactions in situations
where the issuer does not have knowledge of the identifiers of the merchant or the
payment device. Such a scenario can occur when a tokenised payment device, such as a
smartphone, presents a PAN (Primary Account Number/Long card number) to the
merchant that is subsequently translated at the card scheme to the customer’s card
PAN, with the customer’s card PAN being passed to the issuer. Embodiments of the
present invention can therefore allow transactions to be linked from the issuer side to
the merchant side without the issuer having access to the PAN that was provided to the

merchant.

Additionally, generating a transaction identifier from unique transaction data allows
multiple merchants to participate in the system without needing to coordinate to avoid
collisions between identifiers, since the transaction identifier is dependent on unique
transaction data. As a further benefit, because the generated transaction identifier does
not directly identify a merchant, in embodiments of the present invention merchants
can provide receipt data (for example, through a third party such as a payments service
provider) in such a manner that no commercially sensitive information can be derived
through the metadata, such as the total number of transactions conducted by the
merchant, dates and times of transactions, and so on. Embodiments of the present
invention can therefore ensure security of merchants’ commercially sensitive
information, by storing additional data for a transaction using an identifier that is

generated from unique transaction data for the transaction.

Whilst certain embodiments of the invention have been described herein with reference
to the drawings, it will be understood that many variations and modifications will be
possible without departing from the scope of the invention as defined in the

accompanying claims.
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Claims
1. A method of generating a key in a secure electronic payment system, the method
comprising:

obtaining unique transaction data relating to a transaction, the unique
transaction data comprising a plurality of bits;

normalising the unique transaction data according to a predetermined
normalisation format;

generating a transaction identifier for uniquely identifying the transaction
among a plurality of transactions by applying a first predetermined key derivation
function to the normalised unique transaction data;

generating an encryption key based on the normalised unique transaction data,
using a second predetermined key derivation function;

obtaining additional data associated with the transaction identifier; and

decrypting the obtained additional data using the generated encryption key.

2. The method of claim 1, wherein the plurality of bits that are normalised

comprises a subset of a total number of bits included in the unique transaction data.

3. The method of claim 2, wherein the unique transaction data includes high-
variance data and low-variance data, the high-variance data having a higher variance
between transactions than the low-variance data, and the plurality of bits that are

normalised comprise at least the bits of the high-variance data.

4. The method of claim 3, wherein the electronic payment system is an EMV
payment system, and the high-variance data comprises at least a first plurality of bits
included in an Application Cryptogram ARQC field and/or a second plurality of bits
included in an Unpredictable Number field.

5. The method of claim 3, wherein the electronic payment system is a 3D Secure-
payment system, and the high-variance data comprises at least a first plurality of bits
included in an XID field.

6. The method of claim 3, wherein the electronic payment system is a 3D Secure
v2-payment system, and the high-variance data comprises at least a first plurality of

bits included in an Authentication Value field.
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7. The method of any one of the preceding claims, wherein the first predetermined
key derivation function and/or the second predetermined key derivation function is

selected from among a plurality of available key derivation functions.

8. The method of any one of the preceding claims, wherein the encryption key is
generated at a first device in the secure electronic payment system, and obtaining the
additional data comprises:
receiving the encryption key from the first device, at a second device; and
receiving the additional data from a third device, at the second device,
wherein the encryption key received from the first device is used to decrypt the

additional data at the second device.

0. The method of claim 8, wherein using the encryption key to decrypt the
additional data at the second device comprises:
generating a private key from the encryption key at the second device; and

using the private key to decrypt the additional data.

10. The method of any one of the preceding claims, wherein obtaining the
additional data comprises:

retrieving the additional data associated with the transaction identifier, from
storage configured store a plurality of sets of additional data each associated with a

different transaction identifier.

11. The method of any one of the preceding claims, wherein generating the
transaction identifier comprises:

combining the normalised unique transaction data with the encryption key to
obtain combined data; and

applying the first predetermined key derivation function to the combined data

to generate the transaction identifier.

12. A computer-readable storage medium arranged to store computer program
instructions which, when executed, perform a method according to any one of the

preceding claims.
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13. Apparatus for generating a key in a secure electronic payment system, the
apparatus comprising:

a data normalisation module configured to obtain unique transaction data
relating to a transaction, the unique transaction data comprising a plurality of bits, and
normalise the plurality of bits of the transaction data according to a predetermined
normalisation format;

a key generator configured to generate a transaction identifier for uniquely
identifying the transaction among a plurality of transactions by applying a first
predetermined key derivation function to the normalised unique transaction data, and
generate an encryption key based on the normalised unique transaction data, using a
second predetermined key derivation function; and

a decryption unit configured to obtain additional data associated with the
transaction identifier, and decrypt the obtained additional data using the generated

encryption key.

14. Apparatus for generating a key in a secure electronic payment system, the
apparatus comprising:

one or more processors for executing computer program instructions; and

memory arranged to store computer program instructions which, when
executed by the one or more processors, cause the apparatus to:

obtain unique transaction data relating to a transaction, the unique transaction
data comprising a plurality of bits;

normalise the plurality of bits of the transaction data according to a
predetermined normalisation format;

generate a transaction identifier for uniquely identifying the transaction among
a plurality of transactions by applying a first predetermined key derivation function to
the normalised unique transaction data;

generate an encryption key based on the normalised unique transaction data,
using a second predetermined key derivation function;

obtain additional data associated with the transaction identifier; and

decrypt the obtained additional data using the generated encryption key.
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