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(57) ABSTRACT 

The invention refers to one of a number of nodes of a 

communication System. The nodes are connected to a com 
munication media for transmitting data among the nodes. 
Said one node comprises a communication controller, acroSS 
which the node is connected to the communication media, 
and a bus guardian for controlling access of the communi 
cation controller to the communication media. In order to 
provide a cheap but nevertheless reliable way for monitoring 
the Synchronized clock signal of a node of a communication 
System and in particular for detecting deviations of the 
Synchronized clock signal it is Suggested that a Synchronized 
clock signal from the communication controller is made 
available to the bus guardian, and that the bus guardian 
comprises means for monitoring the Synchronized clock 
Signal using a bus guardian internal clock Signal, which is 
generated by means of an electronic circuit and which is leSS 
accurate than the Synchronized clock signal to be monitored. 
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METHOD FOR SYNCHRONIZING CLOCKS IN A 
DISTRIBUTED COMMUNICATION SYSTEM 

0001) This application is a continuation of PCT/EP03/ 
03992 filed on Apr. 16, 2003 and also claims Paris Conven 
tion priority of EP 02008 171.7 and DE 102 16984.5 both 
filed on Apr. 16, 2002, the entire disclosures of which are all 
hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

0002 The present invention refers to one of a number of 
nodes of a communication System. The nodes are connected 
to a communication media for transmitting data among the 
nodes. Said one node comprises a communication controller, 
acroSS which the node is connected to the communication 
media, and a buS guardian for controlling access of the 
communication controller to the communication media. 

0003. Furthermore, the invention refers to a method for 
monitoring a Synchronized clock signal from a communi 
cation controller of a node making part of a number of nodes 
of a communication System. The nodes are connected to a 
communication media for transmitting data among the 
nodes. Said node comprises a communication controller, 
acroSS which the node is connected to the communication 
media, and a buS guardian for controlling access of the 
communication controller to the communication media. 

0004 Finally, the invention refers to a computer program, 
which is able to run on a computer, in particular on a 
microprocessor. 

0005 Various types of communication systems are 
known in the art. Generally, they comprise a communication 
media, which for example is a data bus. Various nodes are 
connected to the communication media. Each node com 
prises a host controller, a communication controller, a bus 
driver and a bus guardian. Data can be transmitted acroSS the 
communication System according to various protocols. An 
example of such a protocol is TTCAN (Time Triggered 
Controller Area Network) for time triggered communication 
Systems. 

0006 Data transmission can be effected in communica 
tion cycles, which comprise various time slots assigned to 
the nodes of the communication System. Each node can Send 
data acroSS the communication media within the timeslot 
assigned to the node. Which timeslots are assigned to which 
nodes is part of a communication media access Scheme. If a 
node wants to transmit data, the data is brought into a format 
Specified in the protocol used. Formatting the data is effected 
by the communication controller of the node. The formatted 
data is forwarded from the communication controller to the 
bus driver, which translates the formatted data into electrical 
Signals which then are applied to the communication media 
within the timeslots assigned to the node. The bus guardian 
Serves for controlling access of the communication control 
ler to the communication media. 

0007 An essential feature of Such a communication 
System is time consistency of the nodes. This means that data 
transmission within the communication System is based on 
a uniform time Scheme, i.e. the nodes of the communication 
System have to be Synchronized to the same global time 
basis. Preferably, the global time basis is not an arbitrary 
(perhaps external) notion of time. Rather the global time 

Jun. 30, 2005 

basis is determined according to the clock Signals from the 
nodes of the communication System. 
0008. A node starts the transmission of its data messages 
when its local view of a global time reaches a predefined 
value. This value can be calculated from the identifier of the 
data messages. A second (receiving) node expects the trans 
mission of this message when his local view of the global 
time reaches the same predefined value. By measuring the 
difference between the actual arrival time and the expected 
arrival time the receiving node can measure the global time 
distance to the other controller. 

0009. It is known in the state of the art to effect a 
Synchronization of the nodes based on a correction of 
differences in offset of the clocks. This means that from time 
to time, for example in every communication cycle, the 
actual times of the clocks are measured. Depending on the 
measured clock times, offset correction values for each clock 
are determined and the clocks are Synchronized based on the 
determined offset correction values, i.e. the offset correction 
value is added to the actual time of the clockS. 

0010) A scheduler of the bus guardian may be directly 
clocked with a corrected (or Synchronized) clock signal, the 
So called macrotick Signal, from the communication con 
troller and, therefore, a failing clock Synchronization at the 
communication controller or a missing macrotick Signal 
must be detected by the bus guardian. The bus guardian may 
Supervise all Signals from the communication controller that 
are used to synchronize the bus guardian. 
0011. It is known from the state of the art to monitor 
clock signals from communication controllers of nodes in 
communication Systems using Signals which are generated 
by oscillators of the bus guardian and, therefore, have a 
higher accuracy than the clock signal to be monitored. The 
aim is to have at hand a signal generated by the oscillator 
with an accuracy as high as possible, in order to allow a high 
accuracy monitoring of the clock Signal to be monitored. 
However, the use of oscillators for generating the Signals 
used for monitoring the clock Signal in a bus guardian of a 
node in a communication System is inefficient and expen 
SVC. 

0012. In automotive applications it is an important aspect 
that the communication System is robust against distur 
bances typically inside vehicles and that it can be realized at 
a reduced cost. Further, it is important that at least large 
deviations of the clock Signal from the nominal clock signal, 
Such as would be caused by a crystal that is oscillating at a 
different harmonic or a frequency divider inside the com 
munication controller that is operating at an incorrect ratio, 
are detected and the appropriate measures are taken. 
0013 Therefore, it is an object of the present invention to 
provide a cheap but nevertheless reliable way for monitoring 
the Synchronized clock signal of a node of a communication 
System and in particular for detecting deviations of the 
Synchronized clock signal. 

SUMMARY OF THE INVENTION 

0014) To solve this object according to the present inven 
tion a node of the above-mentioned kind is Suggested, 
characterized in that a Synchronized clock signal from the 
communication controller is made available to the bus 
guardian, and that the bus guardian comprises means for 
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monitoring the Synchronized clock signal using a buS guard 
ian internal clock signal, which is generated by means of an 
electronic circuit and which is less accurate than the Syn 
chronized clock signal to be monitored. 
0.015 According to the present invention it is suggested 
to effect a clock Signal monitoring using an internal clock 
Signal having a lower accuracy than the clock signal to be 
monitored. Of course, according to the present invention 
only a coarse monitoring of the Synchronized clock signal 
can be achieved. But the achievable accuracy is accurate 
enough in order to determine larger deviations of the moni 
tored clock signal from a nominal Signal and is for example 
+/-50%. Large deviations may be caused by a crystal that is 
oscillating at a different harmonic or a frequency divider 
inside the communication controller that is operating at an 
incorrect ratio. These defects of the communication control 
ler can be reliably detected with the present invention. 
0016. The bus guardian comprises an electronic circuit 
for monitoring the received Synchronized clock Signal. This 
has the advantage that the bus guardian does not need its 
own oscillator for generating a reference Signal and for 
monitoring the Synchronized clock signal. Other than an 
oscillator which Serves for creating a reference signal with 
as high a precision as possible, the electronic circuit is much 
Simpler and cheaper and Serves for roughly monitoring the 
macrotickS received from the communication controller. 

0017 For each controller there are four potentially dif 
ferent time units: 

0.018 Bit time 
0019) Clock tick 
0020 Macrotick 
0021 Microtick. 

0022. The bit time is only important for bit representa 
tion. The clock tick is the physical basis for other units but 
of no relevance for the logical time representation. The 
microtick is a fixed multiple of the clock tick. It is the 
Smallest unit for time (difference) measurements. The length 
of the macroticks is influenced by the drift of oscillators. A 
macrotick comprises a number of microticks. The macrotick 
Signal is the Synchronized clock signal to be monitored. 
0023 The network (i.e. communication system) wide 
global time is measured in macrotickS. Each communication 
cycle has the same integer number of macroticks. The 
macroticks within a communication cycle are numbered 
(Macrotick Count). The cycles are numbered 
(Cycle Count). The global time is a pair (Cycle Count, 
Macrotick Count). The clock signal comprises a certain 
number of macroticks. The number of microticks in a 
macrotick can be corrected in order to correct the clock 
Signal. 

0024. For example, for rate correction of a clock, the rate 
correction value can be multiplied with the actual clock 
time. For offset correction of the clock, the offset correction 
value can be added to the actual clock time. Of course the 
correction values for a clock can be integrated in a Single 
correction term for that clock. The rate and the offset 
correction values are calculated during network idle time 
(NIT) of the communication cycle, but not necessarily in 
every cycle. The offset correction is performed within that 
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cycle, too. The rate correction is performed during the 
following one or more communication cycles. Preferably, 
the rate correction is performed during the following two 
cycles. For the rate correction, the calculated rate correction 
value is (preferably evenly) distributed on the macroticks of 
the following cycles and considered when generating the 
macroticks. This leads to a clear Separation between time 
measurement and calculation of the correction values on the 
one hand and performing the correction on the other hand. 
0025 The means for synchronizing the clock correct 
differences in offset of the clock as well as differences in rate 
of the clock. For the offset and the rate correction, the clocks 
are not altered to align the with Some canonical notion of 
time. Rather the clocks are aligned with each other So that 
they have a common notion of time. It is possible that the 
clocks are consistent with each other and Still not progreSS 
at the same Speed as an external reference clock. 
0026. According to a preferred embodiment of the 
present invention it is Suggested that an additional clock 
Signal from the communication controller is made available 
to the buS guardian, and that the bus guardian comprises 
means for monitoring the Synchronized clock signal using 
the additional clock signal and means for monitoring the 
additional clock signal using the bus guardian internal clock 
Signal. The additional clock signal is the bus guardian tick 
Signal which is derived directly from the communication 
controller's clock Signal. So the buS guardian has access to 
the clock signal and to the Synchronized clock signal. The 
buS guardian tick Signal is used for monitoring the Synchro 
nized clock signal. The bus guardian tick Signal is monitored 
by means of the bus guardian internal clock signal (so called 
local clock CLK of the bus guardian). 
0027. It is suggested that the means for monitoring the 
additional clock signal (bus guardian tick signal) count the 
number of internal clock signal periods (periods of the local 
clock of the bus guardian) during a configurable number of 
additional clock signal periods (periods of the bus guardian 
tick signal) and determine whether the number of counted 
internal clock signal periods is within a configurable toler 
ance window. The local clock of the buS guardian is used as 
a reference for monitoring the bus guardian tick Signal. The 
principle operation of the bus guardian tick monitoring is to 
measure the period of the buS guardian tick Signal by 
counting the number of local clock periods during a pre 
defined number of bus guardian tick periods. 
0028. Measurement over a configurable number of peri 
ods allows to adjust the measurement period to the required 
precision. Further, the precision of the local clock signal 
depends on the configuration of the clock Source, which may 
be an internal RC-OScillator or an external clock signal. 
0029 Furthermore, it is suggested that the means for 
monitoring the Synchronized clock Signal count the number 
of additional clock Signal periods during a configurable 
number of Synchronized clock Signal periods and determine 
whether the number of counted additional clock signal 
periods is within a configurable tolerance window. The 
additional clock signal is used as a reference Signal. Pref 
erably, the ratio of the number of macrotick periods and the 
number of bus guardian periods within a predefined time 
limit is calculated (TMT/T BGT). 
0030. According to another preferred embodiment of the 
present invention it is Suggested that the means for moni 



US 2005/0141565 A1 

toring the additional clock signal count the number of 
internal clock signal periods (local clock periods) during 
multiple additional clock signal periods (bus guardian tick 
periods). Preferably, the means for monitoring the Synchro 
nized clock Signal count the number of additional clock 
Signal periods (bus guardian tick periods) during multiple 
Synchronized clock signal periods. By counting the number 
of local clock periods or bus guardian tick periods respec 
tively over multiple periods of the buS guardian tick or the 
Synchronized clock Signal respectively, the precision of the 
monitoring can be improved. 

0.031 Preferably, the means for monitoring the additional 
clock signal and/or the means for monitoring the Synchro 
nized clock signal respectively comprise a watchdog. 
Finally, it is Suggested that the buS guardian internal clock 
Signal is generated by means of a resonant circuit compris 
ing at least a resistance and a capacity. Of course, by means 
of this RC-circuit the bus guardian tick Signal cannot be 
monitored with Such a high precision as it would be possible 
if the bus guardian had its own oscillator. However, the 
monitoring can be effected with a precision high enough for 
reliably detecting errors in the Synchronized clock signal of 
the controller and to react accordingly. 
0032. Furthermore, the above-mentioned object is 
achieved by a method of the above-mentioned kind, char 
acterized in that the Synchronized clock signal is monitored 
using a bus guardian internal clock signal, which is gener 
ated by means of an electronic circuit and which is less 
accurate than the Synchronized clock signal to be monitored. 
0.033 According to a preferred embodiment of the inven 
tion it is Suggested that an additional clock Signal from the 
communication controller is made available to the bus 
guardian, that the Synchronized clock Signal is monitored 
using the additional clock signal and that the additional 
clock signal is monitored using the bus guardian internal 
clock signal. 
0034. It is suggested that for monitoring the additional 
clock signal the number of internal clock Signal periods 
during a configurable number of additional clock signal 
periods is counted and it is determined whether the number 
of counted internal clock signal periods is within a config 
urable tolerance window. 

0.035 Preferably, for monitoring the synchronized clock 
Signal the number of additional clock signal periods during 
a configurable number of Synchronized clock signal periods 
is counted and it is determined whether the number of 
counted additional clock signal periods is within a config 
urable tolerance window. 

0.036 Finally, the above-mentioned object is achieved by 
a computer program of the above-mentioned kind, charac 
terized in that the computer program is programmed in order 
to execute a method according to the present invention. 
0037 According to a preferred embodiment it is Sug 
gested that the computer program is Stored on a read-only 
memory (ROM), on a random-access-memory (RAM) or on 
a flash-memory. 

0.038. The bus guardian is provided with a further clock 
Signal referred to as bus guardian (BG) tick signal, which is 
a multiple of the clock tick of the communication controller. 
The BG tick signal is monitored by means of the RC 
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oscillator circuit in the bus guardian. By using the RC 
circuit, the BG tick Signal can be monitored independently 
from the communication controller. The macrotick Signal of 
the communication controller, i.e. the aligned clock signal, 
is a multiple of the BG tick Signal. The macrotick signal is 
monitored in the bus guardian using the BG tick Signal. 
0039 These and other features, aspects and advantages of 
the present invention will become better understood with 
reference to the following detailed description, appended 
claims, and accompanying drawings, wherein: 

BRIEF DESCRIPTION OF THE DRAWING 

0040 FIG. 1 illustrates a communication system accord 
ing to the present invention with a dual channel bus con 
figuration; 

0041 FIG. 2 illustrates a communication system accord 
ing to the present invention with a dual channel Single Star 
configuration; 

0042 FIG. 3 illustrates a communication system accord 
ing to the present invention with a Single channel cascaded 
Star configuration; 

0043 FIG. 4 illustrates a communication system accord 
ing to the present invention with a dual channel cascaded 
StarS configuration; 

0044 FIG. 5 illustrates a communication system accord 
ing to the present invention with a single channel hybrid 
configuration; 

004.5 FIG. 6 illustrates a communication system accord 
ing to the present invention with a dual channel hybrid 
configuration; 

0046 FIG. 7 illustrates timing hierarchy levels within a 
communication cycle for data transmission within the com 
munication System; 
0047 FIG. 8 illustrates a time base triggered communi 
cation cycle for data transmission within the communication 
System; 

0048 FIG. 9 illustrates possible transmission patterns for 
a single node within a Static Segment of the communication 
cycle; 

0049 FIG. 10 illustrates detailed timing of a static slot 
within the Static Segment of a communication cycle; 
0050 FIG. 11 illustrates an overview of a dynamic 
Segment of a communication cycle; 
0051 FIG. 12 illustrates a detailed timing within a minis 
lot of a communication cycle; 
0.052 FIG. 13 illustrates a detailed timing within a 
dynamic Segment of a communication cycle; 
0053 FIG. 14 illustrates a detailed timing at the bound 
ary between a Static Segment and a dynamic Segment of a 
communication cycle; 
0054 FIG. 15 illustrates a detailed timing within a sym 
bol window of a communication cycle; 
0055 FIG. 16 illustrates a sender/receiver interface of a 
communication controller of a node of the communication 
System; 
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0056) 
0057 FIG. 18 illustrates a frame coding in a static 
Segment of a communication cycle; 
0.058 FIG. 19 illustrates a frame coding in a dynamic 
Segment of a communication cycle; 
0059 FIG. 20 illustrates a bit stream of a status normal 
symbol (SNS); 
0060 FIG. 21 illustrates a bit stream of a status alarm 
symbol (SAS); 
0061 FIG. 22 illustrates a bit stream of a collision 
avoidance symbol (CAS); 
0.062 FIG. 23 illustrates a bit stream of a sequence of 
two wake-up symbols (WUS); 
0.063 FIG. 24 illustrates a block diagram of a bit stream 
decoding unit of a node of the communication System; 
0.064 FIG.25 illustrates a mechanism for determining an 
initial edge detection window when a frame is received; 

FIG. 17 illustrates a byte coding; 

0065 FIG. 26 illustrates a mechanism for detecting a 
falling edge in the middle of a first byte Start Sequence 
(BSS); 
0.066 FIG.27 illustrates a mechanism for determining an 
edge detection window; 
0067 FIG. 28 illustrates a bit clock alignment according 
to a first example, 
0068 FIG. 29 illustrates a bit clock alignment according 
to a Second example; 
0069 FIG. 30 illustrates a bit clock alignment according 
to a third example; 
0070 FIG.31 illustrates an example of a bit sampling for 
bits comprising 10 Samples, 

0071 FIG. 32 illustrates a mechanism for a resynchro 
nization of bit Sampling, 
0072 FIG. 33 illustrates an example for a bit value 
Voting mechanism; 

0073) 
format, 

0074 FIG. 35 illustrates an overview of a byteflight 
frame format; 

FIG.34 illustrates an overview of a FlexRay frame 

0075 FIG. 36 illustrates a frame reception state diagram; 
0.076 FIG. 37 illustrates a frame acceptance timing in a 
Static Segment of a communication cycle; 
0.077 FIG. 38 illustrates a frame acceptance timing in a 
dynamic Segment of a communication cycle; 
0078 FIG. 39 illustrates a diagram with local timing of 
three nodes and their relation to each other; 

007.9 FIG. 40 illustrates a relative execution timing of a 
clock Synchronization mechanism; 

0080 FIG. 41 illustrates a node internal execution of 
clock Synchronization procedures, 

0.081 FIG. 42 illustrates a time difference measurement 
(expected VS. observed arrival times); 
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0082 FIG. 43 illustrates an algorithm for clock correc 
tion value calculation; 
0083 FIG. 44 illustrates a timing of measurement and 
correction; 
0084 FIG. 45 illustrates an assessment of a calculated 
rate correction value; 
0085 FIG. 46 illustrates an assessment of a calculated 
offset correction value; 
0086 FIG. 47 illustrates a global structure of a wakeup 
procedure; 

0087 FIG. 48 illustrates a structure of a wakeup channel 
monitoring procedure; 
0088 FIG. 49 illustrates a structure of a wakeup pattern 
transmission procedure; 
0089 FIG. 50 illustrates a global structure of a startup 
procedure; 

0090 FIG. 51 illustrates a structure of a channel moni 
toring and of a Selection of a startup path; 
0091 FIG. 52 illustrates a structure of a selection of a 
cold Start initiator; 
0092 FIG. 53 illustrates a structure of a check on a 
Successfully established communication; 
0093 FIG. 54 illustrates a structure of an initial synchro 
nization; 
0094 FIG. 55 illustrates a structure of a check on a 
Successful integration; 
0.095 FIG. 56 illustrates a global structure of a protocol 
State diagram; 

0096 FIG. 57 illustrates a structure of a communication 
controller wakeup State machine of a node of the commu 
nication System; 
0097 FIG. 58 illustrates a simple wakeup, whereas the 
larger amount of times within a millisecond-range are rep 
resented by dotted lines; 
0.098 FIG. 59 illustrates a simple wakeup with forward 
ing, whereas the larger amount of times within a millisec 
ond-range are represented by dotted lines, 
0099 FIG. 60 illustrates a listen-timeout of a first timer 
value vaStartup; 
0100 FIG. 61 illustrates listen-timeouts of a second 
timer value vaStartupNoise; 
0101 FIG. 62 illustrates a startup state diagram in a time 
triggered protocol mode, 
0102 FIG. 63 illustrates a startup state diagram in a 
byteflight protocol mode, 

0103) 
Startup, 

0104 FIG. 65 illustrates a diagram of a startup with a 
collision on a collision avoidance Symbol; 

FIG. 64 illustrates a diagram of a collision-free 

0105 FIG. 66 illustrates a diagram of a startup with a 
validation check in a CC IntegrationVCW state failed, in 
which State a node of the communication System does not 
Schedule any transmission; 
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0106 FIG. 67 illustrates a state transition diagram of a 
communication controller of a node of the communication 
System; 

0107 FIG. 68 illustrates a state transition diagram of a 
bus driver of a node of the communication System (the 
optical bus guardian States are not shown); 
0108 FIG. 69 illustrates a state transition diagram of an 
optical bus driver of a node of the communication System; 
0109 FIG. 70 illustrates a state transition diagram of a 
bus guardian of a node of the communication System; 
0110 FIG. 71 illustrates a state transition diagram of an 
active Star communication System topology; 
0111 FIG. 72 illustrates an error management state tran 
Sition diagram for a time-triggered distributed protocol 
mode and a time-triggered master-controlled protocol mode, 
0112 FIG. 73 illustrates an error management state tran 
Sition diagram for a byteflight protocol mode, 
0113 FIG. 74 illustrates a conceptual architecture of a 
controller host interface of a node of the communication 
System; 

0114 FIG. 75 illustrates a state diagram of a controller 
host interface; 

0115 FIG. 76 illustrates interactions of controller host 
interface Services with controller host interface elements, 

0116 FIG. 77 illustrates a bus driver-communication 
controller interface of a node of the communication System; 
0117 FIG. 78 illustrates a bus driver-bus guardian inter 
face; 

0118 FIG. 79 illustrates behavior of two signals RXD 
and RXEN for receiving a data frame transmitted in a Static 
Segment of the communication cycle according to a first 
example, 

0119 FIG. 80 illustrates behavior of two signals RXD 
and RXEN for receiving a data frame according to a Second 
example, 

0120 FIG. 81 illustrates required timing of two signals 
TxD and TxEN for transmitting a data frame; 
0121 FIG. 82 illustrates a block diagram of a bus guard 
ian-communication controller interface; 

0.122 FIG. 83 illustrates a bus guardian schedule over 
view; 

0123 FIG. 84 illustrates a bus guardian-communication 
controller timing during a Static Segment of a communica 
tion cycle; 
0.124 FIG. 85 illustrates a bus guardian-communication 
controller timing at the beginning of a dynamic Segment of 
a communication cycle according to a first example; 
0.125 FIG. 86 illustrates a bus guardian-communication 
controller timing at the beginning of a dynamic Segment of 
a communication cycle according to a Second example; 
0.126 FIG. 87 illustrates a bus guardian-communication 
controller timing during a bus guardian Symbol window and 
a bus guardian watchdog disable time; 
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0127 FIG. 88 illustrates a structure of a bus guardian 
Schedule monitor; 
0128 FIG. 89 illustrates a bus guardian schedule monitor 
State machine; 

0.129 FIG. 90 illustrates interaction in a static segment of 
a communication cycle; 
0.130 FIG. 91 illustrates interaction in a static segment of 
a communication cycle with a minimum length of inter-Slot 
gapS, 

0131 FIG. 92 illustrates interaction in a dynamic seg 
ment of a communication cycle with a symbol window 
disabled; 

0132 FIG. 93 illustrates interaction in a symbol window 
and in a network idle time, 

0133 FIG. 94 illustrates FlexRay communication cycle 
operating modes; 

0.134 FIG. 95 illustrates an event triggered communica 
tion handling in a host controller, a controller host interface 
and in a communication controller of a node of the com 
munication System; 
0135 FIG. 96 illustrates a timing hierarchy in the view 
of a master node of the communication System; 
0.136 FIG. 97 illustrates a communication cycle execu 
tion from the view of a master node and a slave node, 

0.137 FIG. 98 illustrates a trigger condition in an event 
indication signal; 
0.138 FIG. 99 illustrates a monitoring of a trigger signal 
for the communication controller by a master node of the 
communication System; 
0139 FIG. 100 illustrates a monitoring of an event 
indication Signal by slave nodes of the communication 
System; 

0140 FIG. 101 illustrates a protocol state diagram for an 
event triggered mode, 
0141 FIG. 102 illustrates internal bus events, which are 
indicated externally; 

0.142 FIG. 103 illustrates an architecture of a node of the 
communication System; 
0.143 FIG. 104 illustrates an example for a possible 
network configuration; 

014.4 FIG. 105 illustrates a definition of a communica 
tion cycle with a static Segment; 

014.5 FIG. 106 illustrates a definition of a communica 
tion cycle in a pure dynamic communication System; 
0146 FIG. 107 illustrates an example for a communica 
tion Scheme of two nodes of a FlexRay communication 
System; 

0147 FIG. 108 illustrates a FlexRay frame format; 
0148 
0149 FIG. 110 illustrates a transmission of a start 
Sequence, 

O150 

FIG. 109 illustrates a byteflight frame format; 

FIG. 111 illustrates a reception of a start sequence; 
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0151 FIG. 112 illustrates a frame format for an electrical 
transmission on the physical layer; 
0152 FIG. 113 illustrates a topology of a FlexRay com 
munication System using active Stars, 
0153 FIG. 114 illustrates a topology of a FlexRay com 
munication System using a passive bus, 
0154 FIG. 115 illustrates a topology of a FlexRay com 
munication System using an active Star combined with a 
passive bus, 
0155 FIG. 116 illustrates a block chart of an electrical 
active Star; 

0156 FIG. 117 illustrates an overview of interfaces 
between a host controller, a communication controller, a bus 
driver, a bus guardian, and a power Supply of a node of the 
communication System; 
O157 FIG. 118 illustrates a macrotick watchdog timing 
diagram; and 
0158 FIG. 119 illustrates a bus guardian tick watchdog 
timing diagram. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0159. The present invention refers to a dependable auto 
motive network. Throughout the following description the 
following structure is followed: at the beginning of each 
chapter (Section) the requirements for this topic are defined, 
afterwards more detailed descriptions are provided. In the 
description UPPER CASE letters are used to denote con 
Stants. All constants used in the document are listed at the 
end of the description. 
0160 Objectives 
0.161 The objectives pursued in the development of the 
dependable automotive network are the following: 

0162 Support of two communication paradigms, 
deterministic (statically defined) communication and 
dynamic event driven communication. 

0163 Configurable static and dynamic part (seg 
ment) within one communication cycle. Fully static 
and fully dynamic configuration has to be Supported. 

0164. Flexible extendibility, even after deployment. 
0.165 High data rate and bandwidth efficiency. 
0166 Scalable fault tolerance (i.e., single channel 
and dual channel operation must be Supported). 

0167 Reliable error detection (bus guardian mecha 
nism in the time domain, cyclic redundancy check 
(CRC) in the value domain). 

0168 Support of electrical and optical physical 
interfaces. 

01.69 Enable very low system level failure in time 
ratings. 

0170 Allow use of crystal oscillators and low tol 
erance ceramic resonators. 

0171 Support of active star and bus topologies. 
0172 Low overall system cost. 
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0173 Enable re-use of carry over components with 
out embedding knowledge of future platform parti 
tioning. 

0.174. The objectives of the static segment are the fol 
lowing: 

0.175 Deterministic communication behavior in the 
time domain. 

0176 Global time implemented by a fault tolerant 
clock Synchronization algorithm. 

0177 Immunity against accepting error-free sub 
Sequences of a message as valid messages (i.e. short 
message rejection). 

0.178 The objectives of the dynamic segment are the 
following: 

0179 Event driven dynamic communication possi 
bility. 

0180 Flexible bandwidth allocation (for different 
nodes during runtime). 

0181. No interference with the static segment. 
0182 Support for prioritized bus access. 
0183 Support of variable length messages with at 
least 200 data bytes. 

0184 The global requirements are the following: 
0185 Support for fault tolerance, but operation 
without fault tolerance must also be possible, i.e., a 
Single bus (channel) connection must be possible for 
non-fault-tolerant nodes. 

0186 The communication network has to support a 
System architecture, where no Single fault may lead 
to a functional degradation. 

0187 Protection against faults in accordance with a 
well-defined fault hypotheses. 

0188 Protect against up to and including five ran 
dom bit errors per frame. 

0189 The communication protocol should be inde 
pendent as far as possible from the topology. 

0190. For highly dependable and fault-tolerant 
applications an independent bus guardian to prevent 
the monopolization of the communication medium 
by a communication controller is required (So called 
“babbling idiot”). 

0191) Errors in hardware and configuration data 
have to be detected during initialization and opera 
tion by error detection mechanisms (EDMs). In case 
a critical error is detected the controller and trans 
ceiver must not be allowed to enter normal operation 
or immediately abort normal operation and report an 
error to the host. 

0.192 Support of serviceability of system- and com 
ponent-level faults. 

0193 The bit encoding technique must not intro 
duce data dependent changes in the length of the 
resulting bit Stream, e.g., bit Stuffing is not allowed. 
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0194 Automotive qualification of the communica 
tion controller, bus guardian, and the physical layer 
is required. 

0.195 Configuration data must be readable/writeable 
by the host. It must be possible to prohibit writing 
during run-time. 

0.196 Support of comprehensive self test at system 
communication Startup. 

0.197 Support of timely and highly reliable compo 
nent re-integration and System-level Startup. 

0198 Support of master-less system startup and 
shutdown. 

upport O traceabilitv Of SWStem- and COm 0199 Supp f bility of sy d 
ponent-level faults to identify root causes of failures. 

0200 Support of synchronized system shutdown 
without error indications. 

0201 Support of synchronous distributed applica 
tion Startup and shutdown with acceptable timing 
and fault tolerance characteristics. 

0202 Support of node and network moding with 
high Security against critical inadvertant mode 
changes. 

0203 Logical line compatibility to the byteflight 
protocol, when using an optical physical layer must 
be possible. 

0204 Basic Concepts 
0205 The communication protocol for the dependable 
automotive network according to the present invention has 
the following properties: 

0206 Synchronous and asynchronous frame trans 
fer. 

0207 Multi-master clock synchronization. 
0208 Guaranteed frame latency times and jitter dur 
ing Synchronous transfer. 

0209 Prioritization of frames during asynchronous 
transfer. 

0210 Error detection and signaling. 
0211 Error containment on the physical layer 
through an independent bus guardian device. 

0212 Scalable fault tolerance, e.g., one controller, 
one/two channels, one bus guardian for each chan 
nel. 

0213 The FlexRay protocol can be divided into various 
layers of a layer architecture comprising the following 
layers: 

0214. The Physical Layer defines how signals are 
actually transmitted. Tasks of the Physical Layer are 
fault confinement and error detection and Signaling. 
The Physical Layer comprises a Signal level, a bit 
representation and a transmission medium. One task 
of the Physical Layer is to detect errors of the 
communication controller in the time domain. This is 
done by the so-called Bus Guardian. 
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0215. The Transfer Layer represents the kernel of 
the protocol. It presents frames received to the pre 
Sentation layer and accepts frames to be transmitted 
from the presentation layer. The transfer layer is 
responsible for timing, Synchronization, message 
framing, error detection and Signaling, and fault 
confinement. 

0216) The Presentation Layer is concerned with 
frame filtering and masking, frame Status handling 
and contains the communication controller host 
interface. 

0217. The Application Layer is not part of this 
description. 

0218 Node (ECU) Architecture 
0219 FIG. 103 shows the architecture of a node 100 
(electronic control unit, ECU) of the communication System. 
Every node 100 consists of the five sub-components host 
controller 101, communication controller 102, bus guardian 
103, bus driver 104, and power supply 105. In the following 
description the requirements for the communication control 
ler 102, the bus guardian 103, the bus driver 104 and the 
interfaces to the host 101 and the power supply 105 are 
described. 

0220 Two implementations for the communication con 
troller 102 are possible, one configuration of a communica 
tion controller 102 that sends and receives on two redundant 
physical channels, and a Second configuration which is 
Solely connected to one physical channel. 
0221 Topology 
0222 FIG. 104 shows a possible topology configuration 
of the communication system 106 (network). Anode 100 can 
either be connected to both channels 1 and 2 (node A, C, and 
E) or only channel 1 (node B) or only channel 2 (node D). 
A configuration, where all nodes 100 are connected by one 
channel only is also possible. 

0223 Frame Transfer 
0224. In FlexRay media access occurs within a commu 
nication cycle. Within one communication cycle FlexRay 
offers the choice of two media access Schemes. These are a 
Static time division multiple access (TDMA) Scheme, and a 
dynamic mini-slotting based Scheme. Communication in the 
communication System 106 is done in a communication 
cycle consisting of a Static Segment and a dynamic Segment, 
where each of the Segments may be empty. The first frame 
ID in a System with a static segment is ID number 1 (see 
FIG. 105). In a pure dynamic system with a start of cycle 
(SOC) symbol (see FIG. 106). The sending slots are repre 
sented through the ID numbers that are the same on both 
channels. 

0225. The sending slots are used deterministically (in a 
pre-defined time divisional multiple access (TDMA) strat 
egy) in the Static segment. In the dynamic segment there can 
be differences in the phase on the two channels (see FIG. 
106). Nodes 100 that are connected to both channels send 
their frames in the Static Segment simultaneously on both 
channels. Two nodes, that are connected to one channel only, 
but not the same channel, may share a slot in the Static 
Segment. 
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0226 To guarantee the consistency of the clock synchro 
nization only nodes 100 can participate that Send frames, 
which are received by all other nodes (e.g., node A, C and 
E in FIG. 104). All nodes execute the clock synchronization 
algorithm, but only the frames of the Static Segment are 
considered. It is possible to Send different data in the same 
Sending Slot on different channels. 

0227. The following constraints should be respected in 
the communication System 106 according to the present 
invention: 

0228. The communication controller 102 must allow 
to interface to an optical or an electrical physical 
layer. 

0229. The communication controller 102 must Sup 
port a net data rate of at least 5 Mbit/s real applica 
tion data transferred per Seconds under the con 
straints of frame overhead (including CRC) and 
protocol timing overhead (inter frame gap, IFG) in 
Static communication mode. 

0230. It must be possible to connect2 up to a value 
CONTROLLER MAX controllers 102 to one com 
munication channel. CONTROLLER MAX is the 
maximum number of controllers 102 connected to 
one communication channel and can have a value of 
64, for example. 

0231. The maximum number of slots in the static 
segment is set to STATIC SLOTS MAX. STATIC 
SLOTS MAX is the maximum number of static 

Slots in a Static Segment of a communication cycle 
and can have a value of 4095, for example. 

0232) The power supply 105 for the bus driver 104 
(including the bus guardian 103) and the communi 
cation controller 102 must meet automotive require 
mentS. 

0233 Comment 
0234 Considering the FlexRay protocol as described in 
the previous part of the description the communication 
scheme of networked FlexRay nodes can be briefly charac 
terized as follows: 

0235. Each node 100 must be able to make use of the 
distributed clock. 

0236 Each node 100 must send frames inside a 
predefined Static Slot or/and 

0237) 
access). 

inside the dynamic segment (collision free 

0238. The transmission of frames must be subdivided 
into 3 phases: 

a DuS guardian must enable the acceSS to O239 1st a b dian 103 ble th 
the bus; 

0240) 2" it must be signalled that a frame should be 
transmitted; 

0241) 3" the transmission of the frame itself. 
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0242 Protocol Description 
0243 Throughout the document the following notation is 
used: 

0244 Req: Requirements 
0245 Comment: contains additional descriptions and 
explanations. 

0246 General Requirements 
0247 Req: The communication protocol shall be 
independent from the data rate. 

0248 Comment: 
0249. It shall be possible to implement low end 
controllers e.g., 500 Kbit/s and high end controllers 
beyond 100 Mbit/s. 

0250 Req: The first communication controller must 
support a net data rate of at least 5 Mbit/s. 

0251 Comment: 
0252 Net data rate: Real application data trans 
ferred per Seconds under the constraints of frame 
overhead (including CRC) and protocol timing over 
head (IFG) in static communication mode. 

0253) Req: A CRC code with a Hamming Distance 
of at least 6 must be used. 

0254 Req: The communication controller shall be 
able to operate in a current byteflight environment, 
i.e., the two protocol controllers have to Support the 
Same physical interface and the same representation 
at the logical line level. The byteflight compatibility 
is required for the optical physical layer only. 

0255 Comment: 
0256 Compatibility of the interfaces between host 
CPU and the protocol controller (CHI) is not 
required. The electrical physical layer does not need 
to support byteflight compatibility The byteflight 
Specification can be downloaded from the following 
web address: www.byteflight.com. 

0257) Frame Transfer 
0258 Data transfer in FlexRay is done in cycles, called 
communication cycles. 

0259 Req: The communication cycle consists of a 
static and a dynamic segment as shown in FIG. 105. 
Each of the Segments may be empty, that means there 
are three possible configurations of the communica 
tion cycle (pure Static, mixed Static and dynamic (a 
mixed System consists of at least two static slots) and 
pure dynamic). 
0260. In a pure dynamic system the communica 
tion cycle starts with a SOC symbol. There are two 
different SOC symbols (alarm condition, normal 
condition). The Sending slots are represented 
through the identifiers that are the same on both 
channels (see FIG. 106). 

0261) The sending slots are used deterministically 
(in a pre-defined TDMA strategy) in the static 
Segment. In the dynamic Segment there can be 
differences in the phase on the two channels (see 
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FIG. 105). Nodes that are connected to both 
channels Send their frames in the Static Segment 
Simultaneously on both channels. A node that is 
connected to only one channel may share an 
identifier with another node that is only connected 
to the other channel. 

0262 The current communication cycle is deter 
mined by a cycle counter that is consistently 
incremented in every cycle (see FIG. 108). 

0263. Req: The length of the communication cycle 
has to be Stored in the configuration data. 

0264. Fit Criteria: 
0265. The maximum cycle length is defined by 
CYCLE LENGTH MAX and can have a value of 
64 ms, for example. 

0266 Req: A check mechanism has to be designed 
that ensures that no frame transmission is started 
within a certain interval So called forbidden region 
before the end of the communication cycle, to ensure 
that the beginning of the Static Segment in the next 
communication cycle is not disturbed. 

0267 Req: Multiplexing of sending slots of one 
controller must be Supported in Such a way, that the 
contents of frames can be multiplexed for a certain 
Sending Slot in different communication cycles. 

0268 Comment: 
0269. So a communication matrix with nearly any 
possible communication patterns (periods of certain 
frames) based on the principle of communication 
cycles can be built up. 

0270 Static Segment 

0271 Req: If the static segment of the communica 
tion cycle is not empty it consists of 
STATIC SLOTS MINs NUMBER OF 
SLOTSs STATIC SLOTS MAX. 

0272 Req: The static segment is subdivided into a 
Sequence of time slots. In each of these Static slots 
only one controller may send one frame on each 
channel. 

0273 Comment: 
0274. In the static segment of the communication 
cycle a TDMA media acceSS Strategy is used. 

0275 Req: There is one configuration parameter for 
the slot length (slot length) in the static segment, 
that defines this value. The length of the slots is 
configurable off-line but fixed during runtime. 

0276 Dynamic Segment 

0277 Req: In a pure dynamic system the commu 
nication cycle starts with the start of cycle (SOC) 
symbol. 

0278 Req: The dynamic segment of the communi 
cation cycle consists of Zero or more dynamic iden 
tifiers (slots) within the communication cycle. 
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0279 Req: Bus access in the dynamic segment is 
done via Static frame priorities according to the 
byteflight Specification. 

0280 Req: In the dynamic segment the media access 
Strategy is based on wait times (mini-slotting 
scheme) and the priority of identifiers. Controllers 
transmitting frames with higher priority identifiers 
Send before controllers transmitting lower priority 
frames. 

0281 Req: The frame length in the dynamic seg 
ment is variable during runtime. 

0282 Req: In pure dynamic mode an external trig 
gered SOC generation and with it the start of the 
communication cycle has to be Supported. The tim 
ing behavior of the external trigger has to be moni 
tored by the communication controller. 

0283 Frame Format FlexRay 
0284. Req: Two frame formats as specified below 
must be Supported. 

0285) Comment: 
0286 The mixture of the two frame formats need 
not be Supported, i.e., all nodes connected to a 
FlexRay communication System can be configured 
using only the FlexRay format (see FIG. 108) or the 
byteflight format (see FIG. 109). 

0287 FlexRay Frame Format 
0288 The following refers to the FlexRay frame format. 

0289 Req: It must be possible to use the FlexRay 
format in a pure Static, in a combined Static and 
dynamic, and in a pure dynamic configuration. 

0290 Req: The first section of the data field in a 
frame according to the FlexRay format must be 
configurable as a message ID field. This data field 
must be filterable by the receiver. 

0291) 
0292 Res: Reserved bits, 4 bit, for future protocol 
extensions. 

0293 ID: Identifier, 12 bit, value domain: (1 . . . 
4095), defines the slot position in the static Segment 
and defines the priority in the dynamic Segment. A 
lower identifier determines a higher priority. The iden 
tifier of a frame must be unique within a cluster. Each 
controller can have one or more identifiers (in the static 
and the dynamic segment). 

0294 SYNC: Synchronization field, 1 bit, indicates 
that the slot is used for clock Synchronization. 

0295) DLC: Data length code field, 7 bit, DLC*2= 
number of data bytes (010, 20, . . . , 24610). 

0296 H-CRC: 9 Bit Cwclic Redundancv Check-Se y y 
quence. The H-CRC is calculated over the SYNC- and 
DLC-field. 

0297 NF: Null frame indication field, 1 bit, indicates 
that the corresponding data buffer is not updated by the 
host before Sending. 

0298 CYCO: Cycle Counter, 6 bit, the cycle counter is 
increased simultaneously in all nodes by the controller 
at the Start of each new communication cycle. 

In FIG. 108 the following abbreviations are used: 
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0299 Message ID: The Message ID field is config 
urable to be used as the message identifier or as the first 
two data bytes. 

0300 D0 . . . D246: Data bytes, 0-246 bytes. 
0301) CRC: 24 Bit Cyclic Redundancy Check-Se 
quence. The CRC is calculated over the complete 
frame. 

0302) Byteflight Frame Format 
0303. The following refers to the byteflight frame format 
(see FIG. 109). 

0304 Req: The byteflight frame format must be 
Supported for pure dynamic configurations. 

0305 
0306 ID: Identifier, 8 bit, value domain: (1 . . . 
255), defines the priority in the dynamic segment. A 
lower identifier determines a higher priority. The iden 
tifier of a frame must be unique within a cluster. Each 
controller can have one or more identifiers. 

0307 Res: Reserved bits, 4 bits, for future protocol 
extensions. 

0308) LEN: Length field, 4 bit, LEN=number of data 
bytes (0. . . . 12), a value higher than 12 is handled 
as LEN=12. 

0309 D0 . . . D11: Data bytes, 0-12 Bytes 
: it Cyclic Redundancy Check-Se 0310 CRC: 15 Bit Cwclic Redund Check-S 

quence (x+x+x'+x+x+x+x+1). 
0311. FCB: Fill completion bit: an additional bit is 
added to the 15 bit CRC to fill the complete word. The 
bit is set to “O'” as LSB. 

0312 Frame Scheduling-Multiplexing of Sending Slots 

In FIG. 109 the following abbreviations are used: 

0313 The following refers to frame scheduling and mul 
tiplexing of Sending Slots. 

0314. Req: The cycle counter can be used to distin 
guish between different frame contents. 

0315 Comment: 
0316 For a sending slot different send and receive 
buffers can be defined in different cycles (slot mul 
tiplexing). 

0317 Comment: 
0318. The cycle counter can be used as a logical 
extension to the identifier (in the case of multiplex 
ing). 

0319 Frame and Bit Coding 
0320 The following refers to frame and bit coding. 

0321 Req: The coding algorithm in the communi 
cation controller has to be robust against: 
0322 glitches. 

0323 Optical Physical Layer 
0324. The following refers to the optical physical layer. 

0325 Req: The controller must support at least the 
byteflight optical bit encoding. 

Jun. 30, 2005 

0326 Comment: 
0327 In byteflight, frames on the communication 
media are composed of individual bytes consisting of 
a start bit, eight data bits and a stop bit. 

0328. In addition, transmission of each frame begins 
with a Start Sequence consisting of 6 logical "0'-bits. 
This is illustrated by the diagram in FIG. 110. Due 
to certain effects in the optical transmission, it is 
possible for the Start Sequence to be become Shorter 
or longer during optical transmission. This is why the 
receiver accepts Start Sequences in the region of 1 to 
9 logical “0”-bits. This is illustrated by the diagram 
in FIG. 111. 

0329 Electrical Physical Layer 

0330. The following refers to the electrical physical layer. 

0331 Req: Frames on the communication media for 
the electrical physical layer are composed as shown 
in FIG. 112. The frame end sequence may be empty. 

0332 Req: A Suitable bit coding scheme has to be 
Selected, in accordance to bandwidth efficiency and 
electromagnetic compatibility (EMC) requirements. 

0333 Frame Timing 

0334. The following refers to frame timing. 

0335 Req: Frame timing of different communica 
tion controller implementations must be interoper 
able. 

0336 Frame Timing for the Static Segment 

0337 Req: Looking at the frame timing for the static 
Segment, the reception Start window shall be defined 
in relation to the precision. I.e., the Start window 
must be greater than the precision. 

0338 Comment: 
0339. The actual value for the reception start win 
dow must be defined in the implementation specifi 
cation. 

0340 Req: In the static segment accurate timing 
requirements have to be ensured for correct frame 
reception. Frames may only start within the recep 
tion start window. 

0341 Comment: 
0342. The length of the frame determines the frame 
duration. Correct reception is given if the respective 
frame does not violate the temporal borders given by 
the access Scheme. The judgement of temporal cor 
rectness is based on a rigid timing Scheme. 

0343 Req: The time difference between the pre 
dicted start StartNom and the observed start of the 
frame (SOF) is used by the clock synchronization 
algorithm. 

0344) Req: The length of the inter frame gap (IFG) 
has to be minimized, in order to optimize the net 
communication rate. 
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0345 Frame Timing for the Dynamic Segment 
0346 Req: Looking at the frame timing for the 
dynamic Segment, the frame timing in the dynamic 
Segment must be defined due to the byteflight Speci 
fication. 

0347 Start-Up 
0348 Requirements 
0349 The following refers to the start-up of the commu 
nication System. 

0350 Req: For each configuration (Pure Static, Pure 
Dynamic and Mixed Systems) the start-up of the 
communication network has to be possible as Soon as 
two nodes are able to communicate. 

0351 Req: The integration of controllers that are 
powered on later must not disturb the Start-up pro 
cedure of the other nodes. 

0352 Req: The start-up and re-integration of con 
trollers shall not disturb the normal operation of the 
network. 

0353 Req: The worst-case start-up time under the 
fault conditions given above has to be provided and 
guaranteed by the Supplier of the communication 
controller. The communication network must be 
operational after 100 ms. 

0354 Comment: 
0355 The application designer has to consider the 
Start-up time during the determination of the con 
figuration parameters. Typical automotive applica 
tions require a worst case Startup time of 100 ms. For 
System configurations with extremely long commu 
nication cycles longer Startup times are acceptable. 

0356 Req: During start-up a communication con 
troller Sets the cycle counter according to the value 
in the received frame. The cycle time is derived from 
the frame ID and Set accordingly. 

0357 Req: The startup must work without reliance 
on collision detection. 

0358 Comment: 
0359 Collisions can occur on the bus during start 
up and in the case of faults. In Star topologies 
collision detection is not always feasible. 

0360 Principle of Operation-Protocol Modes 
0361 Pure Static System and Mixed System 

0362 Req: The start-up has to work as a distributed 
algorithm. 

0363 Req: Only controllers that participate in clock 
Synchronization (Sync bit Set) are allowed to start up 
the System. 

0364 Comment: 
0365. In a dual channel system only controllers 
connected to both channels are allowed to execute 
the start-up in a heterogeneous topology (mixing 
controllers with Single channel and controllers with 
dual channel). 
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0366 Controllers connected to only one channel are 
not allowed to Start-up the bus because they may 
corrupt the traffic of this channel in case of an 
incoming-link failure by Sending frames after the 
listen-timeout (listen timeout). 

0367 Req: The start-up of the communication net 
work, the integration of nodes powered on later and 
the re-integration of failed nodes must be fault 
tolerant against: 
0368 the temporary/permanent failure of one or 
more communication controllers (down to one 
controller Sending in the Static Segment for mixed 
or pure Static configurations), 

0369 the temporary/permanent failure of one or 
more communication channel(s) in a redundant 
configuration, and 

0370 
0371 Pure Dynamic System 

0372 Req: A single master sends the SOC symbol. 
The master Shall be defined at design time. 

0373) Shutdown 
0374. The following refers to shut-down of the commu 
nication System. 

0375 Req: The co-ordinated shutdown of the 
FlexRay cluster, including all nodes and all Stars 
initiated by the application must be possible. The 
interference with the wake-up mechanism must be 
handled. 

the loSS of one or more frames. 

0376 Req: The communication system has to Sup 
port a Synchronized System shutdown without error 
indications. 

0377 Clock Synchronization 
0378. The following refers to clock synchronization of 
the nodes in the communication System. 
0379 Comment: 
0380 The proper synchronization of the individual 
clocks of the communication controllerS is a pre-requisite 
for the TDMA communication scheme. 

0381. The following description refers to the FlexRay 
clock Synchronization mechanism (based on the Fault-Tol 
erant Midpoint algorithm). 
0382 Pure Dynamic System 

0383 Req: In a pure dynamic operation the clock 
synchronization is performed by a master (SOC). 

0384 Pure Static and Mixed System 
0385) Req: The global time is a vector of two values. 
Global time=<cycle counter, cycle time>. 

0386 Req: The cycle time is a counter incremented 
in units of macroticks. The cycle time is reset to 0 at 
the beginning of each communication cycle. 

0387 Req: The macrotick defines the resolution of 
the global time within one cluster. A resolution of 1 
tiS must be achievable in realistic configurations. 



US 2005/0141565 A1 

0388 Req: The macrotick shall be independent of 
oscillator frequency. 

0389) Comment: 
0390. In the implementation each (local) macrotick 
is an integer multiple of the (local) clock tick, i.e. 
depends on the oscillator frequency, but the factors 
of two different macroticks can be different, so over 
a cycle, independence can be achieved. 

0391 Req: The microtick defines the accuracy of the 
clock difference measurement. A resolution of <=50 
nS is required for the microtick. 

0392 Comment: 
0393 Typical automotive applications require a 
resolution of 50 nanoSecond. For System configura 
tions with low bandwidth, higher values are accept 
able. 

0394 Req: The clock synchronization mechanism 
must be able to keep all fault-free controllers within 
the precision. A clock Synchronization precision 
within the different controllers of better than 1 
microSecond is required. 

0395 Comment: 
0396 Typical automotive applications require a pre 
cision of 1 microSecond. For System configurations 
with lower precision requirements, greater values are 
acceptable. 

0397 Req: The absolute value of the global time 
must be the Same at every controller, within the 
limits defined by the precision. During Start-up the 
first Sending node determines the value of the global 
time. 

0398 Req: The fault tolerance of the clock synchro 
nization mechanism must be Scalable with the num 
ber of controllers. The level of fault tolerance 
depends on the number of actual nodes in the System 
(3k+1 to tolerate k asymmetric faults). In a reduced 
fault-tolerant configuration of less than four control 
lers (e.g., 2 or 3, in a degraded mode of operation) 
the synchronization must be possible. For 4 to 6 
controllers the clock Synchronization mechanism 
must be fault-tolerant against 1 (asymmetric) fault. 
For 7 or more controllers the clock synchronization 
mechanism must be fault-tolerant against 2 (asym 
metric) faults. 

0399 Req: The clock synchronization mechanism 
must prevent the formation of cliques with different 
notions of time within the network. 

0400 Req: The clock synchronization mechanism 
must be able to operate with oscillators that have 
automotive quality. In particular the clock Synchro 
nization mechanism must be able to deal with the 
physical phenomena (drift, deterioration) that can 
occur during an automobile lifetime. 

04.01 Req: A Subset of controllers must be config 
ured to send sync-frames (a frame with a set SYNC 
bit). In a dual channel System only controllers con 
nected to both channels may belong to this Subset. 
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0402 Req: Only one static sending slot of each 
controller is allowed to contribute to the clock syn 
chronization mechanism, i.e., a controller may send 
at most one Sync-frame per communication cycle. 

0403. Req: Only correctly received sync-frames are 
used for clock Synchronization. 

04.04 Req: Every node has to use all available 
Sync-frames for clock Synchronization. 

04.05 Req: The clock synchronization and the 
implementation of the clock Synchronization shall be 
as resilient as possible against design violations 
resulting from environment or possible misuse. 

0406 Principle of Operation 
0407. The following refers to the principle of operation. 
0408 Obtaining the Time Values 

04.09 Req: In the static segment every node mea 
Sures the time difference between the actual receive 
time and the expected receive time for the Sync 
frames with a resolution of a microtick. 

0410 Req: This time difference measurement is 
done for all channels. 

0411 Req: A start of frame (SOF)-window is placed 
around the expected receive time of an SOF. The 
length of the receive-window is equal to the length of 
the SOF-window. 

0412 Req: Time values are obtained for correct 
frames only. 

0413 Comment: 
0414. Note that one of the reasons why a frame is 
considered incorrect is reception outside the receive 
window. The Stringent application of the receive 
window mechanism ensures that Synchronization 
errors of nodes are detectable. 

0415. Measurement Method 
0416 Req: The measurement of the clock deviations 
is done through measuring the differences between 
the expected arrival time and the actual arrival time. 
The expected arrival time of a frame is defined by the 
internal view of the cycle time. 

0417 Synchronization Algorithm 
0418. The following refers to the synchronization algo 
rithm. 

0419 Req: The synchronization algorithm uses a 
fault-tolerant midpoint algorithm (FTM) that oper 
ates with an arbitrary number of controllers. 

0420 Comment, Description of the FTM: 
0421. The measured values are sorted and the k 
largest and Smallest values are discarded. k is 
adapted dynamically So that at least 2 measured 
values are remaining. 

0422 The largest and the smallest of the remaining 
values are Selected for the calculation of the mid 
point value, i.e., average of those two values. The 
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resulting value in a node describes the deviation of 
the own clock from the global time base and Serves 
as a correction term. 

0423 Req: The resulting correction term(s) shall be 
used for error detection of the communication con 
troller. If the correction term cannot be applied, an 
error has to be Signaled to the host. 

0424 Req: The clock correction term(s) calculated 
in the previous Step shall be applied to the local 
clock. 

0425 Req: If equal or more than half of the frames 
are received outside the reception Start window a 
Synchronization error is indicated to the host. The 
Synchronization error is a fatal error the controller 
has to reintegrate. 

0426 Comment: 
0427. This mechanism prevents the formation of 
cliques. 

0428 External Synchronization 
0429 The following refers to the external synchroniza 
tion 

0430 Req: External synchronization must be Sup 
ported. 

0431 Comment: 
0432 External synchronization is necessary for the 
Synchronization of a FlexRay network to an external 
time reference, e.g., a GPS receiver or a DCF77 
receiver, or to Synchronize Several FlexRay net 
WorkS. 

0433 Req: Each controller can add an additional 
external clock correction term(s) to the calculated 
clock correction term(s). 

0434 Req: The resulting clock correction term(s) 
shall not be greater than the maximum allowed 
correction term(s) or Smaller than the minimum 
allowed term(s). The communication controller shall 
limit the applied correction term(s) to allowed val 
CS. 

0435 Req: The host shall be able to read the current 
(local) correction term(s) (current clock value) and 
Set the external correction term(s). 

0436 Req: A hardware input signal at the commu 
nication controller for external Synchronization is 
required. 

0437. Req: The hardware input signal shall be con 
nected to the internal Soft-reset of the controller. It 
shall be possible to release the controller from soft 
reset at a specific time by the host. 

0438 Support of Application Agreement Protocols 

0439 Req: The protocol has to support the realiza 
tion of application agreement protocols. This 
requires multiple Sending slots to achieve agreement 
within one communication cycle. 
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0440 Support of Network Management 
0441 Req: Support of synchronous distributed 
application Startup and shutdown with acceptable 
timing and fault tolerance characteristics. 

0442 Req: Support of node and network modes 
with high Security against critical inadvertent mode 
changes. 

0443 Hardware Specification 
0444 The following part of the description explains the 
hardware-related requirements for a FlexRay System. 
0445 General Requirements 
0446. Regarding the communication hardware, a distrib 
uted System of FlexRay nodes must offer Some properties 
when being designed by using active Stars and passive 
buSSes: 

0447 Req: One and two channel solutions have to 
be Supported. 

0448 Req: An electrical and optical physical layer 
must be Supported. 

0449 Req: Communication via redundant physical 
linkS is optional. The communication System must 
Support both communication via redundant and non 
redundant physical links. A mix of redundant and 
non-redundant physical links must be Supported. 

0450 Req: When using active stars several 1:1 links 
must be used. 

0451 Req: Wake-up of nodes and stars via the 
communication System must be Supported. Signaling 
on one channel is Sufficient for wake-up. 

0452 Req: A baud-rate from 500 kbit/s up to 10 
Mbit/s must be supported. 

0453 Req: A power mode management must be 
Supported. 

0454 Topology 

0455 Req: The protocol has to be independent from 
the topology as far as possible. Mixed and homoge 
neous System topologies must be Supported. 

0456 Req: A FlexRay network using a passive bus 
must be possible (see FIG. 114). 

0457 Req: A FlexRay network using a passive star 
must be possible. 

0458 Req: A FlexRay network using a active star 
must be possible (see FIG. 113). 

0459 Req: Support for different topologies/physical 
layerS on different channels is desirable. 

0460 Req: Support for different physical layers on 
one channel is desirable. 

0461 Req: A distributed system of FlexRay nodes 
can be designed by combining the active Star and the 
passive bus approach (see FIG. 115). Several nodes 
may be connected to a branch. 
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0462 Each node must adhere to the following require 
ments (see FIG. 103): 

0463 Req: Within a node 1 or 2 bus drivers must be 
connected to a Single communication controller. 

0464). Each active star must adhere to the following 
requirements (see FIG. 116): 

0465 Req: No communication controller is required 
to perform the Star functionality. 

0466 Req: No host is required to perform the star 
functionality. 

0467 Comment: 
0468. An implementation may integrate the star 
within an ECU. 

0469 Req: A branch of an active star has to be 
de-activated if a faulty communication signal is 
detected: 

0470 1) permanent “0” on the bus or 

0471) 2) permanent “1” on the bus or 

0472 3) permanent noise on the bus. 

0473 Req: A de-activated branch may not influence 
the communication of the active modules (fail 
Silent). 

0474 Req: A de-activated branch has to be re 
activated if the failure condition which leads to a 
faulty communication Signal is no longer available. 

0475 Automotive Constraints 

0476. The communication system according to the 
present invention can be used in almost any environment. 
However, preferably it is used in vehicles of any kind, in 
particular in Safety critical applications in the automotive 
Sector. In that case the communication System has to fulfill 
the following automotive constraints: 

0477 Req: FlexRay devices must meet automotive 
temperature requirements. 

0478 Comment: 
0479 General temperature requirements include a 
range of -40 to +125 degrees Celsius. Special appli 
cations may require higher temperatures, e.g., near 
braking actuators. 

0480 Req: Each product has to be optimized to meet 
the automotive and legal EMC requirements. Exter 
nal filters may not be required but may well be used. 

0481 Comment: 
0482 Listed severity levels as named won't be 
achievable when using a passive bus. 

0483 Req: The power consumption during the nor 
mal operating mode and the low power mode has to 
be minimized. 
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0484 Comment: 

0485 Typical values are given in the following table 
1: 

TABLE 1. 

Typical current consumption. 

Function Min. Typ. Max. Unit Remarks 

Quiescent current 1O AtA The bus driver 
(from the monitors wake-up 
permanent power) events, the 
of the bus driver voltage regulator 

is switched off 
Current for the 1O mA bus free - no 
bus driver and actual 
the communication communication 
controller 

Current for the 50 mA bus busy - 
bus driver and communication 
the communication active 
controller 

0486 Req: The voltage supply for the communica 
tion controller should be the same as for commer 
cially available ECUs. 

0487 Comment: 
0488 Today most ECUs support 5 V. For optimiza 
tions e.g., 3 V are allowed. 

0489 Req: All inputs and outputs of the bus driver 
and the communication controller which are directly 
coupled to the wire harness have to fit the known 
electric requirements. Support of future high Supply 
voltages (36/42 V instead of 12 V) must be Sup 
ported. 

0490 Architecture-Power Modes 

0491. This part of the description Summarizes the 
requirements on the communication controller and the bus 
driver to run an ECU in several modes. 

0492 Req: The power modes of the ECU must be 
Sensitive to control Signals from the host and wake 
up signals from the transmission media, from the 
ECU internally (e.g., from the host) and optionally 
from the ECU externally (e.g., by a switch). 

0493 Req: At least 3 power modes must be distin 
guished for communication controllers and bus driv 
ers and stars (see Table 2): 
0494 Normal (voltage regulator(s) active, com 
munication possible) 

0495 Standby (voltage regulator(s) active, com 
munication not possible) 

0496 Sleep (voltage regulator(s) not active, com 
munication not possible) 
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TABLE 2 

Power modes 

Power Mode of the 
Node Communication Power Supply 

Normal available available 
Standby not available available 
Sleep not available not available 

0497 Req: The power modes of the active star must 
be controlled by the bus drivers automatically. It is 
not desireable that a dedicated wake-up and shut 
down command is Send to the Star or additional 
wiring is required. 

0498 Communication Controller 
0499. The following refers to the Communication Con 
troller: 

0500 Req: A communication controller must 
include an interface to connect a host. 

0501) Req: Parts of the behavior visible to the host, 
e.g., application control, configuration, message 
area, communication controller Status, interrupts, 
etc. have to be confirmed among the Suppliers and 
Specified. 

0502. Req: The time base of the redundant channels 
must be the same within each node (e.g., by a single 
State machine). 

0503 Req: The functionality of the communication 
controller must be independent of the existence of a 
bus guardian. 

0504 Req: For a stand-alone controller the pin-out 
must be completely specified and documented. 

0505 States and Operating Modes 
0506 Req: Power-on and NOT (power-on) must be 
distinguished at least. 

0507 Req: The controller has to be passive outside 
the mode power-on. 

0508 Req: The controller has to be resetable exter 
nally. 

05.09 Req: The controller has to support at least one 
low-power mode. 

0510 Req: The controller modes have to be defined 
in accordance with the bus driver modes. 

0511 Logical Line Operation on the Communication 
Media (e.g. Bus) 

0512 Req: At least the following information has to 
be distinguished: 

0513 bus busy: data or SOC symbol are transmitted. 
0514 bus idle. 
0515 Req: The encoding/decoding method has to 
allow both optical and electrical communication 
networks. At least one method has to be Supported: 
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0516 1. Non Return to Zero (NRZ) in the physi 
cal layer coding Scheme (see byteflight specifica 
tion). 

0517 Req: Bit sampling must be robust against 
disturbances typically inside vehicles e.g., Signal 
delay, edge jitter, baud-rate jitter. 

0518. Req: Bit sampling must be able to deal with 
e.g., temperature variations or tolerances of electrical 
and physical parameters. 

0519 Optical Driver 
0520 Req: See the byteflight specification. 

0521 Electrical Bus Driver 
0522 Req: For a bus driver the pin-out must be 
completely specified and documented. 

0523 Req: For redundant configurations an imple 
mentation has to be chosen which minimizes the 
probability of common mode failures of both bus 
drivers (->each redundant communication is dis 
turbed). 

0524 Comment: 
0525. Two bus drivers to support redundant com 
munication by a single communication controller 
may possibly not be implemented on a single die. 

0526. Two bus drivers to support redundant com 
munication by a single communication controller 
can be integrated in one package, if any common 
mode failure can be excluded. 

0527. Req: The bus driver must provide status infor 
mation and diagnostics information which can be 
read by any p-controller optionally. 

0528 Req: The bus driver must be protected against 
electrical Over-Voltage and short-circuits. 

0529) Voltage Monitoring 
0530 Req: The bus driver must monitor the battery 
Voltage and has to provide Status information. 

0531 Req: The bus driver must detect an interrupted 
connection to the battery and has to provide Status 
information. 

0532 States and Operating Modes 
0533. The bus driver has to support several states or 
operating modes: 

0534) Req: Power-on and NOT (power-on) must be 
distinguished 
0535 ->permanent power 
0536 ->regulator voltage 

0537 Req: The bus driver has to support at least two 
low-power modes. 

0538 Req: The bus driver has to be able to signal an 
internal power down mode to an external Voltage 
regulator. 

0539 Req: the bus driver has to support a “shut 
down mode” 
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0540 ->this mode has to be reached by secured 
mechanisms on demand of the host 

0541 ->this mode must be left only by a power 
down 

0542 ->the bus driver has to be passive and has 
to signal to the Voltage regulator to Switch off. 

0543 Req: The bus-levels have to be chosen by the 
bus driver automatically to Support any net-wide 
power down modes. 

0544 Bus Guardian 
0545 Req: The failure of a communication control 
ler in the time domain, e.g., a communication con 
troller sends in a time slot when it is not allowed to 
Send, must be prevented by a bus guardian. The 
probability for common mode failures in the time 
domain affecting both, the communication controller 
and the buS guardian must be Sufficiently low. 

0546 Req: The bus guardian must protect the static 
slots (controller) from each other. 

0547. In the dynamic segment the bus guardian grants all 
controllers access to the bus. 

0548 Comment: 
0549. One of the main reasons for an error in the 
time domain is an erroneous internal State that leads 
to an incorrect (timing) access to the communication 
media. 

0550 Req: The bus guardian must be able to detect 
errors in the physical clock Source as well as errors 
in the internal representation of the time base of the 
communication controller. 

0551 Comment: 
0552. One of the main reasons for an error in the 
time domain is an error in the clock Source of the 
communication controller. Hence, the clock Source 
check mechanism of the buS guardian must concen 
trate on the main physically possible failure modes 
of the clock Source of the communication controller. 

0553 The bus guardian may have a clock source of 
its own. Two bus guardians, which are connected to 
the same communication controller can use the same 
clock Source. 

0554. Req: The bus guardian must not disable access 
to more than one channel, i.e., one bus guardian per 
channel is required. 

0555 Req: It must be possible to implement the bus 
guardian as a Stand-alone circuit. This circuit has to 
be combinable with the known state of the art 
physical layers. 

0556) Comment: 
0557. The bus guardian could be integrated in the 
bus driver. The interface(s) towards the communica 
tion controller (and the bus driver) must be defined. 

0558 Req: It must be possible to implement the bus 
guardian as a Stand-alone circuit in the Star coupler. 
This circuit has to interact with the known state of 
the art physical layer. 
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0559 Req: The bus guardian has to check the cor 
rect enabling of the driver output Stage. 

0560 Req: The mechanism of separating the com 
munication controller from the communication 
media must be checked. At least once per driving 
cycle (power on/power off) is Sufficient. 

0561 Req: The bus guardian is configured via a 
configuration data interface. 

0562 Req: The bus guardian has to enable and 
disable the bus driver output Stage according to a 
predefined timing pattern. If the bus guardian detects 
an error in the timing pattern of the communication 
controller it permanently disables access to the com 
munication media and Signals this. 

0563 Red: If an error in the bus guardian occurs the C gll 
communication channel must not be disturbed 
(monopolized). 

0564) Req: The configuration data interface must be 
Specified and documented. This mainly includes the 
logical contents of the timing pattern. 

0565 Wake-up 

0566 Req: Several wake-up mechanisms have to be 
taken into consideration. 

0567 ECU->Bus Driver 
0568 Req: The bus driver has to be woken up by 
any Source inside or outside the ECU (local wake 
up). 

0569. Req: The wake has to be two edge sensitive. 
0570) Example: 

0571) 
0572 Bus->Bus Driver 

e.g., edge at a Wakeup pin of the Bus Driver. 

0573 Req: From the host's point of view a general 
wake-up mechanism is required for both electrical 
and optical Systems. 

0574 Req: The bus driver should be woken up via 
Standard communication (message-pattern). 

0575 Req: The wake-up detector has to be robust 
against disturbances in vehicles like common mode 
Signals by emission. 

0576 Req: The bus driver may not be woken up by 
any noise. 

0577 Bus Driver->Controller 
0578 Req: The bus driver has to wake up the 
controller by any Signal on the interface. A dedicated 
wake-up line is not required. 

0579. Example: 
0580 e.g., edge at the receive (RX) pin produced by 
the bus driver. 

0581 Bus Driver->Power Supply 
0582 Req: The bus driver has to signal its sleep 
State, e.g., to control the Voltage regulator. 
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0583. Example: 

0584) 
0585 Controller->Bus Driver 

inhibit signal. 

0586 Req: The controller must be able to wake-up 
the bus driver by any signal on the interface. A 
dedicated wake-up line is not required. 

0587 Example: 
0588 Edge at the Send (Tx) pin. 

0589 Selective Sleep 
0590 Req: The realization of selective sleep has to 
be Supported. 

0591) 
0592. The following refers to the interfaces provided 
within a node of the communication System: The interfaces 
between the single modules (host, controller, bus driver, bus 
guardian, and power Supply) have to be agreed upon among 
the Suppliers according to the general requirements defined 
in this document. FIG. 117 shows an overview of all 
interfaces. 

0593) Communication Controller<>Host Interface (CHI) 

Interfaces 

0594 General Requirements 
0595 Req: The configuration data of the communi 
cation controllers must be securable (e.g., by Soft 
reset) against accidental access and modifications. 

0596 Req: Protect against improper host modifica 
tion of BG and CC configuration data. 

0597 Req: The interface between the host and the 
communication controller should be implemented as 
a 16 bit interface (selectable multiplexed/non-multi 
plexed bus interface). 

0598. Req: Functional compatibility between differ 
ent SupplierS has to be guaranteed at CHI level. 

0599 Req: The CHI has to be configurable into 
transmit and dedicated receive buffers and receive 
buffers with first in first out (FIFO) behavior. 

0600 Req: If the FIFO queue is full and new data 
arrives the oldest data is overwritten. The FIFO 
queue must Set a diagnosis bit when data in the buffer 
is overwritten. 

0601 Req: Most significant bit/byte (MSB) first is 
used for frame transmission. 

0602 Comment: 
0603 The status area of the CHI contains commu 
nication controller Status fields, which are written by 
the controller and which are read-only for the host. 
The status fields will be defined in the protocol 
Specification and interface Specification. 

0604. The control area in the CHI contains fields 
that allow the host to control the behavior of the 
communication controller. The control fields will be 
defined in the protocol Specification and interface 
Specification. 
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0605. The message area in the CHI contains a 
memory area where the frames to be Sent/received 
are Stored together with Status information for each 
frame. The layout of this memory area is determined 
in the configuration data of each communication 
controller. The message buffer status fields will be 
defined in the protocol Specification and interface 
Specification. 

0606 Req: Support of traceability of system- and 
component-level faults to identify root causes of 
failures. 

0607 Req: The hardware implementation should 
verify that only one combination of frame ID and 
Sync bit is considered valid for transmission. 

0608 Frame Filtering and Masking 
0609 Req: Message Reception, every message 
buffer has to contain a channel, frame ID and cycle 
counter which are used for message filtering. Option 
ally the first two data bytes of each message buffer 
are used as message ID filter. 
0610 Options for filtering: 
0611) 1) Frame ID+channel 
0612 2) Frame ID+cycle counter+channel 
0613 3) Message ID+cycle counter+channel 

0614 Comment: 
0615. Filtering: Filtering of messages means that for 
each message buffer the message's frame ID, cycle 
count and message ID are parameters that define in 
which message buffer the correctly (correct CRC, 
time, etc.) received message is stored or if the 
message is discarded. 

0616 Req: There must be at least one mask register 
per communication controller and channel that 
allows all combinations of masking. 

0617 Comment: 
0618 Masking: Masking of message filters means 
that Some (parts) of the filtering parameters may be 
configured to be disregarded (set to “don’t care”). 

0619 Req: Message transmission, filtering param 
eters for transmission are frame ID and cycle 
counter; there is no masking possible for the frame 
ID. Each transmit buffer has its own mask for the 
cycle counter. 

0620) 
0621 Req: The host computer has to be able to 
request different interrupts from the communication 
controller: at least read interrupt (buffer), write inter 
rupt (buffer), 2 independent timer interrupts. 

Interrupts 

0622 Red: Timer interrupt: the host can request a C p C 
time interrupt at any absolute point in the global time 
(across communication cycle borders). 

0623 Req: One interrupt line is required for a stan 
dalone controller implementation. 

0624 Req: Interrupts can be mapped to one or more 
interrupt lines in an integrated controller. 
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0625 Hosts) Bus Guardian Interface 
0626. Req: The bus guardian configuration data is 
written during download and then Stored in a local 
memory of the bus guardian. 

0627. Req: During normal operation no configura 
tion data transfer from the host to the bus guardian is 
allowed. 

0628 Req: The bus guardian periodically updates a 
status field which can be accessed by the host/bus 
guardian interface containing at least the following 
status information: 

0629 State of the bus 
0630 State of the controller. 

0631) Communication Controller (>Bus Guardian Inter 
face 

0632 Req: At least the following control informa 
tion is required: 

0633) ARM signal. 
0634) Communication Controllerg-Bus Driver Interface 

0635) Req: This interface has to be confirmed 
among the Suppliers. 

0636) 
0637 Tx, TxEnable (TxEN) 
0638 Rx, RxEnable (RxEN). 

0639 Bus Guardian<>Bus Driver Interface 
0640 Bus Driver 4-Power Supply Interface 

Example: 

0641 Req: To perform the wake-up and sleep func 
tionality an interface between bus driver and power 
Supply is required. 

0642 Error Handling 
0643) The following refers to the error handling. 
0644. The communication system and its components 
shall offer adequate error management mechanisms to deal 
with faults arising from the following levels: 

0645) media 
0646) bit (coding) 
0647 frame 
0648) data 
0649) topology and 

0650 time. 
0651) The communication system furthermore shall offer 
diagnosis information to the host computer with respect to 
controller, bus (channel), and incoming/outgoing link fail 
UCS. 

0652) Requirements 

0653) Req: The error management shall follow the 
“never-give-up' philosophy. 
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0654) Comment: 
0655 This means that the communication protocol 
has to support proper operation until a certain critical 
error states is reached. 

0656 Req: The non-arrival of periodic messages 
shall not be unrecognized. 

0657) Comment: 
0658. It is okay, if, e.g. one, periodic message is 
missed, but this has to be detected. The fact, that a 
periodic message was missed should be signaled to 
the host. 

0659 Req: If a periodic message was missed, no 
random data shall be given to the host. 

0660 Req: Data content of messages, (periodic and 
spontaneous) must not be changed by the commu 
nication protocol. 

0661 Req: The change of data content shall be 
signaled to the host. 

0662) Req: After an error was detected at a commu 
nication partner in the network, the functionality of 
the other communication partners shall not be influ 
enced. 

0663 Comment: 
0664) The correct function may not depend from the 
correct function of a certain host, of a certain com 
munication controller or of a certain power Supply. 

0665) The communication controller shall detect the fol 
lowing list of errors: 

0666) Req: Synchronization error. The communica 
tion controller is not any more Synchronized to the 
global time on the bus. 

0667 Req: The communication network must offer 
diagnosis information to the host computer with 
respect to the bus (channel), incoming/outgoing link 
failures. 

0668) Req: The communication network must offer 
diagnosis information to the host computer within a 
defined maximum delay after the occurrence of the 
failure of the diagnosis element. 

0669 Req: The communication network is not 
required to provide consistent and agreed diagnosis 
information to the host computer. 

0670) Hardware Units 
0671) The following faults have at least to be detected by 
the communication controller: 

0672) Req: Defect time source (e.g., broken crystal). 
0673) Req: Low voltage. 

0674) The following faults has to be recognized 
by the bus driver as errors: 

0675) Req: Faulty communication signals caused by 
e.g. any faulty transmission media (e.g., a broken 
line, short circuit to ground, . . . ). 

0676 Req: Incorrect communication with the host 
e.g., communication via the data interface. 
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0677 Req: Incorrect communication with the com 
munication controller e.g., bus-blocking transmit 
Signals. 

0678 Req: De-activated branch. 
0679) 

0680 Req: Status information on detected errors 
must be provided. Additionally it is required that 
maskable interrupts for certain detected errors can be 
requested by the host. 

0681 Constant Definitions 
0682. In the following part of the description the con 
Stants for a number of design parameters defined throughout 
the document are set to actual values. The values mentioned 
are examples and can be replaced by almost any desired 
value. 

Interfaces 

0683 Table 3 shows Communication Network Constants 
(Min/Max). 

TABLE 3 

Definition of the constants used throughout the Specification. 

Name Value Description 

Maximum number of 
controllers connected 
to one communication 
channel. 
Minimum length of the 
configurable communi 
cation cycle. 
Maximum length of the 
configurable communi 
cation cycle. 
Maximum number of 
data bytes. 
Maximum number of 
dynamic identifiers. 
Minimum number of 
static slots in a 
static segment of a 
communication cycle 
Maximum number of 
static slots in a 
static segment of a 
communication cycle 

CONTROLLER MAX 64 

CYCLE LENGTH MIN 250 us 

CYCLE LENGTH MAX 64 ms 

DATA BYTES MAX 246 

DYNAMIC IDS 4095 

STATIC SLOTS MIN 2 

STATIC SLOTS MAX 4095 

0684 Glossary 
0685. In the following glossary some of the terms used 
for description of the present invention are defined. 

0686 Bus . . . Consists of one or several channels. 
0687 Bus Driver . . . A bus driver connects a commu 
nication controller to one channel. 

0688 Bus Guardian . . . A bus guardian protects one 
channel from timing failures of the communication 
controller. It is therefore connected to one communi 
cation controller and one bus driver. The bus guardian 
must be independent from the protocol communication 
controller. 

0689 byteflight . . . Communication network devel 
oped by BMW AG, Motorola, ELMOS, Infineon, 
Siemens EC, Steinbeis TransferZentrum fir Prozessau 
tomatisierung, IXXAT (see www.byteflight.com) 
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0690 Channel . . . A channel is a physical connection 
between Several communication controllers. A redun 
dant channel consists of two channels connecting the 
Same communication controllers. 

0691 CHI . . . Controller Host Interface. 
0692 Clique . . . Set of communication controllers 
having the same view of certain System properties, e.g., 
the global time value, or the activity State of commu 
nication controllers. 

0693 Cluster 
Specification. 

0694 Cluster time. 
0695 Communication Controller... A communication 
controller is connected to one or two channels where it 
can Send and receive frames. 

. . . Synonym for network within this 

... Same as cycle time. 

0696 Communication Cycle ... Periodic data transfer 
mechanism. Structure and timing are Statically defined. 
However, a Static and a dynamic Segment allows for the 
transmission of both, State and event information. 

0697) Controller . . . see, Communication Controller. 
0698) CRC. . . Cyclic Redundancy Code attached to a 
frame. 

0699 CYCLE ... The CYCLE field is used to transmit 
the cycle counter. The cycle counter is increased simul 
taneously in all nodes by the communication controller 
at the Start of each new communication cycle. 

0700 Cycle Counter . . . Contains the number of the 
current communication cycle. 

0701] Cycle time . . . Contains the time within a 
communication cycle in units of macrotickS. Same as 
cluster time. 

0702 DATA . . . Data field in a frame. 
0703 DLC: . . . Data length field 
0704 Dynamic Segment . . . Segment of the commu 
nication cycle where frames are transmitted according 
to a mini-slotting algorithm. The Sending order is 
defined by a statically determined identifier. Identifiers 
with smaller numbers have priority over identifiers with 
higher numbers. A communication cycle may consist of 
the Static Segment only. 

0705 EOF ... End Of Frame. An optical or electrical 
physical layer may require different end of frame 
Sequences. 

0706 ECU. . . Electronic Control Unit. Same as node. 
0707 EMC . . . Electro Magnetic Compatibility. 
0708 FIFO . . . First In First Out. Buffers can be 
configured to work as a FIFO memory for frames. 

0709 Frame . . . A frame consists of all information 
transmitted in one slot (with one identifier) on one 
channel. 

0710 FTA . . . Fault Tolerant Average. The FTA is a 
fault tolerant clock Synchronization algorithm that is 
able to tolerate up to a pre-defined number k of mali 
ciously faulty clocks. This algorithm is based on a 
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Sorted array of clock deviations. The lower and upper 
k clock deviation values are discarded. From the 
remaining clock deviation values the average value is 
calculated and then used for the clock correction. 

0711. FTM ... Fault Tolerant Midpoint. The FTM is a 
fault tolerant clock Synchronization algorithm that is 
able to tolerate up to a pre-defined number k of mali 
ciously faulty clocks. This algorithm is based on a 
Sorted array of clock deviations. The lower and upper 
k clock deviation values are discarded. From the 
remaining clock deviation values the median value is 
chosen for the clock correction. 

0712 Gateway . . . A node may function as a gateway 
and connect two or more networks. 

0713 Global time . . . Contains the combination of 
cycle counter and cluster time. 

0714 Hamming Distance . . . Minimum distance of 
any two code words within a code. 

0715 Host . . . The host is the part of an ECU where 
the application Software is executed, Separated by the 
CHI from the communication network. 

0716) ID . . . The frame identifier defines the slot 
position in the Static Segment and defines the priority in 
the dynamic Segment. A lower identifier determines a 
higher priority. Identifier 0 is reserved for the SOC 
symbol. The identifier of a frame must be unique within 
a cluster. Each controller can have one or more iden 
tifiers (in the Static and the dynamic segment). 

0717 

0718) 

0719) 

0720) 

0721) 

0722) 

0723 Macrotick . . . Basic unit of time measurement 
within a network of communication controllers. The 
clock Synchronization mechanism guarantees that the 
clock values at all non-faulty controllers are equal. The 
uncertainty in the clock values is bounded by the 
precision. 

Identifier . . . See, ID. 

IFG . . . Inter Frame Gap. 

LEN . . . Length field of a frame. 

LLI . . . Logical Line Interface. 

LSB . . . Least Significant Bit/Byte. 
MAC . . . Media Access Control. 

0724 Message . . . Application data transported within 
a frame. Several messages may be packed together to 
constitute a frame. 

0725 Microtick . . . Basic unit of time measurement 
within a communication controller for measuring the 
time difference between the controllers clock and the 
clocks of the other communication controllers. Clock 
correction is done in units of Microtick. 

0726 MSB . . . Most Significant Bit/Byte. 

0727 Network ... A network consists of a set of nodes 
(more than one node) connected by communication 
Subsystem. Networks are connected by Special nodes 
(gateways). Same as Cluster. 
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0728 Node . . . A node may contain one or more 
communication controllers. Equivalent to ECU (Elec 
tronic Control Unit). 

0729 Nominal Precision . . . The nominal precision is 
the clockSynchronization precision that can be reached 
by the local clock Synchronization of a cluster. 

0730 NRZ . . . Non Return to Zero physical layer 
coding Scheme. 

0731 Precision . . . The precision is a time interval 
bounding the deviations between the local clocks of all 
active communication controllers. If a communication 
controllers clock deviates more than the precision from 
the clocks of the other controllers it must not participate 
in the communication any longer. 

0732 Slot . . . Duration of time during which one 
communication controller may access the communica 
tion medium. 

0733 SOC . . . Start of Cycle. Defines the start of a 
communication cycle in the pure dynamic mode, and 
the Start of communication for Start-up. 

0734 SOF ... Start of Frame. An optical or electrical 
physical layer may require different Start of frame 
Sequences. 

0735 Star Coupler . . . A star coupler is connected to 
one channel. 

0736 Static Segment . . . Segment of the communica 
tion cycle where frames are transmitted according to a 
statically defined TDMA scheme. A communication 
cycle may consist of the Static Segment only. 

0737 SYNC . . . Synchronization field. This field 
indicates that the slot is used for clockSynchronization. 

0738 TDMA. . . Time Division Multiple Access. 
0739 The following is a description of the notation used 
for variables, constants and parameters in this document. 

TABLE 4 

Naming Conventions 

Naming Information 
Convention Type Description 

cName Protocol Values used to define characteristics or 
Constant limits of the protocol. These values are 

fixed for the protocol and can not be 
changed. 

wName Node Values which will be changed depending 
Variable on time, events, etc. 

gName Cluster Parameter which must have the same value 
Constant in all nodes in a cluster, is initialized 

during soft reset, and can only be changed 
during soft reset 

pName Node Parameter which may differ in nodes of a 
Constant cluster, is initialized during soft reset, 

and can only be changed during soft reset 
fName Frame Parameters which are transmitted as part 

Variable of a FlexRay or byteflight frame. These 
variables are set by the transmitting node 
and read by the receiving nodes. 

xdName Time Value (variable, parameter, etc.) 
Duration describing a time duration, the time 

between two time points 
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TABLE 4-continued 

Naming Conventions 

Naming Information 
Convention Type Description 

xtName Time Value (variable, constant, etc.) 
describing an instant 

xsName Set Set of values (variables, parameters, etc.) 
xyNamech Channel Set of variables/parameters that are channel 

Specific specific. xyNamech represents the 
Info pair of variables, xyNameIA 

represents the variable associated with 
channel A, xyName B represents 
variable associated with channel B. 
Internal event signal sent between various 
portions of the protocol description. 
These do not necessarily represent actual 
parameters, but rather represent an 
abstract method by which various protocol 
descriptions can interact. 

S. Name Event 

X Stands for one of c, v, g, or p above 
y Optionally stands for one of d, t, or s 

above. 

0740) Pseudocode Conventions 
0741. To specify functions and algorithms short code 
pieces are used. The pseudocode is loosely based on the 
programming language used by MATLAB. The following 
table 5 outlines Some of the pseudocode conventions (func 
tions and elements). 

TABLE 5 

Pseudocode Conventions 

Function or Element Description 

Returns the number of elements in the list “list 
Sets the list “list to an empty list (i.e., a list 
with no elements) 
Appends element "x" to the end of the list “list 
“x' is the i-th element of the list “list. list(1) is 
the first element of the list “list 

x = SORT(list) “x' is a sorted list containing the elements from 
the n-element list "list placed in decreasing 
order such that 
X(1) 2 x(2) 2 x(3) 2 ... 2 x(n - 1) 2 x(n) 
Minimum function. If both a and b are valid it 
returns a if a < b, otherwise returns b; if a 
invalid returns b, if b invalid returns a, if a and 
b invalid returns an empty set 
“x' is the result of the Fault Tolerant Midpoint 
Algorithm executed on the list list". for the 
definition of the Fault-tolerant Midpoint 
Algorithm 
Returns the integer part of the (real) number 

X = a Returns the absolute value of “a” (a if a 2 0, -a 
if a < 0) 
The modulo or remainder function. “x is the 
remainder when integer “a” is divided by 
integer “b'. For example, MODULO(6,2) = 0 and 
MODULO(7,2) = 1. 

If Pseudocode comment. Characters on the line 
after the “ff are considered comments (i.e., 
not part of the pseudocode). 

x = LENGTH(list) 
list = 

list = list, X 
x = list(i) 

x = MIN(a, b) 

x = Midterm (list) 

X = Inta 

x = MODULO(a,b) 

0742 Bus Topology 
0743 FIG. 1 shows a possible topology configuration of 
a communication system 106 as a dual bus. A node 100 can 

Jun. 30, 2005 

either be connected to both channels A and B (nodes A, C, 
and E), only to channel A (node D) or only to channel B 
(node B). 
0744) A FlexRay communication system 106 can also be 
a single bus. In this case, all nodes 100 are connected to this 
bus. 

0745) Star Topology 
0746 Valid Star Network Configurations 
0747 A FlexRay communication system can be built as 
a multiple Star topology. Similar to the bus topology, the 
multiple-Star topology can Support redundant communica 
tion channels. Each network channel must be free of closed 
rings, and the number of Star couplers must be between 1 and 
cStarCouplers.Max, inclusive, if there are Sequentially con 
nected (cascaded) Star couplers. The total number of Star 
couplers may be more than cStarCouplersMax if there are 
branches in the network. Each network line connecting a 
node to the Star coupler or between two Star couplers 
represents a properly terminated point-to-point connection. 
The incoming Signal received by the Star coupler is actively 
driven to all communication nodes. 

0748. The configuration of a single redundant star net 
work is shown in FIG.2. The logical structure (i.e., the node 
connectivity) of this topology is identical with that shown in 
FIG. 1. It is also possible to create a single, non-redundant 
Star topology which has the same logical Structure as the 
Single bus mentioned above. 

0749 FIG. 3 shows a single channel network built with 
three Star couplers. Each node has a point-to-point-connec 
tion to one of the three Star couplers. Two of the Star couplers 
(No. 1 and 3) are directly connected to the third star coupler 
(No. 2). 
0750 Note that it is also possible to have a redundant 
channel configuration with cascaded StarS. An example of 
such a configuration is FIG. 4. Note that this example does 
not simply replicate the Set of StarS for the Second channel 
Star 1A connects nodes A, B, and C, while Star 2A connects 
nodes A, C, and E. 

0751 Star Coupler Behavior and Protocol Impact 

0752 For each node connected to a star coupler, the 
Star coupler contains a bi-directional connection 
operating in half-duplex mode. 

0753 Before transmitting a frame, all connections in 
each Star coupler must be dynamically Set up to 
either receive or transmit 

0754) The FlexRay coding mechanism defines a 
Transmission Start Sequence (TSS), which is used to 
initiate a proper connection Setup throughout the 
network before the actual FlexRay frame or symbol 
is transmitted. The transmission of the TSS is 
detected by the Star coupler and is treated as a 
connection Setup request. The Star coupler returns to 
its idle state after the bus has been released to the idle 
State by the transmitting node. 

0755. At the end of each frame transmission, all star 
couplers must return to the initial State before the 
next connection Setup request is initiated. This is 
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necessary in order for the Star coupler to be able to 
process the next configuration request correctly. 

0756. The minimum idle time between two consecu 
tively transmitted frames must accommodate the 
times for connection Setup and return to the initial 
State for the Star couplers that are used in the System. 

0757 Hybrid Topologies 
0758. In addition to topologies that are composed either 
entirely of a bus topology or entirely of a Star topology, it is 
possible to have hybrid topologies that are a mixture of bus 
and Star configurations. The FlexRay System Supports Such 
hybrid topologies as long as the limits applicable to each 
individual topology are not exceeded. For example, the limit 
of cStarCouplers.Max cascaded Star couplers also limits the 
number of cascaded Star couplers in a hybrid topology. 
0759. There are a large number of possible hybrid topolo 
gies, but only two representative topologies are shown here. 
FIG. 5 shows an example of one type of hybrid topology. In 
this example, Some nodes (nodes A, B, C, and D) are 
connected using point-to-point connections to a Star coupler. 
Other nodes (nodes E, F, and G) are connected to each other 
using a bus topology. This bus is also connected to a Star 
coupler, allowing nodes E, F, and G to communicate with the 
other nodes. 

0760. A fundamentally different type of hybrid topology 
is shown in FIG. 6. In this case, different topologies are used 
on different channels. Here, channel A is implemented as a 
bus topology connection, while channel B is implemented as 
a Star topology connection. 
0761 Communication Cycle 
0762. The communication cycle is the fundamental ele 
ment of the media access scheme within FlexRay. It is 
defined by means of a timing hierarchy. 
0763 Timing Hierarchy 
0764. The timing hierarchy consists of four timing hier 
archy levels as shown in FIG. 7. 
0765. The highest level, the communication cycle level, 
defines the communication cycle. It contains the Static 
Segment, the dynamic Segment, the Symbol window and the 
network idle time (NIT). Within the static segment a static 
time division multiple access Scheme is used to arbitrate 
transmissions. Within the dynamic Segment a dynamic mini 
Slotting based Scheme is used to arbitrate transmissions. The 
Symbol window is a communication period in which one 
symbol out of a defined set of symbols can be transmitted on 
the network. The Static Segment, the dynamic Segment and 
the symbol window form the network communication time 
(NCT), a period during which network wide communication 
takes place. The network idle time defines a communication 
free period that concludes each communication cycle. 
0766 The next lower level, the arbitration grid level, 
contains the arbitration grid that forms the backbone of 
FlexRay media arbitration. In the static segment the arbi 
tration grid consists of consecutive time intervals, called 
Static slots, in the dynamic Segment the arbitration grid 
consists of consecutive time intervals, called minislots. 

0767 The arbitration grid level builds on the macrotick 
level that is defined by the macrotick. The macrotick is 
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Specified further on. Specific macrotick boundaries are 
called action points. These are dedicated instants at which 
transmissions shall start (in the Static Segment, dynamic 
Segment and Symbol window) and shall end (only in the 
dynamic segment). 
0768. The lowest level in the hierarchy is defined by the 
microtick that is covered further on. 

0769 Communication Cycle Execution 
0770. The following specifies the communication cycle 
for the time-triggered distributed (TT-D) mode and for the 
time-triggered master-controlled (TT-M) mode. The com 
munication cycle for the event-triggered (ET) mode is 
Specified futher on. The communication cycle for the byte 
flight mode is covered in the byteflight Specification. 

0771). In both the TT-D mode and the TT-M mode the 
Synchronized time triggers the execution of the communi 
cation cycle based on a periodically recurring principle with 
a period that consists of a constant number of macrotickS. 
0772 The communication cycles are numbered from 1 to 
cCycleMax. Each node shall maintain a cycle counter 
vCycle that shall hold the number of the current communi 
cation cycle. Initialization of the cycle counter is Specified 
further on. 

0773 FIG. 8 illustrates the execution of the communi 
cation cycle. 
0774. In the TT-D mode the static segment must contain 
at least two static slots (at least two frames must be sent with 
the Sync bit set). The dynamic segment may exist optionally 
as well as the Symbol window. Media access test, however, 
can only be performed if the symbol window exists. 
0775. In the TT-M mode the static segment must contain 
exactly one static slot (In this slot a frame must be sent with 
the Sync bit Set). In this mode the dynamic segment must 
exist, while existence of the Symbol window remains 
optional. 

0776 Table 6 Summarizes the protocol modes and the 
possible configurations of the communication cycle. 

TABLE 6 

Network Communication Time Constituents vs. Protocol Modes 

network communication time 

protocol static dynamic symbol media access 
mode segment segment window test usable 

TT-D mode at least 2 static - O 
slots configured configured yes 
at least 2 static minislots - O 
slots configured configured configured yes 

TT-M mode 1 static slot minislots - O 
configured configured configured no 

ET mode see Chapter “Event Triggered Mode' 
BF mode see byteflight specification 
WU mode no communication cycle established 

0777. As described above, the FlexRay protocol supports 
clusters with a single communication channel (channel A 
only) or with dual communication channels (channel A and 
channel B). In the case of a dual channel cluster the channels 
are Synchronized to one another. In the dual channel case 
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nodes may be connected to either one or both of the 
communication channels. These topology options may be 
combined freely with the communication cycle. 
0778 Network Communication Time 
0779 Arbitration within the network communication 
time is performed by means of unique frame priorities and 
a slot counting Scheme. 
0780 Arbitration assumes that unique frame priorities, 
referred to as frame identifiers, have been assigned to the 
frames among the nodes for each channel (The frame 
identifiers may either be assigned by an off-line configura 
tion tool or during run-time using an application based 
assignment Strategy. Note that in all cases the uniqueness of 
the frame identifiers per channel must be maintained to 
ensure collision-free arbitration). The frame identifiers shall 
range from 1 to cSlotDMax. The frame identifier deter 
mines in which Segment and when within the respective 
Segment a frame Shall be sent. 
0781. Each node shall maintain a slot counter vSlot 
Counterch for each of the two respective channels. In the 
operation phase the Slot counterS Shall be initialized with 1 
at the Start of each communication cycle. Initialization in the 
Startup phase is Specified further on. 
0782 Static Segment 
0783 Within the static segment a static time division 
multiple access Scheme shall be applied to arbitrate trans 
missions. In this Segment all communication slots are of 
equal, Statically configured duration and all frames are of 
equal, Statically configured length. 

0784) Structure 
0785. The static segment shall consist of gNumberOf 
StaticSlots static slots of equal duration. The number of 
static slots gNumberOfStaticSlots is a global constant for a 
given cluster and may range between 1 and cSlotDMaX. 
0786. In any given node one static slot pSyncSlot may be 
configured to contain a Synchronization frame, a Special type 
of frame required for Synchronization within the cluster. 
psyncSlot is a node specific value that equals the number of 
the static slot in which the sync frame shall be transmitted. 
0787 FIG. 9 illustrates all transmission patterns that are 
possible for a Single node within the Static Segment. 

0788. In slot 1 the node transmits a frame on channel A 
and a frame on channel B. In Slot 2 the node transmits a 
frame only on channel A (An equivalent pattern is also 
possible in which a node transmits a frame on channel B and 
no frame on channel A. Different nodes can share a Static Slot 
across both channels as described above). In slot 3 no frame 
is transmitted on either channel. 

0789 Transmission Condition 
0790. In the static segment the condition whether a frame 
shall be transmitted or not differS depending on the current 
protocol phase. 

0791. In the startup phase a frame shall be transmitted on 
a channel 

0792) 1... if the slot is assigned to the node via the 
frame ID and channel Specific assignment, and 
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0793 2. if startup has enabled frame transmission, 
and 

0794 3. if the slot is configured to contain a sync 
frame, i.e. the respective slot counter matches 
pSyncSlot. 

0795. In the operation phase a frame shall be transmitted 
on a channel 

0796) 1... if the slot is assigned to the node via the 
frame ID and channel Specific assignment, and 

0797 2. if the control state machine is in the opera 
tion State. 

0798. The frame shall be assembled as follows: 
0799) 1. The reserved bit shall be set to zero. 
0800 2. The sync bit shall be set to one if the 
respective slot counter vSlotCounterch matches 
pSyncSlot, otherwise Set to Zero. 

0801 3. The network management bit shall be set to 
the value held in the CHI. 

0802) 4. The frame ID field shall be set to the value 
of the respective slot counter vSlotCounterch). 

0803) 5. The length field shall be set to gPayloa 
dLength.Static. 

0804) 6. The header CRC shall be set to the value 
held in the CHI. 

0805 7. The cycle count field shall be set to the 
value of the current cycle counter VCycle. 

0806 8. If payload data is available from the CHI 
for the respective slot then 

0807 a... the null frame indication bit shall be set 
to Zero, and 

0808 b. the payload data shall be set to the values 
received from the CHI, and 

0809 c. any remaining payload data bytes shall 
be set to the padding pattern 0x00. 

0810) 9. If no payload data is available from the CHI 
for the respective slot then 

0811 a... the null frame indication bit shall be set 
to one, and 

08.12 b. all payload data shall be set to the pad 
ding pattern 0x00. 

0813 10. The frame CRC shall be calculated using 
the procedure Specified further on. 

0814 Timing and Slot Counter Housekeeping 
0815 All static slots shall consist of an equal number of 
gdStaticSlot macroticks. The number of macroticks per 
Static slot godStaticSlot is a global constant for a given cluster 
and may range between 2 and TBD. 
08.16 Each static slot contains an action point that shall 
be offset from the start of the slot by gcdActionPoint Offset 
macrotickS. Frame transmission Shall Start at the action point 
of the respective Static slot. The number of macrotickS 



US 2005/0141565 A1 

within the action point offset gcdAction PointOffset is a global 
constant for a given cluster and may range between 1 and 
TBD. 

0817 Appropriate configuration of the static slot length 
must assure that the frame and the communication Separator 
fit within the static slot. 

0818) 
slot. 

FIG. 10 depicts the detailed timing of the static 

0819. At the end of every static slot the slot counter for 
channel A VSlotCounterA and the slot counter for channel 
B v SlotCounterA) shall be incremented by one (Note that 
this also holds for the last static slot within the static 
Segment). 
0820 Configuration 
0821. The static slot length gaStaticSlot shall be chosen 
Such that the Static Slot accommodates not only the trans 
mission of the frame but also the channel idle detection 
latency under worst-case assumptions (The parameter 
gdStaticSlot shall be determined by an off-line configuration 
tool). The formula for determining this parameter and 
respective constraints are specified further on. The formula 
for determining the parameter godAction Point Offset and 
respective constraints are specified further on, too. 
0822 Dynamic Segment 
0823. Within the dynamic segment a dynamic mini 
slotting based scheme shall be used to arbitrate transmis 
Sions. In this Segment the duration of communication slots 
may vary in duration in order to accommodate frames of 
different length. 
0824) Structure 
0825 The dynamic segment shall consist of gNumber 
OfMiniSlots minislots of equal duration. The number of 
minislots gNumberOfMiniSlots is a global constant for a 
given cluster and may range between 0 and tha. 
0826. The dynamic segment also consists of a set of 
consecutive dynamic slots that contain one or multiple 
minislots. The duration of a dynamic slot depends on 
whether or not communication, i.e. frame transmission or 
reception, takes place. The duration of a dynamic Slot shall 
be established on a per channel basis. 
0827. The condition of whether or not communication 
takes place shall be evaluated at the end of every minislot: 

0828 The dynamic slot shall consist of one minislot 
if no communication takes place, i.e. the respective 
communication channel is in the channel idle State 
throughout the respective minislot. 

0829. The dynamic slot shall consist of multiple 
minislots if communication takes place. 

0830) Details of how the duration of a dynamic slot is 
determined for frame transmissions are specified in the 
Subsequent SubSection. Details of how this is determined in 
the case of frame reception are specified further on. 
0831 FIG. 11 outlines the media access scheme within 
the dynamic Segment. 

0832. As shown in the figure the media access on the two 
communication channels does not occur in lock Step. Both 
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communication channels do share, however, the same arbi 
tration grid. FIG. 11 also shows how the duration of a 
dynamic slot adapts depending on whether or not commu 
nication takes place. 
0833 Transmission Condition 
0834. In the dynamic segment the condition that deter 
mine whether a frame shall be transmitted or not depend on 
the current protocol phase. 
0835. In the startup phase no frames shall be transmitted 
on either channel. 

0836. In the operation phase a frame shall be transmitted 
on a channel 

0837) 1... if the slot is assigned to the node via the 
frame ID and channel Specific assignment, and 

0838 2. if the dynamic segment has not exceeded 
the platestTx minislot, which is a node Specific 
upper bound, and 

0839. 3. if the control state machine is in the opera 
tion State. 

0840. The frame shall be assembled as follows: 
0841) 1. The reserved bit shall be set to zero. 
0842) 2. The sync bit shall be set to zero. 
0843. 3. The network management bit shall be set to 
the value held in the CHI. 

0844. 4. The frame ID field shall be set to the value 
of the respective slot counter vSlotCounterch). 

0845) 5. The length field shall be set to the number 
of payload data bytes divided by two. 

0846 6. The header CRC shall be set to the value 
held in the CHI. 

0847 7. The cycle count field shall be set to the 
value of the current cycle counter VCycle. 

0848 8. If payload data is available from the CHI 
for the respective slot then 
0849 a... the null frame indication bit shall be set 
to Zero, and 

0850 b. the payload data shall be set to the values 
received from the CHI, and 

0851 c. any remaining payload data bytes shall 
be set to the padding pattern 0x00. 

0852) 9. If no payload data is available from the CHI 
for the respective slot then 
0853 a... the null frame indication bit shall be set 
to one, and 

0854 b. all payload data shall be set to the pad 
ding pattern 0x00. 

0855 10. The frame CRC shall be calculated using 
the procedure Specified further on. 

0856 Timing and Slot Counter Housekeeping 
0857 Timing within the dynamic segment is based on 
minislots. Each minislot shall contain an equal number of 
gdMinislot macroticks. The number of macroticks per 
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minislot godMinislot is a global constant for a given cluster 
and may range between 2 and tha. 
0858. Each minislot contains an action point that shall be 
offset from the start of the minislot by gcdMsAction Point 
Offset macroticks. The number of macroticks within the 
minislot action point offset gcdMsAction Point Offset is a 
global constant for a given cluster and may range between 
1 and thcl. 

0859 FIG. 12 shows the detailed timing of a minislot. 
0860 Frame transmission shall start at the minislot action 
point of the first minislot of the respective dynamic slot. In 
the dynamic Segment frame transmission Shall also end at a 
minislot action point. If the frame does not end at a minislot 
action point by virtue of its data length, then the transmitter 
shall extend the transmission using the dynamic trailing 
sequence (DTS) as described further on. The DTS prevents 
premature idle detection by the receivers. 

0861. In contrast to a static slot the dynamic slot distin 
guishes between the transmission phase and the dynamic 
Slot idle phase. The transmission phase ranges from the Start 
of the dynamic slot to the last minislot, in which the 
transmission terminates. The dynamic slot idle phase con 
cludes the dynamic slot. The dynamic slot idle phase is 
defined as a communication-free phase that Succeeds the 
transmission phase in each dynamic slot. It is required to 
account for the communication channel idle detection 
latency and to process the frame by the receivers. 
0862 FIG. 13 shows the detailed timing within the 
dynamic Segment. 

0863. The start of the dynamic segment requires particu 
lar attention. The first action point in the dynamic Segment 
shall occur after max(gdActionPointOffset, gdMsAction 
PointOffset) macroticks after the end of the static segment. 
0864. The two possible cases are illustrated in FIG. 14. 
0865 Each node shall perform slot counter housekeeping 
on a per channel basis. At the end of every dynamic slot the 
respective slot counter vSlotCounterch shall be incre 
mented by one until either 

0866 1. the respective slot counter vSlotCounter 
ch) has reached cSlotDMax, or 

0867 2. the dynamic segment has reached the 
minislot gNumberOfMinislots, i.e. the end of the 
dynamic Segment, or. 

0868. Once one of these conditions is met the respective 
Slot counter shall be set to Zero and further increments shall 
be Suspended for the respective communication cycle. 

0869. The arbitration procedure assures that all fault-free 
receivers agree implicitly on the dynamic Slot in which the 
transmission Starts. Further, all fault-free receiverS also 
agree implicitly on the minislot in which Slot counting is 
resumed. As a result, the Slot counter of all fault-free 
receivers matches the slot counter of the fault-free transmit 
ter and the frame identifier contained in the frame. 

0870 Configuration 
0871 Constraints concerning the configuration of the 
dynamic Segment are specified further on. 
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0872) Symbol Window 
0873. Within the symbol window a single symbol may be 
Sent, i.e. either a normal Symbol, an alarm symbol, a medium 
acceSS test Symbol or no Symbol at all shall be sent. In 
general, arbitration among different SenderS is not provided 
by the protocol for the symbol window. If arbitration among 
multiple senders is required for the symbol window it has to 
be performed by means of a higher-level protocol. 

0874) Structure 
0875. The symbol window shall consist of a fixed number 
of godSymbolWindow macroticks. The number of macroticks 
per symbol window gaSymbolWindow is a global constant 
for a given cluster and may range between 0 and TBD. 
0876 Transmission Condition 
0877 AS in the two communication segments the condi 
tion whether a symbol shall be transmitted or not differs 
depending on the current protocol phase. 
0878. In the startup phase no symbol shall be transmitted 
on either channel. 

0879. In the operation phase a symbol shall be transmit 
ted on a channel 

0880) 1... if a symbol is released for transmission, and 

0881. 2... if the control state machine is in the opera 
tion State. 

0882 Details specifying when a symbol is released for 
transmission are specified further on. 
0883 Transmission Timing 
0884 The symbol window contains an action point that 
shall be offset from the start of the slot by gcdAction Point 
Offset macroticks. Symbol transmission shall start at the 
action point within the symbol window (see FIG. 15). 
0885 Configuration 
0886 Constraints concerning the configuration of the 
symbol window are specified further on. 
0887 Network Idle Time 
0888 Within the network idle time the clock correction 
terms shall be calculated and the offset correction term shall 
be applied in one or multiple macrotickS. Details of the clock 
Synchronization process are described further on. 
0889. The network idle time shall also serve as a phase to 
perform implementation specific cluster cycle related taskS. 
0890. The network idle time shall contain gdNIT mac 
roticks. The number of macroticks within the network idle 
time gaNIT is a global constant for a given cluster and may 
range between 1 and TBD. 
0891 Constraints on the duration of the network idle time 
are specified further on. 
0892 Coding and Decoding 
0893. The following describes the coding and decoding 
methods used by the FlexRay system. 
0894 Since the FlexRay protocol is independent from the 
underlying physical layer, the following describes the cod 
ing and decoding rules of the interface Signals as Seen by the 
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communication controller (i.e., TxENn, TxDn and RxDn, 
ne{A, B} in FIG. 16). Further on additional information on 
this interface will be given. 
0895. In general, there are several non-ideal conditions 
(for example, clock oscillator differences, electrical charac 
teristics of the transmission media and transceivers, etc.) that 
can cause variations of Signal timing or introduce anomalies/ 
glitches into the communication bit Stream. The coding and 
decoding mechanisms described below are intended to be 
robust against Such effects. 
0896 FlexRay uses a Non-Return to Zero (NRZ) signal 
ing method for coding and decoding of frames and Symbols. 
0897 Bit Stream Coding with NRZ 
0898. This section specifies the mechanisms used to 
encode the logical frames and Symbols into a bit Stream for 
transmission and how the transmitting node presents this bit 
stream to the Bus Driver for communication onto the 
network. The Sender shall Start the transmission of a frame 
or symbol by setting the TxENn signal to logical “0”. The 
Sender shall Stop the transmission of a frame or Symbol by 
setting the TxENn and the TxDn signals to logical “1”. 
0899) The logical frame is described further on. 
0900 Frame Coding 
0901 Frame coding transforms logical frames to a con 
tinuous bit stream by the following Steps: 

0902 Dividing the logical frame into single byte 
components 

0903 Building byte sequences by adding a Byte 
Start Sequence (BSS) at the beginning of each byte 
component 

0904 Assembling a continuous bit stream out of the 
byte Sequences 

0905 Adding a Transmission Start Sequence (TSS) 
before the start of the bit stream 

0906) Appending a Frame End Sequence (FES) at 
the end of the bit stream 

0907. Appending a Dynamic Trailing Sequence 
(DTS) after the Frame End Sequence if the frame is 
transmitted in the dynamic Segment of the commu 
nication cycle. 

0908) Byte Coding 
0909. Each byte sequence shall begin with a Byte Start 
Sequence (BSS). The BSS consists of a logical “1” bit 
followed by a logical “0” bit. A byte sequence consists of a 
BSS followed by eight data bits from the logical frame. 
0910 Transmission of the data bits within a byte 
Sequence shall be Such that the most significant bit of the 
data is transmitted first with the remaining bits of the data 
being transmitted in decreasing order of Significance. This is 
shown in FIG. 17. 

0911) The purpose of the BSS is to provide bit stream 
timing information to receiving devices. The Signal edge 
between the first and the second bit of the BSS is used to 
realign the bit timing of the receiver (i.e., bit clock resyn 
chronization). 
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0912 Transmission Start Sequence (TSS) 

0913) The Transmission Start Sequence (TSS) is inserted 
into the bit stream before the first byte sequence. The TSS 
consists of a continuous logical “0” level. The duration of 
the TSS shall be configurable between 1 to 15 nominal bit 
times. 

0914) Frame End Sequence (FES) 
0915) The Frame End Sequence (FES) is appended to the 
bit stream following the final byte sequence. The FES is a 
two bit sequence consisting of a logical “0” bit followed by 
a logical “1” bit. 

0916) Dynamic Trailing Sequence (DTS) 

0917. A dynamic trailing sequence (DTS) shall be trans 
mitted immediately after the FES of a frame that is trans 
mitted in the dynamic Segment of a communication cycle. 

0918. The purpose of this sequence is to indicate the 
exact point in time of the minislot action point. 

0919) The DTS starts with a variable number of consecu 
tive logical “0's. The DTS length is greater or equal to 1 bit. 
The DTS is concluded with the transmission of a logical “1” 
bit. Note that the granularity of the length of the “0” portion 
of the DTS is microticks rather than bits. In general, the 
trailing “0” to “1” transition is not synchronous to a bit cell 
boundary. 

0920 Entire Bit Stream for a Frame in the Static Segment 

0921 FIG. 18 shows the entire bit stream of a frame 
transmitted in the Static Segment. 

0922. At the completion of the FES the transmitting node 
shall Set the TXENn Signal to logical one. 

0923) Entire Bit Stream for a Frame in the Dynamic 
Segment 

0924 FIG. 19 shows the entire bit stream of a frame 
transmitted in the dynamic Segment. 

0925. At the minislot action point the TxDn output shall 
Switch to logical “1” level, while TxENn shall switch to 
logical “1” one bit duration gdBit after the action point (This 
ensures that there is a duration of gcdBit in which the TxDn 
output is at logical one prior to the transition of TxENn to 
logical one. This is required for the Stability of certain types 
of physical layers.). 
0926) Symbol Coding 

0927. The FlexRay communications protocol defines six 
Symbols, each of which is represented by Specific bit pattern: 

0928) 

0929) 

0930) 

0931) 

0932) 

0933) 

Status Normal Symbol (SNS) 
Status Alarm Symbol (SAS) 
Media Access Test Symbol (MTS) 
Collision Avoidance Symbol (CAS) 
Event Indication Symbol (EIS) 
Wake-Up Symbol (WUS). 
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0934. The bit stream of each symbol is described in the 
following Sections. 

0935 Status Normal Symbol (SNS) 
0936. The Status Normal Symbol shall be transmitted 
starting with the Transmission Start Sequence (TSS) fol 
lowed by 2 gaBit times at a logical “1” level, 30 gaBit times 
at a logical “0” level, and a final god Bit time at a logical “1” 
level as shown in FIG. 20. 

0937) Status Alarm Symbol (SAS) 
0938. The Status Alarm Symbol shall be transmitted 
starting with the Transmission Start Sequence (TSS), fol 
lowed by 2 gaBit times at a logical “1” level, 20gdBit times 
at a logical “0” level, and a final god Bit time at a logical “1” 
level as shown in FIG. 21. 

0939 Collision Avoidance Symbol (CAS) 
0940. The Collision Avoidance Symbol shall be transmit 
ted starting with the Transmission Start Sequence (TSS), 
followed by 30 gaBit times at a logical “0” level as is shown 
in FIG. 22. 

0941 Media Access Test Symbol (MTS) 
0942) The Media Access Test Symbol (MTS) shall be 
encoded in the same manner as the CAS symbol described 
above. 

0943) Event Indication Symbol (EIS) 
0944) The Event Indication Symbol (EIS) shall be 
encoded in the same manner as the SNS symbol described 
above. 

0945) Wake-Up Symbol (WUS) 
0946. At the TxD output the Wake-Up Symbol shall be 
transmitted Starting with a configurable number of god Bit 
times at a logical “0” level (gdWakeupSymbolTxLow) fol 
lowed by a configurable number of god Bit times at a logical 
“1” level (gdWakeupSymbolTxIdle). 
0947. At the TxENn output the WUS shall be transmitted 
identically to the TxD line, i.e., Starting with a configurable 
number of gdBit times at a logical “0” level (gdWake 
upSymbolTxLow) followed by a configurable number of 
gdBit times at a logical “1” level (gdWakeupSymbolTxIdle). 
0948. The Wake-up symbol shall be repeated for a con 
figurable number of times (gWakeupPattern). The minimum 
number of repetitions is 2. The configuration parameters for 
the WUS are described more detail below. An example with 
a sequence of two WUS's is shown in FIG. 23. 
0949 Bit Stream Decoding with NRZ 
0950 This section specifies the mechanisms used to 
perform bit Stream decoding, including the relevant param 
eter limits and configuration parameters with this function. 
The decoding function interprets the bit stream observed at 
the RXDn inputs of the CC. 
0951) The block diagram in FIG. 24 shows the control 
flow of the receive signals through the Bit Stream Decoding 
(BSD) unit. 
0952 The bit stream decoding processes bit streams 
present on the physical media, extracts logical frame and 
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Symbol information, and passes this information to the 
FlexRay protocol engine. The following StepS are per 
formed: 

0953 Bit clock alignment at dedicated edges during 
the bit stream detected at the RXDn input 

0954 Bit sampling and voting based on the aligned 
bit clock 

0955 Decoding of frame and symbol information 
from the bit Sampling and Voting output. 

0956 The bit stream decoding processes of the individual 
channels on a multiple channel FlexRay node operate inde 
pendently from one another. Specifically, the bit clock 
alignment, edge detection, Sample Voting, frame decoding, 
and Symbol detection processes on the individual channels 
must be capable of independent operation. 
0957 Bit Clock Alignment 
0958) The Bit Clock Alignment function (BCA) synchro 
nizes the local bit clock used for bit Sampling and voting to 
the received bit stream at the RXDn input. 
0959 Edge Detection Window Control 
0960 The edge detection window determines the time 
window in which the next edge for bit clock alignment is 
expected. This window is Set during frame reception around 
the expected logical “1” to “0” transition between the two 
bits of the next BSS. 

0961) 
0962. The initialization of the BCA is started as soon as 
channel idle is detected at RxDn (and signaled to the BCA 
via the decoder unit). FIG. 25 shows the mechanism that 
determines the initial edge detection window when a frame 
is received. If the received bit stream is not a frame (e.g., 
symbol reception), the BCA shall be deactivated until the 
next channel idle is signaled to the BCA via the decoder unit. 
0963 The initialization of the BCA is performed through 
the following Steps: 

Initial Edge Detection Window Determination 

0964 Falling edge detection (potential start of a 
frame, i.e., the start of a TSS) 

0965 Rising edge detection (potential start of BSS) 
0966 Falling edge detection (potential falling edge 
in the middle of the BSS) 

0967 Alignment of bit stream to that falling edge 
0968 First edge detection window determination. 

0969 Start of Frame Detection 
0970. After channel idle the BCA waits for a falling edge 
that is potentially the start of a frame (TSS). In order to filter 
out glitches, a continuous number of pVotingSamples 
Samples are taken for majority Voting to validate the occur 
rence of the edge (see FIG. 25 with pVotingSamples=3). 
0971) If the majority of pVoting.Samples consecutive 
Samples is logical “0”, a valid falling edge has been detected. 
0972 Start of BSS Detection 
0973. After detecting a valid falling edge the BCA waits 
for a rising edge that is potentially the start of a BSS. In order 
to filter out glitches, a continuous number of pVoting 














































































































































































































