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DATA TRANSMITTING APPARATUS 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention relates to a data transmitting 
apparatus Suitable for transmitting digital audio data 
between digital audio units. 

0003 2. Description of the Related Art 
0004 Digital audio units have been widely used as a CD 
player (that reproduces a digital audio signal from a Com 
pact Disc (registered trademark) as an optical disc), an MD 
recorder/player (that records and reproduces a compressed 
digital audio signal from a MiniDisc (registered trademark) 
as an optical disc or an magneto-optical disc), a digital audio 
tape recorder (DAT) (that records/reproduces a digital audio 
Signal to/from a magnetic tape with rotating heads), and So 
forth. 

0005. In addition, as communication networks are 
becoming common, a Service for circulating various types of 
music data to user terminals through an ISDN (Integrated 
Services Digital Network) circuit and/or a communication 
satellite will be provided in near future. 

0006 AS digital audio units are widely used and com 
puter communication networks become common, a digital 
interface that transmits digital audio data between audio 
units becomes important. 

0007 So far, a digital audio interface corresponding to 
the IEC (International Electrotechnical Commission) 958 
Standard (hereinafter, this interface may be referred to as 
IEC 958 digital audio interface) has been widely used so as 
to connect digital audio units. 

0008. The IEC 958 digital audio interface unidirection 
ally transmits PCM (Pulse Code Modulation) data. 
0009. Thus, with the IEC 958 digital audio interface, a 
bidirectional communication of which audio data is 
encrypted for certification and confirmation cannot be per 
formed. Consequently, with the IEC 958 digital audio inter 
face, digital audio data cannot be Sufficiently protected from 
being illegally accessed or copied. 

0.010 To solve such a problem, it is possible to develop 
a new digital audio interface. 

0.011 However, digital units with connectors suitable for 
optical transmission corresponding to the IEC 958 standard 
have become common. In other words, it is necessary to 
maintain the compatibility with the IEC 958 digital audio 
interface. 

0012. As another method to solve such a problem, using 
two Sets of interfaces, a data communication can be bidi 
rectionally performed. In this case, however, the operation 
will become complicated. In addition, Since two cables are 
required, the cost will increase. 

0013 Abidirectional international telephone circuit has 
been accomplished with a Submarine cable (each cable is 
composed of many optical fiber cables). However, Such a 
circuit has not been accomplished with a single optical fiber 
cable. 
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SUMMARY OF THE INVENTION 

0014. The present invention is a data transmitting appa 
ratus having a first digital unit and a Second digital unit, an 
optical connector of the first digital unit and an optical 
connector of the Second Vital unit being connected with an 
optical cable, a digital Signal being transmitted with the 
optical Signal, wherein each of the optical connector of the 
first digital unit and the optical connector of the Second 
digital unit comprises a light emitting device for transmitting 
an optical Signal to the other digital unit through the optical 
cable, and a light receiving device for receiving an optical 
Signal from the other digital unit, wherein when a digital 
Signal is transmitted from the first digital unit to the Second 
digital unit, a message is bidirectionally exchanged between 
the first digital unit and the Second digital unit. 
0015 These and other objects, features and advantages of 
the present invention will become more apparent in light of 
the following detailed description of a best mode embodi 
ment thereof, as illustrated in the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 FIG. 1 is a perspective view showing an example 
of an optical interface according to the present invention; 
0017 FIG. 2 is a sectional view showing the optical 
interface shown in FIG. 1; 
0018 FIG. 3 is a sectional view showing another 
example of an optical interface according to the present 
invention; 
0019 FIG. 4 is a schematic diagram showing an example 
of an interface composed of a conventional coaxial cable; 
0020 FIG. 5 is a schematic diagram showing connec 
tions of an example of an interface composed of a bidirec 
tional coaxial cable according to the present invention; 
0021 FIGS. 6A and 6B are block diagrams showing an 
example of the Structure of a data transmitting apparatus 
according to the present invention; 
0022 FIG. 7 is a schematic diagram showing an example 
of a data format of the data transmitting apparatus according 
to the present invention; 
0023 FIG. 8 is a schematic diagram showing an example 
of a data transmission format of the data transmitting 
apparatus according to the present invention; 
0024 FIG. 9 is a schematic diagram showing an example 
of the data transmission format of the data transmitting 
apparatus according to the present invention; 
0025 FIG. 10 is a table showing an example of the data 
transmission format of the data transmitting apparatus 
according to the present invention; 
0026 FIG. 11 is a schematic diagram showing an 
example of the data transmission format of the data trans 
mitting apparatus according to the present invention; 
0027 FIG. 12A is a timing chart for explaining a data 
transmitting process of the data transmitting apparatus 
according to the present invention; 
0028 FIG. 12B is a timing chart for explaining the data 
transmitting process of the data transmitting apparatus 
according to the present invention; 
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0029 FIG. 13A is a timing chart for explaining the data 
transmitting process of the data transmitting apparatus 
according to the present invention; 
0030 FIG. 13B is a timing chart for explaining the data 
transmitting process of the data transmitting apparatus 
according to the present invention; 
0.031 FIG. 14A is a timing chart for explaining the data 
transmitting process of the data transmitting apparatus 
according to the present invention; 
0.032 FIG. 14B is a timing chart for explaining the data 
transmitting process of the data transmitting apparatus 
according to the present invention; 
0.033 FIG. 15 is a schematic diagram for explaining a 
data circulating System; and 
0034 FIG. 16 is a perspective view for explaining a 
modification of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0035) Next, with reference to the accompanying draw 
ings, an embodiment of the present invention will be 
described. In a digital audio System according to the present 
invention, an optical cable corresponding to the IEC 958 
Standard is used. 

0.036 With the optical cable, data can be bidirectionally 
transmitted. Since data is bidirectionally transmitted, an 
encrypting process can be performed in the following man 
ner. For example, a first unit transmits a public key to a 
Second unit. The Second unit transmits a common key 
encrypted with the public key to the first unit. The first unit 
decrypts the received common key, encrypts a digital audio 
Signal with the decrypted common key, and transmits the 
encrypted digital audio signal to the Second unit. Thus, the 
digital audio data to be transmitted can be Sufficiently 
protected from being illegally accessed or copied. 
0037 FIG. 1 shows an example of the structure of an 
interface that transmits digital audio data. In FIG. 1, refer 
ence numeral 1 is an optical cable. The optical cable 1 is an 
optical cable corresponding to the IEC 95 standard. 
0.038. As shown in FIG. 2, optical fibers 2 are disposed 
at the center of the optical cable 1. Through the optical fibers 
2, digital data is transmitted as an optical signal. 
0039) Plugs 3A and 3B are disposed on both ends of the 
optical cable 1, respectively. The plugs 3A and 3B have 
fitting portions 4A and 4B, respectively. The outer periph 
eries of the fitting portions 4A and 4B are Squarely-shaped. 
0040 Light guiding portions 5A and 5B that transmit 
optical Signals to the optical fiberS2 of the optical cable 1 are 
disposed at the center of the fitting portions 4A and 4B, 
respectively. 

0041 Reference numerals 6A and 6B are connectors. The 
connectorS 6A and 6B are disposed on a host-Side audio unit 
11 that transmits a digital audio signal and another audio unit 
12 that receives a digital audio signal, respectively. The 
connectorS 6A and 6B have angular concave portions 7A and 
7B that fit the fitting portions 4A and 4B, respectively. 
0042. As shown in FIG. 2, the connector 6A has a light 
emitting device 8A, a light receiving device 9A, a half 
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mirror 10A. Likewise, the connector 6B has a light emitting 
device 8B, a light receiving device 9B, and a half mirror 
1OB. 

0043. As shown in FIG. 2, when the plug 3A of the 
optical cable 1 is connected to the connector 6A of the audio 
unit 11, the fitting portion 4A of the plug 3A is fitted to the 
concave portion 7A of the connector 6A. Likewise, when the 
plug 3B of the optical cable 1 is connected to the connector 
6B of the audio unit 12, the fitting portion 4B of the plug 3B 
is fitted to the concave portion 7B of the connector 6B. 
0044) Data is bidirectionally communicated between the 
audio unit 11 and the audio unit 12 by a time division 
multiplexing method. 
0045 When data is transmitted from the audio unit 11 to 
the audio unit 12, an optical Signal is transmitted from the 
light emitting device 8A of the connector 6A. This signal is 
input from the light guiding portion 5A of the plug 3A 
connected to the connector 6A through the half mirror 10A. 
0046) Thereafter, the optical signal is transmitted to the 
plug 3B through the optical fibers 2 of the optical cable 1. 
An output signal of the light guiding portion 5B of the plug 
3B is reflected by the half mirror 10B of the connector 6B 
and received by the light receiving device 9B. 
0047 Thus, data is transmitted from the audio unit 11 to 
the audio unit 12. 

0048 When data is transmitted from the audio unit 12 to 
the audio unit 11, an optical Signal is transmitted from the 
light emitting device 8B of the connector 6B. 
0049. The signal is input from the light guiding portion 
5B of the plug 3B connected to the connector 6B through the 
half mirror 10B and sent to the plug 3A through the optical 
fibers 2 of the optical cable 1. An output Signal of the light 
guiding portion 5A of the plug 3A is reflected by the half 
mirror 10A of the connector 6A. The reflected signal is 
received by the light receiving device 9A. Thus, data is 
transmitted from the audio unit 12 to the audio unit 11. 

0050 Since the light emitting devices 8A and 8B and the 
light receiving devices 9A and 9B are disposed on the 
connectorS 6A and 6B Sides, respectively, data can be 
bidirectionally transmitted with the optical cable 1 corre 
sponding to the IEC 958 standard on time division basis. 
0051. In the above-described example, the light emitting 
devices 8A and 8B, the light receiving devices 9A and 9B, 
and the half mirrors 10A and 10B are disposed on the 
connector SideS 6A and 6B, respectively. Alternatively, as 
shown in FIG. 3, the light emitting devices 8A and 8B and 
the light receiving devices 9A and 9B may be adjacently 
disposed on the connector 6A and 6B Sides, respectively. 
0052. In other words, as shown in FIG. 3, the light 
emitting devices 8A and 8B and the light receiving devices 
9A and 9B are adjacently disposed, respectively. When data 
is transmitted from the audio unit 11 to the audio unit 12, an 
optical Signal emitted from the light emitting device 8A of 
the connector 7A is input from the light guiding portion SA 
of the plug 3A. Thereafter, the optical Signal is Sent to the 
plug 3B through the optical fibers 2 of the optical cable 1. 
0053 An output signal of the light guiding portion 5B of 
the plug 3B is received by the light receiving device 9B. 
Thus, data is transmitted from the audio unit 11 to the audio 
unit 12. 
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0.054 When data is transmitted from the audio unit 12 to 
the audio unit 11, an optical Signal emitted by the light 
emitting device 8B of the connector 7B is input from the 
light guiding portion 5B of the plug 3B. Thereafter, the 
optical Signal is Sent to the plug 3A through the optical fibers 
2 of the optical cable 1. 
0.055 An output signal of the light guiding portion 5A of 
the plug 3A is received by the light receiving device 9A. 
Thus, data is transmitted from the audio unit 12 to the audio 
unit 11. 

0056. In the above-described example, the optical cable 1 
is used. Alternatively, a coaxial cable may be used to 
transmit data. 

0057. In other words, when data is transmitted with a 
coaxial cable corresponding to the IEC 958 standard, as 
shown in FIG. 4, plugs 22A and 22B are disposed on both 
Sides of a coaxial cable 21. The impedance of the coaxial 
cable 21 is for example 75 ohms. 
0.058 Output data of an audio unit 41 on the data trans 
mitting Side is sent to the plug 22A through a buffer 24A, a 
condenser 25A, and a transformer 26A. 

0059. Thereafter, the data is sent to the plug 22B of an 
audio unit 42 on the data receiving Side through the coaxial 
cable 21. Output data of the plug 22B is sent through a 
condenser 27B and buffers 28B and 29B. 

0060. When data is bidirectionally transmitted with Such 
a coaxial cable, as shown in FIG. 5, in the audio unit 41 on 
the transmitting Side, data is transmitted through the buffer 
24A, the condenser 25A, and the transformer 26A. In 
addition, data is received through a condenser 27A and 
buffers 28A and 29A. 

0061. In the audio unit 42 on the receiving side, data is 
received through a condenser 27B and buffers 28B and 29B. 
In addition, data is transmitted through a buffer 24A and 
condensers 25B and 26B. 

0.062 Next, the structure for transmitting digital audio 
data with the above-described bidirectional interface will be 
described. 

0063 FIGS. 6A and 6B are block diagrams showing the 
Structure of which a host-Side audio unit 11 and an audio unit 
12 that receives digital audio data therefrom are connected 
through a bidirectional interface corresponding to the IEC 
958 standard. 

0064. In FIGS. 6A and 6B, the host-side digital audio 
unit 11 has an interface 51, a transmitter 52, and a receiver 
53. The interface 51 allows an optical signal to be bidirec 
tionally transmitted. The transmitter 52 transmits the optical 
signal to the interface 51. The receiver 53 receives data from 
the interface 51. The interface 51 is a bidirectional interface 
corresponding to the IEC 958 standard. 
0065 Transmission timing and reception timing of data 
are controlled by a timing generating circuit 60. Data to be 
transmitted has a predetermined format. A message is added 
to the data. 

0.066. A message to be sent to the receiving side is 
encoded by a message encoder 54. Likewise, a message 
received from the transmitting Side is decoded by a message 
decoder 55. 
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0067. Digital audio data to be transmitted is sent from an 
audio data outputting circuit 56. 

0068. When digital audio data is transmitted from the 
audio unit 11 to the audio unit 12, the digital audio data is 
compressed by for example ATRAC (Adaptive Transform 
Acoustic Coding) method. In addition, to protect the digital 
audio data from being illegally accessed or copied, after the 
digital audio data is encoded, it is transmitted. 
0069. To perform such an encrypting process, the audio 
unit 11 has a public key encrypting/decrypting circuit 57 and 
a common key encrypting circuit 58. All processes of the 
audio unit 11 are controlled by a controller 59. 
0070. On the other hand, the digital audio unit 12 that 
receives digital audio data from the host-Side digital audio 
unit 11 has an interface 71, a transmitter 72, and a receiver 
73. The interface 71 performs a bidirectional data commu 
nication with an optical Signal. The transmitter 72 transmits 
an optical signal to the interface 71. The receiver 73 receiv 
ers data from the interface 71. The interface 71 is a bidi 
rectional interface corresponding to the IEC 958 standard. 
0071 Transmission timing and reception timing of data 
are controlled by a timing generating circuit 80. The data to 
be transmitted has a predetermined format. A message is 
added to the data. 

0072 A message to be transmitted to the host-side audio 
unit 11 is encoded by a message encoder 74. A message 
received from the host-side audio unit 11 is decoded by a 
message decoder 75. 
0073 Digital audio data received from the host-side 
digital audio unit 11 is decrypted and recorded on a record 
medium by a data recording circuit 76. 
0074. When digital audio data is transmitted from the 
audio unit 11 to the audio unit 12, the digital audio data is 
encrypted. To perform Such an encrypting process, the audio 
unit 12 has a public key encrypting circuit 77 and a common 
key encrypting/decrypting circuit 78. All processes of the 
audio unit 12 are controlled by a controller 79. 
0075) Next, the operation of which the audio unit 11 and 
the audio unit 12 exchange a message and the operation of 
which the audio unit 11 transmits digital audio data to the 
audio unit 12 will be described. 

0076. When a message is transmitted from the audio unit 
11 to the audio unit 12, the message encoder 54 of the audio 
unit 11 generates a message corresponding to a command 
received from the controller 59. This message is transmitted 
from the transmitter 52 through the interface 51. Thereafter, 
the message is transmitted to the interface 71 of the audio 
unit 12 on the receiving Side through the optical cable 1. 

0.077 Output data of the interface 71 is sent to the 
receiver 73. Output data of the receiver 73 is sent to the 
message decoder 75. The message decoder 75 decodes the 
message. Output data of the message decoder 75 is Sent to 
the controller 79. 

0078 When the audio unit 12 sends back a message to the 
audio unit 11, the message encoder 74 of the audio unit 12 
generates a message corresponding to a command received 
from the controller 79. This message is transmitted from the 
transmitter 72 through the interface 71. Thereafter, the 
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message is transmitted to the interface 51 of the audio unit 
12 through the optical cable 1. 

0079. Output data of the interface 51 is sent to the 
receiver 53. Output data of the receiver 53 is sent to the 
message decoder 55. The message decoder 55 decodes the 
message. Output data of the message decoder 55 is Sent to 
the controller 59. 

0080 When the audio unit 11 transmits digital audio data 
to the audio unit 12, the audio data outputting portion 56 
outputs digital audio data that has been compressed by for 
example ATRAC method. The digital audio data is sent to 
the encrypting circuit 58. Thereafter, the digital audio data is 
encrypted with a common key Key2 received from the 
public key encrypting/decrypting circuit 57. 

0081. The encrypted audio data is sent to the message 
encoder 54. The message encoder 54 arranges the encrypted 
audio data in a predetermined format. At this point, a 
message can be added to the digital audio data. The resultant 
digital audio data is transmitted from the transmitter 52 
through the interface 51. Thereafter, the digital audio data is 
transmitted to the interface 71 of the audio unit 12 on the 
receiving Side through the optical cable 1. 

0082) Output data of the interface 71 is sent to the 
receiver 73. Output data of the receiver 73 is sent to the 
message decoder 75. The message decoder 75 decodes the 
meSSage. 

0.083 Output data of the message decoder 75 is sent to the 
common key encrypting/decrypting circuit 78. A common 
key Key 2 is sent from the controller 79 to the common key 
encrypting/decrypting circuit 78. The common key encrypt 
ing/decrypting circuit 78 decrypts the encrypted digital 
audio data with the common key Key2. Output data of the 
common key encrypting/decrypting circuit 78 is Sent to the 
recoding/reproducing circuit 76. 

0084. When digital audio data is transmitted from the 
audio unit 11 to the audio unit 12, the digital audio data is 
encrypted. Thus, the digital audio data can be protected from 
illegally accessed or copied. 

0085. When such an encrypting process is performed, 
Such an encryption key is transmitted in the following 

C. 

0.086 A public key Key 1 is sent from the audio unit 11 
to the audio unit 12 through the message encoder circuit 54, 
the transmitter circuit 52, and the interface 51. 

0087. The public key encrypting circuit 77 of the audio 
unit 12 encrypts the common key Key 2 with the public key 
Key 1. 

0088. The common key Key 2 encrypted by the public 
key Key 1 is transmitted from the audio unit 12 to the audio 
unit 11 through the message encoder circuit 74, the trans 
mitter circuit 72, and the interface 71. 

0089. The public key encrypting/decrypting circuit 57 of 
the audio unit 11 decrypts the common key Key 2 with the 
public key Key 1 received from the audio unit 12 and a 
secret key received from the controller 59. 
0090 The audio unit 11 encrypts digital audio data with 
the common key Key 2. 
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0091. The controller 59 of the audio unit 11 generates the 
public key Key 1. The public key Key 1 is sent to the 
message encoder 54. The message encoder 54 arranges the 
public key Key 1 in a predetermined format. The encryption 
key Key 1 is transmitted from the transmitter 52 through the 
interface 51. Thereafter, the encryption key Key 1 is sent to 
the interface 71 of the audio unit 12 on the receiving side 
through the optical cable 1. 
0092 Output data of the interface 71 is sent to the 
receiver 73. Output data of the receiver 73 is sent to the 
message decoder 75. The message decoder 75 sends the 
public key Key 1 to the public key encrypting circuit 77. 
0093. The controller 79 generates the common key Key 
2. The common key Key 2 is sent to the public key 
encrypting circuit 77. The public key encrypting circuit 77 
encrypts the common key Key 2 with the public key Key 1. 
The common key Key 2 encrypted with the public key Key 
1 is Sent to the message encoder 74. 
0094. The message encoder 74 arranges the common key 
Key 2 encrypted with the public key Key 1 in a predeter 
mined format. The common key Key 2 encrypted with the 
public key Key 1 is transmitted from the transmitter 72 
through the interface 71. Thereafter, the common key Key 2 
is transmitted to the interface 51 of the audio unit 11 through 
the optical cable 1. 
0.095 Output data of the interface 51 is sent to the 
receiver 53. Output data of the receiver 53 is sent to the 
message decoder 55. The message decoder 55 decrypts the 
common key Key 2 encrypted with the public key Key 1. 
Output data of the message decoder 55 is sent to the public 
key decrypting circuit 57. The public key decrypting circuit 
57 decrypts the common key Key 2 with the public key Key 
1 and the secret key received from the controller 59. 
0096. When digital audio data is transmitted from the 
audio unit 11 to the audio unit 12, the common key Key 2 
is sent to the common key encrypting circuit 58. The 
common key encrypting circuit 58 encrypts digital audio 
data received from the audio data outputting circuit 56 with 
the common key Key 2. 
0097 Next, a data transmission format of data exchanged 
between the audio unit 11 and the audio unit 12 and a data 
transmission format of digital audio data transmitted from 
the audio unit 11 to the audio unit will be described. 

0098. As shown in FIG. 7, as with the format of a 
CD-ROM, data for 13.3 msec is transmitted at a time. In 
other words, in a CD-ROM, one sector is composed of 98 
frames. One frame contains 24 bytes of data. Thus, one 
sector is (24x98=2352 bytes). The time period of one sector 
is 13.3 msec. As with one sector of a CD-ROM, data for 13.3 
msec is transmitted at a time. 

0099. One sector is composed of a synchronous signal 
portion (sync) and a data portion. The Synchronous signal 
portion and the data portion are Surrounded by a preamble 
portion and a postamble portion. 

0100 Data exchanged between the audio unit 11 and the 
audio unit 12 is transmitted in a format shown in FIG. 8. 

0101. In FIG. 8, at the beginning of each sector (2352 
bytes=13.3 msec), a preamble with a predetermined pattern 
is disposed. At the end of each Sector, a postamble with a 
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predetermined pattern is disposed. A data area for one Sector 
(2352 bytes) is disposed between the preamble and the 
postamble. The data area is composed of 2352 bytes that are 
denoted by d0, d1,d2, . . . , and d2351. 
0102) A sync with a predetermined pattern is disposed 
from d0 to d11 bytes at the beginning of the data area. In this 
sync, the first byte, d0, is “00h' (where h represents hexa 
decimal notation). d1 to d10 bytes are “FFh”. The last byte, 
d11, is “OOh'. 
0103 d12 and d13 bytes are a message ID for identifying 
a message. d14 byte is a message code. 
01.04 d15 byte is “FFh”. d16 to d2351 bytes are data. 
0105 Digital audio data is transmitted as clusters (one 
cluster is composed of 32 sectors) from the audio unit 11 to 
the audio 12 as shown in FIG. 9. At the beginning of each 
cluster, a preamble with a predetermined pattern is disposed. 
At the end of each cluster, a postamble with a predetermined 
pattern is disposed. 
0106. At the beginning of the data area of each sector, a 
Sync with a predetermined pattern is disposed. In this Sync, 
the first byte, d0, is “00h'. d1 to d10 bytes are “FFh”. The 
last byte, d0, is “00h”. 
0107 d 12 to d13 bytes are a message ID. d14 byte is a 
cluster number. Each cluster has a unique cluster number 
Successively incremented. 
0108) d15 byte is “FFh”. d16 to d2351 bytes are digital 
audio data compressed by ATRAC method. Thus, digital 
audio data compressed by ATRAC method as 2332 bytes per 
Sector is transmitted. 

0109) Next, a message exchanged between the audio unit 
11 and the audio unit 12 will be described. 

0110. As shown in FIG. 8, a message code is disposed at 
d14 byte. FIG. 10 shows message codes exchanged between 
the audio unit 11 and the audio unit 12. FIG. 11 shows 
additional data disposed in one Sector. 
0111. As shown in FIG. 10, the message codes are 
categorized as an acknowledgment message F10, a reply 
message F1, an information message FF. The acknowledg 
ment message F0 is periodically transmitted from the trans 
mitting Side. The reply message F1 is a reply message 
against a message received from the transmitting Side. The 
information message FF represents information with respect 
to digital audio data transmitted. 
0112 As shown in FIG. 10, the acknowledgment mes 
Sage F0 includes a connection acknowledgment command, 
a record remaining time acknowledgment command, and a 
data transmission notification command. 

0113. With respect to the connection acknowledgment 
command, non-acknowledgment/acknowledgment data and 
the public key Key 1 are added as additional data. AS shown 
in FIG. 11, the non-acknowledgment/acknowledgment data 
is disposed at d29 byte. The public key Key 1 is disposed 
from d30 to d34 bytes. 
0114 With respect to the record remaining time acknowl 
edgment command, a public key Key 1, a maker code of a 
unit to be connected, a model code, and a Serial number are 
added as additional data. As shown in FIG. 11, the maker 
code is disposed at d43 byte. The model code is disposed at 
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d44 byte. The serial number is disposed from d45 to d47 
bytes. Data encrypted with the commonkey is disposed after 
d41 byte. 
0115 The reply message F1 includes a connection noti 
fication and unit information command, a remaining time 
notification command, a ready State notification command, a 
reception State notification command, and a re-transmission 
request command. 
0116. With respect to the connection notification and unit 
information command, a maker code, a model code, a Serial 
number, and a common key Key 2 are added as additional 
data. 

0117. As shown in FIG. 11, the maker code is disposed 
at d43 byte. The model code is disposed at d44 byte. The 
serial number is disposed from d45 to d47 bytes. The 
common key Key 2 is disposed from d48 to d52 bytes. Data 
encrypted with the common key is disposed after d41 byte. 
0118. The information message FF with respect to audio 
data includes an encode mode, a remaining data amount, a 
track change, a track name, an artist name, a copyright, a 
time Stamp, and So forth. 
0119) As shown in FIG. 11, the data length is disposed at 
d29 byte. The encode mode is disposed from d30 to d31 
bytes. The track change is disposed at d32 byte. The 
copyright is disposed at d33 byte. The year of the time stamp 
is disposed at d34 byte. The month of the time stamp is 
disposed at d35 byte. The day of the time stamp is disposed 
at d36 byte. The hour of the time stamp is disposed at d37 
byte. The second of the time stamp is disposed at d38 byte. 
The track name is disposed at d43 byte. The artist name is 
disposed at d44 byte. 
0120 Data is exchanged between the audio unit 11 and 
the audio unit 12 in the above-described data transmission 
format. 

0121 FIGS. 12A and 12B are timing charts showing a 
connection acknowledging proceSS for determining whether 
the audio unit 12 has been connected to the audio unit 11. 
FIG. 12A shows data transmitted from the audio unit 11 to 
the audio unit 12. FIG.12B shows data transmitted from the 
audio unit 12 to the audio unit 11. As described above data 
is formatted every 13.3 msec as with the CD-ROM format. 
0122). As shown in FIG. 12A, the audio unit 11 periodi 
cally transmits the connection acknowledgment command 
(M1, M2,...) from the audio unit 11 to the audio unit 12. 
AS described above, the connection acknowledgment com 
mand is included in the acknowledgment message F0. 
0123. When the audio unit 12 has not been connected to 
the audio unit 11, a connection notification is not sent back 
against the connection acknowledgment command (M1, 
M2, ...). 
0.124. When the audio unit 12 has been connected to the 
audio unit 11, as shown in FIG. 12B, a connection notifi 
cation and unit information command (M11, M12, . . . ) is 
Sent back against the connection acknowledgment command 
(M1, M2, . . . ). The connection notification and unit 
information command is included in the reply message F1. 
0.125 With the connection acknowledgment and unit 
information command (M11, M12, ...), the audio unit 11 
can determine that another audio unit has been connected 
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thereto. With additional data added to the connection noti 
fication and unit information command (namely, the maker 
code, the model code, the Serial number, and the common 
key Key 2), the audio unit 11 can obtain information with 
respect to the audio unit connected thereto. 
0126 FIGS. 13A and 13B are timing charts showing a 
proceSS for transmitting digital audio data from the audio 
unit 11 to the audio unit 12. FIG. 13A shows data trans 
mitted from the audio unit 11 to the audio unit 12. FIG. 13B 
shows data transmitted from the audio unit 12 to the audio 
unit 11. 

0127. As shown in FIG. 13A, when digital audio data is 
transmitted from the audio unit 11 to the audio unit 12, the 
data transmission notification command (M21) is transmit 
ted from the audio unit side 11 to the audio unit 12. The data 
transmission notification command is included in the 
acknowledgment message F0. 

0128. When the audio unit 12 is not ready to receive 
digital audio data, the audio unit 12 Sends back the ready 
State notification (M31) that represents a wait request to the 
audio unit 11. The ready state notification is included in the 
reply message F1. 

0129. When the audio unit 11 has received the ready state 
notification (M31) (which represents a wait request), the 
audio unit 11 enters into a waiting mode for a predetermined 
time period. After the predetermined time period has 
elapsed, the audio unit 11 transmits the data transmission 
notification command (M22) to the audio unit 12. 
0130. When the audio unit 12 is ready to receive digital 
audio data, the audio unit 12 Sends back the ready State 
notification command (M32) (that represents the ready state 
of the audio unit 12) to the audio unit 11. 
0131 When the audio unit 11 has received the ready state 
notification command (M32) (which represents the ready 
State of the audio unit 12), the audio unit 11 transmits digital 
audio data for one cluster (32 Sectors) at a time to the audio 
unit 12. The digital audio data includes information Such as 
a data length, an encode mode, a track name, an artist name, 
a copyright, and a time stamp (M23). 

0132) When the audio unit 12 has received data for one 
cluster, the audio unit 12 transmits the reception State 
notification command (M33) to the audio unit 11. The 
reception State command is included in the replay message 
F1. When the audio unit 12 has correctly received the digital 
audio data, the reception State notification command (M33) 
placed in an acknowledged State. Otherwise, the reception 
State notification command (M33) is placed in an error State. 
0133. The audio unit 12 determines whether or not the 
command Sent back from the audio unit 11 has been placed 
in the acknowledged state or the error state. When the 
command has been placed in the acknowledged State, the 
audio unit 11 transmits digital audio data for the next cluster 
to the audio unit 12 (M24). 
0134. When the audio unit 12 has received data for one 
cluster, the audio unit 12 transmits the reception State 
notification command (M34) to the audio unit 11. When the 
audio unit 12 has not correctly received the digital audio 
data, the reception State notification command (M34) is 
placed in the error state (M34). 
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0.135 When the command sent back from the audio unit 
11 has been placed in the error State, after a predetermined 
time period has elapsed, the audio unit 12 transmits the data 
transmission notification command (M25) to the audio unit 
11. 

0.136 When the audio unit 12 is ready to receive digital 
audio data, the audio unit 12 Sends back the ready State 
notification command (which represents the ready state of 
the audio unit 12) to the audio unit 11. 
0.137 When the audio unit 11 has received the ready state 
notification command (M35) (which represents the ready 
State), the audio unit 11 transmits digital audio data for one 
cluster (32 sectors) to the audio unit 12 (M26). 
0138 FIGS. 14A and 14B are timing charts showing an 
encrypting process for encrypting digital audio data trans 
mitted from the audio unit 11 to the audio unit 12. FIG. 14A 
shows data transmitted from the audio unit 11 to the audio 
unit 12. FIG. 14B is data transmitted from the audio unit 12 
to the audio unit 11. 

0139. As shown in FIGS. 14A and 14B, to acknowledge 
a connection between the audio unit 11 and the audio unit 12, 
the audio unit 11 transmits the connection acknowledgment 
command (M41) to the audio unit 12. The public key Key 1 
is added to the connection acknowledgment command 
(M41). Thus, the public key Key 1 is transmitted from the 
audio unit 11 to the audio unit 12. 

0140. When the audio unit 12 has been connected to the 
audio unit 11, the audio unit 11 sends back the connection 
notification and unit information command (M51) against 
the connection acknowledgment command (M41) to the 
audio unit 12. The public key Key 1 and the common key 
Key 2 are added to the connection notification and unit 
information command (M51). Thus, the common key Key 2 
is transmitted from the audio unit 12 to the audio unit 11. 

0141 When digital audio data is transmitted from the 
audio unit 11 to the audio unit 12, the data transmission 
notification command (M42) is transmitted from the audio 
unit 11 to the digital audio unit 12. 
0142. When the audio unit 12 is ready to receive digital 
audio data, the audio unit 12 Sends back the ready State 
notification command (M52) (which represents the ready 
state of the audio unit 12) to the audio unit 11. 
0143. When the audio unit 11 has received the ready state 
notification (M52) (which represents the ready state of the 
audio unit 12), the audio unit 11 transmits digital audio data 
for one cluster (32 sectors) at a time to the audio unit 12. The 
digital audio data has been encrypted with the common key 
Key 2. 

0144) When the audio unit 12 has received data for one 
cluster, the audio unit 12 transmits the reception State 
notification command (M53) to the audio unit 11. 
0145 AS described above, in the interface according to 
the present invention, with a cable and a connector corre 
sponding to the IEC 958 standard, data can be bidirection 
ally communicated on time division basis. Since data is 
bidirectionally transmitted, an encrypting process can be 
performed as follows. A first audio unit transmits a public 
key Key 1 to a Second audio unit. The Second audio unit 
Sends back a common key Key 2 encrypted with the public 
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key Key 1 to the first audio unit. The first audio unit encrypts 
digital audio data with the common key Key 2 and transmits 
the encrypted digital audio data to the Second audio unit. 
Thus, with a conventional cable and a connector correspond 
ing to the IEC 958 standard, digital audio data can be 
protected from being illegally accessed or copied. 
0146 The present invention is suitable for a system that 
circulates a digital audio signal especially through an ISDN 
circuit and/or a communication Satellite. 

0147 In such a service, as shown in FIG. 15, a server 101 
that performs a music program circulating Service is dis 
posed on a communication network. A user-side Set top box 
102 and the server 101 are connected through for example 
a satellite circuit 103. By operating the user-side set top box 
102, desired music data is circulated from the server 101 
through the satellite circuit 103. The music data is recorded 
on a mini-disc by an MD recorder/player 105. 
0148 When the user downloads desired music data from 
the server 101 with the set top box 102, a proper charging 
proceSS is performed. In addition, to easily retrieve music 
data from the server 101, a retrieving system is provided. 
Moreover, the server 101 provides the user with various 
information with respect to music Such as hit program 
information and new music Score information. 

0149 When the user retrieves his/her favorite music data 
from the Server, downloads it therefrom, and records it on a 
mini-disc or the like with Such a Service, he or She can 
purchase music data on the network. However, in Such a 
System, it should be noted that problems on copyright tend 
to take place. 
0150. When the present invention is applied for such a 
System, the master-Side audio unit 11 corresponds to the Set 
top box. The audio unit 12, which receives digital audio data 
from the master-Side audio unit 11, corresponds to the 
mini-disc recorder/player. 
0151. In the above-described example, a cable and a 
connector corresponding to the IEC 958 standard are used. 
Data is bidirectionally communicated on time division basis. 
Alternatively, a feeder and a plug as shown in FIG.16 may 
be used. 

0152. In FIG.16, a terminal extrudes from a plug 45. The 
terminal has conductive sleeves 46A and 46B. The conduc 
tive sleeve 46A inputs/outputs an audio signal on the right 
channel. The conductive sleeve 46B inputs/outputs an audio 
signal on the left channel. The feeder 49 has conductive 
cables and optical fibers. The conductive cables transmit 
audio signals on the left and right channels. The optical 
fibers transmit optical Signals. A light guiding portion 47 is 
disposed at the center of the terminal. With Such a plug, 
digital Signals are transmitted with the optical fibers. Data is 
transmitted with the conductive cables for the left and right 
channels. Thus, data can be bidirectionally communicated. 
0153. According to the present invention, with a cable 
and a connector corresponding to the IEC 958 Standard, data 
can be bidirectionally communicated on time division basis. 
Data to be transmitted is formatted for 2352 bytes (13.3 
msec) as with each sector of the CD-ROM format or MD 
format. This data format has a message code area. When 
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digital audio data is transmitted, with a message code, a 
public key is transmitted from a transmitting unit to a 
receiving unit. The receiving unit Sends back a common key 
encrypted with the public key to the transmitting unit. The 
transmitting unit decrypts the commonkey. The transmitting 
unit encrypts digital audio data with the common key. Thus, 
with a conventional cable and a conventional connector, 
digital audio data can be prevented from being illegally 
accessed or copied. 
0154 Although the present invention has been shown and 
described with respect to a best mode embodiment thereof, 
it should be understood by those skilled in the art that the 
foregoing and various other changes, omissions, and addi 
tions in the form and detail thereof may be made therein 
without departing from the Spirit and Scope of the present 
invention. 

What is claimed is: 
1. A data transmitting apparatus having a first digital unit 

and a Second digital unit, an optical connector of the first 
digital unit and an optical connector of the Second Vital unit 
being connected with an optical cable, a digital Signal being 
transmitted with the optical signal, 

wherein each of the optical connector of the first digital 
unit and the optical connector of the Second digital unit 
comprises: 
a light emitting device for transmitting an optical Signal 

to the other digital unit through the optical cable; and 
a light receiving device for receiving an optical signal 
from the other digital unit, 

wherein when a digital signal is transmitted from the first 
digital unit to the Second digital unit, a message is 
bidirectionally exchanged between the first digital unit 
and the Second digital unit. 

2. The data transmitting apparatus as Set forth in claim 1, 
wherein each of the optical connector of the first digital 

unit and the optical connector of the Second digital unit 
further comprises: 
a half mirror for transmitting an optical Signal trans 

mitted from Said light emitting device to the optical 
cable and for reflecting a signal received from the 
optical cable to Said light receiving device. 

3. The data transmitting apparatus as Set forth in claim 1, 
wherein Said light emitting device and Said light receiving 

device are disposed adjacent to each of the optical 
connector of the first digital unit and the optical con 
nector of the Second digital unit, a signal being trans 
mitted from Said light emitting device to the optical 
cable, a Signal being received from the optical cable to 
Said light receiving device. 

4. The data transmitting apparatus as Set forth in claim 1, 
wherein a digital Signal transmitted between the optical 

connector of the first digital unit and the optical con 
nector of the second digital unit is based on IEC 958 
Standard. 


