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CARD-BASED MANAGEMENT OF DISCARDABLE FILES

CROSS-REFERENCE TO RELATED APPLICATION

[0001]  This application claims the benefit of U.S. Provisional Application No.
61/401,829, filed August 19, 2010, the entirety of which is hereby incorporated herein by
reference.

FIELD OF THE INVENTION

[0002] The present invention generally relates to storage devices and more

specifically to a method and to a device for managing files in a storage device.

BACKGROUND

[0003] Use of non-volatile storage devices has been rapidly increasing over the
years because they are portable and they have small physical size and large storage
capacity. Storage devices come in a variety of designs. Some storage devices are regarded
as “embedded”, meaning that they cannot, and are not intended to be removed by a user
from a host device with which they operate. Other storage devices are removable, which
means that the user can move them from one host device (e.g., from a digital camera) to
another, or replace one storage device with another.

[0004] The digital content stored in a storage device can originate from a host of the
storage device. For example, a digital camera, an exemplary host, captures images and
translates them into corresponding digital data. The digital camera then stores the digital
data in a storage device with which it operates. Digital content that is stored in a storage
device may also originate from a remote source: it can be sent to a host of the storage
device, for example, over a data network (e.g., the Internet) or a communication network
(e.g., a cellular phone network), and then be downloaded by the host to the storage device.
The remote source may be, for example, a service provider or a content provider. Service
providers and content providers are collectively referred to hereinafter as “publishers”.
[0005] As storage devices within mobile handsets grow in size and capabilities, new
scenarios for content acquisition and consumption on the go become available. Typically,

handsets can be used to consume movies and music downloaded from operator-controlled
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servers, market applications such as Apple’s iTunes service, and side-loaded from sources
such as SanDisk’s slotMedia cards. However, in all of these applications, the user must
proactively seek the content he wishes to consume, indicate and authorize the acquisition of
the content, acquire the content, and then consume it. This reduces the ability of content
owners to offer content for instant consumption, and the ability of the user to immediately
see what he acquires without waiting for it to download.

[0006] A number of product initiatives have been created around preloading content
to the user, but they all suffer from one common drawback: the user must sacrifice his own
storage capacity in order to store content, but cannot access this content until after
purchasing it. Users who have to purchase this capacity do not generally want to see a
significant portion of it allocated to content that they cannot actually use.

[0007] Users of storage devices can willingly download media content and
advertisements by requesting the media content or the advertisements from publishers.
However, sometimes, publishers, trying to increase their income, send content to users
without asking their permission, and sometimes even without the users being aware that
such content was downloaded to their storage devices. Content that a publisher sends to
users without getting their consent are referred to herein as “unsolicited content”.
Oftentimes, unsolicited content is intended to be consumed by users after paying, or after
committing to pay, the publisher a fee.

[0008] By downloading unsolicited content to users’ storage devices publishers
hope that users will eventually consume the unsolicited content for a fee, thus increasing
their income. The practice of publishers storing unsolicited contents on storage devices
without asking users’ consent, hoping that the users will consume these contents for a fee,
is a concept known in the media publishing field as “predictive consignment”. However,
unsolicited content may remain stored in a storage device without the user of the storage
device knowing of its existence or wanting to consume it. Storing unsolicited content in a
storage device reduces the available (i.e., free) user storage space on the storage device,
which is undesirable from the user’s point of view. A user may find that there is less space

in the storage device for the user’s own content (e.g., a music file) because someone else
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(i.e., some publisher) has taken over part of the storage space on the storage device, or that
the user may have to reclaim the storage space so taken by deleting the unsolicited content.
[0009] One partial solution to the problem of taking over parts of the user’s storage
space involves blocking publishers’ access to the storage device, such as by blocking the
publisher’s website. This solution may be acceptable for the users but it is problematic
from the publishers’ point of view because publishers will make fewer sales and lose a
potential income source. Another partial solution to this problem involves publishing
content to hosts (i.¢., storing content files in storage devices of these hosts) and removing
the content when it becomes irrelevant. In other words, the publisher that originated the
content removes the stored unsolicited content from the storage device when the content
becomes irrelevant. An unsolicited content is regarded as irrelevant if the time for its
consumption has lapsed, or when there are indications that the user is not likely to consume
it.

[0010] Thus, there develops a need for a new technology that intelligently manages
handset storage, such that a user is free to use their storage without penalty, while still
enabling content owners to push content to handsets. Stated another way, there is therefore
a need to address the problem with unsolicited files. Specifically, while publishers should
be allowed to pursue downloads to storage devices of unsolicited content in the course of
conducting their business, these downloads should not have a materially deterring effect on

the user experience.

SUMMARY
[0011] It would, therefore, be beneficial to be able to store unsolicited files in a
storage device for as long as the storage space required to accommodate them in the
storage device is not required for user’s files, and to remove unsolicited files from the
storage device in order to guarantee a minimum size of free storage space for user files.
Various embodiments are designed to implement such files management, examples of
which are provided herein. In one implementation, it would be beneficial to provide a
mechanism for implementing the storage and removal of unsolicited files on a storage

device without the need to modify a host operating system.

3



WO 2012/024129 PCT/US2011/047270

[0012] To address the foregoing, files stored, or files to be stored, in a storage
device are either non-discardable and associated with a host file system data structure
maintained in the storage device, or marked as discardable and associated in a discardable
file system data structure in the storage device. Each discardable file has associated with it
a discarding priority level. A new publisher’s file (i.e., an unsolicited file) is permitted to
be stored in the storage device only if storing it in the storage device does not narrow a
storage usage safety margin, which is reserved for user files, beyond a desired margin.
User files, on the other hand, are allowed to be stored in the storage device even if their
storage narrows the storage usage safety margin beyond the desired width. However, in
such cases, the desired width of the storage usage safety margin is restored by removing
one or more discardable files from the storage device. A discardable file is removed from
the storage device if its discarding priority level equals or is higher (or lower, as explained
herein) than a predetermined discarding threshold value.

[0013] According to one aspect, in order to address the need for a mechanism to
allow a storage device to manage discardable files without requiring changes to a host
operating system, a method for managing files with a storage device is disclosed that is
implemented by a storage device operatively coupled to a host where the storage device has
a storage area having user files, free space and discardable files. The method includes the
storage device identifying a record of the free clusters and clusters associated with
discardable files in a discardable file system data structure; receiving a request from the
host to store a user file in the storage area; determining whether logical block addresses
(LBAs) associated with data in the request are in a range of logical block addresses
associated with clusters in the record in the discardable file system data structure; and when
the LBAs are in the range and there is free space available in the range, mapping the LBAs
of the user file to free clusters identified in the discardable file system data structure; and
subsequently removing the clusters mapped to the LBAs of the user file from the
discardable file system data structure.

[0014] In another aspect of the method, when the LBAs are in the range and there is
no free space available in the range, the storage device may execute the steps of discarding

at least one discardable file to create free clusters; mapping the LBAs of the user file to free
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clusters created by discarding the at least one discardable file; and subsequently removing
the clusters mapped to the LBAs of the user file from the discardable file system data
structure. The method may further include maintaining in the storage area of the storage
device a host file system data structure, and the discardable file system data structure
independently of the host file system data structure, where the discardable file system data
structure includes a list of clusters in the storage area corresponding to at least one
discardable file in the storage area, and where the at least one discardable file is identified
as free space in the host file system data structure. The discardable file system data
structure may be in the form of a table, a hash map, a binary tree, an array or a list.

[0015] In yet another aspect, a storage device for removable connection with a host
is disclosed. The storage device includes a storage area having user files, free space and
discardable files. The storage device further includes a controller in communication with
the storage area. The controller is configured to identify a record of the free clusters and
clusters associated with discardable files in a discardable file system data structure. The
controller is also configured to receive a request from the host to store a user file in the
storage area and determine whether logical block addresses (LBAs) associated with data in
the request are in a range of logical block addresses associated with clusters in the record in
the discardable file system data structure. The controller, when the LBAs are in the range
and there is free space available in the range, is configured to map the LBAs of the user file
to free clusters identified in the discardable file system data structure and subsequently
remove the clusters mapped to the LBAs of the user file from the discardable file system

data structure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] Various exemplary embodiments are illustrated in the accompanying figures
with the intent that these examples not be restrictive. It will be appreciated that for
simplicity and clarity of the illustration, elements shown in the figures referenced below are
not necessarily drawn to scale. Also, where considered appropriate, reference numerals
may be repeated among the figures to indicate like, corresponding or analogous elements.

Of the accompanying figures:
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[0017] Fig. 1 is a block diagram of a storage system according to an example
embodiment.

[0018] Fig. 2 is a block diagram of a storage system according to another example
embodiment.

[0019] Fig. 3 is a block diagram of a storage allocator according to an example
embodiment.

[0020] Fig. 4 is a method for managing files according to an example embodiment.
[0021] Fig. 5 is a method for managing the storage of discardable files in a storage

device according to an example embodiment.
[0022] Fig. 6 is a method for marking one or more unsolicited files in a FAT32-

structured file system according to an example embodiment.

[0023] Fig. 7 is an exemplary directory area associated with a FAT32 table.

[0024] Fig. 8 is a FAT32 table according to an example embodiment.

[0025] Fig. 9 is an NTFS table according to an example embodiment.

[0026] Fig. 10 is a logical image of a FAT-based file system according to example
embodiments.

[0027] Fig. 11 demonstrates files’ storage management method in accordance with

the present disclosure.

[0028] Fig. 12a illustrates an exemplary primary FAT.
[0029] Fig. 12b illustrates an exemplary discardable FAT.
[0030] Fig. 13 is a flow chart of a method for managing a storage device using a

primary FAT and a discardable FAT.

[0031] Fig. 14 is a flow chart of a method for managing a storage device using a
FAT and a database.

[0032] Fig. 15 is a flow chart of a method for managing a storage device using a
FAT and a location file.

[0033] Fig. 16 illustrates an exemplary FAT including a cluster chain in which an

order of two or more clusters that comprise the cluster chain have been scrambled.
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[0034] Fig. 17 illustrates an exemplary FAT and associated location files, where the
FAT includes cluster chains in which an order of two or more of the clusters that comprise
the cluster chains have been scrambled.

[0035] Fig. 18 is a flow chart of a method for managing a storage device using a
FAT in which an order of two or more clusters that comprise a cluster chain is scrambled.
[0036] Fig. 19 is a flow chart of a method for utilizing conversion locks to prevent a
conversion of a discardable file when the discardable file is open in a file system

implementing a primary FAT and a discardable FAT.

[0037] Fig. 20 illustrates exemplary bit masks user IDs in a file system.

[0038] Fig. 21 illustrates the client-side components of the Smart Cache.

[0039] Fig. 22 shows the file system structures for discardable files, as modified for
Smart Cache HD.

[0040] Fig. 23 is a block diagram of a Large File Manager for use in the Smart
Cache HD system.

[0041] Fig. 24 depicts the conversion flow for large discardable files.

[0042] Fig. 25 is a flow chart illustrating a method of processing a convert request

with the Large File Manager

[0043] Fig. 26 depicts a Matroska file structure as an example of a file that can be
split.

[0044] Fig. 27 depicts a split Matroska file.

[0045] Fig. 28 is a block diagram of a storage system according to another example
embodiment.

[0046] Fig. 29 is a flow chart of a method for implementing card-based

management of discardable files.
[0047] Fig. 30 is a flow chart of a method for managing a download of a discardable

file to a storage area of a storage device.
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DETAILED DESCRIPTION

[0048] The description that follows provides various details of exemplary
embodiments. However, this description is not intended to limit the scope of the claims but
instead to explain various principles of the invention and the manner of practicing it.
[0049] In order to address unsolicited content and related issues, user files are given
storage priority over other files, and a storage usage safety margin is maintained to
guarantee that priority. A “user file” is a file that a user of a storage device has willingly
stored, or has approved its storage in the storage device. For example, a music file that the
user downloads to her/his storage device is regarded as a user file. Being requested or
approved for storage by the user, user files are regarded as “solicited” files.

[0050] The “other files” are referred to herein as “publisher files” and “unsolicited
files”. A “publisher file” is a file stored in a storage device without the user requesting it or
being aware of it; at least not for a while. The user may not want to use an unsolicited file.
Unused unsolicited files tend to consume expensive storage space on the user’s storage
device. Therefore, according to the principles disclosed herein such files are permitted to
be stored in the storage device only if storing them does not narrow the storage usage
safety margin. Storage priority is rendered to user files by maintaining a free storage space
(i.c., a storage usage safety margin) that will be reserved for future user’s files. The storage
usage safety margin has to be maintained in order to ensure that user files can be stored in
the storage device whenever required or desired.

[0051] If for some reason the storage usage safety margin gets narrower than
desired, one or more unsolicited files will be removed (i.¢., deleted) from the storage
device in order to restore the storage usage safety margin. Maintaining the storage usage
safety margin guarantees storage space for additional user files if such files are downloaded
to the storage device. To this end, unsolicited files are marked as “discardable” in a
structure of the storage file system and, if required, removed later to reclaim at least the
free storage space required to maintain the storage usage safety margin.

[0052] Because the likelihood of the user using the various discardable files may
differ from one discardable file to another, each unsolicited file (i.e., each discardable file)

is assigned in advance a discarding priority level according to one or more criteria such as
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the probability of using the file, the probable revenue associated with using the file, the
file’s size, the file’s type, the file’s location, the file’s age, etc. For example, the discarding
priority level may be determined by the potential for revenue. According to another
example movie trailers or advertisements would have a higher discarding priority than the
actual movie because users usually don’t like seeing trailers and advertisements. According
to another example, the one or more discardable files that are most likely to be used by the
user will be assigned the lowest discarding priority level, which means that such files will
be the last file(s) to be removed from the storage device. In other words, the higher the
usage probability is of a discardable file the lower the level is of the discarding priority
level assigned to that file. If the desired storage usage safety margin is not fully restored
even though one or more discardable files were removed, additional discardable files will
be removed from the storage device until the desired storage usage safety margin is
restored.

[0053] Briefly, a data structure such as a file system implements a methodology for
storing and organizing computer files. A file system includes a set of abstract data types
and metadata that are implemented for the storage, hierarchical organization, manipulation,
navigation, access, and retrieval of data. The abstract data types and metadata form
“directory trees” through which the computer files (also referred to herein as “data files”,
or “files” for simplicity) can be accessed, manipulated and launched. A “directory tree”
typically includes a root directory and optional subdirectories. A directory tree is stored in
the file system as one or more “directory files”. The set of metadata and directory files
included in a file system is called herein a “file system structure”. A file system, therefore,
includes data files and a file system structure that facilitate accessing, manipulating,
updating, deleting, and launching the data files.

[0054] File Allocation Table (“FAT”) is an exemplary file system architecture.
FAT file system is used with various operating systems including DR-DOS, OpenDOS,
MS-DOS, Linux, Windows, etc. A FAT-structured file system uses a table that centralizes
the information about which storage areas are free or allocated, and where each file is
stored on the storage device. To limit the size of the table, storage space is allocated to

files in groups of contiguous sectors called “clusters”. As storage devices have evolved,
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the maximum number of clusters has increased and the number of bits that are used to
identify a cluster has grown. The version of the FAT format is derived from the number of
the table bits: FAT12 uses 12 bits; FAT 16 uses 16 bits, and FAT32 uses 32 bits.

[0055] Another file system architecture is known as New Technology File System
(“NTFS”). Currently, NTFS is the standard file system of Windows NT, including its later
versions Windows 2000, Windows XP, Windows Server 2003, Windows Server 2008, and
Windows Vista. FAT32 and NTFS are exemplary file systems with which storage device
100 can be provided.

[0056] Fig. 1 shows a typical storage device 100. Storage device 100 includes a
storage area 110 for storing various types of files (e.g., music files, video files, etc.), some
of which may be user files and others may be publisher files. Storage device 100 also
includes a storage controller 120 that manages storage arca 110 via data and control lines
130. Storage controller 120 also communicates with a host device 140 via host interface
150. Host device 140 may be dedicated hardware or general purpose computing platform.
[0057] Storage area 110 may be, for example, of a NAND flash variety. Storage
controller 120 controls all of the data transfers to/from storage area 110 and data transfers
to/from host device 140 by controlling, for example, “read”, “write” and “erase”
operations, wear leveling, and so on, and by controlling communication with host 140.
Storage area 110 may contain, for example, user files and publisher’s files, protected data
that is allowed to be used only by authorized host devices, and security data that is used
only internally, by storage controller 120. Hosts (e.g., host 140) cannot directly access
storage area 110. That is, if, for example, host 140 asks for, or needs, data from storage
device 100, host 140 has to request it from storage controller 120. In order to facilitate
casy access to data files that are stored in storage device 100, storage device 100 is
provided with a file system 160.

[0058] Storage area 110 is functionally divided into three parts: user area 170,
publisher area 180, and free storage space 190. User area 170 is a storage space within
storage area 110 where user files are stored. Publisher area 180 is a storage space within
storage area 110 where publisher files are stored. Free storage space 190 is an empty

storage space within storage area 110. Free storage space 190 can be used to hold a user
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file or a publisher file. Upon storing a user file in free storage space 190, the storage space
holding the user file is subtracted from free storage space 190 and added to user area 170.
Likewise, upon storing a publisher file in free storage space 190, the storage space holding
the publisher file is subtracted from free storage space 190 and added to publisher area 180.
If a user file or a publisher file is removed (i.e., deleted) from storage area 110, the freed
storage space is added (it returns) to free storage space 190.

[0059] If the size of free storage space 190 permits it, the user of storage device 100
can download a user file from host 140 to storage area 110. The downloaded user file will
be stored in free storage space 190 and, as explained above, the storage space holding that
file will be subtracted from free storage space 190 and added to user area 170. As
explained above, user files have priority over other (e.g., publisher) files, and in order to
guarantee that priority, a desired storage usage safety margin is set, and, if required,
restored, in the way described below.

[0060] Host 140 includes a storage allocator 144 to facilitate restoration of free
storage space 190. Storage allocator 144 may be hardware, firmware, software or any
combination thereof. In general, storage allocator 144 determines whether a file (e.g., file
142) that is communicated to host 140 is either a user file or a publisher file, and then
marks the communicated file accordingly (i.e., as a non-discardable file or as a discardable
file).

[0061] If storage allocator 144 determines that a file (e.g., file 142) communicated
to host 140 is non-discardable, for example because the file is a user file, storage allocator
144 stores the file in storage area 110 in a regular way. As explained above, the storage
space within storage area 110 that holds the non-discardable file will be added to, or be part
of, user area 170. If, however, storage allocator 144 determines that the file communicated
to host 140 is discardable, for example because it is a publisher file, storage allocator 144
marks the file as discardable. It will be appreciated that in some implementations, to mark
the file as discardable, storage allocator 144 marks the file system structure in the file
system 160 to indicate that the file is a discardable file. In other implementations, to mark
the file as discardable, storage allocator 144 marks the file itself as a discardable file. If

free storage space 190 is larger than the desired storage usage safety margin storage
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allocator 144 also stores the marked discardable file in free storage space 190, and, as
explained above, the storage space within free storage space 190 that holds the discardable
file is subtracted from free storage space 190 (i.c., the free storage space is reduced) and
added to publisher arca 180 (the addition is logically shown as discardable file(s) 182).
[0062] As explained above, the likelihood that publisher files may be used by the
user may vary from one publisher file to another, which makes a publisher file with the
least usage likelihood the first candidate for removal form storage area 110. Therefore, in
addition to marking a file as non-discardable or discardable storage allocator 144 assigns a
discarding priority level to each discardable file prior, concurrently, or after the discardable
file is stored in storage area 110.

[0063] Storage allocator 144 also knows, by the discarding level assigned to each
discardable file, the order at which discardable files can or should be discarded (i.e.,
deleted or removed from storage area 110) in order to restore the free storage space
originally reserved for future user files (i.e., to restore the desired storage usage safety
margin). Accordingly, if a user wants to store a new user file in storage area 110 but there
is not enough free storage space to accommodate that user file (which means that the
storage usage safety margin is narrow than desired), storage allocator 144 uses the
discarding priority levels assigned to the discardable files to iteratively delete one
discardable file after another to regain more free storage space (i.c., to extend free storage
space 190) until the desired storage usage safety margin is fully restored. As explained
above, a fully restored storage usage safety margin guarantees with high probability that an
adequate free storage space is reserved for future user files. Discardable files are removed
or deleted from storage device 100 only responsive to receiving a request to store a new
user files because it is taken into account that the user may want to use a stored discardable
file sometime and, therefore, the discardable file is removed from the storage device only if
the storage space accommodating that file is required for the new user file. Storage
allocator 144 may be embedded or incorporated into host 140, or it may reside externally to
host 140 (shown as dashed box 144°) and to storage device 100.

[0064] Storage allocator 144 has a representative image of the file system of, or

associated with, storage device 100. Storage allocator 144 uses the storage device’s file
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system image to mark files as non-discardable or as discardable, and to assign a discarding
level to each discardable file. In one example, the file system includes the FAT and in this
case the marking is done in an unused portion of a FAT entry associated with the file, by
setting one or more unused bits. Because different file systems have different structures,
marking files (i.c., as non-discardable or as discardable) and assigning discarding levels is
adapted to the used file system structure, as elaborated in and described below in
connection with Figs. 6 through 10.

[0065] Fig. 2 is a block diagram of a portable storage device 200 according to
another example embodiment. Storage controller 220 functions like storage controller 120
and storage allocator 244 functions like storage allocator 144. Storage allocator 244 may be
hardware, firmware, software or any combination thereof. Storage allocator 244 internally
cooperates with storage controller 220. Whenever storage controller 220 receives from host
240 a storage request to store a file in storage area 210, the request including an indication
of whether or not the file is a discardable file, storage controller 220 informs storage
allocator 244 of the storage request and whether or not the file is discardable. The storage
allocator 244 then marks the file either as non-discardable or discardable in the structure of
the file system associated with storage device 200. Typically, applications running on the
host 240 determine that a file is a discardable file and send a flag or other indication to the
storage controller 220 indicating that the file is a discardable file. The applications running
on the host 240 send the flag or other indication as part of storage protocols for requesting
to store a file on the storage device. Examples of such storage protocols include POSIX
file system functions or the usage of the java.io class tree.

[0066] If storage allocator 244 determines that the new file is discardable storage
allocator 244 assigns to the new file a discarding priority level according to the file’s usage
probability. Then, storage allocator 244 evaluates the current size of free storage space 290
and decides whether one or more discardable files should be removed (i.e., deleted) from
storage area 210 in order to make room for the new file. If a discardable file or files should
be removed from the storage device, storage allocator 244 decides which file(s) are the
current candidate files for removal. Then, storage allocator 244 notifies storage controller

220 of the discardable files that should be removed from storage area 210 and, responsive
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to the notification, storage controller 220 removes the discardable file or files indicated by
storage allocator 244. In some configurations of portable storage device 200, the storage
allocator 244 may be functionally disposed between storage controller 220 and storage area
210. In configurations where storage allocator 244 is functionally disposed between storage
controller 220 and storage areca 210, storage allocator 244 or storage area 210 have to
assume some of the functions of storage controller 220. In such configurations storage area
210 is comprised of memory units that communicate at a higher level than flash NAND
protocols.

[0067] Fig. 3 is a block diagram of a storage allocator 300 according to an example
embodiment. Storage allocator 300 includes a memory unit 310, a processor 320, and an
interface 330. Memory unit 310 may hold a file system structure, or an image of the file
system structure, that is associated with a storage device (e.g., storage device 200 of Fig.
2). Processor 320 manages the file system associated with the storage device. Interface 330
may be adapted to cooperate with a host and with a storage controller of a storage device,
as demonstrated in Fig. 1, or only with a storage controller of a storage device, as
demonstrated in Fig. 2.

[0068] Processor 320 is configured or adapted to receive a request via interface 330
to store a file in a storage area of the storage device, and to mark the file either as
discardable or as non-discardable in a structure of the file system associated with the
storage device with which storage allocator 300 operates. If interface 330 is functionally
attached to storage controller 220 of Fig. 2 (and thus receives, for example, SCSI or
wrapped USB/MSC commands rather than file level commands), the received request is at
a level that is much lower than a file level. That is, the received request would be a request
to store sectors at logical block addresses that, when properly interpreted by a host, would
correspond to a file. If storage controller 220 supports the NVMHCI protocol, or a
networking file system protocol such as NFS or a similar protocol, storage controller 220
can get file level requests. Therefore, the communication between a storage controller such
as storage controller 220 and an interface such as interface 330 is not limited to NVMHCI
or to NVMHCI-like implementations. Communication interface 330 may be an integral of

storage allocator 300, as shown in Fig. 3.
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[0069] Processor 320 is further configured or adapted to send the marked file to the
storage device, marking the file as discardable includes assigning to the file a discarding
priority level. If the file system used by the storage device is FAT-based, processor 320
assigns the discarding priority level to the marked file by setting a corresponding value to
m uppermost (i.c., most significant) bits (e.g., m=4) in a FAT corresponding to the marked
file. The corresponding value set to the most significant bits in the FAT entry, or the value
set to the NTFS directory entry, may be, or it may be, related to an attribute of the file. By
“attribute” is meant a metadata tag or some data structure in the header of the FAT table or
NTES table that contains information that pertains to the type of the content stored within
the table. “Advertisement”, “premium content”, and “promotional (free) content” are
exemplary types of contents that may be stored in the FAT table or in the NTFS table.
Alternative criteria for setting discarding levels are, for example, the last accessed files, file
sizes, file types, etc.

[0070] The number m of the uppermost bits of FAT32 entries dedicated for marking
files may be four or less than four because those bits are not used. In addition, the more bits
are used the more discarding priority levels can be used. For example, using three bits (i.¢.,
m=3) provides eight (2* = 8) discarding priority levels and using four bits (i.e., m=4)
provides sixteen (2* =16 ) discarding priority levels (i.c., including discarding priority
level “0”, which is assigned to non-discardable files). In other words, processor 320 sets
the value of the m uppermost bits to 0 if the marked file is non-discardable or to a value
between 1 and2™ —1 if the marked file is discardable. The discarding priority level
indicates the priority at which the marked file can or should be discarded from the storage
device. For example, depending on the implementation, the value “1” may denote a file
that is either discardable with the lowest priority or with the highest priority, and the value
“2" —1” may respectively denote a file that is either discardable with the highest priority or
with the lowest priority.

[0071] Processor 320 may assign the discarding priority levels to marked files
according to an anticipated usage of the files, as explained above in connection with the
likelihood or probability that an unsolicited file is going to be used by the user of the

storage device. Processor 320 may update the discarding priority level of the marked file
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with, or responsive to receiving, each request to store a new file in the storage device.
Processor 320 may update the discarding priority level of a given marked file
independently from one or more new requests to store a file in the storage device. For
example, a file that was previously of a high priority may have its priority lowered after a
certain time interval. Processor 320 deletes a file that is stored in the storage device if the
file has associated with it a discarding priority level that equals or is greater than a
predetermined discarding threshold value. Processor 320 may (re)set the discarding
threshold value based on the number of file writes or additions, or depending on the
anticipated use of free storage space on the storage device or availability of new publisher
files.

[0072] Memory unit 310 may hold an assignment table 340 that contains discarding
priority levels that processor 320 assigns to files stored in the storage device. In addition,
assignment table 340 may hold files’ identifiers and information that associates files with
the discarding priority levels assigned to the files. Assignment table 340 may additionally
hold a discarding threshold value. The information held in assignment table 340 allows
processor 320 to identify which discardable file or files can be removed from the storage
device in order to restore the desired storage usage safety margin.

[0073] Responsive to receiving a request to store a new file in the storage device
processor 320 evaluates the size of a free storage space (f) on the storage device and stores
the new file in the storage device if the evaluated size of the free storage space on the
storage device is larger than a predetermined size or, if it is not larger than the
predetermined size, processor 320 searches for one or more discardable files within the
storage device that can be deleted and, upon finding such file or files, processor 320 deletes
that file or files to extend the current free storage space (f) such that the total size of the
extended free storage space equals or is larger than the predetermined size. The discardable
file or files can be deleted from the storage device if the discarding priority level associated
with the discardable files equals or is greater than a predetermined discarding threshold
value (for example between 1 and 15 inclusive, for example 15).

[0074] After the free storage space is extended enough processor 320 permits the

new file to be stored in the extended free storage space. By “free storage space is extended
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enough” is meant expanding the free storage space by freeing one occupied storage space
after another until the total free storage space can accommodate the new file without
narrowing the desired storage usage safety margin mentioned above or, equivalently, until
the total size of the extended free storage space equals or is greater than a predetermined
size or until all discardable files are removed.

[0075] Processor 320 can be a standard off-the-shelf System-on-Chip (“SoC”)
device or a System-in-Package (“SiP”) device or general purpose processing unit with
specialized software that, when executed, performs the steps, operations and evaluations
described herein. Alternatively, processor 320 can be an Application-Specific Integrated
Circuit (“ASIC”) that implements the steps, operations and evaluations described herein by
using hardware.

[0076] Fig. 4 is a method for storing discardable files according to one example
embodiment. Fig. 4 will be described in association with Fig. 1. At step 410 host 140
receives a request to store file 142 in storage device 100. At step 420 storage allocator 144
marks the file as “discardable” or as “non-discardable” and sends, at step 430, the marked
file to storage controller 120 of storage device 100 (i.c., for storage in storage area 110) if
free storage space 190 is sufficiently large. A file is marked also in the sense that a
discarding priority level is assigned to the file. At step 440 storage allocator 144 manages
storage area 110 (through communication with storage controller 120) or files that are
stored in storage area 110 based on the marked file and, optionally, based on one or more
files that have already been marked.

[0077] Fig. 5 is a method for managing the storage of discardable files in a storage
device according to one example embodiment. Fig. 5 will be described in association with
Fig. 1. A new file is candidate for storage in storage device 100. Knowing the current
image of file system 160 of storage device 100, storage allocator 144 evaluates, at step 510,
the current size “f” of free storage space 190 to see whether free storage space 190, whose
current size is f, can accommodate the new file (i.e., the file that is candidate for storage).
In general, the way storage allocator 144 handles the new file depends on whether the new
file is a user file or a publisher file. Therefore, storage allocator 144 determines first

whether the new file is a user file or a publisher file.
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The new file is a user file

[0078] At step 520 storage allocator 144 checks whether free storage space 190 can
accommodate the new user file. If free storage space 190 can accommodate the new user
file (shown as “Y” at step 520), storage allocator 144 stores, at step 560, the new user file
in free storage space 190 regardless of whether the desired storage usage safety margin is
narrowed by storing the new user file or not. If the desired storage usage safety margin gets
narrower (i.e., relative to the desired storage usage safety margin) after storage allocator
144 stores the new user file in free storage space 190, storage allocator 144 takes no further
actions with respect to the storage of the new user file.

[0079] If, however, the desired storage usage safety margin gets narrower after
storage allocator 144 stores the new user file in free storage space 190, step 550 includes an
additional step where storage allocator 144 determines which stored discardable file should
be deleted first, which discardable file should be deleted second, and so on, in order to
maintain the desired storage usage safety margin. Storage allocator 144 determines which
discardable file should be deleted first, which should be deleted second, etc. based on
discarding levels that storage allocator 144 assigned to the stored discardable files.

[0080] If storage allocator 144 determines at step 520 that free storage space 190
cannot accommodate the new user file (shown as “N” at step 520), storage allocator 144
determines, at step 530, whether free storage space 190 and the storage space consumed by
discardable files, when combined, is sufficient for storing the new user file. If the
combined storage space is insufficient (shown as “N” at step 530), this means that no
matter how many discardable will be deleted the new user file cannot be stored in the “non-
user” storage area due to its larger size. If the combined storage space is sufficient (shown
as “Y” at step 530), storage allocator 144 searches, at step 540, among stored discardable
files which discardable file can be deleted in order to free sufficient storage space for the
new user file. Storage allocator 144 searches for these discardable files by using the file
system of storage device 100 because, as explained above, storage allocator 144 marks files
as non-discardable or as discardable in the file system of the storage device. In addition, the

discarding levels assigned by storage allocator 144 to marked files are also embedded into

18



WO 2012/024129 PCT/US2011/047270

the storage device’s file system such that each discarding level is associated with the
corresponding marked file.

[0081] Upon finding a discardable file (“DF”’) that should be discarded first (that
file is called hereinafter “DF1”), storage allocator 144 deletes file DF1 in order to add, or to
return, its storage space (that storage space is called hereinafter “SP1”) to storage space
190.

[0082] Then, at step 550 storage allocator 144 checks whether the extended free
storage space 190 (i.e., free storage space 190 plus the last returned storage space, or
f+SP1) can accommodate the new user file. If the extended free storage space 190 (i.e.,
f+SP1) still cannot accommodate the new user file (shown as “N” at step 550) storage
allocator 144 iteratively repeats step 550 (the iterations are shown at 555) in order to return
an additional storage space to free storage space 190 (i.e., by finding and deleting the next
discardable file that should be deleted).

[0083] Upon finding the next discardable file with the second highest discarding
priority (the next discardable file is called hereinafter “DF2”), storage allocator 144 deletes
file DF2 in order to free and add additional storage space (the additional storage space is
called hereinafter “SP2”) to free storage space 190. Then, at step 550 storage allocator 144
checks again whether the extended free storage space 190 (i.e., free storage space 190 plus
the two last freed storage spaces, or f+SP1+SP2) can accommodate the new file. If the
extended free storage space 190 (i.e., f+SP1+SP2) still cannot accommodate the new file
(shown as “N” at step 540), storage allocator 144 repeats step 540 one more time in order
to find the next discardable file that should be deleted. Storage allocator 144 iterates steps
540 and 550 until the accumulated free storage space 190 can accommodate the new user
file (shown as “Y” at step 550). Then, at step 560 storage allocator 144 stores the new user
file in storage area 110.

[0084] As said above, if the actual storage usage safety margin gets narrower than
the desired storage usage safety margin after storage allocator 144 stores the new user file
in free storage space 190, step 560 may include an additional step in which storage

allocator 144 determines which stored discardable file should be deleted first, which
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discardable file should be deleted second, etc., in order to restore the desired storage usage
safety margin.

The new file is a publisher file

[0085] If the new file is a publisher file, storage allocator 144 stores (at step 560)
the new publisher file in storage area 110 only if free storage space 190 can accommodate
the new publisher file without narrowing the desired storage usage safety margin. That is, if
storing the new publisher file would result in narrowing the desired storage usage safety
margin storage allocator 144 may decide not to store the new publisher file in storage area
110. In such a case, storage allocator 144 may refrain from taking any action with respect
to that file, and delete no file from the storage device to free storage space for the new
publisher file. Alternatively, storage allocator 144 may delete at step 540 one or more
higher priority discardable files in order to free storage space for a discardable file that has
a lower discarding priority. As stated above, files are marked in, and discarding levels are
embedded into, the file system of storage device 100, and the way the files are marked and
the discarding levels embedded into the file system depends on, or can be adapted to, the
used file system.

[0086] Fig. 6 is a method for marking an unsolicited file in a FAT32-structured file
system according to one example embodiment. FAT32-structured file systems use clusters.
As described above in connection with FAT32-structured file systems, the number of bits
that are used to identify a FAT32 cluster is 32. Fig. 6 will be described in association with
Fig. 1.

[0087] At step 610 m uppermost bits of the 32 bits (where m<4) of each cluster of
the FAT32 are allocated or dedicated for marking files as non-discardable or as
discardable, as the case may be, and also for holding a corresponding discarding level for
cach discardable file. Assigning the discarding level to a file is done by setting a
corresponding value to the allocated m bits corresponding to the marked file.

[0088] At step 620 storage allocator 144 evaluates the level of likelihood at which
the user of storage device 100 will use the unsolicited file. Evaluation of the likelihood of
using the file can be implemented in various ways that are known to those skilled in the art

of consignment files. For example, the evaluation of the likelihood of using the file may be
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based on monitoring the location of the person using the storage device, and/or on
monitored user’s previous experience and preferences. Evaluation of the likelihood of
using the file may also be based, for example, on the type of content stored within the FAT
table or NTFS table (e.g., “advertisement content”, “premium content”, “promotional (free)
content”, etc.). Storage allocator 144 may use alternative or additional criteria to evaluate
the likelihood at which the file will be used. For example it may use attributes or
characteristics of file(s), which may be, or be associated with, the last accessed file(s), file
sizes, file types, etc.

[0089] After storage allocator 144 evaluates the level of likelihood at which the user
will use the unsolicited file storage allocator 144 assigns, at step 630, a discarding priority
level corresponding to the evaluated likelihood level of usage of the unsolicited file. The
more likely the unsolicited file is going to be used by the user of storage device 100 the
lower is the discarding level.

[0090] If m equals four bits, this means that the discarding scale provides 15
discarding levels from 1 (i.e., 0001) to 15 (i.e., 1111). That is, discarding level 0 will be
assigned to every non-discardable file, discarding level 1 will be assigned to a discardable
file with the lowest discarding priority, and discarding level 15 will be assigned to a
discardable file with the highest discarding priority. After storage allocator 144 assigns a
corresponding discarding level to the unsolicited file, storage allocator 144 sets, at step
640, a corresponding value between 1 and 15 to the four uppermost bits of the clusters
associated with the unsolicited file. If the unsolicited file has associated it two or more
clusters, the four uppermost bits in each cluster is set to the same value.

[0091] At step 650 it is checked whether the unsolicited file is the last file that needs
to be evaluated. If the unsolicited file is not the last file that needs to be evaluated (shown
as “N” at step 650) another file is evaluated in the way described above. If the unsolicited
file is the last file that needs to be evaluated (shown as “Y™ at step 650) the unsolicited
file(s) is(are) sent to storage device with the m bits for each whose value was set at step
640.

[0092] Fig. 7 is an exemplary directory table 700 associated with a FAT32 table.
Directory table 700 is only a partial table used for illustration and as such, table 700 does
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not show all the fields of a FAT directory entry. Directory area 700 holds particulars of
files that are stored in a related file system, such as the files names, files size, and where in
a related storage space each file begins. The particulars of the files are held in the following
fields. Field 710 holds the Disk Operating System (“DOS”) filenames of the files stored in
the related file system, field 720 holds the extension of the files, field 730 holds various
attributed of the files, field 740 holds the high 16-bitword of the First Cluster Number
(“FCN”) of the files, field 750 holds the low part of the First Cluster Number (“FCN”) of
the files, and field 760 holds the size of the files. Each FCN number indicates the first
logical cluster where a file may be found. .

[0093] The first entry of directory area 700 holds information for an exemplary file
called “REALFILE” (shown at 770). REALFILE 770 has a file extension “DAT”, its FCN
is “0000 0002 (shown at 755), and its size is “0000 24E4”. Numbers in table 700 are
shown in hexadecimal values. As part of the standard, attribute values “00” (shown at 780)
and “20” (not shown in Fig. 7) refer to a “regular” file, whereas attribute value “02” refers
to a file that is hidden in the file system. Filename “‘xE5Consign” indicates a deleted file,
where “\xE5” means that the value of the first byte of the filename is E5 in hex. By way of
example, FCN number 0000 0002 (shown at 755) designates the first cluster of file
REALFILE.

[0094] Fig. 8 is an exemplary partial FAT32 table 800 according to an example
embodiment. FAT32 table 800 is shown as a double-word (“DWORD?”) array, and the
values are hexadecimal values. Reference numeral 810 designates the type of device
holding FAT32 table 800, where “F8” refers to a hard drive. FAT32 table 800 includes 23
clusters that are designated as cluster #1 (shown at 820), cluster #2 (shown at 825),..., and
cluster #23 (shown at 830). Fig. 8 will be described in association with Fig. 7. A cluster in
FAT32 table 800 may be the first cluster of a file, or it may point to the next linked cluster
of the file, or it may be an End-of-File (“EOF”) indication.

[0095] Referring again to directory area 700, the first FCN of file REALFILE
(shown at 770) is “0000 0002 (shown at 755), which points at cluster #2 in table 800 of
Fig. 8. As shown in Fig. 8 the value of cluster #2 (i.c., the value “000 0003”") points (shown

at 840) at cluster #3, which is the next file’s cluster. Likewise, the value of cluster #3 (i.e.,
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“0000 0004™) points at cluster #4, which is the next file’s cluster. Cluster #4 has the value
“OFFF FFFF” (“F” is the hexadecimal digit that represents the decimal value “15”), where
“FFF FFFF” (shown at 850) denotes the file’s EOF indication, and the zero value (shown at
860) denotes discarding level 0. File REALFILE, therefore, has associated with it three
clusters (i.c., cluster #2, cluster #3, and cluster #4).

[0096] As explained above, a discarding level 0 is assigned to non-discardable files.
It is noted that the most significant hexadecimal digit of each cluster of a particular file is
set to the same discarding priority level that is assigned to that file. For example, file
REALFILE has been assigned a discarding level “0” and, therefore, each of the most
significant hexadecimal digits of clusters #2, #3, and #4 has that value (i.c., value “0”, the
“0” values are underlined). According to another example, the file “E5 Consign™ whose
FCN is “0000 0005 (as shown in Fig. 7) has been assigned a discarding priority level “1”.
Therefore, the most significant hexadecimal digit of each of clusters #5 through 12, which
pertain to that file, has the value “1” (for example as shown at 870). In other words,
according to the present disclosure the most significant hexadecimal digit (or, equivalently,
the four uppermost bits of the clusters associated with a particular discardable file are set to
the same value corresponding to the discarding priority level assigned to the particular file.
As explained above the number m of the uppermost bits used for indicating the discarding
priority level may differ from four (i.e., m <4).

[0097] Fig. 9 is an exemplary partial NTFS table 900 according to an example
embodiment. NTFS table 900 holds particulars of files such as the file names, the file sizes,
etc. NTFS table 900 includes a data field 910 to hold “regular” data (e.g., data 920) for files
that change according to “normal” data flow. According to the present disclosure, NTFS
table 900 also includes a “Discarding Information™ field 915 for holding, discarding
information (e.g., discarding information 930) for each evaluated file. Discarding
information field 915 may also include information other than the discarding priority level.
For example, discarding information field 915 may include information pertaining to the
server that supplied the file and an expiration time after which the file must be discarded.
Unlike FAT-based file systems, in NTFS-based file systems the discarding values assigned

to discardable files are not limited to a maximum number that is dictated by a set of bits.
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This means that the range of discarding values can be chosen liberally. For example,
discarding values can range from 1 to 25. NTFS is an exemplary non-FAT file system. In
general, corresponding discarding values may be set to a data field in a non-FAT based file
system entries corresponding to marked files.

[0098] Fig. 10 is a logical arrangement of file system 1000 of a storage device
according to an example embodiment. A storage allocator (e.g., storage allocator 144 of
Fig. 1) may either hold file system 1000 of the storage device with which it operates or an
image of file system 1000, or the storage allocator may have an access to file system 1000.
[0099] File system 1000 includes a boot section 1010, a FAT 1020 associated with
file system 1000, directory tables 1030, a file area 1040, and a discardable files area 1050.
FAT 1020 includes a discardable files allocations area 1025 that contains the discarding
priority levels of discardable files. Directory tables 1030 include access information for
accessing whatever files (i.e., discardable files and/or non-discardable files) are stored in
the storage device. Files areca 1040 contains the non-discardable files. Index and database
area 1045 holds indexes for the discardable files and also metadata that is related to the
discardable files. The indexes and metadata held in Index and database area 1045 are used
to calculate the discarding levels but they are not required during the actual discarding
process. Discardable files area 1050 holds the discardable files.

[00100] Fig. 11 demonstrates the files management method according to the present
disclosure. Fig. 11 will be described in association with Fig. 1. It is assumed that at time TO
two user files (i.e., files “F1” and “F2”) are initially stored in storage area 110. Because
files “F1” and “F2” are user files they are stored in user area 170 and the discarding level
assigned to them by storage allocator 144 is zero. Because the total storage capacity of
storage area 110 is T (shown at 1110) and files F1 and F2 are stored in storage device 100,
the size of the remaining free storage space 190 (see Fig. 1) is f (shown at 1120). It is
assumed that a publisher wants to store three unsolicited files in storage area 110. As
described above, storage allocator 144 evaluates the size of free storage space 190 (or f at
1120) in storage device 100 in order to determine whether storing the publisher’s three
unsolicited files in storage area 110 will not narrow a desired storage usage safety margin

(shown at 1130) that is reserved for future user’s files. If storing publisher’s three
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unsolicited files would narrow storage usage safety margin 1130 (i.e., the desired storage
usage safety margin) storage allocator 144 will refrain from storing these files.

[00101] In this example, storage allocator 144 determines that the publisher’s three
unsolicited files can be stored in storage area 110 without reducing storage usage safety
margin 1130. Therefore, at time T1 storage allocator 144 permits storage controller 120 to
store the publisher’s three unsolicited files in storage area 110. The three publisher’s
unsolicited files are designated as “P1”, “P2”, and “P3”. Storage allocator 144 also
determines the probability that files P1, P2, and P3 will be used by the user of storage
device 100 and assigns a corresponding discarding level to each of these file. Storage
allocator 144 then stores the discarding levels assigned to the files in the FAT table, as
demonstrated in Fig. 8, or in the NTFS table, as demonstrated in Fig. 9.

[00102] At time T2 the user of storage device 100 wants to store in storage area 110
two more files (i.e., files “F3” and “F4”). Storage allocator 144 reevaluates the size of free
storage space 190 (or fat 1120) in storage device 100 in order to determine whether there
is sufficient storage space in storage area 110 to store the additional files (i.e., files F3 and
F4). In this example storage allocator 144 determines that the currently free storage space
can accommodate files F3 and F4. Therefore, at time T2 storage allocator 144 permits
storage controller 120 to store files F3 and F4 in storage area 110.

[00103] Because files F3 and F4 are user files the probability that files F3 and F4 will
be used by the user of storage device 100 is irrelevant because user files have storage
priority over publisher files regardless of how many times, if at all, the user is going to use
files F3 and F4. Accordingly, storage allocator 144 assigns a discarding level “0” to files
F3 and F4 and stores the assigned discarding level in the FAT table, as demonstrated in
Fig. 8, or in the NTFS table, as demonstrated in Fig. 9.

[00104] At time T3 the user of storage device 100 wants to store in storage area 110
another file (i.e., file “F5”). Storage allocator 144 reevaluates the size of free storage space
190 (or f at 1120) in storage device 100 in order to determine whether there is sufficient
storage space in storage area 110 to store the additional file (i.e., file F5).

[00105] In this example, storage allocator 144 determines that the currently free

storage space can accommodate file F5. Therefore, at time T3 storage allocator 144 permits
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storage controller 120 to store file F5 in storage area 110. As shown in Fig. 11, storing user
file F5 narrows the storage usage safety margin. That is, the free storage space f in storage
area 110 that remains after files F1 through F5 and P1 through P3 are stored in storage area
110 is smaller than storage usage safety margin 1130. Therefore, storage allocator 144
reinstates or restores the storage usage safety margin by removing one of the publisher’s
files (i.e., P1, P2, and P3). A storage usage safety margin is reinstated or restored by
removing (i.e., deleting) one or more publisher files because, as explained above, user files
have ultimate storage priority.

[00106] As described above, the decision which publisher file or publisher files
should be removed from the storage area 110 is made by storage allocator 144 based on the
discarding priority level that storage allocator 144 assigned to each stored discardable file.
[00107] Turning back to Fig. 11, it is assumed that among the stored publisher files
P1 through P3 publisher file P3 was assigned the highest discarding priority level (e.g., 13).
Therefore, at time T4 file P3 is removed from storage area 110, thus enlarging the free
storage space 190. Because the size of free storage space 190 (or fat 1120) at time T4 is
larger than storage usage safety margin 1130, there is no need to remove any more
publisher files.

[00108] The user of storage device 100 may want to remove one or more user files.
At time T35 the user removed two of his files (i.c., files F4 and F5), thus further enlarging
free storage space 190. The removal of files F4 and F5 has nothing to do with the size of
free storage space 190 or the storage usage safety margin because, as stated herein,
regaining free storage space or restoring the storage usage safety margin is done by
removing as many discardable files as necessary. It is assumed that a publisher wants to
store another unsolicited file in storage area 110. As described above, storage allocator 144
evaluates the size of free storage space 190 (or f at 1120) in order to determine whether
storing the publisher’s unsolicited file in storage area 110 will not narrow storage usage
safety margin 1130. If storing the publisher’s the new unsolicited file will narrow storage
usage safety margin 1130 storage allocator 144 will refrain from storing that file.

[00109] In this example storage allocator 144 determines that the publisher’s new

unsolicited file (i.e., file “P4”) can be stored in storage area 110 without reducing storage
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usage safety margin 1130. Therefore, at time T6 storage allocator 144 permits storage
controller 120 to store the publisher’s file P4 in storage area 110. Storage allocator 144 also
determines the probability that file P4 will be used by the user of storage device 100 and
assigns a corresponding discarding level to this file. Storage allocator 144 then stores the
discarding level assigned to file P4 in the FAT table, as demonstrated in Fig. 8, or in the
NTES table, as demonstrated in Fig. 9. The process of storing new publisher’s files and
new user files and removing stored files may continue while each time a new file is to be
added to storage area 110 storage allocator 144 evaluates the current size of free storage
space 190 and determines which publisher file or files (if at all) has/have to be removed
from storage area 110.

[00110] Assigning a discarding level to a discardable file may be based on user
experience or preferences, on Global Positioning System (“GPS”) location of the user,
and/or on other criteria. For example, if the user of the storage device seems (based on
previous user experience) to like certain types of music, the storage allocator may assign a
relatively low discarding priority level (e.g., 3 in a scale of 1 to 15) to a publisher’s file if
that file contains music that is one of the user’s favorite types of music. However, if the
publisher’s music is disliked by the user (i.c., based on previous user experience), the
storage allocator may assign to the related publisher’s file a higher discarding priority level
(e.g., 12 in a scale of 1 to 15). The criteria used to assign a discarding level to a discardable
file may include anticipated usage of the file, anticipated revenue associated with using the
file, the file’s type, the file’s size, the file’s location in the storage device, the file’s age,
and other criteria or parameter as specified herein. Other criteria, whether alone or in
combination with any of the criteria mentioned herein, may likewise be used, and the
assignment of discarding levels may be done using one or more criterions. In addition,
different criteria may be used to assign a discarding level to different discardable files.
[00111] In another example, if a publisher wants to send to a user a location-
dependent advertisement (i.e., an advertisement relating to a product or service rendered
within a specific locality), the storage allocator may assign a discarding priority level to the
publisher’s advertisement that changes according to the user’s changing location. That is,

the farther the user gets from a particular location, the higher the discarding level would be,
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because by getting away from the specific locality it can be assumed that the user is not
interested in consuming the product or service rendered at the specific locality.

[00112] As described above, cluster chains for discardable files are recorded in a
FAT with a flag identifying a file associated with a FAT32 entry as a discardable file.
Typically, the flag is in the four most significant bits of each FAT32 entry. Because cluster
chains may be allocated to a discardable file but do not have a non-discardable file
associated with them, it is possible that a utility such as chkdsk or fsck.vfat will turn a
discardable files into non-discardable files, also known as “real” files, thereby reducing the
security of the file system 160. Additionally, there is a risk that some FAT recovery
utilities will reset the discardable-file flags in the FAT32 entries. FAT32 file system
checking and repair utilities often step through a file system and apply rules in order to fix
common errors. Generally, these utilities may look for cluster chains in a FAT that have no
corresponding entry in the First Cluster Number (FCN) column within the directory tables.
The utilities treat cluster allocations in the FAT that do not have any directory or file
entries as unaccounted data fragments (also known as orphan clusters) and the utilities may
delete these orphan clusters or create a corresponding file entry in a directory table.
Because the discardable file system described herein may make use of what would
otherwise be considered an orphan cluster, the utilities may improperly turn a discardable
file into a non-discardable file or remove the discardable file entirely.

[00113] To address these problems, in some implementations, the storage allocator
144 may associate a discardable file with a cluster chain in a primary FAT, where the
cluster chain hides a physical location of the discardable file, and the storage allocator 144
stores the physical location of the file in a discardable FAT, a database, or one or more
location files. Typically, the discardable FAT, database, or one or more location files are
not visible to the primary FAT, and in some implementations, an attribute associated with
the discardable FAT, database, or one or more location files may be enabled that prevents a
host operating system from accessing the discardable FAT, database, or one or more
location files.

[00114] As noted before, each entry in a FAT32 is 32 bits, but only the lower 28 bits

are used. Typically, the upper four bits are reserved and are set to zero. (Compliant
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implementations of FAT32 are required to ignore the upper four bits if set on allocated
clusters, and to set the upper four bits to zero when writing new FAT entries.) Discardable
files are distinguished from non-discardable files by a flag within the upper four bits of the
FAT entries of each cluster chain that is associated with the file. Standard FAT32 drivers
will see discardable files as allocated space and will not write over them. However, a
storage allocator 144 may periodically perform operations, such as those described above
with respect to Fig. 5, in order to maintain free space allocations in the storage device 110
and may recover the space allocated to discardable files.

[00115] By utilizing a primary FAT and at least one of a discardable FAT, a
database, and one or more location files, the primary FAT may be extended. When the
extended primary FAT is used in conjunction with a branch in file allocation table lookup
logic, such that if the upper four bits of a FAT entry are nonzero, information in the
discardable FAT, database, or one or more location files reflecting a physical location of
the discardable file is used in place of the FAT entry in the primary FAT. Due to the
information in the discardable FAT, database, or one or more location files overriding a
value in the FAT entry of the primary FAT, utilities such as chkdsk and fsck.vfat will not
turn discardable files into non-discardable files because the utilities will see the clusters of
the discardable file as associated with directory or file entries in the discardable FAT,
database or one or more location files. Also, FAT recovery utilities will not reset the flags
in FAT32 entries indicating that a file is a discardable file because utilities such as chkdsk
and fsck.vfat see the clusters associated with the discardable files as associated with
directory or file entries in the discardable FAT, database, or one or more location files
rather than as free space.

[00116] When the file system 160 utilizes a primary FAT 1200 and a discardable
FAT 1201, to store a file that has been marked as a discardable file, the storage allocator
144 updates the primary FAT 1200 as shown in Fig. 12a to associate a cluster chain 1202
allocated to a discardable file with the file. Generally, the cluster chain 1202 may be the
same size as, or larger than, the discardable file associated with the cluster chain 1202. In
some implementations, the cluster chain 1202 masks a physical location of the discardable

file in the primary FAT. Typically, as described above with respect to Figs. 7 and 8, each
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cluster in the cluster chain starting in entry 1204 points to the next sequential cluster of the
cluster chain 1202 until a value such as 1FFF FFFF, as shown in entry 1206, indicates an
end to the cluster chain 1202. However, in other implementations, each cluster of the
cluster chain may have a value such as 1FFF FFFF indicating that the cluster is an
individually allocated cluster rather than pointing to a next sequential cluster of a cluster
chain.

[00117] The first entry 1204 of the cluster chain 1202 points to a corresponding entry
1208 in the discardable FAT 1201, as shown in Fig. 12b. As described above with respect
to Figs. 7 and 8, for each file, each cluster in the cluster chain 1202 within the discardable
FAT 1201 points to a next sequential cluster of the file until a value such as 1FFF FFFF, as
shown in entry 1210, indicates the file’s EOF.

[00118] It should be appreciated that one cluster chain 1202 may be associated with
more than one file. For example, as shown in Fig. 12b, cluster chain 1202 includes a first
set of clusters from cluster #6 (element 1208) to cluster #9 (element 1210) for a first file
1212 and includes a second set of cluster from cluster #10 to cluster #11 for a second file
1214.

[00119] Additionally, it should be appreciated that a primary FAT 1200 and
corresponding discardable FAT 1201 may include more than one cluster chain. For
example, as shown in Figs. 12a and 12b, a primary FAT may include the cluster chain 1202
of cluster #6 to cluster #11 and may include a second cluster chain 1216 of cluster #20 to
cluster #22.

[00120] In other implementations, rather than using a primary FAT 1200 and a
discardable FAT 1201, a file system may utilize a primary FAT 1200 to associate one or
more files with a cluster chain, as described above, and a database or one or more separate
location files in place of the discardable FAT to store physical locations of the one or more
discardable files associated with the cluster chain. The database or location files may be
text files or binary files that are stored in the non-discardable area of the file system.
[00121] Fig. 13 is a method for managing a storage device using a primary FAT and
a discardable FAT. Fig. 13 will be described in association with Fig. 1. At step 1310, host

140 receives a request to store file 142 in storage device 100. In some implementations,
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the storage allocator 144 derives the request to store file 142 in the storage device 100
based on one or more write requests associated with the file.

[00122] At step 1320, the storage allocator 144 marks the file as “discardable” or as
“non-discardable” in a file system structure associated with the storage device 100 as
described above. At step 1320, the file is marked also in the sense that a discarding priority
level is assigned to the file.

[00123] At step 1330, when the file is a discardable file, the storage allocator 144
updates a primary FAT to associate a cluster chain that is allocated to the file with the file.
At step 1340, the storage allocator 144 updates a discardable FAT to reflect a physical
location of the file in the storage device 100. At step 1350, the storage allocator 144
manages the storage area 110 of the storage device 100 (through communication with the
storage controller 120) or manages files that are stored in the storage area 110 based on the
marked file and in accordance with the discardable FAT. The management of the storage
area is similar to that described above with respect to Fig. 5.

[00124] Fig. 14 is a method for managing a storage device using a FAT and a
database. Fig. 14 will be described in association with Fig. 1. At step 1410, host 140
receives a request to store file 142 in storage device 100. At step 1420, the storage
allocator 144 marks the file as “discardable” or as “non-discardable” in a file system
structure associated with the storage device 100 as described above. At step 1420, the file
is marked also in the sense that a discarding priority level is assigned to the file.

[00125] At step 1430, when the file is a discardable file, the storage allocator 144
updates a FAT to associate a cluster chain that is allocated to the file with the file. At step
1440, the storage allocator 144 updates a database to reflect a physical location of the file
in the storage device 100. At step 1450, the storage allocator 144 manages the storage area
110 of the storage device 100 (through communication with the storage controller 120) or
manages files that are stored in the storage area 110 based on the FAT and the database.
[00126] Fig. 15 is a method for managing a storage device using a FAT and a
location file. Fig. 15 will be described in association with Fig. 1. At step 1510, host 140
receives a request to store file 142 in storage device 100. At step 1520, the storage

allocator 144 marks the file as “discardable” or as “non-discardable” in a file system
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structure associated with the storage device 100 as described above. At step 1520, the file
is marked also in the sense that a discarding priority level is assigned to the file.

[00127] At step 1530, when the file is a discardable file, the storage allocator 144
updates a FAT to associate a cluster chain that is allocated to the file with the file. At step
1540, the storage allocator 144 updates a location file to reflect a physical location of the
file in the storage device 100. At step 1550, the storage allocator 144 manages the storage
area 110 of the storage device 100 (through communication with the storage controller
120) or manages files that are stored in the storage area 110 based on the FAT and the
location files.

[00128] In yet other implementations, to enhance security, and to prevent the file
system from being destroyed or compromised by file system integrity utilities such as
dosfsck (also known as fsck.vfat) or chkdsk, the storage allocator 144 does not allocate
clusters to cluster chains sequentially in the discardable file area to ensure that cluster
chains cannot be reconstructed without reading a discardable FAT, database, or one or
more location files which store the physical location of a discardable file. Additionally,
range files are generated in the FAT that are associated with one or more of the scrambled
clusters of the cluster chain so that utilities such as dosfsck will not turn discardable files
into non-discardable files or reset the flag in the upper bits of the file indicating that the file
is discardable. In some implementations, an attribute such as a hidden, system, directory,
or volume attribute may be enabled that is associated with a range file to prevent a host
operating system from accessing the range files.

[00129] Fig. 16 is a chart representing a FAT including a cluster chain in which an
order of two or more clusters that comprise the cluster chain have been scrambled. As
shown in Fig. 16, the clusters that comprise a cluster chain that starts at entry 1602 are not
contiguous. For example, the order of the cluster chain starting at entry 1602 is cluster
#13, cluster #9, cluster #7, cluster #18, and cluster #21. In the FAT, the value of each
cluster points to the next cluster in the cluster chain, as described above with respect to
Figs. 7 and 8.

[00130] In addition to scrambling the order of the clusters that comprise a cluster

chain associated with one or more files, one or more range files may be created in the FAT
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that comprise one or more clusters of the cluster chain that is associated with the file. In
some implementations, each range file may represent all clusters within a range of clusters
that are part of a cluster chain. Due to the association between the range files and the
clusters that comprise the cluster chain, utilities such as chkdsk or fsck.vfat will not turn
the discardable file into non-discardable files and FAT recovery utilities will not reset the
flags in a FAT32 entry indication that the file is a discardable file.

[00131] Fig. 17 is a chart illustrating one or more range files that are created in the
FAT, that ecach stores at least one cluster of the cluster chain starting at entry 1602. For
example, a first range file 1604 stores cluster #7 and cluster #9 from the cluster chain
starting at entry 1602, and a second range file 1606 stores cluster #13, cluster #18, and
cluster #21 from the cluster chain starting at entry 1602.

[00132] A range file may store clusters from more than one cluster chain. For
example, in addition to the clusters listed above from the cluster chain starting at entry
1602, the first range file 1604 may store cluster #5 and cluster #10 from the cluster chain
starting at entry 1608. Similarly, in addition to the clusters listed above from the cluster
chain starting at entry 1602, the second range file 1606 may store cluster #16, cluster #17,
and cluster #22 from the cluster chain starting at entry 1608.

[00133] Fig. 18 is a method for managing a storage device using a FAT in which an
order of two or more clusters that comprise a cluster chain is scrambled. Fig. 18 will be
described in association with Fig. 1. At step 1810, host 140 receives a request to store file
142 in storage device 100. At step 1820, the storage allocator 144 marks the file as
“discardable” or as “non-discardable” in a file system structure associated with the storage
device 100 as described above. At step 1820, the file is marked also in the sense that a
discarding priority level is assigned to the file.

[00134] At step 1830, when the file is a discardable file, the storage allocator 144
updates a FAT to associate a cluster chain that is allocated to the file with the file. At step
1840, an order of two or more clusters of the cluster chain that are associated with the file
are scrambled within the FAT based on factors such as an amount of memory within the
storage device 100, a total size of a cluster chain, a number of clusters between two

sequential clusters of a cluster chain, and/or flash memory management algorithms that
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may consider an erase block size, a physical block address of each logical address in an
allocated block, and/or wear leveling data for each page associated with a physical block
address. In some implementation the order of two or more clusters of the cluster chain are
scrambled using a pseudo-random number generator or entropic random number generator,
which provides an offset within a range for each cluster that has not been previously
allocated. In other implementations, the order of two or more clusters of the cluster chain
is scrambled using a one-way hash function that takes into account non-deterministic
values from the host system 140 and/or the storage device 100.

[00135] At step 1850, a first range file is created in the FAT that comprises at least
one cluster of the cluster chain that is associated with the first file. At step 1860, the
storage allocator 144 manages the storage area 110 of the storage device 100 (through
communication with the storage controller 120) or manages files that are stored in the
storage area 110 based on the FAT and the range files.

[00136] In yet other implementations, the file system may implement conversion
locks to ensure that a discardable file is not converted to a non-discardable file while the
discardable file is open. A discardable file may be open, for example, during a period of
time while the discardable file is being downloaded to the storage device 100 or during a
period of time before data associated with discardable file is to be released to the public,
such as when the discardable file is downloaded to the storage device 100 before a release
date associated with a movie, song, or program that is associated with the discardable file.
Generally, the conversions locks operate such that a discardable file cannot be converted to
a non-discardable file when the conversion lock is set.

[00137] Fig 19 is a method for utilizing conversion locks to prevent a conversion of a
discardable file when the discardable file is open in a file system implementing a primary
FAT and a discardable FAT. Fig. 19 will be described in association with Fig. 1. At step
1910, the storage allocator 144 receives a request to convert a discardable file to a non-
discardable file. At step 1920, the storage allocator 144 identifies a value of a conversion
lock identifier associated with the discardable file. At step 1930, the storage allocator 144
determines whether the discardable file may be converted to a non-discardable file based

on the value of the conversion lock identifier. Typically, the storage allocator 144 will
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determine that the discardable file may not be converted when the value of the conversion
lock identifier indicates that the discardable file is open and the storage allocator 144 will
determine that the discardable file may be converted when the value of the conversion lock
identifier indicates that the discardable file is not open.

[00138] If the storage allocator 144 determines at step 1930 that the discardable file
may not be converted to a non-discardable file, the storage allocator 144 prohibits the
marking of the discardable file as non-discardable at step 1940. However, if the storage
allocator 144 determines at step 1930 that the discardable file may be converted to a non-
discardable file, the storage allocator 144 proceeds to mark the file as a non-discardable file
in the file system structure associated with the storage device 100 at step 1950; update the
primary FAT to reflect a physical location of the file at step 1960; and to update the
discardable FAT to remove the physical location of the file at step 1970.

[00139] It will be appreciated that similar methods are implemented with a
conversion lock when a database or location file are used with a primary FAT in place of
the discardable FAT as described above.

[00140] In some implementations, an application may be permitted to perform
operations such as converting a discardable file to a non-discardable file, or checking a
value of a conversion lock identifier, based on an identifier associated with the application.
Typically, an application that creates or downloads a discardable file may associate a user
IDENTIFIER (ID) with the discardable file. The user ID may be an owner user ID that
identifies the application or user that created the discardable file. In some
implementations, the owner user ID is a 4-byte value.

[00141] The file system 160 provides the owner user ID the ability to define what
additional user IDs, associated with other users or applications, may access the discardable
file and what actions the additional user IDs may take with respect to the discardable file.
It will be appreciated that depending on the use of the discardable file, an additional user
ID may be associated with a single application or a single user, or the additional user ID
may be a shared user ID that is associated with multiple applications or multiple users.
[00142] In some implementations, the owner user ID may allow an application

associated with an additional user ID to access preview data associated with the discardable
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file. The preview data may be part of the discardable file where in other implementations
the preview data is distinct from, but associated with, the discardable file. In some
exemplary implementations, a discardable file may be a movie and preview data may
include a movie trailer associated with the movie; a discardable file may be a television
program and preview data may include a portion of the television program; a discardable
file may be music data and preview data may include a portion of the music data; or a
discardable file may be a software program and preview data may include a demo version
of the software program. In other exemplary implementations, preview data may be
utilized such that before a release date associated with a discardable file the discardable file
may not be accessed but the preview data associated with the discardable file may be
accessed, and then after the release date, both the discardable file and the preview data may
be accessed. In another example, the owner user ID may allow an application associated
with an additional user ID to write to a discardable file based on a user ID associated with
the discardable file.

[00143] In some implementations, the file system may provide permission bit masks
for the owner user ID to define what operations applications associated with an additional
user ID may perform with respect to a discardable file. One example of permission bit
masks for typical usage scenarios is shown in Fig. 20. However, it should be appreciated
that the owner user ID can override the permissions shown in Fig. 20 and assign any
permission to additional user IDs.

[00144] Referring to the permissions shown in Fig. 20, an application with a
properties write permission bit 2002 set may modify attributes such as enabling or
disabling a conversion lock, setting a time stamp, or writing a consumption intent universal
resource indicator (“URI”) and an application with a properties read permission bit 2004
set may read attributes such as a conversion lock, a time stamp, or a consumption intent
URI. An application with a priority permission bit 2006 set can modify a priority level of a
discardable file. An application with a preview read permission bit 2008 set can read
preview data associated with a discardable file and an application with a preview write
permission bit 2010 set can write preview data associated with a discardable file. An

application with a read permission bit 2012 set may read a discardable file and an
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application with a write permission bit 2014 set may write to a discardable file. Typically,
only an application associated with an owner user ID that is associated with a discardable
file will have these permissions. An application with a convert permission bit 2016 set can
convert a discardable file to a non-discardable file.

[00145] It is noted that the methodology disclosed herein, of marking files and
assigning to them discarding levels in associated file system, may have many useful
applications, one of which is restoring a storage usage safety margin to guarantee sufficient
storage space for user files. For example, a discarding level assigned to a file may be used
to remap file clusters to a lower-performing flash module, or to clear the clusters upon

request.

SMART CACHING FOR LARGE FILES

[00146] Further to the methods of managing data, also referred to as Smart Caching,
described above, and to the descriptions and features of Smart Caching described in
pending U.S. App. No. 12/336,089, filed Dec. 16, 2008, and in pending U.S. Provisional
App. No. 61/159,034, filed March 10, 2009, both of which are hereby incorporated by
reference, a Smart Caching technique for large discardable files is provided. This large file
Smart Caching, also referred to herein as Smart Caching HD, includes several changes and
extensions from the above disclosures. Smart Caching HD differs from Smart Caching in
its support for files larger than 4GB, by the addition of a Large File Manager that
intelligently handles the split of such files upon conversion, while maintaining their large
(>4GB) status while they are discardable. Specifically, this allows for the management and
retrieval of these files as well as their discarding as single units instead of as series of

smaller files.

Components

[00147] The Smart Caching components are described in block diagram of Fig. 21.
The Smart Caching components 2100 may be operated in conjunction with any of a
number of operating systems, such as ANDROID, WINDOWS or LINUX. Alternatively,

the Smart Caching techniques discussed herein may be implemented on a storage medium,
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such as a memory card without an operating system. The new component added for Smart
Cache HD is the Large File Manager 2102, which handles files greater in size than 4GB.

The Large File Manager is described in more detail below.

Large Discardable Files

[00148] A file system that contains discardable files is conceptually organized as
illustrated in the file system structure of Fig. 22. The file system is similar in structure to a
standard FAT32 file system as found in SD-HC (and corresponding high capacity uSD)
cards. In the Discardable Files HD implementation, discardable files are stored in a

shadow FAT.

Shadow FAT

[00149] The original two FAT tables allocate the discardable clusters using only the
OxpFFFFFFF (EOF) or 0xp00000000 (unallocated) value, indicating the priority of the file
but not its actual chain. If the most significant nibble is nonzero, the third FAT table is
consulted to determine the actual cluster chain sequence. Unlike in the original two FAT
tables, the Discardable FAT (DFAT) table may contain cluster chains that are longer than
4GB.

Directory Tables

[00150] The directory entry for a discardable file has the following elements.
Elements that may be encrypted are represented as blobs (binary large objects) in encrypted
variations of the system, which may be unified into a single blob. These ficlds are

described herein:

Type Element Name

Integer (Primary Key) | File ID

Integer Create Date/Time

Long Integer Size (this is different from the Smart Cache
implementation)
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Integer/Blob First Cluster Number

Integer/Blob Owner User ID

Integer/Blob Permission Bitmap

Integer/Blob Priority

Integer/Blob Preview Type

Integer/Blob Preview Size

Integer/Blob Preview First Cluster Number

Text Namespace

Text Filename

Blob Billing Reference

Integer/Blob Last Cluster Number

Integer/Blob Last Cluster Number

Integer Expiration Date

Byte Active

Text MIME type (this is different from the Smart Cache
implementation)

Table I: Discardable File Directory Entry

Note: Integer size is 32 bits. Long integer size is 64 bits.

Large File Manager
[00151] The Large File Manager (LFM) is a process handler implemented within

Smart Caching HD to handle files greater than 4GB. Conceptually, the LFM consists of a
file parser and a set of predefined split algorithms, as illustrated in Fig. 23. The LFM may
be implemented on a host or, if the other Smart Caching components are on the storage
device, on a storage device.

[00152] The file parser uses well-known methods of identifying files (such as those
used in the Linux file command) as well as consulting the MIME type, if it was stored in
the discardable file directory entry. The type database is a simple table of file types and
their corresponding split handlers, which are incorporated within the LFM. The illustration
shows three split handlers, although additional split handlers may be incorporated as

needed. Typically, a split handler will have interfaces for the following:
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[00153] Verifying the structure of a discardable file;
[00154] Calculating the total number of segments that the file should be split into.
(While this would typically be the size of the file divided by 4GB, file format constraints

may require additional files;

[00155] Creating headers for each segment of the file; and
[00156] Calculating the offset of each segment boundary.
[00157] The actual splitting of the file is done during conversion as described below.

Conversion Flow

[00158] The conversion flow in Smart Caching HD is shown in Fig. 24. The process
2400 begins at step 2402 with the invocation of the convert() function by an application.
The convert() function authorizes the process of conversion via a billing mechanism (as
described in the Smart Caching application) at step 2404. If the conversion is not
authorized at step 2406, a security exception results at step 2407. If the conversion is
authorized at step 2406, the next step is to lock the file system at step 2408 so that other
processes and device drivers do not modify it during the conversion process, and to allow
for a refresh of the file system after the process is complete. Following this, the cluster
chain for the file to be converted is allocated in the FAT1 and FAT2 tables of the volume at
steps 2410 and 2412, decoupling the chain from any existing placeholder file placed for
dosfsck protection purposes, and reordering the cluster chain if necessary. If the file is less
than 4GB in total length at step 2414, a directory entry for the file is created at steps 2416,
2418, 2420, and 2422, and the file system is unlocked and refreshed at step 2424, ending
the convert() flow at step 2426.

[00159] If the file is greater than 4GB in total length, the process proceeds to step
2428. Files greater than 4GB are generally HD media files, which may be divided into
segments that will be played sequentially. These segments may be linked together during
playback, providing a seamless playback experience. However, a simple split of the file
into 4GB segments may cut the file in the middle of a frame, or cause one or more of the
segments to lose metadata necessary to identify or play the file (such as file headers). Thus,

cach segment begins with a metadata header generated by the LFM, appropriate to the
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format. Some file types do not naturally divide into segments, such as documents or
executable files, and these files cannot be converted into smaller segments using this
strategy. In such files, the Large File Manager may use a compression library such as ZIP,
which supports splitting while maintaining the order of the files. The Large File Manager
uses the flow illustrated in Fig. 25 when converting files.

[00160] The process 2500 of managing files of length greater than 4GB begins at
step 2502 with a conversion request by an application. A header of the file is read at step
2504 and a determination is made if the file is of a known type at step 2506. If the file is
not of a known type, the process proceeds to step 2508 where the file is spanned into
multiple files using a generic method and the conversion process continues on the spanned
files at step 2510.

[00161] If the file is of a known type at step 2506, a determination is made at step
2512 of whether the file type supports spanning into multiple files. If the file type supports
spanning into multiple files, the file is spanned into multiple files using a method specific
to the file type at step 2514 before proceeding to step 2510. However, if the file type does
not support spanning into multiple files, the file is spanned into multiple files using a
generic method at step 2508 before proceeding to step 2510.

[00162] As an example of a method specific to a file type, the Fig. 26 depicts a
simplified view of the open source Matroska (mkv) container file format, commonly used
in high definition video streams. Matroska files typically consist of a file header (an
Extensible Binary Meta-Language (EBML) header), followed by one segment, and ending
in tags. These files may be longer than 4GB, but such large files cannot be represented
effectively in a FAT32 file system. To split these files, the segment itself is divided into
multiple files, each of which has its own EBML header and a segment header. Within the

segment header are fields that aid in linking split files, as follows:

Field Name Type Description

SegmentUID GUID (128 bit number) a unique 128 bit number
identifying a Segment.
Obviously, a file can only
be referred to by another
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Field Name Type Description

file if a SegmentUID is
present, however, playback
is possible without that

UID.

SegmentFileName Character string Filename the segment is
stored in.

PrevUID GUID The unique 128-bit GUID

of the previous segment
(the segment with a
timecode  before  the
current segment)

PrevFilename Character string The filename wherein the
previous segment resides
NextUID GUID The unique 128-bit GUID

of the next segment

NextFilename Character string The filename wherein the
next segment resides

Table 2: Segmentlnfo structure (partial)

[00163] The process of splitting a Matroska file involves allocating and creating new
MKYV files for each split segment, and attaching EBML headers and rewritten segment
headers for each segment.

[00164] The Large File Manager incorporates support for various file types such as
Matroska, in each case performing an in-place split transparently for the file type, by using
the specific split handlers for each file type. The in-place split is done without moving the
data within the file, by adding clusters to the cluster chain containing the new header
information as illustrated in Fig. 27, and then splitting the cluster chain into multiple files
by adding new directory entries for each file and assigning a FCN to each one at the
appropriate point in the chain. (The cluster number immediately preceding the FCN in the
chain will point to an EOF marker). A similar flow exists for other file types, contained
within the Large File Manager. The Large File Manager automatically detects the file type

and creates an in-place split accordingly.

42



WO 2012/024129 PCT/US2011/047270

[00165] The present application includes methods and system for managing a storage
device. In one implementation, a storage allocator that is present in a host or a storage
device receives a request to store a file in a storage area of the storage device. The storage
allocator marks the file as discardable in a file system structure associated with the storage
device and updates a primary file allocation table (“FAT”) to associate a cluster chain that
is allocated to the file with the file. The storage allocator additionally updates a discardable
FAT or a database to reflect a physical location of the file, or may generate one or more
location files that store the physical location of the file. The storage allocator then manages
the storage area device based on the FAT and a discardable FAT, database, or one more

location files indicating the physical location of the file.

CARD-BASED SMART CACHING

[00166] The above-noted embodiments of Smart Caching allow cached content, in
other words unsolicited or discardable files, to appear essentially invisible to the user, and
opportunistically replaces free space in a storage device with potentially monetizable
content. However, the above-noted embodiments involve changes to the host operating
system, including changes to the host file system (e.g., the FAT) controlled by the host
operating system. In the embodiments described below, a card-based implementation of
Smart Caching is disclosed that does not require modification of a host operating system
and thus may increase adoption by handset vendors and mobile network operators, and
simplify integration with legacy handset operating systems.

[00167] The card-based Smart Caching described below works on an “emptyfull”
principle that, similar to the software-based Smart Caching discussed above, hides cached
data (discardable files) and presents the illusion of free space to a user for the cached data.
However, unlike software based smart caching discussed above, the card-based Smart
Caching does not require any change in the host operating system. Although the term
“card” or “card-based” is used herein, the following embodiments are suitable for any of a
number of portable storage devices, including without limitation non-volatile memory

cards or USB format memory devices. Also, as used herein, the term cache refers to the
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portion of the storage device containing discardable files and free space managed by the
discardable file system.

[00168] Instead of using the host file system, card-based embodiments may internally
use only clusters for the cache (e.g. for discardable or unsolicited data) that are not
currently in use for user data. As “clusters” are a file system abstraction and storage
devices such as flash memory cards do not generally understand clusters, a cluster may be
defined as a contiguous run of logical block addresses (LBAs) of a size and alignment
defined by the partition table for the particular memory card being used. When user data is
written, the card firmware selects clusters that are not in use by the cache and uses them for
the new data. If there are insufficient free clusters in the cache, cache resizing take place
and the lowest-priority discardable files are discarded from the cache, freeing up clusters
for use by user files in the same manner as discussed above. As set out in the following
description, methods may be optimized for the constrained memory environment of a card
controller. A reserve of free clusters is always maintained to insure that write performance
is not impacted. The reserve may be set based on the write speed of the storage device and
internal performance parameters. For example, a reserve may be equal or greater than the
number of clusters that can be written in a ten-second interval.

[00169] Referring to Fig. 28, a suitable system 2800 for incorporating card-based
Smart Caching is illustrated. A host system 2802 includes a standard operating system
2804, for example one that incorporates a FAT32 file system. A data channel 2806 and a
command channel 2808 communicate with a storage device 2810 via an interface (I/F). A
controller 2812 manages the non-volatile (e.g. flash) storage area 2814 in cooperation with
a storage allocator 2816, where the controller 2812 and storage allocator 2816 are similar
to the structures described with respect to the embodiments of Figs. 2-3. The storage area
2814 may include a user area with user files, free space and discardable files. In the
embodiment of Fig. 28, unlike the embodiment of Figs. 2 and 3, the storage allocator 2816
cooperates with the controller 2812 to manage a discardable file system that is independent
of the host file system. The discardable file system is completely contained within the
storage device 2810, invisible to a user and manages the cache 2818. The cache 2818, as

noted above, includes the portion of the storage area 2814 containing discardable files and
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some or all of the free storage space. The storage controller 2812 and storage allocator
2816 may be implemented as shown in Figs. 28, and 2-3 with each having a separate
controller where the storage controller 2812 provides low-level flash management while
the storage allocator 2816 handles the card-based Smart Caching functions of marking
discardable files as discardable in, and maintaining independently of the host file system, a
discardable file system. Alternatively, the storage allocator functions of managing the
discardable file system may be executed as a function of a single storage controller within a
memory card, where the storage allocator functions may be executed on a processor of the
controller from firmware, software or hardware in the memory card.

[00170] The discardable file system may track the discardable files and free space
with a discardable file system data structure 2820 that may be stored in any of a number of
locations in the storage device 2810, such as the storage area 2814. The discardable file
system does not track user files. The discardable file system data structure 2820 may be
maintained outside the user area in flash storage not directly accessible to the host 2802.
The host file system tracks user files and free space in a host file system data structure
2822 stored in the storage device 2810. Because the host file system does not include any
discardable files, it sees any discardable files as free space. In other words the cache 2818
is believed to be free space by the host file system and is recorded as such in the host file
system data structure 2822. In one embodiment, the discardable file system data structure
2820 may be a list of logical clusters in the storage area 2814 corresponding to at least one
discardable file in the storage area 2814, where the at least one discardable file is identified
as free space in the host file system data structure. The host file system data structure 2822
may be stored in the user area of the storage area 2814. For example, if the host file system
data structure is a file allocation table according to the FAT32 file system, the host file
system data structure 2822 would generally be located at the beginning of the user area as
illustrated in Fig. 28. The discardable file system data structure 2820 and host file system
data structure 2822 are not limited to the specific locations illustrated. Any of a number of
other locations are contemplated. For example, if an ext2 file system is implemented for
one or both data structures, blocks distributed throughout the entire file system may be

dedicated to the file system data structure.
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[00171] When user data is written to the storage device 2810, the user data is written
to unused space (free clusters) and, as discussed in greater detail below, if the free storage
space seen by the host file system is actually assigned to discardable files that are being
tracked by the discardable file system of the storage device 2810, then discardable files are
discarded to make room for the user file in the same manner as disclosed in the previous
embodiments based on the priority level of the discardable file and the cache 2818 is
resized. However, the resizing of the cache 2818 to remove freed clusters only takes place
on the storage device 2810 in the discardable file system and does not change or affect the
host file system other than the host file system associating the user data with what the host
file system has always seen as free space.

[00172] When a discardable file is written to the storage device 2810, it may be
written to the storage device 2810 over the command channel 2808 if there is room in the
cache 2818. One suitable type of command set that may be used over the command
channel 2808 is an ASSD (Advanced Security SD) command set. Alternatively,
discardable files may be written to the storage device using general write commands
followed by a file based command channel (FBCC) command (proprictary for the
particular manufacturer of the storage device) where commands are encapsulated in a file
or written using standard SD WRITE commands. The file can be deleted from the host file
system data structure, such as a FAT, by the storage device 2810 and then mapped to the
discardable file system data structure 2820 so that the host 2802 sees free space and the
separately maintained discardable file system on the storage device 2810 tracks the
discardable file currently occupying this portion of “free space” seen by the host file
system.

[00173] Because the discardable file system on the storage device 2810 keeps track
of the discardable files and some or all of the free space in the storage device, the
discardable file system data structure 2820 should be able to cope with a highly variable
amount of free space in the storage device. One type of file system suitable for use as the
discardable file system is ext2 (second extension), commonly used in Linux operating
systems, which may be implemented to handle variable sizing using an inode tree. In

implementations of the discardable file system using ext2, discardable files may be
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grouped by priority type in different inodes tracking file metadata so that entire inode block
groups may be discarded at once. Another suitable file system for the discardable file
system on the storage device 2810 is FAT32. In an implementation of a FAT32 file table
as the discardable file system data structure for the discardable files, the table size is
preferably constant, with unavailable clusters marked as bad sectors. The discardable file
system implementing a FAT32 table may then be compared against the host file system
FAT, with additional mapping to translate unused LBAs to those being used in the
discardable files system FAT. As with the host file system, the discardable file system may
be implemented in any of a number of types of data structures, such as a table, linked list,
array, hash map, binary tree and so on.

[00174] Regardless of the type and structure of the discardable file system, current
information on free space in the storage device 2810 is needed by the discardable file
system. One method for a storage device 2810 to detect available free space is illustrated
in Fig. 29. Upon a trigger event, the storage device begins a free space analysis (at 2902),
where the storage device looks to the host file system for information. In embodiments
where the structure of the host file system is embodied as a file allocation table (FAT), the
storage device reads the FAT (at 2904) and then creates a record of LBA ranges of runs of
free clusters (at 2906). The controller of the storage device may identify free clusters in the
FAT by looking for entries marked “0” in the FAT. The ranges of logical block addresses
of contiguous runs of free clusters identified in the FAT by the storage device may be
recorded in a data structure, such as a list that may be stored in the storage device and
hidden from the host file system. In one implementation, only ranges of free clusters that
arc greater than N clusters are recorded, where N is a multiple of clusters equal to an erase
block size in the storage device. For example, if a cluster size is 32k and the erase block
size for the storage device is 128k, then N would equal 4. N may thus vary depending on
the configuration of the particular storage device. After the ranges of clusters are
identified, they may be marked in the discardable file system data structure as available in
the cache (at 2908).

[00175] The process of the storage device 2810 starting the free space analysis may

be triggered by any of a number of trigger events. For example, the controller 2812 of the
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storage device 2810 may simply initiate the free space analysis periodically based on time.
In other implementations, the storage device 2810 may automatically initiate the free space
analysis upon detecting that the free space in the discardable file system has fallen below a
threshold number of clusters. The threshold number of clusters may be a fixed or variable
amount. For example, the threshold number of clusters may be a predefined percentage of
free space, a percentage of the total capacity of the storage device, or a fixed number of
LBAs. Other triggers may include initiating the free space analysis every time a host write
to the host file system data structure 2822 (e.g. FAT) is detected or if a write is detected
into what was previously free space or into a cluster above a certain cluster number. These
triggers may be exclusive or used in combination.

[00176] After a time period from the end of the last free space analysis, where the
time period is denoted in FIG. 29 by dashed line 2910, a host write command for writing a
user file to the storage device 2810 is detected (at 2912). In response to the write
command, the controller 2812 of the storage device 2810 reviews the record of cluster
ranges from the last free space analysis and determines whether the LBAs associated with
the received host write command fall within the cluster ranges of free space (at 2914). If
the host write command does not identify LBAs within the cluster ranges of free space
managed by the discardable file system, then the host write may be completed without
modification of the discardable file system (at 2916).

[00177] If , however, the requested LBA of the host write command falls within
LBAs of the cluster ranges of free space managed by the discardable file system, then the
storage device 2810 determines if there are free logical clusters in the cache (at 2918).
When free logical clusters are available in the cache, the requested LBA of the user data in
the host write command is mapped to the free logical cluster (at 2920) and the write
process continues (at 2916). If there are no free logical clusters, due to the presence of a
discardable file or files associated with those logical clusters, then the storage device
resizes the cache (at 2922) by discarding the lowest priority discardable file(s) necessary to
free clusters to accommodate the user data in the same manner as described previously.
The newly freed clusters are then mapped to the requested LBA and the write process

continues (at 2920, 2916). Also, because the newly freed clusters are now mapped to a
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user file in the host file system data structure 2822, those clusters are removed from the
discardable file system data structure 2820. Although the process outlined in Fig. 29 refers
to logical clusters, the process may be implemented based on physical clusters (i.e.
contiguous runs of sectors in physical flash pages) as well such that physical clusters may
be substituted for logical clusters in the above discussion.

[00178] The free space analysis outlined in Fig. 29 at steps 2902, 2904 and 2906 is
an example of a free space analysis procedure that may be handled completely within the
storage device 2810. In other embodiments, the free space analysis method illustrated in
steps 2902, 2904 and 2906 may be replaced, augmented or combined with a host driven
version. For example, a host application 2805 may monitor when a user file is deleted and
then, via a command channel 2808, send a message to the storage device 2810 notifying
the controller 2812 that a file has been deleted. This notification via a command channel
2808 may act as a trigger for the controller 2812 of the storage device 2810 to then scan the
host file system data structure 2822 (e.g. the FAT) for free space. Utilizing a host
application trigger such as described above may reduce the overhead of the free space
analysis process as compared to the storage device-only trigger of initiating an analysis
every time activity is detected in the FAT. It should be noted that this alternative method
of notifying the storage device 2810 to initiate the free space analysis only involves an
application 2805 on the host 2802 and does not require modification to the host operating
system 2804.

[00179] Another embodiment of a host-initiated free space analysis that may be used
in conjunction with the storage device initiated methods, or the command channel
notification trigger, is the use of a TRIM command by an application 2805 on the host
2802, when the host operating system supports a TRIM command. An example of the
TRIM command is that used with SSD (solid state disk) storage devices, where the host
2802 communicates with the storage device 2810 when an LBA is not being used so that
the storage device can then delete or otherwise manipulate that LBA. A TRIM command is
included in the ATA (Advanced Technology Attachment) command specification. In the
card-based cache management embodiments disclosed above, a storage device and method

for managing the storage device have been described that do not require changes to the host
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operating system. Instead, a discardable file system data structure 2820 is maintained by
the storage device independently of the host file system data structure 2822 so that the host
file system only sees discardable files as free space and the discardable file system, as
implemented by the controller 2812 and storage allocator 2816, manages the discardable
files to insure that discardable files do not interfere with the need to store user files.
[00180] A number of methods and systems have been disclosed above and may be
implemented in numerous ways. Examples of just some of the combinations of
implementations are provided above, however these are not limiting and additional features
and combinations are contemplated.

DOWNLOAD MANAGEMENT

[00181] Further to the methods of managing data, also referred to as Smart Caching
and Smart Caching HD, described above, Smart Cache techniques for managing a
download of a discardable file to a storage arca of a storage device are provided.
Generally, a download manager, which in some implementations may be part of the storage
allocator described above, may determine whether to delay a download to a storage area of
a storage device of a discardable file based on download conditions such as a type of
network that is available to download the discardable file to the storage device, a power
condition available to the storage device, a period of time associated with a request to
download the discardable file to the storage device, and/or an amount of available storage
associated with the storage device.

[00182] For example, the download manager may determine to delay a download of
a discardable file until a wireless fidelity (WiFi) network and/or a cellular network is
available to download the discardable file. Similarly, the download manager may
determine not to delay a download of a discardable file while a storage device is coupled
with a power supply or a power level of a battery associated with a storage device is above
a predetermined level, but the download manager may determine to delay a download of a
discardable file while a battery associated with the storage device is charging and/or while
a power level of a battery associated with a storage device is below a predetermined level.
Further, the download manager may determine to delay a download of a discardable file

requested during business hours when network congestion may high until evening hours,
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such as after 8:00 p.m., when a network may not be congested, or the download manager
may determine to delay a download of a discardable file requested on a day during a work
week until a day during a weekend. The download manager may additionally delay
downloading a discardable file until an amount of available storage in the storage device
prior to storing the discardable file in the storage area of the storage device is above a
predetermined level.

[00183] Fig. 30 is a flow chart of a method for managing a download of a discardable
file to a storage area of a storage device. At step 3002, a request is received to store a file
in a storage area of a storage device, where the file is a discardable file and is associated
with data in a data structure associated with the storage device. In some implementations,
the data structure may comprise a file system structure. At step 3004, the file is marked as
a “discardable file.” In some implementations, the file system structure of the data
structure is marked to indicate that the file is a discardable file. In other implementations,
the file itself is marked to indicate that the file is a discardable file.

[00184] At step 3006, a download manager, which in some implementations may be
part of a storage allocator, determines a download condition associated with the request to
store the discardable file in the storage area of the storage device. For example, the
download manager may determine a type of network available to download the discardable
file to the storage device, a power condition available to the storage device when
downloading the discardable file to the storage device, a time of day associated with the
request to store the discardable file in the storage area of the storage device, and/or
determine an amount of available storage space in the storage device.

[00185] At step 3008, the download manager determines whether to delay a
download to the storage device of the discardable file based on the determined download
condition, and at step 3010, the download manager manages the download of the
discardable file to the storage device based on the determination of whether to delay the
download of the discardable file to the storage device. At step 3010, the download
manager may delay the download of the discardable file to the storage device until a
parameter associated with the download condition is satisfied. For example, the download

manager may delay the download of the discardable file until a WiFi network and/or a
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cellular network is available to download the discardable file to the storage device, the
download manager may delay the download of the discardable file until the storage device
is coupled with a power supply or a power level of a battery associated with the storage
device is above a predetermined level, and/or the download manager may delay the
download of the discardable file until an amount of available storage in the storage device
prior to storing the discardable file in the storage area of the storage device is above a
predetermined level.

[00186] At step 3012, a storage allocator, which may include the download manager,
manages the storage of the downloaded discardable file in the storage area of the storage
device based on the marking that the file is a discardable file, as described above.

[00187] It will be appreciated that in some implementations, one or more processors
may be configured to perform the acts described above with respect to Fig. 30 based on
instructions stored on a memory such as a computer-readable non-transitory storage
medium. The one or more processors may be located on the host, the storage device, or a
combination of both.

[00188] It is noted that the methodology disclosed herein, of marking files and
assigning to them discarding levels in associated file system, may have many useful
applications, one of which is restoring a storage usage safety margin to guarantee sufficient
storage space for user files. For example, a discarding level assigned to a file may be used
to remap file clusters to a lower-performing flash module, or to clear the clusters upon
request.

[00189] The articles "a" and "an" are used herein to refer to one or to more than one
(i.e., to at least one) of the grammatical object of the article, depending on the context. By
way of example, depending on the context, "an element" can mean one element or more
than one element. The term "including" is used herein to mean, and is used interchangeably
with, the phrase "including but not limited to”. The terms "or" and “and” are used herein to
mean, and are used interchangeably with, the term "and/or,” unless context clearly indicates
otherwise. The term "such as" is used herein to mean, and is used interchangeably, with the

phrase "such as but not limited to".
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[00190] Having thus described exemplary embodiments of the invention, it will be
apparent to those skilled in the art that modifications of the disclosed embodiments will be
within the scope of the invention. Alternative embodiments may, accordingly, include more
modules, fewer modules and/or functionally equivalent modules. The present disclosure is
relevant to various types of mass storage devices such as SD-driven flash memory cards,
flash storage devices, non-flash storage devices, “Disk-on-Key” devices that are provided
with a Universal Serial Bus (“USB”) interface, USB Flash Drives (““UFDs”), MultiMedia
Card (“MMC”), Secure Digital (“SD”’), miniSD, and microSD, and so on. Hence the scope
of the claims that follow is not limited by the disclosure herein. It is therefore intended that
the foregoing detailed description be regarded as illustrative rather than limiting, and that it
be understood that it is the following claims, including all equivalents, that are intended to

define the spirit and scope of this invention.
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CLAIMS

1. A method for managing files with a storage device, the method comprising:
in a storage device operatively coupled to a host, the storage device having a storage
area comprising user files, free space and discardable files, the storage device:
identifying a record of free clusters in a discardable file system data structure;
receiving a request from the host to store a user file in the storage area;
determining whether logical block addresses (LBAs) associated with data in the
request are in a range of logical block addresses associated with clusters in the record in
the discardable file system data structure; and
when the LBAs are in the range and there is free space available in the range:
mapping the LBAs of the user file to free clusters identified in the
discardable file system data structure; and
subsequently removing the clusters mapped to the LBAs of the user file

from the discardable file system data structure.

2. The method of claim 1, further comprising:
when the LBAs are in the range and there is no free space available in the range:
discarding at least one discardable file to create free clusters;
mapping the LBAs of the user file to free clusters created by discarding
the at least one discardable file; and
subsequently removing the clusters mapped to the LBAs of the user file

from the discardable file system data structure.
3. The method of claim 2, wherein the clusters comprise logical clusters.
4. The method of claim 2, further comprising maintaining in the storage areca of the
storage device a host file system data structure, and the discardable file system data structure

independently of the host file system data structure, the discardable file system data structure

comprising a list of clusters in the storage arca corresponding to at least one discardable file in
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the storage arca, wherein the at least one discardable file is identified as free space in the host

file system data structure.

5. The method of claim 4, wherein the discardable file system data structure

comprises one of a table, a hash map, a binary tree, an array or a list.

6. The method of claim 2, wherein discarding the at least one discardable file
comprises the storage device, independently of a host operating system, identifying a lowest

priority discardable file and discarding the identified lowest priority discardable file.

7. The method of claim 4, wherein when the LBAs are outside the range:
associating the LBAs with free physical sectors in the storage area; and

updating the host file system data structure to reflect the association.

8. The method of claim 1, further comprising the storage device detecting
currently free clusters by reading the host file system data structure to identify free clusters and
updating the discardable file system data structure to include at least a portion of the free

clusters in the storage arca.

9. The method of claim 8, wherein updating the discardable file system data
structure comprises including only free clusters in the discardable file system data structure
that are arranged in a contiguous run of at least N free clusters, where N is a multiple of

clusters equal to an crase block size in the storage device.

10. The method of claim 8, wherein the storage device initiates the step of detecting

currently free clusters in response to a trigger event.
11.  The method of claim 10, wherein the trigger event comprises the storage device

detecting that a number of free clusters included in the discardable file system data structure is

less than a threshold amount of free clusters.
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12. The method of claim 10, wherein the trigger event comprises detecting a host

write to the host file system data structure.

13.  The method of claim 10, wherein the trigger event comprises the storage device

receiving a notification signal from the host indicating that a user file has been deleted.

14. A storage device for removable connection with a host, the storage device
comprising:
a storage arca having user files, free space and discardable files; and
a controller in communication with the storage area, wherein the controller is
configured to:
identify a record of the free clusters in a discardable file system data
structure;
receive a request from the host to store a user file in the storage area;
determine whether logical block addresses (LBAs) associated with data
in the request are in a range of logical block addresses associated with clusters
in the record in the discardable file system data structure; and
when the LBAs are in the range and there is free space available in the
range:
map the LBAs of the user file to free clusters identified in the
discardable file system data structure; and
subsequently remove the clusters mapped to the LBAs of the

user file from the discardable file system data structure.

15. The storage device of claim 14, wherein the controller is further configured to,
when the LBAs are in the range and there is no free space available in the range:
discard at least one discardable file to create free clusters;
map the LBAs of the user file to free clusters created by discarding the
at least one discardable file; and
subsequently remove the clusters mapped to the LBAs of the user file

from the discardable file system data structure.
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16. The method of claim 15, wherein the clusters comprise logical clusters.

17.  The storage device of claim 15, wherein the controller is further configured to
maintain a host file system data structure, and the discardable file system data structure
independently of the host file system data structure, the discardable file system data structure
comprising a list of clusters in the storage arca corresponding to at least one discardable file in
the storage arca, wherein the at least one discardable file is identified as free space in the host

file system data structure.

18.  The storage device of claim 17, wherein the discardable file system data

structure comprises one of a table, a hash map, a binary tree, an array or a list.

19.  The storage device of claim 17, wherein the controller is configured to discard
the at least one discardable file by, independently of a host operating system, identifying a
lowest priority discardable file and discarding the identified lowest priority discardable file.

20.  The storage device of claim 17, wherein the controller is further configured to,
responsive to determining the LBAs are outside the range:
associate the LBAs with free physical sectors in the storage area; and

update the host file system data structure to reflect the association.

21.  The storage device of claim 17, wherein the controller is configured to detect
currently free clusters by reading the host file system data structure to identify free clusters and
updating the discardable file system data structure to include at least a portion of the free

clusters in the storage arca.

22. The storage device of claim 21, wherein the controller is configured to update
the discardable file system data structure by including only free clusters in the discardable file
system data structure that are arranged in a contiguous run of at least N free clusters, where N

is a multiple of clusters equal to an erase block size in the storage device.
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23. The storage device of claim 21, wherein the controller is configured to initiate

the step of detecting currently free clusters in response to a trigger event.
24, The storage device of claim 23, wherein the trigger event comprises detection
by the controller that a number of free clusters included in the discardable file system data

structure is less than a threshold amount of free clusters.

25.  The storage device of claim 23, wherein the trigger event comprises a host write

to the host file system data structure.

26. The storage device of claim 23, wherein the trigger event comprises receipt by

the controller of a notification signal from the host indicating that a user file has been deleted.
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