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(57) ABSTRACT 

A relay device requests a status notification of another relay 
device to a server device. When the relay device is notified 
that the other relay device is under a logged-out status, the 
relay device stands by. When the relay device is notified that 
the other relay device has logged in, the relay device 
transmits a connection request to the server device. The 
server device relays the connection request to the other relay 
device. A response is transmitted from the other relay device 
to the server device, and further relayed to the relay device. 
Accordingly, a TCP connection is established between the 
relay device and the other relay device. A communication 
device connected to a different network can transmit and 
receive data to and from the relay device via the other relay 
device. 
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FIG. 2 
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FIG. 3 
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FIG. 4 
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FIG. 8 
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FIG. 11 
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RELAY DEVICE AND COMMUNICATION 
SYSTEM 

BACKGROUND OF THE INVENTION 

0001 1. Field of the Invention 
0002 The present invention relates to technology for 
relaying data transmitted and received between communi 
cation devices. 
0003 2. Description of the Related Art 
0004. By using technology such as a Virtual Private 
Network (VPN) and tunneling, data transmitted from a 
terminal located inside a private network can be relayed to 
a terminal located in another private network via the Inter 
net. For example, by establishing a connection between a 
Local Area Network (LAN) of a headquarter office and a 
LAN of a branch office via the VPN, data can be relayed 
between terminals connected to different LANs via the 
Internet. 
0005 According to known technology, data is relayed 
between local systems connected via the Internet. According 
to this technology, each terminal located within a local 
system accesses a relay server on the Internet to establish a 
Transmission Control Protocol (TCP) connection, and uses 
the established TCP connection to transmit and receive data 
between the local systems. 
0006. By using the technology of the VPN and the 
tunneling, data can be transmitted and received between 
different LANs connected via the Internet. However, such 
technology provides a system which is constructed by a 
fixed setting. That is, a relay device provided on the Internet 
between the LANs carries out a fixed connection setting 
between the LANs. Therefore, there is no problem when a 
VPN connection is preferably established constantly 
between a headquarter office and a branch office of a 
company, for example. However, the above-described tech 
nology cannot support a case in which a connection is to be 
established dynamically between different private networks. 
0007. The technology such as the VPN is basically tech 
nology for establishing a connection between networks, for 
example, between a LAN and a LAN, and is not technology 
for establishing a connection between individual terminals. 
Therefore, the technology such as the VPN is technology for 
enabling communication to be carried out between networks 
in which the VPN is developed as an infrastructure, and is 
not technology for Supporting a case in which an individual 
personally demands a communication with a specific net 
work. 
0008 Meanwhile, when constructing a system in which a 
connection is established between networks in response to a 
request from individual terminals, performance of a relay 
device may decrease due to a fact that resources may 
become insufficient when a plurality of connections are 
generated according to the request from terminals. 

SUMMARY OF THE INVENTION 

0009. In order to overcome the problems described 
above, preferred embodiments of the present invention pro 
vide a system in which relaying of data between networks 
connected via the Internet can be set dynamically. 
0010 Preferred embodiments of the present invention 
also provide a system in which relaying of data between 
networks connected via the Internet can be set dynamically 
according to a request of each terminal. 
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0011. According to an aspect of the present invention, a 
relay device can carry out communication with a first 
communication device, and includes a relay unit and a 
holding unit. The relay unit relays data received from the 
first communication device to another relay device. The 
holding unit inquires a status of the other relay device to a 
server device. When the other relay device is capable of 
accepting a connection, the holding unit carries out a con 
nection request to the other relay device, dynamically estab 
lishes a relay connection with the other relay device, and 
holds the established relay connection. The other relay 
device can carry out communication with a second commu 
nication device. The relay device relays the data received 
from the first communication device to the other relay 
device to further relay the data to the second communication 
device. 
0012. The holding unit also establishes relay connections 
with a plurality of relay devices, and the relay unit uses the 
plurality of the relay connections to relay the data to the 
plurality of the relay devices. 
0013 The holding unit can separately disconnect the 
relay connections held with the plurality of the relay devices. 
0014. According to another aspect of the present inven 
tion, a communication system for relaying data between 
terminals includes a first relay device that can carry out 
communication with a first communication device, a server 
device, and a second relay device that can carry out com 
munication with a second communication device. The first 
relay device includes a holding unit. When the holding unit 
inquires a status of the second relay device to the server 
device and the second relay device is capable of accepting 
a connection, the holding unit carries out a connection 
request to the second relay device, dynamically establishes 
a relay connection with the second relay device, and holds 
the established relay connection. The first relay device relays 
data received from the first communication device to the 
second relay device, and the second relay device further 
relays the data to the second communication device. 
0015 The first communication device and the second 
communication device are respectively provided in different 
private networks. Accordingly, a connection request for a 
TCP connection cannot be carried out to the first commu 
nication device and the second communication device from 
an external network. 
0016. According to another aspect of the present inven 
tion, a relay device can carry out communication with a first 
communication device. The relay device includes an accept 
ing unit and a holding unit. The accepting unit accepts a 
relay transmission instruction designating another relay 
device from the first communication device. The holding 
unit inquires a status of the other relay device to the server 
device. When the other relay device is capable of accepting 
a connection, the holding unit carries out a connection 
request to the other relay device, dynamically establishes a 
relay connection with the other relay device, and holds the 
established relay connection. The other relay device can 
carry out communication with a second communication 
device. The relay device relays data received from the first 
communication device to the other relay device, and the 
other relay device further relays the data to the second 
communication device. 
0017. When the other relay device is incapable of accept 
ing a connection, the holding unit notifies such a connection 
impossible state to the first communication device. When the 
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holding unit receives a notification from the server device 
that the other relay device has become capable of accepting 
a connection, the holding unit notifies a connection possible 
state to the first communication device. 

0018. Only data, which has the first communication 
device as a transmitter or a transmission destination, is 
relayed over the relay connection held by the holding unit. 
0019. According to another aspect of the present inven 

tion, a communication system for relaying data between 
terminals includes a first relay device that can carry out 
communication with a first communication device, a server 
device, and a second relay device that can carry out com 
munication with a second communication device. The first 
relay device includes an accepting unit and a holding unit. 
The accepting unit accepts a relay instruction of data des 
ignating the second relay device from the first communica 
tion device. The holding unit inquires a status of the second 
relay device to the server device. When the second relay 
device is capable of accepting a connection, the holding unit 
carries out a connection request to the second relay device, 
dynamically establishes a relay connection with the second 
relay device, and holds the established relay connection. The 
first relay device relays data received from the first com 
munication device to the second relay device so that the 
second relay device can further relay the data to the second 
communication device. 

0020. The first communication device and the second 
communication device are respectively provided in different 
private networks. A connection request for a TCP connection 
cannot be carried out to the first communication device and 
the second communication device from an external network. 
0021. According to another aspect of the present inven 
tion a relay device can carry out communication with a first 
communication device. The relay device includes an accept 
ing unit and a holding unit. The accepting unit accepts a 
relay transmission instruction designating another relay 
device from the first communication device. When a relay 
connection has not been established yet with the other relay 
device, the holding unit inquires a status of the other relay 
device to the server device. When the other relay device is 
capable of accepting a connection, the holding unit dynami 
cally establishes a relay connection with the other relay 
device, and holds the established relay connection. When a 
relay connection is already established with the other relay 
device, the holding unit sets such relay connection to be 
shared with the first communication device. The other relay 
device can carry out communication with the second com 
munication device. The relay device relays data received 
from the first communication device to the other relay 
device, and the other relay device further relays the data to 
the second communication device. 
0022. When receiving a notification from the first com 
munication device to terminate the relay transmission to the 
other relay device, if the other communication device is 
carrying out a relay transmission to the other relay device, 
the relay connection established between the relay device 
and the other relay device is maintained. When none of the 
communication devices is carrying out a relay transmission 
to the other relay device, the holding unit disconnects the 
relay connection held with the other relay device. 
0023. According to another aspect of the present inven 

tion, a communication system for relaying data between 
terminals includes a first relay device that can carry out 
communication with a first communication device, a server 
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device, and a second relay device that can carry out com 
munication with the second communication device. The first 
relay device includes an accepting unit and a holding unit. 
The accepting unit accepts a relay transmission instruction 
of data designating the second relay device from the first 
communication device. When a relay connection is yet to be 
established with the second relay device, the holding unit 
inquires a status of the second relay device to the server 
device. When the second relay device is capable of accept 
ing a connection, the holding unit dynamically establishes a 
relay connection with the second relay device and holds the 
established relay connection. When a relay connection is 
already established with the second relay device, the holding 
unit sets such relay connection to be shared with the first 
communication device. The first relay device relays data 
received from the first communication device to the second 
relay device, and the second relay device further relays the 
data to the second communication device. 

0024. The first communication device and the second 
communication device are respectively provided in different 
private networks. A connection request for a TCP connection 
cannot be carried out to the first communication device and 
the second communication device from an external network. 

0025. The relay device of the present invention inquires 
a status of another relay device to the server device. When 
the other relay device is capable of accepting a connection, 
the relay device carries out a connection request, and estab 
lishes and holds a relay connection with the other relay 
device. Therefore, a communication device, which can carry 
out communication with the relay device, can carry out 
communication via the private network with a communica 
tion device, which can carry out communication with the 
other relay device. 
0026. The relay device of the present invention can 
establish a relay connection with a plurality of relay devices, 
and hold the established relay connections. Therefore, when 
communication devices to which communication is to be 
carried out belong to different networks, a plurality of 
connections can be generated independently. 
0027. The relay device of the present invention can 
independently disconnect each of the relay connections 
being held with a plurality of the relay devices. Therefore, 
the relay device of the present invention can maintain only 
the connections that are necessary for communication, and 
resources can be utilized efficiently. 
0028. The relay device of the present invention accepts a 
relay transmission instruction designating the other relay 
device from the first communication device, and inquires a 
status of the other relay device to the server device. When 
the other relay device is capable of accepting a connection, 
the relay device dynamically establishes a relay connection 
with the other relay device and holds the established relay 
connection. Therefore, by carrying out a request designating 
a relay destination to the relay device of the present inven 
tion, a communication device, which can carry out commu 
nication with the relay device of the present invention, can 
carry out communication with a communication device, 
which can carry out communication with the other relay 
device. Since a connection is established between the relay 
devices according to a request from the communication 
device, a network of a communication destination can be 
selected and a connection can be established more dynami 
cally. 
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0029 When receiving a notification from the server 
device that the other relay device has become capable of 
accepting a connection, the relay device notifies a connec 
tion possible state to the first communication device. 
Accordingly, at a point of time when a preparation is 
completed at the relay destination, a relay transmission can 
be started immediately. 
0030. Only the data having the first communication 
device as a transmitter or a transmission destination is 
relayed over the relay connection held by the holding unit. 
Therefore, a terminal, which has carried out a connection 
request to the relay device, can exclusively use the estab 
lished connection. 
0031. The relay device of the present invention accepts a 
relay transmission instruction designating another relay 
device from the first communication device. When a relay 
connection is already established between the relay device 
of the present invention and the other relay device, the relay 
device of the present invention sets the first communication 
device to share the already established relay connection. 
Therefore, by carrying out a request designating a relay 
destination to the relay device of the present invention, a 
communication device, which can carry out communication 
with the relay device of the present invention, can carry out 
communication with a communication device, which can 
carry out communication with the other relay device. When 
a relay connection is already established between the relay 
device of the present invention and the designated relay 
device, the already established relay connection is shared. 
Therefore, processing load for establishing a connection can 
be reduced, and resources can be saved. 
0032. When receiving a notification from the first com 
munication device to terminate the relay transmission to the 
other relay device, if the other communication device is 
carrying out a relay transmission to the other relay device, 
the relay connection established with the other relay device 
is maintained. Accordingly, an end of communication of one 
communication device does not influence a communication 
of another communication device. A communication device 
sharing the relay connection can use the relay connection 
until the communication of the communication device itself 
is completed. 
0033. Other features, elements, processes, steps, charac 

teristics and advantages of the present invention will become 
more apparent from the following detailed description of 
preferred embodiments of the present invention with refer 
ence to the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0034 FIG. 1 illustrates a configuration of a communica 
tion system according to a first preferred embodiment of the 
present invention. 
0035 FIG. 2 illustrates a registration example of a relay 
device database. 
0036 FIG. 3 is a flowchart illustrating a processing 
carried out in the communication system according to the 
first preferred embodiment of the present invention. 
0037 FIG. 4 is a flowchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
0038 FIG. 5 is a flowchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
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0039 FIG. 6 illustrates an imaginary state in which a 
plurality of relay connections are established. 
0040 FIG. 7 illustrates a configuration of a communica 
tion system according to a second preferred embodiment of 
the present invention. 
0041 FIG. 8 illustrates a registration example of a relay 
connection database. 
0042 FIG. 9 is a flowchart illustrating a processing 
carried out in the communication system according to the 
second preferred embodiment of the present invention. 
0043 FIG. 10 is a flowchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
0044 FIG. 11 is a flowchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
0045 FIG. 12 illustrates a registration example of a relay 
connection database. 
0046 FIG. 13 is a flowchart illustrating a processing 
carried out in a communication system according to a third 
preferred embodiment of the present invention. 
0047 FIG. 14 is a flowchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
0048 FIG. 15 is a flowchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

First Preferred Embodiment 

0049 Preferred embodiments of the present invention 
will be described with reference to the accompanying draw 
ings. FIG. 1 illustrates a configuration of a communication 
system according to a first preferred embodiment. In the 
communication system of the first preferred embodiment, 
two Local Area Networks (LANs) 10 and 20 are connected 
via a Wide Area Network (WAN) 30. For example, the 
LANs 10 and 20 are an in-house LAN of a company, and the 
WAN 30 is a public network such as the Internet. That is, 
two different private LANs 10 and 20 are connected via a 
public network such as the Internet. 
0050. As illustrated in FIG. 1, two communication 
devices 11 and 12 and a relay device 15 are connected in the 
LAN 10. The LAN 10 is connected to the WAN 30 via a 
gateway (GW) 16. Two communication devices 21 and 22 
and a relay device 25 are connected in the LAN 20. The 
LAN 20 is connected to the WAN 30 via a gateway 26. 
0051. The communication devices 11 and 12 are termi 
nals such as personal computers, and include a network 
function. Specifically, each of the communication devices 11 
and 12 includes a Transmission Control Protocol/Internet 
Protocol (TCP/IP), and uses the TCP/IP to carry out com 
munication with the relay device 15 and other computers or 
the like connected to the LAN 10. In the same manner, each 
of the communication devices 21 and 22 includes a TCP/IP. 
and uses the TCP/IP to carry out communication with the 
relay device 25 and other computers or the like connected to 
the LAN 20. The relay devices 15 and 25 and the gateways 
16 and 26 can also carry out communication by the TCP/IP. 
0052. A server device 35 is connected to the WAN 30. As 
described above, the WAN 30 is a public network such as the 
Internet. Therefore, a terminal connected to the LAN 10, the 
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LAN 20, or the WAN 30 can establish a TCP connection by 
designating a global IP address of the server device 35. 
0053 A private IP address is assigned to the communi 
cation devices 11 and 12 and the relay device 15 connected 
to the LAN 10 and the communication devices 21 and 22 
and the relay device 25 connected to the LAN 20. The 
gateways 16 and 26 function as a firewall, and a connection 
cannot be established directly from an external network by 
designating a terminal located inside of the network. There 
fore, a terminal or the like connected to the WAN 30 has 
restrictions when carrying out a TCP connection request to 
the relay device 15 or 25. In the first preferred embodiment, 
since the server device 35 functions as a Session Initiation 
Protocol (SIP) server (a proxy server and a registered server 
of the SIP) as to be described hereinafter, the gateways 16 
and 26 are set such that communication designating a 
specific port corresponding to the relay servers 15 and 25 
can be carried out to the gateways 16 and 26, respectively. 
0054 FIG. 2 illustrates a registration example of a relay 
device database 351 managed by the server device 35. In the 
example illustrated in FIG. 2, three relay devices A, B, and 
C are registered. The relay devices A, B, and C are device 
names that are assigned to the relay device 15 or the relay 
device 25, for example. Flags of a Uniform Resource 
Locator (URL), an IP address, and a login status are set for 
each of the relay devices A, B, and C. 
0055 An IP address of each of the relay devices regis 
tered in the relay device database 351 is not an IP address in 
a private network, but is a global IP address converted by a 
gateway by a function Such as a Network Address Transla 
tion (NAT) or an IP masquerade. For example, the relay 
device 15 is assigned with a private address in the LAN 10. 
When the relay device 15 accesses the server device 35, the 
IP address assigned to the relay device 15 is converted into 
a global IP address by the gateway 16. 
0056. Each of the relay devices A through C establishes 
a connection with the server device 35, and logs into the 
server device 35. A “status' field of the relay device database 
351 stores information indicating whether each of the relay 
devices A through C is currently under a logged-in status or 
a logged-out status with respect to the server device 35. 
When each of the relay devices is under a logged-in status, 
the server device 35 determines that a TCP connection is 
prepared to be established between the logged-in relay 
devices. In other words, a status in which the relay device is 
logged in the server device 35 indicates a status in which the 
relay device is capable of accepting a TCP connection 
request transmitted from another terminal. 
0057 With reference to FIG.3 through FIG. 5, a descrip 
tion will be made of a flow of a communication processing 
in the above-described communication system. FIG. 3 illus 
trates a flow of the processing of the entire communication 
system including the relay devices 15 and 25 and the server 
device 35. Further, in the following description, a Session 
Initiation Protocol (SIP) is used for communication between 
the relay device 15 and the server device 35, and between the 
relay device 25 and the server device 35. However, other 
protocols may also be used. 
0058. Each of the relay devices 15 and 25 transmits a 
“REGISTER request message” of the SIP to the server 
device 35 at initialization or periodically to notify position 
information (for example, an IP address, and/or a port 
number) of the relay device to the server device 35. The 
server device 35 manages the relay device database 351 
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illustrated in FIG. 2 according to the notified position 
information. The server device 35 can carry out communi 
cation with each of the relay devices over the gateway 
according to the position information. In FIG. 3., under an 
initial state, the relay device 15 and the relay device 25 are 
logged in the server device 35. First, the relay device 25 
notifies logout status information to the server device 35 
(step S101), and the server device 35 responds to the 
notification (step S102). The server device 35 executes a 
logout processing of the relay device 25, and updates the 
“status' field of the relay device 25 in the relay device 
database 351 to “logout”. 
0059 Under this state, when the relay device 15 carries 
out a notification request of the status information to the 
server device 35 (step S103), the server device 35 carries out 
a response (step S104), and notifies that the relay device 25 
is logged-out (step S105). The relay device 15 responds to 
this notification (step S106). 
0060 Next, the relay device 25 notifies login status 
information to the server device 35 (step S107), and the 
server device 35 responds to the notification (step S108). 
The server device 35 executes the login processing of the 
relay device 25, and updates the “status' field of the relay 
device database 351 to “login’. Furthermore, the server 
device 35 notifies the relay device 15 that the relay device 
25 has logged in (step S109). The relay device 15 responds 
to this notification (step S110). 
0061. When the relay device 15 receives a notification 
that the relay device 25 has logged in, the relay device 15 
transmits a connection request for the relay device 25 to the 
server device 35 (step S111). As illustrated in FIG. 3, this 
connection request is an “INVITE request message' of the 
SIP, and includes TCP connection information in a body 
portion following a blank line. In the illustrated example, the 
connection request includes an IP address (200.1.1.1) and a 
TCP port number (6109) or the like of the relay device 15 
(transmitter). The server device 35 relays the connection 
request to the relay device 25 (step S112). The relay device 
25, which has received the connection request, transmits a 
response to the server device 35 to permit a connection (step 
S113). As illustrated in FIG. 3, this response is “200 OK 
response message' of the SIP, and includes TCP connection 
information in a body portion following a blank line. In the 
illustrated example, the response includes an IP address 
(200.2.2.2) and a TCP port number (7109) or the like of the 
relay device 25 (transmitter). The server device 35 relays the 
response to the relay device 15 (step S114). As described 
above, the relay device 15 and the relay device 25 use the 
INVITE request and the OK response of the SIP to exchange 
TCP connection information, and carry out a negotiation for 
establishing a TCP connection. When the relay device 15 
receives the response, the relay device 15 transmits a TCP 
connection request to the relay device 25 (step S115). 
Accordingly, a TCP connection is established between the 
relay device 15 and the relay device 25. 
0062. The above-described processing is executed by a 
network administrator of the LAN 10 or the LAN 20, for 
example. That is, in order to prepare such that a connection 
with another LAN can be carried out dynamically, a relay 
device in a network is logged into the server device 35 by the 
network administrator as illustrated at step S107. Accord 
ingly, a preparation is completed for receiving a TCP con 
nection request from another relay device. When the net 
work administrator wishes to carry out a connection with 
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another LAN, the network administrator accesses the server 
device 35, and acquires status of a destination relay device. 
When the network administrator learns that the destination 
relay device is under a logged-in status, the network admin 
istrator transmits a connection request to the server device 
35. 

0063. That is, in the present preferred embodiment, the 
relay device 15 transmits an INVITE request of the SIP via 
the server device 35 to establish a TCP connection (media 
session) for relaying. In other words, since a relay channel 
as a media session is generated by a call control protocol, a 
relay communication channel can be established dynami 
cally. 
0064. When a TCP connection is established between the 
relay device 15 and the relay device 25 as described above, 
the relay device 15 and the relay device 25 hold the 
established TCP connection. When the relay device 15 
receives data from the communication device 11, 12 or the 
like to be transmitted to the communication device 21, 22 or 
the like, the relay device 15 relays the received data to the 
relay device 25 (step S116). The relay device 25 further 
relays the relayed data to the communication device 21, 22 
or the like. Data transmitted from the communication device 
21, 22 or the like is also relayed to the communication 
device 11, 12, or the like via the relay device 25 and the relay 
device 15 (step S117). 
0065. Further, in order to carry out communication 
between the LAN 10 and the LAN 20 via the WAN 30, each 
of the relay devices 15 and 25 manages a list of device 
names of communication devices connected to each of the 
LANs 10 and 20, respectively. When a TCP connection is 
established between the relay device 15 and the relay device 
25, the relay device 15 and the relay device 25 exchange the 
list. When carrying out communication between a commu 
nication device connected to the LAN 10 and a communi 
cation device connected to the LAN 20, a device name of a 
relay device of a LAN of a transmission destination and a 
device name of a communication device of the transmission 
destination are designated. That is, since a unique device 
name (registered in the relay device database 351) is 
assigned to a relay device using Such a communication 
system, by designating both the device name of the relay 
device and the device name of the communication device, 
the communication device of the transmission destination 
can be identified uniquely. For example, a name such as 
“communication device name(a)relay device name may be 
used. Each relay device knows an association between a 
communication device name and an IP address for a com 
munication device connected to the LAN to which the relay 
device itself is also connected. Therefore, the relay device 
can relay data to a communication device designated by 
“communication device name(a)relay device name'. 
0066. When transmission and reception of data between 
the communication devices end and the connection estab 
lished between the relay device 15 and the relay device 25 
becomes unnecessary, the network administrator discon 
nects the connection. First, the relay device 15 transmits a 
disconnection request for the relay device 25 to the server 
device 35 (step S118). The server device 35 relays the 
disconnection request to the relay device 25 (step S119). A 
response from the relay device 25 is transmitted to the server 
device 35 (step S120), and relayed to the relay device 15 
(step S121). 
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0067 FIG. 4 is a flowchart focusing on a processing 
carried out by the relay device 15 in the processing described 
with reference to FIG. 3. First, the relay device 15 transmits 
a starting request for starting a relay connection to the server 
device 35 (step S201). The relay-device 25 is designated as 
the relay destination in the starting request. When a fact that 
the relay device 25 of the relay destination is logged out 
becomes apparent from the response from the server device 
35 (step S202: NO), the relay device 15 stands by until 
receiving a login notification (step S203). When receiving a 
login notification (step S203: YES), the process proceeds 
onto step S204. 
0068. When a determination is made at step S202 that the 
relay device 25 of the relay destination is logged in, the relay 
device 15 generates TCP connection information (step 
S204), and transmits a connection request (step S205). Then, 
the relay device 15 stands by for a response from the relay 
device 25 (step S206). When receiving a response (step 
S206: YES), the relay device 15 analyzes the TCP connec 
tion information included in the received response (step 
S207). That is, the relay device 15 acquires port number 
information or the like included in the response transmitted 
from the relay device 25. Then, the relay device 15 carries 
out a TCP connection with the relay device 25 (step S208). 
0069. Under a state in which a TCP connection is estab 
lished and held, when the communication device 11 or the 
like transmits relay data (step S209: YES), the relay device 
15 relays the data to the communication device 21 or the like 
(step S210). When the relay device 15 receives relay data to 
be relayed to the communication device 11 or the like (step 
S211: YES), the relay device 15 relays the data to the 
communication device 11 or the like of the relay destination 
(step S212). When the relay device 15 receives a discon 
nection request from the relay device 25 (step S213: YES), 
the relay device 15 transmits a response (step S214) and 
disconnects the TCP connection (step S215). 
0070. When a disconnection request is carried out by a 
network administrator of the LAN 10 (step S216: YES), the 
relay device 15 transmits a disconnection request to the relay 
device 25 (step S217). When the relay device 15 receives a 
response (step S218: YES), the relay device 15 disconnects 
the TCP connection (step S219). 
0071 FIG. 5 is a flowchart focusing on a processing 
carried out by the relay device 25 in the processing described 
with reference to FIG. 3. First, a network administrator of 
the LAN 20 determines whether or not to prepare for 
establishing a connection with another LAN. When prepar 
ing for establishing a connection with another LAN, an 
operation is performed for validating a relay function of the 
relay device 25. When the relay function is validated (step 
S301: YES), the relay device 25 transmits a login command 
to the server device 35 (step S302). Then, the relay device 
25 receives a response from the server device 35 (step 
S303), and a processing for validating the relay function is 
completed. 
(0072. As described above, when the relay device 25 of 
the relay destination is under a logged-in status, that is, when 
the relay device 25 is capable of accepting a connection, the 
relay device 15 dynamically establishes a TCP connection 
with the relay device 25. Accordingly, data can be transmit 
ted and received via the WAN 30 such as the Internet. For 
example, in case of a headquarter office and a branch office 
of a company where traffic constantly generates stably, 
LANs may be connected fixedly by using the conventionally 
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used VPN. Meanwhile, when carrying out data communi 
cation by establishing connections with different networks 
via the WAN 30 under any timing, the communication 
system of the present preferred embodiment can be used. 
0073. According to the communication system of the 
present preferred embodiment, when a connection environ 
ment (an IP address and/or a port number) of the relay device 
of the other party is changed, the relay device carries out a 
negotiation first (steps S111 through S114). Therefore, a 
connection for relaying data can be established reliably. 
0074 The relay devices 15 and 25 of the present pre 
ferred embodiment can establish a TCP connection with a 
plurality of relay devices. For example, as illustrated in FIG. 
6, the relay device 15 can establish a separate TCP connec 
tion with each of three relay devices 25, 45 and 55. A method 
for establishing a TCP connection with the relay devices 45 
and 55 is the same as the processing carried out with respect 
to the relay device 25. Each of the relay devices 15 and 25 
or the like establishes a TCP connection with a plurality of 
relay devices, and relays data to the plurality of the relay 
devices. In an example illustrated in FIG. 6, the relay device 
15 relays data transmitted from a certain communication 
device to the relay device 45, and relays data transmitted 
from another communication device to the relay device 55. 
0075. A method for disconnecting the TCP connection 
established with each of the relay devices 45 and 55 is also 
the same as the processing carried out with respect to the 
relay device 25. That is, a TCP connection can be established 
independently with each of the plurality of the relay devices 
25, 45, and 55, and the TCP connection can be disconnected 
independently. 
0076 Conventionally, in the VPN or the like, when a 
plurality of LANs are connected, the plurality of the LANs 
are connected as one VPN. Meanwhile, according to the 
communication system of the present preferred embodi 
ment, a connection is established independently with just a 
relay device to which a communication is to be carried out, 
and a connection established with a relay device to which a 
communication is no longer necessary to be carried out can 
be disconnected independently. Therefore, efficient commu 
nication system can be constituted without consuming 
unnecessary resources. 

Second Preferred Embodiment 

0077. Next, a second preferred embodiment of the 
present invention will be described. In the first preferred 
embodiment, a connection is established dynamically 
between relay devices according to an instruction from a 
network administrator. In the second preferred embodiment, 
a connection is established between relay devices according 
to a designation from a communication device. Specifically, 
in the first preferred embodiment, by predicting a status of 
communication to be generated between the communication 
devices, a network administrator carries out an operation for 
establishing or disconnecting a connection between the relay 
devices. Meanwhile, in the second preferred embodiment, a 
control is carried out to establish or disconnect a connection 
between the relay devices more dynamically according to a 
communication processing that generates from a communi 
cation device. In the following description, a description that 
is the same as the first preferred embodiment will be 
omitted. 
0078 FIG. 7 illustrates an example of a configuration of 
a communication system according to the second preferred 
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embodiment of the present invention. In FIG. 7, a LAN 40 
is added to the system configuration illustrated in FIG. 1. 
The basic system configuration illustrated in FIG. 7 is the 
same as the first preferred embodiment. A communication 
device 41 and a relay device 45 are connected to the LAN 
40, and the LAN 40 is connected to a WAN 30 via a gateway 
46. 

(0079. The relay devices 15, 25, and 45 include relay 
connection databases 151, 251, and 451, respectively. FIG. 
8 illustrates an example of registration of the relay connec 
tion database 151 stored in the relay device 15. 
0080. The relay connection database 151 is a database for 
managing a TCP connection currently established by the 
relay device 15. A “client” field stores a setting of a device 
name of a communication device that has requested a 
connection to be established with a relay device (hereinafter 
referred to as a “requesting communication device'). For 
example, “ClientX” and “ClientY” in FIG. 8 are a device 
name assigned to the communication device 11, 21 or the 
like. “Relay destination URL and “IP address' fields store 
a setting of a URL and an IP address of a relay device of a 
relay destination, respectively. “Connection number field 
stores a setting of a port number of a generated TCP 
connection. “Generated time' field stores a setting of time 
when a TCP connection has been established. 

I0081. In the present preferred embodiment, according to 
a designation from the requesting communication device, a 
TCP connection is established with a relay device of a 
communication destination. However, a device that can use 
Such a TCP connection for carrying out communication is 
only the requesting communication device. That is, as illus 
trated in FIG. 8, one-to-one relation is established for a 
communication device and a TCP connection. 

I0082. The contents of the relay connection databases 251 
and 451 are the same as the relay connection databases 151 
illustrated in FIG.8. The relay connection databases 251 and 
451 include registration of a status of a TCP connection 
currently established by the relay devices 25 and 45, respec 
tively. 
I0083) Next, with reference to FIG. 9 through FIG. 11, a 
description will be made of a flow of a communication 
processing carried out in the above-described communica 
tion system. FIG. 9 illustrates a flow of the processing of the 
entire communication system including the communication 
devices 11 and 12, the relay devices 15 and 25, and the 
server device 35. Further, in the following description, a 
description will be made of an example in which the SIP is 
used for the communication between the relay devices 15 
and the server device 35 and between the server device 35 
and the relay device 25. However, other protocols may also 
be used. 

I0084. In the same manner as in the first preferred embodi 
ment, each of the relay devices 15 and 25 transmits a 
“REGISTER request message” of the SIP to the server 
device 35 at initialization or periodically to notify position 
information (for example, an IP address and/or a port 
number) of the relay device to the server device 35. In FIG. 
9, under an initial state, the relay device 15 and the relay 
device 25 are logged in the server device 35. First, the relay 
device 25 notifies logout status information to the server 
device 35 (step S401), and the server device 35 responds to 
the notified logout status information (step S402). The server 
device 35 executes a logout processing of the relay device 
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25, and updates the “status' field of the relay device 25 in 
the relay device database 351 to “logout. 
0085 Under this state, the communication device 11 
transmits a relay transmission request of data and a status 
confirmation request, which designate the relay device 25, to 
the relay device 15 (step S403). When the relay device 15 
carries out a notification request of the status information to 
the server device 35 (step S404), the server device 35 carries 
out a response (step S405) and notifies the relay device 15 
that the relay device 25 is logged out (step S406). The relay 
device 15 responds to the notification (step S407). Further 
more, the relay device 15 notifies the communication device 
11 that the relay device 25 is a logged out (step S408). 
Accordingly, the communication device 11 stands by until 
the relay device 25 logs in. 
I0086) Next, the relay device 25 notifies login status 
information to the server device 35 (step S409), and the 
server device 35 responds to the notified login status infor 
mation (step S410). The server device 35 executes a login 
processing of the relay device 25, and updates the “status’ 
field of the relay device database 351 to “login. The server 
device 35 also notifies the relay device 15 that the relay 
device 25 has logged in (step S411). The relay device 15 
responds to the notification (step S412). Furthermore, the 
relay device 15 notifies the communication device 11 that 
the relay device 25 has logged in (step S413). 
0087. When the communication device 11, which has 
been on Standby, receives the notification carried out at Step 
S413, the communication device 11 carries out a relay 
transmission request again designating the relay device 25 
(step S414). Further, in the second preferred embodiment, 
the communication device 11 is provided to standby until 
receiving a notification that the relay device 25 has logged 
in. However, as another preferred embodiment, without 
standing by for Such a notification, the communication 
device 11 may periodically transmit a relay transmission 
request to the relay device 15. 
I0088. When the relay device 15 receives the relay trans 
mission request from the communication device 11, the 
relay device 15 transmits a connection request for the relay 
device 25 to the server device 35 (step S415). As described 
in the first preferred embodiment, the connection request is 
an “INVITE request message” of the SIP, and includes TCP 
connection information. The server device 35 relays the 
connection request to the relay device 25 (step S416). When 
receiving the connection request, the relay device 25 trans 
mits a response to the server device 25 to permit a connec 
tion (step S417). As described in the first preferred embodi 
ment, the response is “200 OK response message' of the SIP, 
and includes TCP connection information. The server device 
35 relays the response to the relay device 15 (step S418). 
The relay device 15 and the relay device 25 exchange the 
TCP connection information as described above. When 
receiving the response, the relay device 15 transmits a TCP 
connection request to the relay device 25 (step S419). 
Accordingly, a TCP connection is established between the 
relay device 15 and the relay device 25. 
0089. The above-described processing is carried out 
dynamically, for example, when a communication process 
ing from the communication device 11 to the communica 
tion device 21 generates. That is, the relay devices are not 
connected fixedly, but a connection is carried out when 
traffic generates. However, in order to prepare for a connec 
tion request from a relay device of another end, a network 
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administrator is required to be prepared by logging a relay 
device within a network into the server device 35 as illus 
trated at step S409. 
0090. In the present preferred embodiment, the relay 
device 15 receives an instruction from the communication 
device 11, and the relay device 15 transmits an INVITE 
request of the SIP via the server device 35 to establish a relay 
TCP connection (media session). That is, at a point of time 
when a connection request from a communication device 
generates, since a relay channel as a media session is 
generated by a call control protocol, a relay communication 
channel can be established dynamically. 
0091. When a TCP connection is established between the 
relay device 15 and the relay device 25 as described above, 
the relay device 15 and the relay device 25 hold the 
established TCP connection. When the communication 
device 11 transmits data addressed to the communication 
device 21, 22 or the like (step S421), the relay device 15 
relays the data to the relay device 25 (step S422). The relay 
device 25 further relays the relayed data to the communi 
cation device 21, 22 or the like. The data transmitted from 
the communication device 21, 22 or the like is relayed to the 
relay device 15 via the relay device 25 in the same manner 
(step S423) and relayed further to the communication device 
11 via the relay device 15 (step S424). 
0092. When a relay transmission using the relay device 
25 is completed, the communication device 11 transmits a 
disconnection instruction to the relay device 15 (step S425). 
The relay device 15 transmits a disconnection request for the 
relay device 25 to the server device 35 (step S426). The 
server device 35 relays the received disconnection request to 
the relay device 25 (step S427). A response from the relay 
device 25 is transmitted to the server device 35 (step S428) 
and relayed to the relay device 15 (step S429). Accordingly, 
the TCP connection between the relay device 15 and the 
relay device 25 is disconnected, and the relay device 15 
notifies the communication device 11 that the TCP connec 
tion has been disconnected (step S430). 
0093 Under such a state, when another communication 
device 12 carries out a relay transmission request designat 
ing the relay device 25 again (step S431), a connection 
request is transmitted from the relay device 15 to the server 
device 35 (step S432). At this point of time, when the relay 
device 25 is under a logged-out status, the server device 35 
notifies the logged-out status (step S433), and the commu 
nication device 12 is notified that the relay device 25 is 
under a logged-out status. In the same manner as the 
processing carried out by the communication device 11, 
when the relay device 25 logs in, the communication device 
12 carries out a relay transmission request to the relay device 
25 again. Accordingly, a TCP connection is established 
between the relay device 15 and the relay device 25. 
0094 FIG. 10 is a flowchart focusing on a processing 
carried out by the relay device 15 in the processing described 
with reference to FIG. 9. First, the relay device 15 confirms 
whether or not a relay instruction from the communication 
device 11, 12 or the like is generated (step S501). When a 
relay instruction is generated (step S501: YES), the relay 
device 15 confirms whether or not a status monitoring 
instruction is generated (step S502). When the status moni 
toring instruction is generated, the relay device 15 checks 
whether or not the relay device of the relay destination is 
logged in (step S503). When the relay device 15 confirms 
that the relay device of the relay destination is logged out 



US 2007/0233844 A1 

(step S503: NO), the relay device 15 stands by until receiv 
ing a login notification (step S504). 
0095. When receiving a notification from the server 
device 35 indicating that the relay device of the relay 
destination has logged in (stepS504: YES), the relay device 
15 notifies the requesting communication device that the 
relay destination has logged in (step S505). Then, the relay 
device 15 stands by until receiving a relay instruction from 
the communication device 11, 12 or the like again (step 
S506). When the relay device 15 receives a relay instruction, 
the process proceeds onto step S508. When a determination 
is made at step S503 that the relay device of the relay 
destination is logged in, the process proceeds immediately 
onto step S508. When a status monitoring instruction is not 
included in the request from the communication device (step 
S502: NO), if the relay destination is logged in (step S507: 
YES), the process proceeds onto step S508. If the relay 
destination is not logged in, the process returns to step S502 
and the processing is repeated. That is, when a status 
monitoring instruction has been received from a requesting 
communication device, the relay device 15 monitors the 
relay device of the relay destination until the relay device of 
the relay destination logs in. When receiving a notification 
that the relay device of the relay destination has logged in, 
the relay device 15 notifies such information also to the 
requesting communication device. 
0096) Next, the relay device 15 generates TCP connec 
tion information (step S508) and transmits a connection 
request (step S509). The relay device 15 stands by until 
receiving a response from the relay device 25 (step S510). 
When not receiving a response (step S510: NO), the relay 
device 15 carries out an error notification to the requesting 
communication device (step S511). The process returns to 
step S501 and the processing is repeated. When receiving a 
response (step S510: YES), the relay device 15 analyzes the 
TCP connection information included in the received 
response (step S512). That is, the relay device 15 acquires 
port number information or the like included in the response 
transmitted from the relay device 25. Then, the relay device 
15 carries out a TCP connection to the relay device 25 (step 
S513). The relay device 15 notifies the requesting commu 
nication device that a connection has been established with 
the relay destination (step S514). Then, the relay device 15 
registers information of the newly established TCP connec 
tion in the relay connection database 151 (step S515). 
0097. Under a state in which the TCP connection is 
established and held, in the flowchart of FIG. 11, when relay 
data is transmitted from the communication device 11 or the 
like (step S516: YES), the relay device 15 relays the data to 
the communication device 21 or the like (step S517). When 
receiving relay data to be relayed to the communication 
device 11 or the like (step S518: YES), the relay device 15 
relays the data to the communication device 11 or the like of 
the relay destination (step S519). When receiving a discon 
nection request from the relay device 25 (step S520: YES), 
the relay device 15 transmits a response (step S521) and 
disconnects the TCP connection (step S522). When a dis 
connection request is carried out by the requesting commu 
nication device (step S523: YES), the relay device 15 
transmits a disconnection request to the relay device 25 of 
the relay destination (step S524). When receiving a response 
(step S525: YES), the relay device 15 disconnects the TCP 
connection (step S526). Then, the relay device 15 notifies 
the requesting communication device that a connection with 
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the relay destination has been disconnected (step S527), and 
the information of the TCP connection registered in the relay 
connection database 151 is deleted (step S528). 
0098. As described above, according to the second pre 
ferred embodiment, when a relay instruction from a com 
munication device generates, a TCP connection is estab 
lished dynamically with the relay device of the relay 
destination, and communication can be carried out between 
private networks. Unlike the conventional VPN or the like 
that is fixedly set, when a request of communication gen 
erates, a connection necessary for Such communication is 
established. Therefore, resources can be utilized efficiently. 
0099. According to the second preferred embodiment, 
when a communication connection is established according 
to a request from a certain communication device, only Such 
a requesting communication device is permitted to use the 
established communication connection. For example, when 
a request of communication generates from the communi 
cation device 11 to the communication device 21, a TCP 
connection is established between the relay device 15 and 
the relay device 25 according to the request. The established 
TCP connection is used only for the communication between 
the communication device 11 and the communication device 
21. In other words, the relay device 15 and the relay device 
25 use the TCP connection just for relaying the data trans 
mitted and received between the communication device 11 
and the communication device 21. Therefore, a connection 
established according to a request from a certain communi 
cation device is used exclusively by Such a communication 
device. 
0100. In the example illustrated in FIG. 7, under a state 
in which a connection is established between the relay 
device 15 and the relay device 25 according to a request 
from the communication device 11, Suppose that a connec 
tion is established further between the relay device 15 and 
the relay device 45 according to a request from the com 
munication device 12. In this case, a description has been 
made with reference to FIG. 6 that an individual data relay 
connection is established. Therefore, the communication 
device 11 and the communication device 12 use different 
TCP connections for relaying data. Meanwhile, under a state 
in which the communication device 11 is carrying out a relay 
transmission designating the relay device 25, when the 
communication device 12 also carries out a relay instruction 
designating the same relay device 25, since the already 
established TCP connection is used exclusively by the 
communication device 11, a separate communication con 
nection is established. 

Third Preferred Embodiment 

0101 Next, a description will be made of a third pre 
ferred embodiment of the present invention. Also in the third 
preferred embodiment, in the same manner as in the second 
preferred embodiment, a connection is carried out between 
relay devices according to a request from a communication 
device. However, in the third preferred embodiment, when 
a connection has already been established between the relay 
devices, another communication device shares the already 
established connection. This feature differs from the second 
preferred embodiment. In the following, a description will 
be made primarily of aspects that are different from the 
second preferred embodiment. 
0102 FIG. 12 illustrates an example of registration of the 
relay connection database 151 stored in the relay device 15. 
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As illustrated in FIG. 12, a plurality of clients (communi 
cation devices) are associated with one TCP connection. In 
the example illustrated in FIG. 12, a relay transmission 
request has generated from two communication devices 
(ClientX and ClientY), and both of the communication 
devices designate the Sale relay device 
(Relayserverl (a sample.net). Therefore, the two communi 
cation devices are sharing a TCP connection with a connec 
tion number 49583. 

0103) The contents of the relay connection databases 251 
and 451 stored in the relay devices 25 and 45, respectively, 
are the same as the relay connection database 151 illustrated 
in FIG. 12. The relay connection databases 251 and 451 
store a status of a TCP connection currently established by 
the relay devices 25 and 45, respectively. 
0104) Next, with reference to FIG. 13 through FIG. 15, a 
description will be made of a flow of a communication 
processing carried out in the above-described communica 
tion system. FIG. 13 illustrates a flow of a processing of the 
entire communication system including the communication 
devices 11 and 12, the relay devices 15 and 25, and the 
server device 35. Further, in the following description, a 
description will be made of an example in which the SIP is 
used for the communication between the relay device 15 and 
the server device 35, and between the server device 35 and 
the relay device 25. However, other protocols may also be 
used. 
0105. The processing from step S701 to step S724 in FIG. 
13 corresponds to the processing from step S401 to step 
S424 in FIG. 9. Since the processing is the same, a descrip 
tion will be omitted. That is, the communication device 11 
generates a relay transmission request designating the relay 
device 25, and a TCP connection is established between the 
relay device 15 and the relay device 25. Then, data is 
transmitted and received between the communication device 
11 and the communication device 21 or the like. 

0106 Under such a state, a different communication 
device 12 carries out a relay transmission request designat 
ing the relay device 25 again (step S725). Since the TCP 
connection is currently being established between the relay 
device 15 and the relay device 25, the relay device 15 
notifies the communication device 12 that a relay transmis 
sion of the data can be carried out (step S726). Accordingly, 
when data is transmitted from the communication device 12 
(step S727), the relay device 15 uses the already established 
TCP connection to relay the data transmitted from the 
communication device 12 to the relay device 25 (step S728). 
The relay device 25 also uses the already established TCP 
connection for relaying the data, which has been transmitted 
from the communication device 21 or the like to the com 
munication device 12, to the relay device 15 (step S729). 
The relay device 15 further transmits the received data to the 
communication device 12 (step S730). 
0107 As described above, in the third preferred embodi 
ment, a TCP connection is already established between the 
relay devices, and when the already established TCP con 
nection can be used for a newly generated relay transmission 
request, a new TCP connection is not established. A plurality 
of communication terminals share the same TCP connection. 
Accordingly, load required for establishing a TCP connec 
tion can be reduced, and communication between different 
networks can be carried out under higher speed. In addition, 
resources of the relay device can be saved. For example, 
when carrying out communication via the Internet between 
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a plurality of communication terminals connected to the 
LAN 10 and a plurality of communication terminals con 
nected to the LAN 20, an increase in the processing speed 
and saving of the resources are possible and efficient. The 
above-described third preferred embodiment is also efficient 
when data Volume to be relayed from one communication 
device is Small. 

0.108 Under a state in which the communication device 
11 and the communication device 12 are sharing the TCP 
connection and carrying out data communication as 
described above, the communication device 11 transmits a 
disconnection instruction to the relay device 15 (step S731). 
Since the communication device 12 is using the same TCP 
connection, the relay device 15 does not carry out a pro 
cessing in particular with respect to the disconnection 
instruction of step S731, and just carries out a response (step 
S732). 
0109 Then, when the relay transmission using the relay 
device 25 ends, the communication device 12 transmits a 
disconnection instruction to the relay device 15 (step S733). 
Since the relay device 15 has already received the discon 
nection instruction from the communication device 11, the 
relay device 15 can determine that the shared TCP connec 
tion has become unnecessary. Therefore, the relay device 15 
transmits a disconnection request for the relay device 25 to 
the server device 35 (step S734). The server device 35 relays 
the disconnection request to the relay device 25 (step S735). 
The relay device 25 transmits a response to the server device 
35 (step S736). Then, the server device 35 relays the 
response to the relay device 15 (step S737). Accordingly, the 
TCP connection between the relay device 15 and the relay 
device 25 is disconnected, and the relay device 15 notifies 
the communication device 11 that the TCP connection has 
been disconnected (step S738). 
0110 FIG. 14 is a flowchart focusing on a processing 
carried out by the relay device 15 in the processing described 
with reference to FIG. 13. First, the relay device 15 confirms 
whether or not a relay instruction from the communication 
device 11 or 12 or the like has generated (step S801). When 
a relay instruction has generated (step S801: YES), the relay 
device 15 confirms whether or not a TCP connection is 
already established with a relay device of a relay destination 
(step S802). That is, the relay device 15 confirms whether or 
not the same relay device has already been designated by 
another communication device and a communication is 
being carried out with Such a relay device. 
0111. When a connection is already established with the 
already instructed relay destination (step S802: YES), the 
relay device 15 notifies that data can be relayed to a 
requesting communication device (step S815). Then, the 
relay device 15 updates the information of the relay con 
nection database 151 (step S816). That is, since information 
regarding the TCP connection is already registered in the 
relay connection database 151, the relay device 15 just adds 
a client (communication device). In the example illustrated 
in FIG. 12, for example, when ClientX and a TCP connec 
tion with a connection number 49583 are associated and 
stored, the relay device 15 carries out a processing for 
adding ClientY to the "client field of such record. 
0112. When a connection is yet to be established with the 
designated relay destination at step S802, the relay device 15 
executes the processing from step S803 to step S814. This 
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processing corresponds to the processing from step S502 to 
step S513 in FIG. 10. Since the processing is the same, a 
description will be omitted. 
0113. Next, a description will be made with reference to 
FIG. 15. Under a state in which a TCP connection is 
established and held, when relay data is transmitted from the 
communication device 11 or the like (step S817. YES), the 
data is relayed to the communication device 21 or the like 
(step S818). When receiving relay data to be relayed to the 
communication device 11 or the like (step S819: YES), the 
relay device 15 relays the data to the communication device 
11 or the like of the relay destination (step S820). When 
receiving a disconnection request from the relay device 25 
of the relay destination (step S821: YES), the relay device 15 
transmits a response (step S822) and disconnects the TCP 
connection (step S823). As described above, when the TCP 
connection is disconnected from the relay device 25 of the 
relay destination, the relay device 15 notifies the commu 
nication device to which relay transmission is being carried 
out that the connection with the relay destination has been 
disconnected to (step S824). When the disconnected TCP 
connection had been shared among a plurality of commu 
nication devices, the disconnection is notified to all of the 
communication devices (steps S824 and S825). 
0114. When a disconnection request is carried out by the 
requesting communication device (step S826: YES), the 
relay device 15 checks whether or not the TCP connection 
instructed to be disconnected is being shared with another 
communication device (step S827). When such a TCP 
connection is being shared with another communication 
device (step S827. YES), without disconnecting the TCP 
connection, a formal disconnection notification is carried out 
to the communication device that has carried out the dis 
connection instruction (step S828). Then, the relay device 15 
updates the information stored in the relay connection 
database 151 (stepS829). That is, the relay device 15 deletes 
information of the client (communication device) that has 
requested the disconnection instruction from the information 
of the shared TCP connection. The relay device 15 manages 
a currently established TCP connection and communication 
devices sharing the TCP connection at all times as described 
above. 

0115. When the TCP connection instructed to be discon 
nected is not shared with another communication device 
(step S827: NO), the relay device 15 transmits a disconnec 
tion request to the relay device 25 (step S830). When 
receiving a response (step S831: YES), the TCP connection 
is disconnected (step S832). Then, the relay device 15 
notifies the requesting communication device that the con 
nection with the relay destination has been disconnected 
(step S833) and deletes the information of the TCP connec 
tion registered in the relay connection database 151 (step 
S834). 
0116. As described above, according to the third pre 
ferred embodiment, when a relay instruction from a com 
munication device generates, a TCP connection is dynami 
cally established with a relay device of a relay destination, 
and communication can be carried out between private 
networks. Furthermore, when a relay instruction generates, 
if a TCP connection is already established with the relay 
destination, the already established TCP connection is 
shared. Accordingly, speed of the processing is increased, 
and resources can be utilized efficiently. 
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0117. While the present invention has been described 
with respect to preferred embodiments thereof, it will be 
apparent to those skilled in the art that the disclosed inven 
tion may be modified in numerous ways and may assume 
many embodiments other than those specifically set out and 
described above. Accordingly, the appended claims are 
intended to cover all modifications of the present invention 
that fall within the true spirit and scope of the present 
invention. 

What is claimed is: 
1. A communication system in which data is relayed 

between terminals, the communication system comprising: 
a first relay device which carries out communication with 

a first communication device; 
a server device; and 
a second relay device which carries out communication 

with a second communication device, 
wherein the first relay device includes: 

a holding unit which inquires a status of the second 
relay device to the server device, and when the 
second relay device is capable of accepting a con 
nection, carries out a connection request to the 
second relay device and dynamically establishes a 
relay connection with the second relay device and 
holds the established relay connection, and 

a relay unit which relays data received from the first 
communication device to the second relay device so 
that the second relay device further relays the data to 
the second communication device. 

2. The communication system according to claim 1, 
wherein the first communication device and the second 
communication device are provided in different private 
networks, and a connection request for establishing a trans 
mission control protocol connection cannot be carried out 
from an external network to the first communication device 
and the second communication device. 

3. A relay device which can carry out communication with 
a first communication device and a server device, the relay 
device comprising: 

a relay unit which relays data received from the first 
communication device to another relay device; and 

a holding unit which inquires a status of the other relay 
device to the server device, and when the other relay 
device is capable of accepting a connection, carries out 
a connection request to the other relay device, dynami 
cally establishes a relay connection with the other relay 
device and holds the established relay connection, 

wherein the other relay device can carry out communi 
cation with a second communication device, and the 
relay unit relays the data received from the first com 
munication device to the other relay device so that the 
data is further relayed to the second communication 
device. 

4. The relay device according to claim 3, wherein the 
holding unit establishes and holds relay connections with a 
plurality of other relay devices, and the relay unit uses a 
plurality of the relay connections to relay the data to the 
plurality of the other relay devices. 

5. The relay device according to claim 4, wherein the 
holding unit separately disconnects the relay connections 
held with the plurality of the other relay devices. 

6. A communication system in which data is relayed 
between terminals, the communication system comprising: 
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a first relay device which can carry out communication 
with a first communication device; 

a server device; and 
a second relay device which can carry out communication 

with a second communication device, 
wherein the first relay device includes: 

an accepting unit which accepts a relay instruction of 
data designating the second relay device from the 
first communication device, and 

a holding unit which inquires a status of the second 
relay device to the server device, and when the 
second relay device is capable of accepting a con 
nection, carries out a connection request to the 
second relay device, dynamically establishes a relay 
connection with the second relay device, and holds 
the established relay connection, 

wherein the first relay device relays the data received 
from the first communication device to the second relay 
device so that the second relay device further relays the 
data to the second communication device. 

7. The communication system according to claim 6. 
wherein the first communication device and the second 
communication device are provided indifferent private net 
works, and a connection request for establishing a transmis 
sion control protocol connection cannot be carried out from 
an external network to the first communication device and 
the second communication device. 

8. A relay device which can carry out communication with 
a first communication device, the relay device comprising: 

an accepting unit which accepts a relay transmission 
instruction designating another relay device from the 
first communication device; and 

a holding unit which inquires a status of the other relay 
device to the server device, and when the other relay 
device is capable of accepting a connection, carries out 
a connection request to the other relay device, dynami 
cally establishes a relay connection with the other relay 
device and holds the established relay connection, 

wherein the other relay device can carry out communi 
cation with a second communication device, and the 
relay device relays data received from the first com 
munication device to the other relay device so that the 
data is further relayed to the second communication 
device. 

9. The relay device according to claim 8, wherein when 
the other relay device is incapable of accepting a connection, 
the holding unit notifies a connection impossible state to the 
first communication device, and when the holding unit 
receives a notification from the server device that the other 
relay device can accept a connection, the holding unit 
notifies a connection possible-state to the first communica 
tion device. 

10. The relay device according to claim 8, wherein only 
data having the first communication device as a transmitter 
or a transmission destination is relayed over the relay 
connection held by the holding unit. 

11. The relay device according to claim 9, wherein only 
data having the first communication device as a transmitter 
or a transmission destination is relayed over the relay 
connection held by the holding unit. 

12. A communication system in which data is relayed 
between terminals, the communication system comprising: 

a first relay device which can carry out communication 
with a first communication device; 
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a server device; and 
a second relay device which can carry out communication 

with a second communication device, 
wherein the first relay device includes: 

an accepting unit which accepts a relay transmission 
instruction of data designating the second relay 
device from the first communication device, and 

a holding unit, when a relay connection is yet to be 
established with the second relay device, the holding 
unit inquires a status of the second relay device to the 
server device, and when the second relay device is 
capable of accepting a connection, the holding unit 
dynamically establishes a relay connection with the 
second relay device and holds the established relay 
connection, and when the relay connection is already 
established with the second relay device, the holding 
unit sets So that the first communication device 
shares the already established relay connection, 

wherein the first relay device relays data received from 
the first communication device to the second relay 
device, and the second relay device further relays the 
data to the second communication device. 

13. The communication system according to claim 12, 
wherein the first communication device and the second 
communication device are provided in different private 
networks, and a connection request for a transmission con 
trol protocol connection cannot be carried out from an 
external network to the first communication device and the 
second communication device. 

14. A relay device, which can carry out communication 
with a first communication device, the relay device com 
prising: 

an accepting unit which accepts a relay transmission 
instruction designating another relay device from the 
first communication device; and 

a holding unit, when a relay connection is yet to be 
established with the other relay device, the holding unit 
inquires a status of the other relay device to a server 
device, and when the other relay device is capable of 
accepting a connection, the holding unit dynamically 
establishes a relay connection with the other relay 
device and holds the established relay connection, and 
when the relay connection is already established with 
the other relay device, the holding unit sets so that the 
first communication device shares the already estab 
lished relay connection, 

wherein the other relay device can carry out communi 
cation with the second communication device, and the 
relay device relays data received from the first com 
munication device to the other relay device so that the 
data is further relayed to the second communication 
device. 

15. The relay device according to claim 14, wherein when 
receiving a notification from the first communication device 
to terminate a relay transmission being carried out to the 
other relay device, in case another communication device is 
carrying out a relay transmission to the other relay device, 
the holding unit holds the relay connection with the other 
relay device, and in case none of other communication 
devices is carrying out a relay transmission to the other relay 
device, the holding unit disconnects the relay connection 
established with the other relay device. 
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