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DESCRIPTION

FIELD OF THE INVENTION

[0001] The present invention relates to a radio frequency communication system and method
for wirelessly transmitting data packets between two communication nodes of a communication
network. More specifically the invention relates to an authenticated encryption scheme for
safeguarding validity of transmitted data.

BACKGROUND OF THE INVENTION

[0002] Automatic meter reading (AMR) systems and advanced meter infrastructure (AMI)
systems are generally known in the art. Utility companies use such systems to read and
monitor consumption meters remotely, typically using radio frequency (RF) communication.
AMR and AMI systems, commonly known as meter reading systems, increase the efficiency
and accuracy of collecting readings and managing customer billing.

[0003] AMR systems generally use a mobile RF communication network for collecting meter
readings and data, whereas AMI systems use a fixed RF communication network. Especially in
AMI systems there may be multiple intermediate collectors located throughout a larger
geographic area, each collector in turn communicating with a central back end system, for
example by using a wide area network (WAN) or other suitable communication infrastructure.
An AMI system may also utilize a system of repeaters or relay devices that expand the
coverage area for each reader by forwarding meter readings and data. In a mobile network
AMR environment, a handheld, vehicle-mounted, or otherwise mobile reader device with RF
communication capabilities is used to collect data from meter devices as the mobile reader is
moved from place to place.

[0004] A metering system for metering the consumption of a utility may include meter devices
in the form of smart meters provided with communication devices for transmitting and receiving
RF signals. The communication devices may be configured to periodically transmit data
packets including data representing multiple meter readings and other meter data as a function
of time. Such data packets are processed, transmitted and revised by the receiver device
according to a communication protocol.

[0005] Meter devices are typically battery-powered, and consequently have a finite amount of
energy available for their service cycle. Because the service cycle for meter devices is typically
10-20 years, to reduce cost associated with meter exchange or battery replacement, energy
conservation is a major design criterion. For utility meters having electrical mains available as a
power source, energy conservation related to communications may also be desirable.
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[0006] As radio packet transmission accounts for a substantial portion of the energy usage in
meter devices, more efficient transmission and reception can have a significant impact on the
energy use, i.e. battery lifetime of a meter device. Thus, if the power used for transmitting data
packets can be reduced, this will have a positive effect on the total power budget of the meter
device. One way of reducing transmission power is by reducing the amount of data transmitted
and the data packet length. However, transmission power is often closely related to
transmission quality and reception reliability, which is also of great importance. Common
grounds for low transmission quality and reliability is path loss, collision, congestion, etc.

[0007] US2013/254896 A1 disclose a method for detecting tampering with measurement data
in metering applications and a method for transferring meter configuration such as calibration
values to a receiver in an efficient way. Transmission of data which are encrypted and signed
are transmitted to the receiver. Two types of data: processed data i.e. consumption data
obtained based on raw data and raw data is transmitted to the receiver. Raw data is data not
yet processed to become consumption data. At the receiver the raw data are processed once
again to confirm correctness of processed data D1 claim 1. Calibration values of the meter are
fragmented and transmitted to the receiver in bites to reduce total packet length. Calibration
values enable the receiver to calculate consumption data from the received raw data.

[0008] MUHAMMAD DANIEL HAFI1Z ABDULLAH ET AL.: "Efficient and secure data aggregation
for smart metering networks", 2013 |IEEE EIGHTH INTERNATIONAL CONFERENCE ON, IEEE,
2 April 2013, pages 71-76, XP032422514 discloses a meter data packet including metering
data protected by a nonce for replay protection and a message authentication code. To reduce
data load of the network data aggregation is used to save network bandwidth by reducing the
number of packets travelling across the network. Data aggregation is a process of combining,
merging or joining data so that the data can be sent to the end receivers in the form of fewer
packages.

[0009] Another important design criterion for utility meter communications systems is
communication security. A communication system must include measures to ensure that data
packets transmitted between meter devices, repeaters, collectors and the backend system are
authentic and have not been tampered with during transmission. Additionally, in many
jurisdictions consumption data is considered personal information. Interception of such data
must therefore be prevented to ensure that unauthorized parties cannot access data.

[0010] Meter readings and other data, such as alerts or sensor data, may be transmitted in the
form of data packets from the meter devices to the backend system, and the backend system
may transmit data packets including commands or updates, to the meter devices. Reliability
has to do with the robustness of the communication system and the ability of the system to
successfully transmit a data packet from the sender, via possible intermediate devices, to the
correct receiver. If a packet does not successfully reach the receiver, it is necessary to
retransmit the packet, which is undesirable.

[0011] A need thus exists for an improved communication system wherein the transmission
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power is reduced without compromising transmission quality, reception reliability and
communication security.

OBJECT OF THE INVENTION

[0012] It is an object of the present invention to provide an alternative to the prior art. In
particular, it may be seen as an object of the present invention to provide a method for
providing secure and effective communication in a smart grid system by reducing the amount
of data needed to be transmitted.

SUMMARY OF THE INVENTION

[0013] Thus, the above described object and several other objects are intended to be obtained
in a first aspect of the invention by providing a method, for wirelessly transmitting data packets
from a meter device to a receiver of a meter reading system, the method comprising the steps
of. generating at the meter device, a first data packet (DP1) including consumption data (CD)
as payload data and a first message authentication code (MAC1) computed based on a MAC-
algorithm using as input the payload data (PD), and associated meter data (AMD) and a data
encryption key (DEK) stored in a memory of the meter device; transmitting the first data packet
(DP1) from the meter device to the receiver; performing a primary authentication check of the
first data packet (DP1) at the receiver by recalculating the first message authentication code
using the MAC-algorithm with the received payload data (PD), the data encryption key (DEK)
stored in a memory of the receiver, and current associated meter data (CAMD) stored in a
memory of the receiver, as input; and accepting the first data packet if it is verified as
authentic.

[0014] In this regard, a receiver may be construed as a standalone device such as a collector-
or concentrator of a meter reading system or as an integrated part of a back end system.
Transmission of the data packets to the receiver may either be directly or indirectly via a
number or relay devices for relaying, retransmitting or forwarding the data packet to the
backend system.

[0015] Additionally, the meter device may by any kind of device for metering, measuring or
sensing a parameter related to the device itself or to some ambient condition or change in
ambient condition of the device. The meter device could include means for measuring particle
level or the presence of particles or chemical connection in a substance such as a fluid or in
the surrounding air.

[0016] By applying the above defined communication method, the total packet length may be
substantially reduced, as the payload of the packet is reduced by omitting the associated meter
data. However, as the associated meter data used by the meter must be known to the receiver
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to correctly infer the transmitted consumption data from the information contained in a data
packet, the defined communication method allows the receiver to verify the associated meter
data. Moreover, the step of performing the primary authentication of the first data packet may
further de considered to include an actual verification of the current associated meter data
stored in a memory of the receiver as the first message authentication code is recalculated
using the associated meter data stored by the receiver.

[0017] Furthermore, the payload data (PD) may be constituted by the consumption data (CD).
The consumption data thus being the only payload in the data packet. The remaining data
packet being constituted by overhead data, which may include data to support the type of
protocol, employed by the communication system and redundancy check data to support
detection, and optionally the correction, of errors caused to the data packet during
transmission between nodes]

[0018] Additionally, if the first data packet is not accepted during the primary authentication
check of the above described method, the method may further comprises the steps of:
performing a secondary authentication check of the first data packet (DP1) at the receiver by
recalculating the first message authentication code using the received payload data PD, the
data encryption key DEK and a plurality of different sets of associated meter data (AAMD)
stored in the memory of the receiver, as input for the MAC-algorithm; considering the first data
packet as potentially authentic and storing the first data packet in a cache memory of the
receiver, if one of the different sets of associated meter data results in a match for the first
message authentication code; generating a second data packet (DP2) at the meter device,
including consumption data (CD2) as payload data (PD2) and a second message
authentication code (MAC2), and transmitting the second data packet (DP2) from the meter
device to the receiver; performing tertiary authentication check of the second data packet
(DP2) at the receiver by recalculating the second message authentication code using the MAC-
algorithm with the payload data (PD2), the data encryption key (DEK) and the associated
meter data identified during the secondary authentication check, as input; accepting the first
and the second data packets as authentic if the recalculation results in a match for the second
authentication code.

[0019] Moreover, the associated meter data may reflect configuration parameters of the meter
device, such as unit of measurement, data resolution or an indication of the memory register to
be used as input for the consumption data. Additionally, the current associated data (CAMD)
may be updated if the first and the second data packets are accepted as authentic during the
tertiary authentication check. In addition, the current associated data (CAMD) may initially be
inputted into the cache memory of the receiver in connection with the initial installation of the
meter device our in connection with re-calibration of the meter device. Furthermore, the
payload data (PD) and the message authentication codes of the data packets may be
encrypted by the meter device before transmission and subsequently decrypted by the
receiver.

[0020] According to a second aspect of the invention the above described object and several
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other objects are intended to be obtained by a meter device (12) for measuring the flow rate of
a fluid or for sensing another parameter, the meter device comprising: a processor configured
to compute consumption data based on the flow rate measurements or the sensed parameter;
a transmitter for transmitting data packets via radio frequency communication; wherein the
processor is further configured to perform the steps of generating and transmitting data
packets (DP1, DP2)according to the above described method. Further, the processor may be
part of a processing circuit or a processor and it may be implemented using discrete
components, as an integrated circuit or as an ASIC.

[0021] According to a third aspect of the invention the above described object and several
other objects are intended to be obtained by a receiver (14) for receiving a data packet
transmitted by a meter device, the receiver comprising means for executing the steps of the
method described in any of the claims 1-6 related to reception of data packets and checking of
authentication of the received data packets.

[0022] According to a fourth aspect of the invention the above described object and several
other objects are intended to be obtained by a radio communication protocol comprising
instructions to cause the meter device and the receiver of claims 7 and 8 to execute the steps
of the method of claim 1.

[0023] The above-described MAC-algorithm is based on cryptographic methods, e.g.
algorithms such as CMAC or CBC-MAC based on the AES algorithm or other adequate
algorithms.

[0024] Furthermore, as stated above, the payload data (PD) may be constituted by the
consumption data (CD). The consumption data thus being the only payload in the data packet.
The payload data thus does not include the associated meter data including the meter
identification number, unit of measurement and the measuring resolution. Common to all of the
associated data is that the data is related to configuration parameters of the meter, which are
substantially static and thus only changes if the meter is intentionally reconfigured. This is
contrary to the payload data comprising consumption data that inherently changes over time.

BRIEF DESCRIPTION OF THE FIGURES

[0025] The method, devices and communication protocol according to the invention will now
be described in more detail with regard to the accompanying figures. The figures illustrates
ways of implementing the present invention and is not to be construed as being limiting to
other possible embodiments falling within the scope of the attached claim set.

Figure 1 illustrates a meter reading system,
Figure 2 show diagrams illustrating radio packets, and

Figure 3 illustrates a meter device.
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DETAILED DESCRIPTION OF AN EMBODIMENT

[0026] The invention can be implemented by means of hardware, software, firmware or any
combination of these. The invention or some of the features thereof can also be implemented
as software running on one or more data processors and/or digital signal processors. The
individual elements of an embodiment of the invention may be physically, functionally and
logically implemented in any suitable way such as in a single unit, in a plurality of units or as
part of separate functional units. The invention may be implemented in a single unit, or be both
physically and functionally distributed between different units and processors.

[0027] Referring to Fig. 1, a radio frequency communication system 1 in the form of a meter
reading system is illustrated. The meter reading system comprises a plurality of meter devices
10 installed at respective points of use, configured for transmitting data packets to a receiver
30 via radio frequency communication. In the shown exemplary meter reading system, the
receiver is implemented as part of a backend system. The meter reading system further
comprises one or more collector devices 20 for communicating with the meter devices via radio
frequency (RF) communication, and depending on the geographical distribution of the meter
reading system, a number of repeater devices 101 may be included to relay data packets from
the meter devices to the one or more collectors. From the collector devices, 20 data packets
are transmitted to a backend system 30 either wirelessly or via a cabled connection.
Additionally, in an alternative system configuration, a number of mobile collection devices (not
shown) may be included in the system as an alternative or supplement to the fixed collector
devices. In a one-way communication configuration, the meter devices are dedicated
transmitter devices configured for transmitting data packets to the receiver via the collector
devices, and in a two-way communication configuration, each of the meter devices, the
collector devices and backend system are configured to both transmit and receive data
packets.

[0028] It is understood by the skilled person that other network devices such as router devices
or meter devices equipped with different communication modules may also be included in the
above described meter reading system. At least communication between meter devices and
collector and/or repeater devices is based on RF communication, whereas the transmissions
between collector devices and the backend system may be of any suitable type, such as wired
or wireless. Further, it is understood by the skilled person that the shown meter reading system
only includes a limited number of network components for illustrative purposes.

[0029] Referring to Fig. 3, each meter device 10 comprises measuring means including a
metering circuit 11 configured to measure the amount of a specific utility, such as water or
electricity, delivered to the respective point of use via the utility network. Based on the
measurements, consumption data CD is computed and stored in a register of a memory 13 of
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the meter device. In addition to flow and actual consumption data, the consumption data may
also include other kinds of data related to measurements performed by the metering circuit or
related to the operation of the meter device, such as aggregated flow, flow rate, leakage
indication, tamper alarms, ambient temperature. Consumption data in it broadest sense could
also encompass measurement performed by other sensors integrated in the meter device or
sensors operating as independent devices. In another embodiment (not shown) the meter
device may thus be a device for sensing a parameter other than flow and/or the amount of a
utility delivered to a point of use.

[0030] Depending on the type of consumption data, the data is stored in different registers of
the memory 13. The memory 13 also stores associated meter data AMD reflecting the
configuration parameters of the meter device. For example, the associated meter data
specifies which registers of the memory should be used as input for the data packets
generated by the meter device, as will be further described below. The associated meter data
also includes information about the unit of measurement and the resolution of the data in the
register that is used as input for the generated data packets. The associated meter data AMD
is thus data that is necessary to interpret or codify the consumption data CD. Without knowing
the associated meter data, the consumption data thus cannot be used.

[0031] The memory 13 of the meter device further stores a data encryption keys DEK. The
data encryption key(s) may be store at the time of initial configuration of the meter or loaded
into the meter memory at a later stage, e.g. during an update-session or re-configuration.

[0032] During operation, a processing unit 12 of the meter device is configured to generate
data packets DP including the consumption data CD as the only payload data, as shown in Fig.
2. In addition to the payload, the data packets include overhead data or redundancy data
comprising a message authentication code MAC. The message authentication code MAC is
computed by the processing unit 12 based on a MAC-algorithm using the payload data PD, the
associated meter data AMD and the data encryption key DEK, as input. The overhead data
further includes a packet preamble portion PP, a synchronization portion SP, a packet length
field PL. The overhead data also includes information about the actual time of the data packet
and the identity of the meter. The data packets thus does not include the associated meter
data necessary to interpret the consumption data. For the recipient to make use of the data,
the associated meter data must thus be made available by other means, such as by prior
configuration. By omitting the associated meter data, the size of the payload of a data packet is
substantially reduce, such as by 30-50%. As the payload accounts for approximately half the
actual packet size, omission of the associated meter data may reduce total data packet size
about 25%, which again may lead to considerable reductions in transmission power.

[0033] Further, the meter device further comprises a transmission circuit 14 including an
antenna for transmitting the data packets to a receiver of the meter reading system. The
receiver may be implemented in one or more of the collector devices 20 or as part of the
backend system 30. In the case of a backend implemented receiver, all meter device of the
meter reading system are assigned to the same receiver. In an embodiment wherein the
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receivers are implemented in the collectors, the meter devices are divided into sub-groups and
assigned to different collector devices. Further, in one configuration the transmission circuit
and antenna may additionally be configured for operating as a receiver for receiving data
packets from the backend system and the collector devices.

[0034] The receiver 20, 30 comprises an associated memory storing data encryption keys and
associated meter data for each of the meter devices assigned to it. As the associated meter
data may change over time, for example if a meter is replaced or reconfigured, the memory of
the receiver stores a set of current associated meter data CAMD, that is considered to be the
current valid associated meter data. The receiver is also provided with a processing unit
controlling its operation and configured to execute the MAC-algorithms also applied by the
meter devices.

[0035] When a data packet is received by the receiver, the receiver is configured to determine
whether the data packet is a valid data packet transmitted from a trusted meter device and
whether the data contained in the data packet has been compromised during transmission. To
this end the receiver is configured to perform a primary authentication check of a received data
packet (hereinafter the first data packet DP1). This is done by the processing unit recalculating
the message authentication code of the first data packet (hereinafter the first message
authentication code MAC1) by running the MAC-algorithm using the payload data PD included
in the first data packet and the stored data encryption key DEK and current associated meter
data CAMD for the respective meter, as input. If the recalculated first message authentication
code is identical to the first message authentication code received with the first data packet,
the first data packet is considered authentic and accepted as valid.

[0036] By performing the authentication check using the stored current associated meter data
CAMD, in addition to determining the authenticity of the full data packet, the receiver also
validates the stored associated meter data. Thus, without actually receiving the associated
meter data, the receiver ensures that the associated meter data used to interpret the received
consumption data is correct. If the associated meter data used by the meter device to generate
the message authentication code is different from the current associated meter data stored by
the receiver, the primary authentication check will fail.

[0037] If the first data packet is not considered authentic during the primary authentication
check, the first data packet is subject to a further check to fully determine validity. Potential
tampering or other fraudulent activities may cause a failed primary authentication check.
However, as described above, the authentication check may also fail if the current associated
meter data stored by the receiver is different from the associated meter data stored in the
meter device.

[0038] Thus if the primary authentication check fails, a secondary authentication check is
performed on the first data packet DP1. For this purpose a plurality of alternative sets of
associated meter data AAMD are stored in the memory of the receiver. The alternative sets of
associated meter data AAMD reflect a limited number of possible meter configurations, such as
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10-100 different configuration setups. The secondary authentication check includes
recalculating the first message authentication code using the received payload data PD, the
data encryption key DEK and the alternative sets of associated meter data AAMD as input for
the MAC-algorithm. If one of the alternative sets of associated meter data AAMD results in a
match between the recalculated message authentication code and the received message
authentication code, the first data packet is considered potentially authentic. Thus, if a match
for the first message authentication codes is found, the first data packet is considered
temporarily valid and stored in a cache memory of the receiver. The receiver further caches
the set of alternative associated meter data set used to deem the first data packet potentially
authentic (in the following referred to as the matching associated meter data MAMD).

[0039] The receiver then awaits the reception of the next data packet from the meter device
(hereinafter the second data packet DP2). The second data packet is generated at the meter
device exactly as the first data packet. As the second data packet is generated at a later point
in time, the payload data PD and the message authentication code included in the second data
packet has changed. The second data packet thus includes payload data PD2 and a second
message authentication code MAC2.

[0040] Receiving the second data packet, the receiver first performs the primary authentication
check on the second data packet similar to the primary authentication check performed on the
first data packet, as described above. If second data packet is considered authentic following
the primary authentication check, i.e. based on the current associated meter data, the current
associated meter data CAMD stored in the receiver is considered valid and the second data
packet is accepted as valid. The cached first data packet on the other hand is then rejected as
invalid.

[0041] If second data packet is not considered authentic following the primary authentication
check, the receiver performs a tertiary authentication check. The tertiary authentication check
includes checking the second message authentication code MAC2 using the received payload
data PD2, the data encryption key DEK and the matching associated meter data MAMD as
input for the MAC-algorithm. If the matching associated meter data MAMD also results in a
match for the second message authentication code MAC2, the receiver accepts both the first
and the second data packets as authentic. However, if using the matching associated meter
data MAMD as input for the MAC-algorithm does not result in a match, i.e. a value equal to the
second message authentication code, both the first data packets are rejected.

[0042] By using this method, it is ensured that the current associated meter data CAMD is not
updated before at least two consecutively received data packets are considered authentic
using the same set of associated meter data AMD. This has the advantageous effect that the
strength of the MAC is not weakened by the process in the secondary authentication where a
number of different sets of associated data AMD are used for the calculations. The strength of
the MAC is understood as the probability that when applying the MAC algorithm a change of
the authenticated or associated data will be detected. Thus for a MAC with a high strength the
probability of detecting a change of data is very high.
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[0043] The ratio of weakening the MAC in the secondary authentication alone would potentially
equal the number of alternative sets of associated meter data AAMD. If the number of
alternative associated meter data AAMD equals 16 the strength of the MAC will be weakened
by a factor of 16 which equals reducing the length of the MAC by 4 bits. Thus if the method
would accept a new set of associated meter data based solely on the secondary authentication
check the strength of the authenticity check of the system would be less than the inherent
strength of the MAC defined by the number of bits in the MAC. Moreover, the weakening would
be variable depending on the number of alternative sets of associated meter data AAMD, thus
the strength of the authentication and integrity of the received data would not be well defined.

[0044] Including the tertiary authentication check using only one set of associated data (the
matching associated meter data MAMD) for the authenticity check of a new set of payload data
PD2, will have the inherent strength of the MAC defined by the number of bits in the MAC. The
combined strength of the secondary authentication and the tertiary authentication can thus
never be less than the inherent strength of the MAC as defined by the number of bits in the
MAC.

[0045] It is understood by the skilled person that other parts of the data packet than the
payload data PD, the associated meter data AMD and the data encryption key DEK may be
included in the calculation of the MAC if protection of these other parts is desired. Such other
parts may be but not limited to one or more elements of overhead data such as meter
identification, packet length, packet type or time information. As the MAC calculation is based
on cryptographic methods, such as the AES algorithm or other suitable encryption algorithms,
these cryptographic methods may include an initialization vector. Data elements to be
protected may be included in such an initialization vector. Especially inclusion of the time or a
continuous incrementing counter in the initialization vector may be beneficial to prevent replay
of packets.

[0046] Although the present invention has been described in connection with the specified
embodiments, it should not be construed as being in any way limited to the presented
examples. The scope of the present invention is to be interpreted in the light of the
accompanying claim set. In the context of the claims, the terms "comprising” or "comprises” do
not exclude other possible elements or steps. In addition, the mentioning of references such as
"a" or "an" etc. should not be construed as excluding a plurality. The use of reference signs in
the claims with respect to elements indicated in the figures shall also not be construed as
limiting the scope of the invention. Furthermore, individual features mentioned in different
claims, may possibly be advantageously combined, and the mentioning of these features in
different claims does not exclude that a combination of features is not possible and

advantageous.
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Patentkrav

1. Fremgangsmaéde til tridlgs afsendelse af datapakker fra en maleindretning (12)
til en modtager (14) i et maleaflaesningssystem, hvilken fremgangsmade omfatter
trinnene:
- ved maleindretningen (12) at generere en fgrste datapakke, DP1,
inklusive forbrugsdata, CD, som nyttedata og en fgrste
meddelelsesautenticitetskode, MAC1, udregnet baseret pa en MAC-
algoritme baseret pd kryptografiske fremgangsmader under anvendelse
som input af nyttedataene, PD, og associerede maledata, AMD, og en
datakrypteringsnggle, DEK, lagret i en hukommelse i méleindretningen;
- at sende den fgrste datapakke, DP1, fra maleindretningen til modtageren;
- ved modtageren at udfgre en primaer autenticitetskontrol af den
modtagne fgrste datapakke, PD1, og at verificere aktuelle associerede
maledata, CAMD, lagret i en hukommelse i modtageren ved at genberegne
den fgrste meddelelsesautenticitetskode baseret pd MAC-algoritmen med
de modtagne nyttedata, PD, de aktuelle associerede maledata, CAMD, og
datakrypteringsngglen, DEK, lagret i en hukommelse i modtageren, som
input; og
- at godkende den fgrste datapakke, hvis den verificeres som autentisk.

2. Fremgangsmade ifglge krav 1, hvor, hvis den fgrste datapakke ikke godkendes
under den primaere autenticitetskontrol, omfatter fremgangsmaden yderligere
trinnene:
- at udfgre en sekundeer autenticitetskontrol af den fgrste datapakke, PD1,
ved modtageren ved at genberegne den fgrste meddelelsesautenticitets-
kode under anvendelse af de modtagne nyttedata, PD, datakrypterings-
ngglen, DEK, og en flerhed af forskellige saet af associerede maledata,
AAMD, lagret i modtagerens hukommelse, som input til MAC-algoritmen;
- at betragte den fgrste datapakke som potentielt autentisk og at lagre den
fagrste datapakke i en cache-hukommelse i modtageren, hvis et af de
forskellige saet af associerede maledata resulterer i et match for den fgrste
meddelelsesautenticitetskode;
- at generere en anden datapakke, DP2, ved maleindretningen, inklusive
forbrugsdata, CD2, som nyttedata, PD2, og en anden meddelelses-
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autenticitetskode, MAC2, og at sende den anden datapakke, DP2, fra
maleindretningen til modtageren;

- at udfgre tertizer autenticitetskontrol af den anden datapakke, DP2, ved
modtageren ved at genberegne den anden meddelelsesautenticitetskode
under anvendelse af MAC-algoritmen med nyttedataene, PD2,
datakrypteringsngglen, DEK, og de associerede méledata identificeret
under den sekundzere autenticitetskontrol, som input;

- at godkende de fgrste og anden datapakker som autentiske, hvis
genberegningen resulterer i et match for den anden autenticitetskode.

3. Fremgangsmade ifglge et hvilket som helst af de foregdende krav, hvor de
associerede maledata er data, som reflekterer konfigurationsparametre af
maleindretningen, sdsom enheder eller mélestgrrelser, dataoplgsning eller en
indikation af hukommelsesregisteret, der skal anvendes som input for
forbrugsdata.

4. Fremgangsmade ifglge et hvilket som helst af de foregdende krav, hvor de
aktuelle associerede maledata, CAMD, opdateres, hvis de fgrste og anden
datapakker godkendes som autentiske under den tertizere autenticitetskontrol.

5. Fremgangsmade ifglge et hvilket som helst af de foregdende krav, hvor de
aktuelle associerede maledata, CAMD, indledningsvist indlaeses i modtagerens
cache-hukommelse i forbindelse med den indledende installering af

maéleindretningen i forbindelse med re-kalibrering af méleindretningen.

6. Fremgangsmade ifglge et hvilket som helst af de foregdende krav, hvor
nyttedataene, PD, og datapakkernes meddelelsesautenticitetskoder krypteres af
maleindretningen inden transmission og dekrypteres efterfalgende af modtageren.

7. Maleindretning (12) til maling af gennemstrgmningshastigheden af et fluid eller
til detektering af et andet parameter, hvilken maleindretning omfatter:
- en processor konfigureret til at udregne forbrugsdata baseret pa
gennemstrgmningshastighedsmalingerne eller det detekterede parameter;
- en sender til at sende datapakker via radiofrekvenskommunikation;
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hvor processoren er yderligere konfigureret til at udfgre trinnene at generere og
sende datapakkerne, DP1, DP2, ifglge fremgangsmaden beskrevet i et hvilket som
helst af kravene 1-6.

8. Modtager (14) til at modtage en datapakke sendt af en maleindretning, idet
modtageren omfatter organer til at udfgre trinnene ifslge fremgangsmaden
beskrevet i et hvilket som helst af kravene 1-6 vedrgrende modtagelse af
datapakker og kontrol af autenticiteten af de modtagne datapakker.

9. Radiokommunikationsprotokol omfattende instruktioner, som skal fa
maleindretningen og modtageren ifglge kravene 7 og 8 til at udfgre trinnene ifglge
fremgangsmaden ifglge krav 1.
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