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share a common user or are associated in a device group. After connecting to a network service (e.g., a wireless network, wired net -
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o vices that are authorized for the second device. Various embodiments include a credential management interface to enable an author
ized user to manage device/network service pairings, permissions, and/or restrictions for network service access.



DEVICE CREDENTIALING FOR NETWORK ACCESS

BACKGROUND

[0001] For many people, life in the network-connected world involves managing

multiple computing devices for business or personal use. In many cases, a user may

have multiple computing devices (e.g., computers, phones, tablets, electronic book

readers, and so forth) and the user may wish to provide each of these devices with

access to a same service, such as a wireless or other network service. For example, a

user may use multiple electronic book (eBook) reader devices and the user may want

to configure each of them to connect to his/her home wireless network. In current

practice, the user logs each device into the wireless network separately, repeating on

each device the steps of launching that device's wireless network configuration utility,

choosing the wireless network, and entering the appropriate credentials (e.g., user

identifier and/or password). Such repetition may be tedious for the user and may be

prone to data entry errors or other problems.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The detailed description is described with reference to the accompanying

figures. In the figures, the left-most digit(s) of a reference number identifies the

figure in which the reference number first appears. The same reference numbers in

different figures indicate similar or identical items.

[0003] FIG. 1 is a block diagram depicting an example environment in which

embodiments of a credential management service can operate.



[0004] FIG. 2 is a block diagram depicting an example computing device which

can perform operations of a credential management service, according to various

embodiments.

[0005] FIG. 3 is a block diagram depicting an example computing device (e.g., a

client device) that communicates with a credential management service, according to

various embodiments.

[0006] FIG. 4 is a flow diagram depicting an example processes for managing

network service credentials, according to various embodiments.

[0007] FIGS. 5A, 5B and 5C are state diagrams illustrating the flow of information

among client devices belonging to groups, a credential management service, and

network services according to some embodiments.

[0008] FIG. 6 is a diagram depicting example data storage schema that store data

utilized by a credential management service, according to various embodiments.

[0009] FIG. 7 is a pictorial diagram depicting an example credential management

interface that enables a user to preconfigure or preload a device with network service

credentials stored by a credential management service during the device purchase

process, according to various embodiments.

[0010] FIG. 8 is a pictorial diagram depicting an example credential management

interface that enables a user to access and/or manage network service credentials and

authorizations, according to various embodiments.



DETAILED DESCRIPTION

OVERVIEW

[0011] Embodiments provide techniques for managing network service credentials

for multiple client devices. As described further herein, embodiments provide a

protocol by which network service access credentials (e.g., network service set

identification (SSID), password, and so forth) can be stored for a user by a credential

management service. In at least one embodiment, the credential management service

is implemented in a hosted computing environment. The hosted computing

environment may include one or more rapidly provisioned and released computing

resources, which computing resources may include computing, networking and/or

storage devices. A hosted computing environment may also be referred to as a cloud

computing environment.

[0012] Any client device that has been registered for the user can periodically

retrieve and store one or more sets of credentials from the credential management

service, each set of credentials enabling access to a network service such as a wireless

network service, wired network service, web service, e-commerce service, and so

forth. When the client device is able to access one of the network services (e.g., when

in range of a wireless network), the client device can automatically access, join and/or

login to that service using the stored credentials. In this way, when one device

belonging to a common device group, user and/or user account is authenticated to the

credential management service, the credential management service can provide a

bootstrapping technique by which multiple sets of network service credentials can be

shared among all of the devices that belong to the common device group, user and/or

user account. Thus, several embodiments can provide automatic access for a client

device without the user manually entering the credentials for the network service. For



example, the credential management service can enable the automatic connection of a

second client device to various network services without the user of the second client

device manually entering the network service credentials for each of the various

network services.

[0013] In one example use scenario, a user can have multiple electronic book

(eBook) reader devices that the user desires to connect to a home wireless network

and a business wireless network (e.g., a wireless network for the user's office or place

of work, or a wireless network of a business the user frequents). The user can

manually enter the network credentials (e.g., SSID and password) to enable a first

device to access the home network. Having established a connection to the home

network, the user can then log into the credential management service through a

secure login including a user name, password, or other security measures. A

client-side application on the first device can provide the credentials for the home

network to the credential management service, which stores the credentials for the

home network and associates the credentials with the first device, a user account,

and/or the user. For example, a device can be associated with multiple users using the

same user account. Thus, as used herein, unless otherwise specifically stated, a "user"

can refer to a "user account" and/or a "user." The user can similarly log into the

business network, and the business network credentials can be provided to and stored

on the credential management service. Accordingly, for each instance when a user

connects a device to a network service, a process on the device can provide the

connection-enabling credentials to the credential management service.

[0014] Continuing with this example, the user can later log in to the home network

using a second device, again manually entering the credentials to establish a

connection to the home network. Once the connection is established, the second



device can access the credential management service and obtain all the sets of

credentials for networks (or other network services) that are associated with the user,

associated with the user account, and/or associated with a device group that includes

both the first and second devices. In this example, the second device can receive and

store a set of credentials to enable it to connect to the business network. When the

second device is able to access the business network (e.g., when a wireless network

transceiver of the second device detects the business network), the second device can

establish a connection to the business network automatically without the user

manually entering the credentials for the business network. In this way, the credential

management service can provide a bootstrapping technique by which multiple sets of

network service credentials including credentials for home and business networks can

be shared among devices that share a common device group, user and/or user account.

[0015] Some embodiments also provide a management interface that a user can

employ to manage authorized device-to-network pairings, manually enter network

service access credentials, define restrictions on the use of a particular device and/or

particular network service, and so forth. Various embodiments are described further

with reference to FIGS. 1-8.

ILLUSTRATIVE ENVIRONMENT

[0016] FIG. 1 shows an example environment 100 in which embodiments of a

credential management service can operate. In some embodiments, the various

devices and/or components of environment 100 can communicate with one another

and with external devices via one or more networks 102. For example,

network(s) 102 can include public networks such as the Internet, private networks

such as an institutional and/or personal intranet, or some combination of private and

public networks. Network(s) 102 can also include any type of wired and/or wireless



network, including but not limited to local area networks (LANs), wide area networks

(WANs), satellite networks, cable networks, Wi-Fi networks, WiMax networks,

mobile communications networks (e.g., 3G, 4G, and so forth) or any combination

thereof. Network(s) 102 can utilize communications protocols, including

packet-based and/or datagram-based protocols such as internet protocol (IP),

transmission control protocol (TCP), user datagram protocol (UDP), or other types of

protocols. Moreover, network(s) 102 can also include a number of devices that

facilitate network communications and/or form a hardware basis for the networks,

such as switches, routers, gateways, access points, firewalls, base stations, repeaters,

backbone devices, and the like.

[0017] In some embodiments, network(s) 102 can further include devices that

enable connection to a wireless network, such as wireless access point (WAP) 104.

Embodiments support connectivity through WAPs that send and receive data over

various electromagnetic frequencies (e.g., radio frequencies), including WAPs that

support Institute of Electrical and Electronics Engineers (IEEE) 802.11 standards

(e.g., 802.1 lg, 802.1 In, and so forth), and other standards.

[0018] In some embodiments, environment 100 includes one or more client

devices, such as the first client device 108 or the second client device(s) 110. In one

example, client device(s) 108 and 110 can include eBook readers or other devices that

are able to connect to a network service such as a wireless network accessible through

WAP 104, another wired or wireless network of network(s) 102, and/or other network

service(s) 106. As used herein, a network service can include any service available

via the Internet or other network, such as an e-commerce service; social networking

service; gaming or entertainment service; content provider service; blog, micro-blog,

news or information service; file-hosting service; web service; hosted computing



service (a.k.a., cloud-based computing service), and other types of network services.

In some instances, a network service is a web site.

[0019] For example, FIG. 1 depicts the first client device 108 as an eBook reader

device and the second client device(s) 110 as a more diverse variety of device types.

However, embodiments are not limited to any particular type of client device, and

client device(s) 108 and 110 can include any type of computing device, including but

not limited to desktop computers, personal computers, laptop computers, tablet

computers, eBook readers, wearable computers, implanted computing devices,

telecommunication devices, automotive computers, network enabled televisions, thin

clients, terminals, personal data assistants (PDAs), game consoles, gaming devices,

work stations, media players, personal video recorders (PVRs), set-top boxes, cameras,

integrated components for inclusion in a computing device, appliances, or any other

sort of device.

[0020] In some embodiments, first client device 108 and second client

device(s) 110 can be associated with each other in a device group 112. Such a device

group can be associated with one or more user account(s) and/or user(s) 114. For

example, a single user 114 can own and/or operate first client device 108 and second

client device(s) 110. As another example, a group of user(s) 114 (e.g., users related

socially, in a family, in a business, or otherwise) can share a device group 112 that

includes a first client device 108 and second client device(s) 110. As yet another

example, a client device 110 can be associated with a group of user(s) 114 using the

same user account. Embodiments support scenarios where the first client device 108

and second client device(s) 110 are a same type of device (e.g., multiple eBook

readers, which can include multiple devices of the same type but different models), or

are a different type of device (e.g., an eBook reader and a laptop computer).



[0021] In some embodiments, environment 100 includes one or more server

computing devices such as credential server device(s) 116. Such server devices can

include any type of computing device including, but not limited to, network servers,

workstations, desktop computers, laptop computers, tablet computers, mobile

computing devices, and the like. Further, the server devices shown can include one or

more computing devices that operate in a cluster or other grouped configuration to

share resources, balance load, increase performance, provide fail-over support or

redundancy, or for other purposes.

[0022] In some embodiments, credential server device(s) 116 include one or more

hardware components and/or software modules. For example, credential server

device(s) 116 can include a credential service module 118 that operates to manage

network service credentials uploaded by authorized client devices and/or to provide

network service credentials to authorized client devices to enable those client devices

to automatically access network services. When the client devices 108 and 110 are

able to access the network services 106, the client devices 108 and 110 can establish a

connection to the network services 106 automatically, without the user manually

entering the credentials for the network services 106. In this way, if one device 108

or 110 from a device group 112, user and/or user account is authenticated to the

credential management service, the credential management service can provide

multiple sets of network service credentials, which can be shared among the devices

108 and 110 that are common to the device group 112, user and/or user account,.

ILLUSTRATIVE COMPUTING SYSTEM ARCHITECTURES

[0023] FIG. 2 is a block diagram depicting an example computing device 200

which can perform operations of a credential management service. For example,

computing device 200 may be credential server device(s) 116 as shown in FIG. 1.



Computing device 200 can include one or more processing units 202 (e.g., processors)

that execute computer-executable, processor-executable, and/or machine-executable

instructions written in any suitable programming language to perform various

functions described herein.

[0024] Computing device 200 can further include one or more input/output (I/O)

interfaces 204 to allow computing device 200 to communicate with other devices such

as user input peripheral devices (e.g., a keyboard, a mouse, a pen, a game controller, a

voice input device, a touch input device, gestural input device, and the like) and/or

output peripheral devices (e.g., a display, a printer, audio speakers, a haptic output,

and the like). Computing device 200 can also include one or more network

interfaces 206 to enable communications between computing device 200 and other

networked devices over network(s) 102. Such network interface(s) 206 can include

one or more network interface controllers (NICs) or other type of transceiver device

to send and receive communications over a network.

[0025] As shown in FIG. 2, computing device 200 can also include memory 208.

The memory 208 (and other memories described throughout) is an example of

non-transitory computer-readable storage media and may include volatile, nonvolatile

memory, and/or other persistent and/or auxiliary non-transitory computer-readable

storage media. Thus, the memory 208 may include, but is not limited to, RAM, ROM,

EEPROM, flash memory, or other memory technology, or any other medium which

can be used to store content, applications for access. In some embodiments,

memory 208 stores one or more operating systems (OS) 210 and one or more

modules, programs, or applications that are loadable and executable by processing

unit(s) 202.



[0026] For example, memory 208 can store a credential service module 118 that

operates to manage network service credentials provided by authorized client devices

and/or to provide network service credentials to authorized client devices to enable

those client devices to automatically access network services without the user

manually entering the credentials for the network services. In some embodiments,

credential service module 118 includes a credential service administration interface

module 212. The credential service administration interface module 212 may

generate instructions for presenting a user interface that enables a user to log in to the

credential management service and manage the access rights of authorized devices to

network services. Although FIG. 2 depicts credential service administration interface

module 212 as part of credential service module 118, embodiments are not so limited

and in some cases the interface module can operate as a separate module in

communication with or accessing common data with credential service module 118.

[0027] In some embodiments, memory 208 can include a data store 214, such as a

database, data warehouse, or other type of structured or unstructured data storage. In

some embodiments, data store 214 includes a relational database with one or more

tables, indices, stored procedures, and so forth to enable data access. Data store 214

can store data for the operations of processes, applications, components, and/or

modules stored in memory 208 and/or executed by processing unit(s) 202. For

example, data store 214 can store credential data 216 stored and accessible by

credential service module 118. Thus, responsive to one device from a common

device group, a common user and/or user account being authenticated to the

credential management service, the credential service module 118 can provide a

bootstrapping technique by which multiple sets of network service credentials from

credential data 216, which are stored by data store 214, can be shared among devices



belonging to the common device group, user and/or user account. Credential data 216

can include credentials enabling access to network services, such as logins, SSIDs,

passwords, tokens, certificates, and the like.

[0028] Although FIG. 2 depicts a single computing device 200 which can perform

operations of the credential management service, those skilled in the art will

recognize that the credential management service may correspond to a logical

association of one or more computing devices, such as an application server for

providing network access credentials, a web server for creating and transmitting user

interfaces, and a database server for storing credentials data. In some embodiments,

the features and services provided by the credential management service may be

implemented as web services consumable via the network(s) 102. In further

embodiments, the credential management service is provided by one more virtual

machines implemented in a hosted computing environment.

[0029] FIG. 3 is a block diagram depicting an example computing device that

communicates with a credential management service. For example, computing

device 300 may be a client device such as the first client device 108 and/or the second

client device(s) 110 shown in FIG. 1. Computing device 300 can include processing

unit(s) 302, I/O interface(s) 304, network interface(s) 306, memory 308, and

operating system 310, each of which can be described similarly as above with regard

to the corresponding components and modules of FIG. 2.

[0030] In some embodiments, memory 308 of computing device 300 can also store

a credential management application 312. This (e.g., client-side) application can

operate to provide network service credentials to the credential management service,

receive network service credentials from the credential management service, locally



store credentials received from the credential management service or entered by a user,

and/or perform other operations with regard to the embodiments described herein.

[0031] Credential management application 312 can generate a user interface to

enable a user to control transmission of credentials to and/or from the credential

management service. In some embodiments, credential management application 312

may not generate a user interface, and such a headless application can function

automatically to transmit credentials when the client device is able to access one of

the network services (e.g., when in range of a wireless network), using the stored

credentials. In this way, the credential management application 312 can use a

bootstrapping technique by which multiple sets of network service credentials can be

shared among client devices that share a common device group, user and/or user

account, when one client device from the common device group, that common user

and/or user account is authenticated to the credential management service. Thus,

several embodiments can automatically transmit credentials from a client device

without the user manually entering the credentials on the client device. Although

credential management application 312 is depicted as a separate process, module or

application, embodiments are not so limited. In some embodiments, operations of the

credential management application 312 are, at least in part, performed by network

interface(s) 306 or other components of computing device 300.

[0032] In some embodiments, memory 308 of computing device 300 can also

include a user account application 314. One or more of these (e.g., client-side)

applications can associate the computing device 300 with one or more users and can

represent the one or more users to the credential management service. In various

embodiments, all or part of user account application 314 can be included on other

devices such as an additional client device 110 and/or computing device 200.



[0033] Memory 208 and memory 308 can include non-removable and/or

removable computer-readable storage media, such as a hard drive, magnetic disk

storage, optical disk storage, tape storage, storage arrays, storage area networks,

network attached storage, storage in a hosted computing environment (a.k.a., cloud

storage), and the like. Thus, memories 208 and 308 can provide volatile and/or

non-volatile storage of computer readable instructions, data structures, program

modules, and other data that can be used to program a computing device or processor,

and thus, enable a computing device or processor to perform actions. The stored

information can be stored in a compressed or uncompressed form. Moreover,

memories 208 and 308 may be tangible and/or non-transitory forms of media included

in a device and/or hardware component that is part of a device or external to a device,

including but not limited to random-access memory (RAM), static random-access

memory (SRAM), dynamic random-access memory (DRAM), read-only memory

(ROM), erasable programmable read-only memory (EPROM), electrically erasable

programmable read-only memory (EEPROM), flash memory, compact disc read-only

memory (CD-ROM), digital versatile disks (DVDs), optical cards or other optical

storage media, magnetic cassettes, magnetic tape, magnetic disk storage, magnetic

cards or other magnetic storage devices or media, solid-state memory devices, storage

arrays, network attached storage, storage area networks, hosted computer storage or

any other non-transitory memory, device, and/or medium that can be used to store and

maintain information for access by a computing device.

ILLUSTRATIVE PROCESSES

[0034] FIG. 4 is a flow diagram depicting example processes for managing

network service credentials. The operations of the example processes are illustrated

in individual blocks and summarized with reference to those blocks. The processes



are illustrated as logical flows of blocks, each block of which can represent one or

more operations that can be implemented in hardware, software, or a combination

thereof. In the context of software, the operations represent computer-executable

instructions stored on one or more computer-readable storage media that, when

executed by one or more processors, enable the one or more processors to perform the

recited operations. Generally, computer-executable instructions include routines,

programs, objects, modules, components, data structures, and the like that perform

particular functions or implement particular abstract data types. The order in which

the operations are described is not intended to be construed as a limitation, and any

number of the described operations can be executed in any order, combined in any

order, subdivided into multiple sub-operations, and/or executed in parallel to

implement the described process.

[0035] In the example shown in FIG. 4, process 400 includes operations performed

by first client device 108, second client device 110 and credential server device 116.

In some cases, the operations of first client device 108 and/or second client

device 110 can be performed by credential management application 312, and the

operations of credential server device 116 can be performed by credential service

module 118.

[0036] At 402, the first client device 108 establishes a connection to a network

service, using a set of credentials. In some embodiments, the first client device 108

establishes this connection through a user manually entering credential(s) via a user

interface presented on the first client device 108. For example, where the network

service is a website that includes a user authorization page to enable access, the user

can enter credentials (e.g., a username and/or password) into appropriate fields on a

login page. As another example, where the network service is a wireless network, the



user can enter credentials (e.g., a network SSID and/or password) through a wireless

networking user interface presented on first client device 108. In some embodiments,

the credentials are stored locally in memory on the first client device 108.

[0037] At 404, the first client device 108 provides the credentials to the credential

management service. In some embodiments, the first client device 108 makes a

connection to a network service which in turn connects to the credential management

service. The first client device 108 can provide credentials for additional network

services in addition to the network service through which the first client device has

established connection to the credential management service. In some cases, this can

include a user authorization step in which a user of the first client device 108 provides

an additional set of credentials to authenticate him/her to the credential management

service. This additional set of credentials can include a login and/or password to

access the credential management service.

[0038] In some embodiments, the first client device 108 provides the credentials to

the credential management service automatically following the establishment of the

connection between the first client device 108 and the network service. In other

embodiments, the user indicates that the credentials are to be provided, via a user

interface generated by the client-side credential management application 312 (or other

component or module of the client device) and presented by the first client device 108.

In some embodiments, the credential management application on the client device can

have a user configurable setting to enable the user to set an option for automatically

providing the credentials versus manually providing the credentials.

[0039] At 406, the credential server device 116 may authenticate the user based at

least in part on the additional set of credentials provided by the user of the first client

device 108 at 404. User authentication can be via credentials such as a login,



username, password, biometric information, and the like. Some embodiments can

include further security measures to ensure security of the network service credential

information stored by the credential management service. For example, in some cases

the connection between client device and credential management service can be over

a secure network connection using a security protocol such as a Secure Sockets Layer

(SSL) or a Transport Layer Security (TLS) protocol. Authentication can also include

use of a certificate issued by a trusted certificate issuing party, to ensure that the user

is accurately identified.

[0040] In some embodiments, the credentials to log into and/or be authenticated by

the credential management service can be shared among a plurality of network

services. For example, a user's login to the credential management service can

function as a single login to also allow the user to access an e-commerce service,

social networking service, gaming service, content provider service, or other network

services.

[0041] At 408, if the user is properly authenticated at the credential management

service, the credential server device 116 can store the received credential(s) for the

network service. In some embodiments, the credential(s) are stored in memory 208 of

the device or in a data store that is internal to or external to credential server

device 116. In some embodiments, the stored credential(s) can be associated with the

first client device 108 and/or its user, such that credential(s) for the particular network

service are paired with the first client device 108 and/or its user. In this way, the

credential management service can record that the first client device 108 and/or its

user is authorized to access the network service using the stored credential(s). In

some embodiments, the credential management service can also add the first client

device 108 to a device group associated with the user.



[0042] After the credential(s) for the network service have been stored and

associated with the first client device 108 and/or its user, at 410 a second client

device 110 can establish a connection to the credential management service. In some

embodiments, the second client device 110 makes a connection to a network service

which in turn connects to the credential management service. This second

authentication can then proceed similarly to that described above. For example,

at 412, the second client device 110 can provide credentials to the credential

management service. In some embodiments, the second client device 110 connects to

the credential management service, and the second client device 110 provides the

credentials to the credential management service. In some cases, this can include a

user authorization step in which a user of the second client device 110 provides an

additional set of credentials to authenticate him/her to the credential management

service. This additional set of credentials can include a login and/or password to

access the credential management service and/or a separate login and/or password to

access network service 106.

[0043] In some embodiments, the second client device 110 provides the credentials

to the credential management service automatically following the establishment of the

connection between the second client device 110 and the network service. In other

embodiments, the user indicates that the credentials are to be provided, via a user

interface generated by the client-side credential management application 312 (or other

component or module of the client device) and presented by the second client

device 110. In yet other embodiments, the credential management application on the

client device can have a user configurable setting to enable the user to set an option

for automatically providing the credentials versus manually providing the credentials.



[0044] At 414, the credential server device 116 may authenticate the user based at

least in part on the additional set of credentials provided by the user of the second

client device 110 at 412. Again, this second authentication can proceed similarly to

that described above. Once the credential management service has authenticated the

user at 414, the credential server device 116 can retrieve, at 416, one or more sets of

credentials for the various network service(s) that the user and/or the second client

device is authorized to access. In cases where the first and second client devices are

in a common device group and/or share a common user, the credential server

device 116 can determine that the second client device 110 is authorized to receive the

network service credentials previously provided by the first client device 108 at 404.

[0045] Next, at 418, the credential server device 116 can associate the second

client device 110 with the set of credential(s) (including those previously provided by

the first client device 108), and thus, record that the second client device 110 has been

provided with the credential(s) and/or is authorized to access the various network

service(s) for which network credentials have already been given. Thus, at 420 the

credential server device 116 can provide the second device the one or more sets of

credentials for the various network service(s) that the user and/or the second client

device is authorized to access.

[0046] At 422, the second client device 110 receives the network service

credential(s) from the credential management service and stores them locally. In

various instances, the second client device 110 can receive the network service

credential(s) directly from the credential management service, via the network service

through which the second client device 110 established connection to the credential

management service. Alternatively, the second client device 110 can receive the

network service credential(s) by virtue of the credential management service



periodically providing updates to the list of network services and/or the associated

credentials for which client devices of a common device group are authorized access.

The credential management service can periodically push these updates to the client

devices belonging to the common device group and/or can provide these updates the

next time each of a client device belonging to the common device group connects to

an authorized network service. Then, when the second client device 110 subsequently

detects a presence of another network service, at 424, which is one of the various

network service(s) that the user and/or the second client device is authorized to access,

the second client device 110 can use the credentials received from the credential

management service to automatically connect to the another network service at 426.

In this way, the credential management service can enable the automatic connection

of the second client device to various network services without the user of the second

client device manually entering the network service credentials for each of the various

network services.

[0047] Detection of the another network service at 424 can proceed in various

ways depending on the particular network service the second client device 110 is

accessing. For example, where the another network service is a wireless network,

detection of the network service can include a network interface controller on the

client device detecting a signal indicating that it is in communication range of the

wireless network. In such cases, the network interface controller or other component

of the client device can retrieve the network credentials previously downloaded and

use them to automatically connect to the wireless network at 426.

[0048] As another example, where the another network service is a web site or

other network accessible resource, detection of the another network service can

include detecting that a user has launched a browser or other application and is at a



login page or other authentication step to access the web site. In such cases, the

credential management application 312 of the client device 108 or 110 can auto-

populate the login page with the previously loaded credentials and thus use them to

automatically access the web site at 426.

[0049] FIGS. 5A, 5B and 5C are state diagrams illustrating example processes of

dynamically updating credentials for devices client devices 500(1)-(N) belonging to a

device group 502 (which is consistent with device group 112), that are also registered

with the credential management service 504 such as that implemented by credential

server device 116, and at least one network service 106. The example processes are

described in the contexts of FIGS. 1-4 but are not limited to those contexts. The order

in which the operations are described in each example is not intended to be construed

as a limitation, and any number of the described events can be combined in any order

and/or in parallel in various implementations. Furthermore, additional, different

and/or fewer operations than those shown in these examples may be included

including deletion of authorization for a network service, such as when a subscription

expires.

[0050] FIG. 5A is a state diagram illustrating the flow of information between

client devices 500(1 )-(N) belonging to an example of a device group 502(1) consistent

with device group 112, a credential management service 504 such as that

implemented by credential server device 116, and network service 106, while

dynamically updating credentials for the devices of device group 502(1).

[0051] In event 1, a first computing device 500(1) uses a set of credentials to

establish a connection to a network service 106. Similar to the earlier discussion, in

some embodiments, a user manually entering credential(s) via a user interface

presented on the first client device 500(1) can initiate this connection. In some



embodiments, the credentials are stored locally in memory on the first client

device 500(1).

[0052] As depicted by event 2, the network service 106 can provide the

credential(s) to credential management service 504. Alternately, in some

embodiments, a connection can be made between the first client device 500(1) and the

credential management service 504, and the credentials can be provided by the client

device 500(1) to the credential management service 504 rather than to the network

service 106. In some cases, this can include a user authorization step in which a user

of the first client device 500(1) provides an additional set of credentials to

authenticate the user and/or the client device 500(1) to the credential management

service 504. This additional set of credentials can include a login and/or password to

access the credential management service 504.

[0053] In event 3, the credential management service 504 authenticates the first

client device 500(1), stores the credentials for network service 106, and generates a

device group 502(1) associated with first client device 500(1). In some instances,

event 3 includes the credential management service 504 associating other client

devices with device group 502(1) based on having a common user or user instructions

to perform the association. As depicted by event 4, the credential management

service 504 provides to network service 106, identification of devices belonging to

device group 502(1) and authorization for the devices belonging to device group

502(1) to access network service 106 according to the credentials received for device

group 502(1). The credential management service 504 can provide authorization for

the network service 106 to provide the credentials received in event 1 to device group

502(1) or to provide an alternate authorization to device group 502(1) so that the

network service 106 does not retransmit the credentials. In some embodiments, in



event 5, network service 106 provides the credentials received in event 1 to device

group 502(1) or the alternate authorization received from credential management

service 504 to device group 502(1) so that each of the devices 500 in device group

502(1) can use the credentials from event 1 to access network service 106.

Alternately, in some embodiments, in event 6, credential management service 504

provides the credentials received in event 1 to device group 502(1) or the alternate

authorization for network service 106 to device group 502(1) so that each of the

devices 500 in device group 502(1) can use the credentials from event 1 to access

network service 106.

[0054] In various embodiments, a second client device, such as device 500(2)

belonging to device group 502(1), can also connect to credential management service

504 to receive updated credentials for each of the network services that one or more

of the devices 500(1)-(N) belonging to device group 502(1) have accessed. In such

embodiments, credential management service 504 provides updated credentials to

each of the devices 500(1)-(N) belonging to device group 502(1). Thus, when a next

client device, such as client device 500(2) detects a network service 106 for which

any of the devices 500 of device group 502(1) have provided credentials, device

500(2) can connect to the detected network service 106 and provide the credentials to

access the network service 106. That is, according to the discussion above, during

event 5 or event 6 the credentials received in event 1 or the alternate authorization

received from credential management service 504 propagates to each of the devices

500 of device group 502(1). More particularly, in event 5, network service 106 has

provided the credentials received in event 1 to device group 502(1) or the alternate

authorization received from credential management service 504 to device group

502(1) so that each of the devices 500 in device group 502(1), including device



500(2), can use the credentials from event 1 to access network service 106.

Alternately, in some embodiments, in event 6, credential management service 504 has

provided the credentials received in event 1 to device group 502(1) or the alternate

authorization for network service 106 to device group 502(1) so that each of the

devices 500 in device group 502(1), including device 500(2), can use the credentials

from event 1 to access network service 106.

[0055] FIG. 5B is a state diagram illustrating an alternative flow of information

between client devices 500(1)-(N) and the credential management service 504. In

some embodiments, as depicted by event 7, a client device 500(2) belonging to device

group 502(1) can communicate with credential management service 504 to request

updated credentials for each of the network services that one or more of the

devices 500(1)-(N) belonging to device group 502(1) have accessed. In event 8, the

credential management service 504 provides an updated list of network services

associated with device group 502(1) and an updated list of credentials to each of the

devices 500 belonging to device group 502(1) so that users do not need to provide

credentials each time they access a network service from one of their devices. Thus,

when a next client device 500( ) of device group 502(1) detects a network 106 for

which any of the devices 500(1 )-(N) of device group 502(1) have already provided

credentials, device 500( ) can automatically connect to the detected network

service 106 and provide the credentials to access the network 106.

[0056] In various embodiments, periodically or each time that a client

device 500(1)-(N) of device group 502(1) establishes a connection to credential

management service 504 or to a network service 106 associated with device

group 502(1), the client device receives an updated list of networks and credentials

that the device is authorized to access due to its inclusion in device group 502(1). In



this manner, credential management service 504 maintains a schema of stored

network service credential information for each device group 502, and corresponding

schema are dynamically updated and provided to each client device 500 belonging to

the group.

[0057] FIG. 5C is a state diagram illustrating an alternative flow of information

between client devices 500(A)-(M) when dynamically updating network

credentials. In some implementations, a particular device of a device group 502(2)

may operate as a controlling device for that device group. For example, such an

arrangement may be preferred for devices deployed in an enterprise, scholastic, or

family environment. Device group 502(2) represents an arrangement including a

controlling client device 500(A).

[0058] As depicted by event 9, client device 500(A) belonging to device

group 502(2) can connect to credential management service 504 to receive updated

credentials for each of the network services that one or more of the

devices 500(A)-(M) belonging to device group 502(2) have accessed. In event 10,

credential management service 504 provides updated credentials to client

device 500(A). Then, in event 11, client device 500(A) provides the updated

credentials to each of the other devices 500(B)-(M) belonging to device group 502(2),

for example via a wireless network connection, the next time any of the client

devices 500(B)-(M) associated with device group 502(2) access the wireless network.

[0059] Event 12 illustrates another event in the arrangement of device

group 502(2). In event 12, client device 500(M) requests a connection to a network

service 106. Responsive to an indication received with the request, network

service 106 can recognize or establish that client device 500(M) is a member of

device group 502(2). Accordingly, in event 13, network service 106 can provide the



request to client device 500(A), and in event 14, client device 500(A) can provide

credentials to network service 106. Thereafter, network service 106 communicates

the credentials to credential management service 504 in an event similar to event 2,

and credential management service 504 correspondingly processes the credentials in

an event similar to event 3, before, in event 15, providing the authorization for

network service 106 to device group 502(2), similar to the discussion above regarding

event 6. Alternately, credential management service 504 can provide the

authorization for network service 106 to client device 500(A), which in turn can

update the devices of group 502(2) similar to the events 10 and 11.

[0060] Device group 502(2) can also include client devices having an intermediate

degree of authorization. For example, such intermediate types of devices may not be

able to authorize requests from other devices, but may be able to add credentials for

network services for the group 502(2) in a manner similar to that discussed for

devices 500(1) or 500(2). In this manner, credential management service 504

maintains a schema of stored network service credential information for each device

group 502, and corresponding schema are dynamically updated and provided to each

client device 500 belonging to the group.

EXAMPLE DATA STRUCTURES AND USER INTERFACE

[0061] FIG. 6 is a diagram depicting example data storage schema that can be

employed to store network service credential information, e.g., on a client device or

on credential server device 116 in accordance with the processes and events described

regarding FIG. 4 and FIGS. 5A-5C. The example data schema includes a first table

600, which includes columns for network identifier (ID) 602, SSID 604, and

password 606. Such a table can be employed to store a set of credentials (e.g., SSID

604 and password 606) to access a network service identified by network ID 602.



Each row 608(1)-(N) in table 600 can correspond to a different network service 106,

such as a wireless network, wired network, web site, and so forth, and these entries

can be updated as, for example, networks change their password requirements and

users update their passwords. Moreover, additional rows can be added or existing

rows deleted as associations between devices in device groups and various network

services 106 are created and ended.

[0062] The example data schema of FIG. 6 also includes a second table 610, which

stores credentials to enable a user to access the credential management service 504

itself. Such credentials can include a credential service login 612, a credential service

password 614, and/or other credentials. Such credentials can be employed to

authenticate a user when the user logs into the credential management service 504.

Moreover, the entries of table 610 can be edited to add, delete, and/or update

credentials.

[0063] The example data schema of FIG. 6 also includes a third table 620, which

stores information regarding which devices are authorized to access which network

services and is subject to the addition or deletion of network services 106 and

updating of authorized users and/or devices, as well as changes to restrictions.

Table 620 can store information indicating allowed access to network services

identified by network ID 622, by authorized user 624 and/or authorized device 626.

Table 620 can also include information providing a set of restrictions 628 for each

pairing of network service and device. Such restrictions 628 can include restrictions,

qualifications, or criteria for the access of an authorized device to a network service.

[0064] For example, as shown in table 620, "laptop 1" is an authorized device to

access network service "Home 1" and "janedoe" is an authorized user that is

authorized to access "Home 1" using "laptopl." According to the restriction



information for row 630(1), "janedoe" can use "laptopl" to access "Home 1" during

the hours of 0800 to 2300, but not otherwise. As illustrated in the examples of

rows 630(1)-(N), various embodiments support restrictions of various types including

one or more of at least the following:

• Temporal restrictions - a user and/or device can access a network service

during particular times of day, particular days of the week, particular months

of the year, particular types of days (e.g., working days, weekdays, weekends,

on holidays, not on holidays, etc.), and/or up to a particular cutoff date/time

(e.g., until the end of the month, for the next 10 days, etc.).

• User restrictions - particular users can be authorized or not authorized to

access particular network services. For example, a parent can provide a child

with use of a laptop computer, but can restrict the child from using the laptop

to access the parent's work network.

• Activity-based restrictions - particular users and/or devices can be restricted

from using particular applications or performing certain activities while

accessing particular network services. For example, a device can be restricted

from accessing a social networking site and/or playing a game application

while connected to a business wireless network.

• Location-based restrictions - particular users and/or devices can be restricted

from accessing particular network services while in particular locations. For

example, a device can be restricted from logging into a social network service

or game service while the user and/or device is located in a classroom.

• Device-based restrictions - particular devices (e.g., child's laptop) or classes

of devices (e.g., tablets generally) can be restricted from connecting to

particular network services.



• Combinations of restrictions - embodiments support any combination of the

above restrictions based on particular users, particular devices or classes of

devices, temporal restrictions, location-based restrictions, activity-based

restrictions, etc.

[0065] In at least one implementation, the example data schema of FIG. 6 can be

preloaded to a client device 108 or 110 upon user authorization for such preloading,

for example during the purchase of a client device 108 or 110. In instances where a

user has an existing device group 112, during the purchase of a device 110, which can

be configured to operate as part of the group, the purchase process can include a

prompt to ascertain if the user would like the group information preloaded on the

device being purchased. In this example, the credential management service loads

information to the device so that the device will be shipped or otherwise provided to

the user with this preloaded information before the device connects to a network

service 106. As an alternate example, the credential management service can

preconfigure the device so that the first time the user employs the device, group

information is downloaded to the device when the device connects to the credential

management service or the network service 106. Thus, in either example, the user can

receive the new device in a more ready to use state and bypass the typically tedious

set up process.

[0066] Moreover, the user may want to preconfigure a new device to operate as

part of a device group although the user does not have an existing device group. Thus,

in some embodiments, during purchase of a first device 108, the purchase process can

include a prompt to ascertain if the user would like to register the device with the

credential management service and to provide the user an opportunity to provide

credentials to authorize access of the device to network services. Again, in some



instances, the credential management service loads group information to the device so

that the device will be shipped or otherwise provided to the user with this preloaded

information before the device connects to a network service 106. In other instances,

the credential management service can preconfigure the device with preliminary

group information so that the first time the user uses the device additional group

information is downloaded to the device when the device connects to the credential

management service or a network service 106. Thus, during the initial purchase

process, the user can initiate at least partial creation of the example data schema of

FIG. 6, and the credential management service can store this schema to be provided to

other devices 110 as other devices are registered with device group 112.

[0067] FIG. 7 is a pictorial diagram depicting an example user interface 700 (e.g.,

credential service administration interface 212) that may be presented on a device,

such as one of the first client device 108 and/or the second client device(s) 110 shown

in FIG. 1 and that may be employed by a user to preconfigure a first device 108 or

preload a second device 110 with network service credentials stored by the credential

management service during the device purchase process. Such an interface can be

presented to the user after the user logs in to or is otherwise authenticated to the

credential management service.

[0068] In the example shown, interface 700 includes functionality such as account

settings button 702 to allow a user to navigate to a user interface where the user can

view and update settings associated with the user's account including associating the

device being purchased with a device group 112. Interface 700 also includes

functionality such as a button 704 to allow a user to cancel the order currently in

process. Interface 700 can also include buttons to add a network service 706, delete a

network service 708, and save changes to the network service(s) 710. Interface 700



can include another button to confirm pairings 712 between the device and network

service(s).

[0069] Interface 700 can also include a portion 714 identifying the various pairings

for the device to network service(s). For example, if a user indicates that the device

should be associated with a device group 112 from the account settings, credential

management service will populate portion 714 with the network IDs, SSIDs, and

passwords for the existing networks associated with the device group. Portion 714

may provide default restrictions associated with each of the networks, or an

opportunity for the user to select a restriction for each network, such as from a

drop-down menu. Interface 700 may also include functionality such as checkout

button 716 to allow a user to proceed to purchase the device when the user is satisfied

with the preconfiguration/preloading options the user has selected.

[0070] FIG. 8 is a pictorial diagram depicting an example user interface 800 (e.g.,

credential service administration interface 212) that may be presented on a client

device, such as the first client device 108 and/or the second client device(s) 110

shown in FIG. 1 and that may be employed by a user to access and/or maintain

network service credentials stored by the credential management service. Such an

interface can be presented on either or both of the client devices to the user after the

user logs in to or is otherwise authenticated to the credential management service. In

the example shown, interface 800 includes functionality such as account settings

button 802 to allow a user to navigate to a user interface where the user can view

and/or update account settings such as login/password, or other credentials to access

the credential management service similar to that described above regarding purchase

interface 700. In the example shown, interface 800 includes functionality such as a

device button 804 to allow a user to add or delete a device, network button 806 to



allow a user to add or delete a network, and a save changes button to allow a user to

save account level changes. In various implementations the functionality provided via

buttons 804, 806, and/or 808 alternately may be accessed via account settings

button 802.

[0071] Interface 800 can also include a portion 810 identifying the various

authorized pairings of device(s) to network service(s) associated with a device group

according to the credential management service records of the associations, for

example from a data storage schema as described regarding FIG. 6. Moreover,

portion 810 identifies whatever restrictions apply to the use of the authorized device

with each network service. Meanwhile, for device groups having controlling devices

as discussed regarding FIG. 5, a portion similar to portion 810 on the controlling

device can identify the restrictions in place for each of the authorized devices in the

device group.

[0072] Interface 800 can further include controls such as manage button(s) 812, to

enable the user to modify the device/network service pairings and/or their restrictions

on the device. Such controls can further enable the user to manually enter, edit,

and/or delete credentials for the various network service(s) including SSID of the

network service, network service login/password, or other credentials to access the

existing network services via the credential management service. When the user adds,

deletes, or updates credentials for a network service via a manage button 812,

credential management service updates the data storage schema described in FIG. 6

and causes the changes to be propagated to each of the devices of the device group as

discussed above regarding FIG. 5.



CONCLUSION

[0073] Although the techniques have been described in language specific to

structural features and/or methodological acts, it is to be understood that the appended

claims are not necessarily limited to the specific features or acts described. Rather,

the specific features and acts are disclosed as example implementations of such

techniques.

[0074] All of the methods and processes described above may be embodied in, and

fully automated via, software code modules executed by one or more general purpose

computers or processors. The code modules may be stored in any type of non-

transitory computer-readable medium or other computer storage device. Some or all

of the methods may alternatively be embodied in specialized computer hardware.

[0075] Conditional language such as, among others, "can," "could," "might" or

"may," unless specifically stated otherwise, are otherwise understood within the

context as used in general to present that certain embodiments include, while other

embodiments do not include, certain features, elements and/or steps. Thus, such

conditional language is not generally intended to imply that features, elements and/or

steps are in any way required for one or more embodiments or that one or more

embodiments necessarily include logic for deciding, with or without user input or

prompting, whether these features, elements and/or steps are included or are to be

performed in any particular embodiment.

[0076] Conjunctive language such as the phrase "at least one of X, Y and Z,"

unless specifically stated otherwise, is otherwise understood with the context as used

in general to present that an item, term, etc. may be either X, Y, or Z, or a

combination thereof. Thus, such conjunctive language is not generally intended to



imply that certain embodiments require at least one of X, at least one of Y, and at

least one of Z to each be present.

[0077] Any routine descriptions, elements or blocks in the flow diagrams

described herein and/or depicted in the attached figures should be understood as

potentially representing modules, segments, or portions of code which include one or

more executable instructions for implementing specific logical functions or elements

in the routine. Alternate implementations are included within the scope of the

embodiments described herein in which elements or functions may be deleted, or

executed out of order from that shown or discussed, including substantially

synchronously or in reverse order, depending on the functionality involved as would

be understood by those skilled in the art.

[0078] It should be emphasized that many variations and modifications may be

made to the above-described embodiments, the elements of which are to be

understood as being among other acceptable examples. All such modifications and

variations are intended to be included herein within the scope of this disclosure and

protected by the following claims and clauses.

Clause 1. A computer-implemented method comprising:

receiving, at a credential service implemented in a hosted computing

environment, a first communication indicating that a first device has connected to a

wireless network, the first communication including a set of credentials employed by

the first device for connecting to the wireless network and for connecting to another

network;

storing, by the credential service implemented in the hosted computing

environment, the set of credentials as a stored set of credentials with information

describing the first device, the wireless network, and the another network;



receiving, at the credential service implemented in the hosted computing

environment, a second communication indicating that a second device has connected

to the wireless network, the second communication including information indicating

that the first and second devices are associated in a device group;

authenticating, by the credential service implemented in the hosted computing

environment, the second device; and

in response to the second communication:

providing, by the credential service implemented in the hosted computing

environment, the stored set of credentials to the second device to enable the second

device to automatically connect to the another network; and

associating the second device with the stored set of credentials.

Clause 2. The computer-implemented method of clause 1, further comprising

authenticating, by the credential service implemented in the hosted computing

environment, a user of the second device based in part on the information in the

second communication.

Clause 3. The computer-implemented method of clause 1, further comprising

authenticating, by the credential service implemented in the hosted computing

environment, the first device based in part on information in the first communication.

Clause 4. The computer-implemented method of clause 1, further comprising

receiving, at the credential service implemented in the hosted computing environment,

a third communication including information indicating that a third device is

associated with the device group, wherein the stored set of credentials enables the



third device to automatically connect to the wireless network when the third device is

in proximity to the wireless network.

Clause 5. The computer-implemented method of clause , wherein storing the set

of credentials is performed at least one of:

automatically on receiving the first communication; or

in response to an indication that the set of credentials is to be stored.



Clause 6. A system comprising:

a data store configured to store network service credentials; and

a computing device including a processor in communication with the data

store, the processor configured to:

receive an indication that a first device has connected to a network service

using a set of credentials, the first device associated with a device group, wherein the

device group comprises a plurality of devices;

store, in the data store, the set of network service credentials as a stored set of

network service credentials for the network service; and

provide the stored set of network service credentials to the device group,

wherein the stored set of network service credentials enables at least one second

device associated with the device group to automatically connect to the network

service.

Clause 7. The system of clause 6, wherein the network service comprises at least

one of a wired network, a wireless network, or a web site.

Clause 8. The system of clause 6, wherein the network service comprises a

wireless network, and wherein the stored set of network service credentials enables

the at least one second device associated with the device group to automatically

connect to the wireless network when the at least one second device is in proximity to

the wireless network.



Clause 9. The system of clause 6, wherein the computing device is further

configured to associate the at least one second device with the stored set of network

service credentials.

Clause 10. The system of clause 6, wherein the plurality of devices in the device

group share at least one of a common user and a common user account, and wherein

the stored set of network service credentials is provided to the at least one second

device in response to a communication authenticating the common user or the

common user account to the computing device.

Clause 11. The system of clause 10, wherein the indication that the first device

has connected to the network service further includes data that authenticates at least

one of the common user and the common user account to the computing device.

Clause 12. The system of clause 6, wherein the processor is further configured to

generate instructions for presenting a user interface that enables a user to manage

access rights to the network service for the device group.

Clause 13. The system of clause 6, wherein the indication indicates that the first

device is associated with the device group.



Clause 14. A computing device comprising:

a memory configured to store a credential management application;

a network interface; and

at least one processor in communication with the memory and the network interface,

the at least one processor configured to execute the credential management

application to:

authenticate the computing device to a credential service, following

establishment of a connection to a first wireless network via the network interface;

receive, from the credential service, a set of credentials to enable the

computing device to automatically connect to a second wireless network via the

network interface; and

based at least in part on the network interface detecting the second wireless

network, automatically establish a connection to the second wireless network via the

network interface using the set of credentials received from the credential service.

Clause 15. The computing device of clause 14, wherein the set of credentials is

stored by the credential service following an authentication of at least one other

computing device to the credential service through the second wireless network.

Clause 16. The computing device of clause 15, wherein the computing device and

the at least one other computing device are associated in a device group.

Clause 17. The computing device of clause 14, wherein the credential service is

implemented in a hosted computing environment.



Clause 18. One or more non-transitory computer-readable storage media storing

instructions that, when executed, instruct at least one processor to perform actions

comprising:

receiving, at a credential server, a first communication indicating that a device

has connected to a network service, the first communication including one or more

credentials employed by the device for connecting to the network service;

storing, by the credential server, the one or more credentials with information

describing the network service;

receiving, at the credential server, a second communication authenticating at

least one other device to the credential service; and

in response to the second communication, providing the one or more

credentials included with the first communication to the at least one other device, the

one or more credentials enabling the at least one other device to connect to the

network service responsive to detecting the network service.

Clause 19. The one or more non-transitory computer-readable storage media of

clause 18, wherein the network service comprises at least one of a wired network, a

wireless network, a web service, or a web site.

Clause 20. The one or more non-transitory computer-readable storage media of

clause 18, wherein the device and the at least one other device are in a device group

associated with at least one of:

a common user, and

a common user account.



Clause 1. The one or more non-transitory computer-readable storage media of

clause 18, wherein the first communication further authenticates a user of the device

to the credential service, and wherein the second communication further authenticates

the user to the credential service.

Clause 22. The one or more non-transitory computer-readable storage media of

clause 18, wherein the device and at least one other device are mobile devices.

Clause 23. The one or more non-transitory computer-readable storage media of

clause 18, wherein the one or more credentials include information describing the

device, the network service, and another network.

Clause 24. The one or more non-transitory computer-readable storage media of

clause 23, wherein the one or more credentials are stored in data storage associated

with the credential service, and the actions further comprise associating the at least

one other device with the one or more credentials in the data storage on receipt of the

communication authenticating at least one other device to the credential service.

Clause 25. A computer module for rendering a graphical user interface on a

display, the computer module being stored in one or more computer readable media

and executed on one or more processors such that, when executed as part of a

checkout process presented during an electronic purchase of a new device, the

rendered graphical user interface comprises:

a first area to facilitate user entry of one or more associations that the new

device will have to one or more of device groups, users, networks, or user accounts;



a second area to present the one or more associations of the new device; and

an actuatable control, presented together with the first and second areas, to

proceed to a next step in the checkout process upon actuation by a user.

Clause 26. The computer module of clause 25, further comprising a third area to

facilitate user entry of one or more networks to which the new device can be

associated.

Clause 27. The computer module of clause 25, further comprising a third area to

facilitate user removal of one or more networks to which the new device cannot be

associated.



CLAIMS

What is claimed is:

1. A computer-implemented method comprising:

receiving, at a credential service implemented in a hosted computing

environment, a first communication indicating that a first device has connected to a

wireless network, the first communication including a set of credentials employed by

the first device for connecting to the wireless network and for connecting to another

network;

storing, by the credential service implemented in the hosted computing

environment, the set of credentials as a stored set of credentials with information

describing the first device, the wireless network, and the another network;

receiving, at the credential service implemented in the hosted computing

environment, a second communication indicating that a second device has connected

to the wireless network, the second communication including information indicating

that the first and second devices are associated in a device group;

authenticating, by the credential service implemented in the hosted computing

environment, the second device; and

in response to the second communication:

providing, by the credential service implemented in the hosted

computing environment, the stored set of credentials to the second device to

enable the second device to automatically connect to the another network; and

associating the second device with the stored set of credentials.



2. The computer-implemented method of claim 1, further comprising

authenticating, by the credential service implemented in the hosted computing

environment, a user of the second device based in part on the information in the

second communication.

3. The computer-implemented method of claim 1, further comprising

authenticating, by the credential service implemented in the hosted computing

environment, the first device based in part on information in the first communication.

4. The computer-implemented method of claim 1, further comprising receiving,

at the credential service implemented in the hosted computing environment, a third

communication including information indicating that a third device is associated with

the device group, wherein the stored set of credentials enables the third device to

automatically connect to the wireless network when the third device is in proximity to

the wireless network.

5. The computer-implemented method of claim 1, wherein storing the set of

credentials is performed at least one of:

automatically on receiving the first communication; or

in response to an indication that the set of credentials is to be stored.



6. A system comprising:

a data store configured to store network service credentials; and

a computing device including a processor in communication with the data

store, the processor configured to:

receive an indication that a first device has connected to a network

service using a set of credentials, the first device associated with a device

group, wherein the device group comprises a plurality of devices;

store, in the data store, the set of network service credentials as a

stored set of network service credentials for the network service; and

provide the stored set of network service credentials to the device

group, wherein the stored set of network service credentials enables at least

one second device associated with the device group to automatically connect

to the network service.

8. The system of claim 6, wherein the network service comprises a wireless

network, and wherein the stored set of network service credentials enables the at least

one second device associated with the device group to automatically connect to the

wireless network when the at least one second device is in proximity to the wireless

network.

9. The system of claim 6, wherein the computing device is further configured to

associate the at least one second device with the stored set of network service

credentials.



10. The system of claim 6, wherein the plurality of devices in the device group

share at least one of a common user and a common user account, and wherein the

stored set of network service credentials is provided to the at least one second device

in response to a communication authenticating the common user or the common user

account to the computing device.

11. The system of claim 10, wherein the indication that the first device has

connected to the network service further includes data that authenticates at least one

of the common user and the common user account to the computing device.

12. The system of claim 6, wherein the indication indicates that the first device is

associated with the device group.



13. A computing device comprising:

a memory configured to store a credential management application;

a network interface; and

at least one processor in communication with the memory and the network

interface, the at least one processor configured to execute the credential management

application to:

authenticate the computing device to a credential service, following

establishment of a connection to a first wireless network via the network

interface;

receive, from the credential service, a set of credentials to enable the

computing device to automatically connect to a second wireless network via

the network interface; and

based at least in part on the network interface detecting the second

wireless network, automatically establish a connection to the second wireless

network via the network interface using the set of credentials received from

the credential service.

14. The computing device of claim 13, wherein the set of credentials is stored by

the credential service following an authentication of at least one other computing

device to the credential service through the second wireless network.

15. The computing device of claim 14, wherein the computing device and the at

least one other computing device are associated in a device group.
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