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(57) Abstract: A computer-implemented method for determining file classifications. The method may include determining identi-
fication information of a first file stored on a first computing system. The method may also include querying a second computing
system for classification information by sending the identification information of the first file to the second computing system.
The first computing system may receive, in response to the query, identification information of a second file. The first computing
system may also receive the classification information. The classification information may indicate that the first tile and second
file are trusted. The first computing system may use the identification information of the second file to determine that the second
file is stored on the first computing system. The first computing system may also apply the classification information to the first
and second files by excluding the first and second files from a security scan.
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METHODS AND SYSTEMS VOR DETERMINING
FILE CLASSIFICATIONS

BACKGROUND
j0001] Consumers and businesses increasingly rely on computers to store

sensitive data, Consequently, malicious programmers seem to continually increase thely
efforts to gain illegitimate control and access o others’ computers. Compuler
programmers with malicious motivations have created and continue to create viruses,
Trojan horses, worms, and other programs meant to compromise compuier systems and
datg belonging to other people. These malicious programs are often referred to as
malware.

{0002] Security software companies are combating the growing tide of malware
by ¢reating and deploying malware signatures (e.g.. hashes that identify malware} to
their customers on & regular hasis. For example, security software compantes may send
malware sipnature wpdates to their customers multiple times a day. By frequently
updating mabware signatures, security sofiware companics may help their customers
secure their computers against new and changing threats.

{8003] PBach time a customer veceives a malware definition update, the
gustomer’s computer may need to resean nwmerous files to assure no malware is
running on the computer. Consequently, customers’ computers may lake a performance
kit each time they receive a malware signature update. Performance loss on customers’
computers and netwoarks increases as the size and frequency of signature updates
increases. The performance loss may result in a negative customer experignce,

[0004]  Security softwars developers have tried to decrease the time and

network traffic required to perform security scans by skipping known good files (g,
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files that are known to be free from malware). Before skipping a file, the securiry
software typically must identify that the file is tegitimate and free from malware,
Security software developers have implemented at least two different methods io
identify known good files to reduce secturity scan times.

{8085]  In a first meothod, a client machine may keep a database of hashes of
known good files. When performing a malware scan, the client machine may query the
database to identify known good files. The client machine may then skip the kanown
files, which may allow the scan to complete more quickly. Hewever, maintaining a
database of hashes of known good files may not be ideal. Maintaining the database may
require frequent updates that increase network traffic. Also, the database may become
large and may not provide the hoped-for efficiencies.

[0006] In a second method, a client machine may scan & drive. The client
machine may compute hashes lor the files stored on the drive and may transmit the
hashes te a server. The server may then determine if the hashes correspond to known
good files, This technigue also has drawbacks. Sending file hashes to a server may
create unnecessary client-server communications and may consume too much network
bandwidth. Furthermore, many consumer Internet connections are non~symmetrie, with
the upload bandwidth being much less than the download bandwidth. Therefore,
uploading a number of hashes from a customer’s computer to a security software server

may be a slow, reseurce-consuming process.
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CROSS REFERENCE TO RELATED APPLICATIONS
{0007]  This disclosure is related to U8, Application No. 12/130,559, filed
May 30, 2008, titled “Methods and Systems For Scanning Files For Malware” and U8,
Application No. 12/130.839, filed May 30, 2008, titled “Systems and Methods for

Determining a File Set,” the disclosures of each of which are incorporated, in their

entirety, by this reference.

SUMMARY

100087  Embodiments of the instant disclosare are directed to increasing
seenrity scan speeds by skipping trusted files (e, known good files). A security
module on a clieat device (e.g, a first computing system) may attempt o identify
trusted fites on the client device. In the process of identifying trusted files, the security
module may determine identification information of a first file stored on the client
device. The seeurity module may determine identification information by computing a
digest of the first file. The security module may also determine identification
information by identifying a name of a dircctory where the first file is stored. The
seeurity module may query a server (e.g., 3 second computing system) for classification
information by sending the identification infoermation of the first file to the server,

{0009  The server may use the identification information to search a
classification database for classification information for the first file. For example, the
server may search the classification database for a file digest that maiches the digest of
the first file, In addition to, or instead of, searching for the file digest, the server may
search for a directory name in the classification database that matches the directory

name included in the idemification information. The server may also find ene or more

L X
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additional files that are associated with the directory name. Then, the server may
transmit identification information of the additional files to the client device, The
server may also transmit classification nformation for the first file and the additional
files 1o the fivst computing device,

(0010} The classification information may indicate whether the first file and
the additional files are trusted. f the files are trusted, the security software on the first
computing deviee may exclude the files from a security scan, By excluding trusted
files, the security scan may run more officiently. Furthermore, embodiments of the
present disclosure may reduce the amount of network bandwidth, particularly client-
side upload bandwidih, needed to identify trusted files because 2 client device may only
need to upload one file digest 1o oblain classification information for multiple files. In
other embodiments, the client device may send a few file digests to the server, and the
server may return classification information for those files and additional files.

[0011]  Features from any of the above-mentioned embodiments may be used
in combination with one another in accordance with the general principles described
herein.  These and other embodiments, features, and advantages will be more fully
understood upon reading the following detailed description in conjunction with the

accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[6012}  The accompanying drawings illustrate a number of exemplary

embodiments and are 3 part of the specification. Together with the following
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deseription, these drawings demonsirate and explain various principles of the instant
disclosure,

{0813]  FIG. 1 is g bloek diagram of an exemplary network for implementing
embodiments of the instant disclosure.

[0014]  FIG. 2 is a flow diagram of an exemplary methed for determining file
classifications according to certain embodiments,

[0018]  FIG. 3 is a block disgram of another exemplary method for
determining file classificationy according to certain embodiments.

j8016] FIG. 4 is a block diagram of an exemplary classification-information
database according to certain embodiments,

[8617]  FIG. S is o flow diagram of exemplary communications between a
client and & server according to certain embodiments.

{8018} FIG. & s a block diagram of an exemplary computing system capable
of implementing one or more of the embodiments deseribed and/or illustrated herein,

{8019} FiG. 7 is a block disgram of ap exemplary computing network capable
of implementing one or more of the embodiments deseribed and/or illustrated herein.

[6628] Throughout the drawings, identical reference characters and
descriptions indicate similar, but not necessartly identical, clements.  While the
exemplary embodiments described hereln are susceptible to varlous modifications and
alternative forms, specific embodiments have been shown by way of example in the
drawings and will be deseribed in detail herein. However, the exemplary embodiments

described herein are not intended to be lmited to the particular forms disclosed.
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Rather, the instant disclosure covers all modifications, equivalents, and alternatives

falling within the scope of the appended claims.

DETAILED DESCRIPTION

(8021  As will be described in greater detail below, the instant disclosure
generally refates to systems and methods for determining e classifications for
multiple files by sending identification information for one or more files {6 a server.
As detatled below, security software on a client device may query a classification
database on a server for classification information of a first file. In response {0 the
request, the server may send the clieat device classification information for the first
file, The server may also send the client device identification information and
classification information for one or more additional files that are associated with the
first file. The client device may use the classification information to determine whether
files on the client device are trusted and can be skipped in g security scan.
Embodiments of the instant disclosure may reduce client upstream bandwidth and
minimize the number of network round trip requests needed to classify files on a client
systom.  Embediments of the instant distlosure alse provide various other features and
advantages.

{00221 FIG. { shows a network 100 with a client 120 and a server 150, Client
120 and server 150 may communicate over network {40, MNetwork 140 may be the
Internet, a local area network (LANY, & wide srea nstwork (WAN), or any other suitable
compuier setwork, Client 120 may be a desktop computer, a laptop computer, a mobile

compuling device, a network computing device, ov any other suitable computing device.

In some embodiments, ¢lient 120 may be referred to as a first computing device, Client

6
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120 may include security software 122, trusted files 124, an application 126, and a
directory 128.

{0823} Security softwarg 122 may be any medunle, application, or other
computer-executable code programmed to determine identification utformation of a file
and query a second computing system for classification information for the file.
Seeurity sofiware 122 may determine which files on client 120 are trusted so that
security software 122 (or any other application) can skip the trusted files in security
seans. 1o order to determine whether files on client 120 are trusted, security software
122 may identify a furst file, soch as file 130, in directory 128, Directory 12§ may be a
directory in a file system on elient 120,

{0024]  After identifying file 130, security  software 122 may determine
identification information for file 130. For example, secority softwars 122 may
compute a digest for file 130, {n other embodiments, security software 122 may
identify a pre-computed digesi for file 130, Security software 122 may also determine a
directory name of directory 128, In some embodiments, the directory name of diredtory
128 may be a normalized directory path for directory 128. By determining
Identification information for file 130, security software 122 may be able to request
classification information for file 130 by sending the identification information. rather
than the entire file 130, to server 150, T ypically, identification information for a file
may be smaller than the file itself Thus, sending the identification information for a
file may consume less network bandwidth than sending the file itselt)

{6025]  Security software 122 may send the identification information for file

130 to server 150 to query classification-information database 152 for classification
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information for file 130. FIG. 4 and the corresponding description provide an example
of a classification database and how a classification database may be created, Server
150 may search classification-information database 152 for classification information
associated with file 130, In some embodiments, server 130 may search classification-
information database 132 for a digest that matchies the digest of file 130, Server 150
may find that digest 162 matches the digest of fite 130,

{80261 In some embodiments, before searching classification-information
database 152 for a digest that watehes the digest of file 130, server 130 may scarch a
classification-information database for a directory name that matches the directory
name of directory 128, For example, server 150 may determine that directory name 169
matches the directory name for directory 128, After identifying a directory in
classification-information database 152 that matches the divectory name of direciory
128, server 150 may search files associated with the directory for a digest that matches

the digest of file 130.

{0827]  Classification-information database 152 may identity additional file
digests that are associated with file 130, For example, classification-information
database 152 may identify file digests 164 and 166 because file digests 164 and 166 are
also assaciated with directory name 160, Classification-information database 152 may
transmit digests 164 and 166 to security software 122 on client 120, Classification-
informmation database 152 may also transmit clagsification information 170, 172, and
174 to security software 122,

[8028]  After receiving identification information for the additional files,

security software 122 may determine whether these additional files are incinded in
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directory 128, Tor example, security software 122 may determine whether digests 164
and 166 match digests for files 132 and 134, As part of this determination procesy,
security software 122 may caicudate digests for files 132 and 134, In other
embodunents, security software 122 may identify pre-caleulated digests for files 132
and 134,

{00291 Security software 122 may determine that digest 164 corresponds to
file 132 and digest 166 corresponds to file 134, Security software 122 may then apply
classification information 172 to file 132 and classification information 174 to file 134,
Security software 122 may alse apply classificadon information 170 to file 130, If
classification information 170, 172, and 174 indicate that files 130, 132, and 134 are
trusted, security software 122 may apply classification information 170, 172, and 174 1o
files 130, 132, and 134 by excluding these f{iles from a security scan. While FIG. |
shows separate classification information for cach {ile associated with (e.g., stored in) a
directory, in some embodiments sach file in & directory may be associated with the
same classification information,

(80307 FIG. 1 shows that client 120 may include an application 126,
Direciory 128 may be a folder i‘ihai was installed by and/or etherwise associated with
application 126, Classification-information database 152 may comprise classification

information for files installed by application 126, For example, a security module may
monitor an installation of application 126 te determine which files are installed by
apphication 126, The security module may then analyze and classify the files installed

by application 126. The disclosure corresponding to FIG. 4 discusses the process of

analyzing and classifying files.

Q
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{00311 FIG. 2 is o flow diagram that illustrates steps that may be performed by
a client device, such as client 120, Security software on the client deviee may
determine identification information of a first file stored on a first computing system
{step 210).  Determining identification information of a first file may comprise
computing a digest for the first file. A digest may be a file identifier such as a hash. A
hash may be a value, code, sum, or other data caloulated using a hash funetion {e.g., a
function that takes an input of @ data stream of any length and produces an outpul with
a valuw of a certain fixed size). The hash function may be a cyclic redundancy check
{CRC) hash function. In other embodiments, the hash function may be a cryptographic
hash function, such as a message-digest algorithm 5 (MD3) hash fusction. The hash
function may also be a secure hash algorithm {(SHA) cryplographic hash function, such
as a SHA-0, SHA-1, SHA-256, or SHA-512 hash function. A hash of the first file may
also be computed by applying any other public or private hash algorithm to the frst
file
(0032} Determining identification information of the first file may also
comprise determining a directory where the first file is stored. For example, the
curity software may determine g directory name of a directory where the first file is
stored. The directory name may be a file path of the directory. Iu some embodiments,
the directory name may be a normalized directory path created by converting an
absolute divectory path for a specific machine to a generic directory path that eliminates
the machine-specific components of the directory path. In other words, a normalized

directory path may be created by removing the data in a direciory path that is specific to

10
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a elient machine but keeping the parts of the directory path that would be generic to any
machine where the directory may be instalied,

[0833]  The security seftware, after determining identification information of
the first file, may guery a second compuiing svstem {e.g, a server) for classification
information (step 220). The security software may query the second computing system
by sending identification {nformation of the first file to the second computing system.
For example, the security software may send a digest and divectory name for the first
file to o classification-information database on the second computing system.

[0834]  The first computing system may receive, in response to the query,
identification information of a second f{ile (step 230). The identification information of
the second file may be a file name of the sccond file, the size of the second file, & digest
of the second {ile, and/or any other identification information for the second file. The
{irst compuiing system may also receive classification information for the $irst and
second  files (step 230).  The classification information may be classification
information that designates whether the {irst and second files are trusted. In some
smbodiments, the classification information may be a single classification associated
with both files that indicates whether the files are trusted. In other embodiments, the
first computing device may receive different classification information for each of the
first and second files.

{8033} The security seftware may use the idemtification information of the
second file to determine that the second file is stored on the first computing system
(step 240). Using the identification information of the second file to determineg that the

second file is stored on the first computing device may comprise determining that the

i1
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first computing device comprises a file with the file name of the second file and
determining that the digest of the second file matches the digest of the file with the file
name of the second file. In other words, the securit}; software may first check the first
computing device to determine whether the first computing device has a file with a
name that matches the name received from the second computing system, If the
security software finds a file name mateh, the security software may compare a hash of
the file on the first computing deviee with the hash received from the second computing
device., If the hashes mateh, the security software may determing that the file on the
first computing device is the file identified by the second computing device (i.e., the
first computing device comprises the second file).

{H136]  In some embodiments, the identification information of the second file
may comprise a size of the second file. In such embodiments, using the identification
information of the second file to determine that the second file is stored on the first
computing deviece may comprise determining that the {ile with the file name of the
second file is the same size as the second file. In other words, the security sofiware
may determine that the file is the second file by determining that the file is the same
size as the seeond file, by deternvining that the hash functions of the files match, and/or
by determining that the f{iles have the same name.

[0037]  The security software may apply (he classification infermation to the
first and second files by excluding the first and second files from a security scan (step

250), Yor example, the sccurity software may include the first and second files {na list

of wrusted files. The security software may skip files identified in the list of trusted

files when performing o security sean.
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[038] In some embodiments, step 210 {(determining identification information
af a first file) may comprise determining identification information of multiple files,
For example, security software may determine identification information of a few files
{or many files) in a directory, where the directory comprises a set of files, Thus, the
security software may determing identification information for a subset of files in the
directory, and the subset of files may comprise the first file. In such embediments, step
220 may comprise sending the identification information of each file in the subset of
files 10 the second computing system. The sceond computing system may be able to
more guickly and accuorately determine other files in a set of associated files by
receiving multiple files from the set of files rather than receiving ounly a single file from
the set of files.

{04391 In some embodiments, step 230 {receiving identification information of
a seeond file} may comprise receiving identification information for a set of files. The
set of files may comprise the second file. The set of files may comprise cach file
assoctated with the directory in which the first file is stored.

{00401  FIG. 3 shows a flow diagram of a computer-implemented method for
determining file classifications. The steps shown in FIG. 3 may be performed by a
server {e.g., a second computing system) in communication with o client that s
requesting classification information for files. The sccond computing system may
receive identification Information of a first file from a first computing system {slep
310). The first fite may be a file stored on the first computing system. The second
computing system may use the identification information fo search a classification

database for classification information for the first file {step 320). The classification
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database may be stored on the second computing sysiem. As previously discussed, the
second computing system may search the classification database for classification
information of the first file by scarching the classification database for a digest andfor
directory that matehes a digest and/or directory of the first file.

{0041 After identifying the first file in the classification database, the second
computing system may identify a second file that is asspciated with the first file {step
330). The second computing system may identify {iles associated with the first file by
searching for files that are associated with the same directory as the first file. In other
weords, the first file may be assoviated with the second file if the first and second fles
are stored in the same directory,

{8042]  The second computing system may transmit identification information

of the second file to the first computing device (step 340). As previously mentioned,
the identification information of the second file may comprise a digest of the second
file, a name of the second file, a size of the second file, and/or any other information
that identifies the second file or may distinguish the second file from other files. The
second computing system may transmii the classification information for the first file,
as well as classification information for the second file, to the first computing device
{step 330,

[0843]  While steps 340 and 350 are shown as separate steps, the second
computing device may perform steps 340 and 330 at the same time. In other words, the
second computing device may transmit identification information and classification
information at the same time. In some embodiments, the second computing devige way

~r

identify a set of files associated with the first file, and the set of files may comprise the

14



WO 2009/158239 PCT/US2009/047505

second {ile, The second computing device may transmit identification information and
classification information for each {ile in the set of files to the first computing deviee

{8044} FIG. 4 shows a classification-information  database 400,
Classification-information  database 400 may associate directories with files.
Classification~information database 400 may associate directories with  files by

wling directory names of directorvies with {ile digests for files. For example, a
directory name 410 may be assoviagted with file digests 420, 422, 424, 426, and 428. A
directory name 412 may be associated with file digests 430, 432, and 434. A directory
name 414 may be associated with the Dl digests 440, 442, 444, and 446.

[0045]  Classification-information database 400 may also associate files with
clasgification information.  For example, file digest 420 may be associated with
classtfication information 4350, file digest 422 may be associated with classifieation
information 452, file digest 424 may be associated with classification information 454,
file digest 426 may be associated with elassification information 456, and file digest
428 may be associated with classification information 458, File digests 430, 432, and
434 may be associated with classification information 460. In some embodiments,
classification information may be associated with a directory. For example directory
414 may be asseciated with classification information 470, Thus, any file associated
with directory 414 may also be associated with classification information 470,
Classification information 470 therefore applies to file t 440, file digest 442, file
digest 44, and file digest $46.

[0046]  When a client queries classification-information database 480 for

classilication informagion for a file, classification-information database 400 may search

>_..
e )
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for @ file digest that maiches the file on the client. Once classification~information
database 400 finds a matching file digest, classification-information database 400 Ay
return classification information associated with the digest to the client, Classification-
information database 400 may alse return other file digests associated with the file on
the client,
{0047]  As an example, a clent may query classification-information database
200 with a first digest.  Classification-information database 400 may determine that the
first digest matches file digest 424, Classification-information database 400 may refurn
classification information 454 for file digest 424, Classification-information database
400 may also return file digests 420, 422, 426, and 428 and their corresponding
classification information to the client,
[0048]  Classification-information database 132 may be created or populated
using a clagsificgtion tool.  The classification 100l may monitor the installations of
ofiware applications and classify the files installed by the software applications. For
example, atter identifying a set of files installed by an application, the files may be
scanned for malware. The files may be classified based on the likelihood that they
contgin malware. The files and their corresponding classification information may be
uploaded to o client-facing database systeny, such as classification database 400,
8649} FIG, 5 illustrates a flow diagram that shows communication between
client 502 and server 304, Client 502 may select a file (step 510). Client 502 may then
caleulate o digest for the file (step 515). Client S02 may transmit a digest and directory

information for the file t
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Server 504 may find a directory

associated with the file (step 325). Server 504 may also identify additional files
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associated with the directory {step 530).  Berver 304 may transmit idemtification
information for the additional files to client 502 {step 535). At the same time {or at a
different time), server 304 may transmit classification information for the original file
and the additional files 1o client 302 (step 5403, Client 502 may receive the information
from server 304 and identify files vsing the idemtification information (step 5453 Then,

client 302 may apply the classification information to the files (step 550).

{#050]  FIG. 6 is a block diagram of an exemplary computing system 610
capabde of implementing one or more of the embodiments described andfor illustrated
herein,  Computing system 618 breadly represents any single or maulti-processor
computing device or system capable of exccuting computer-readable instructions.
Examples of computing system 610 include, without limitation, workstations, laptops,
client-side terminals, servers, distributed computing systems, handheld devices, or any
other computing system or device. In its most basic configuration, computing system
610 may comprise at least one processor 614 and a system memory 616.

[0851]  Processor 614 generally represents any type or form of processing unit
capable of processing data or interpreting and executing instraciions.  In certain
embodiments, processor 614 may receive instructions from a software application or
maodule. These instructions may cause progessor 614 (o perform the functions of one or
more of the exemplary embodiments deseribed and/or illusteated herein. For example,
processor 614 may perform andfor be a means for performing, ecither alone or in
combination with other elements, one or more ol the determining, calculating,

identifying, applying, using, guerying, receiving, and/or transmitting steps described
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hetein.  Processor 614 may also perform andfor be a means for performing any other
steps, methods, or processes described and/or illustrated herein.

{00521 System memory 616 generally represents any type or form of volatile
or non-volatile storage device ormedium capable of storing data and/or ather computer-
readable instructions. Examples of system memory 616 include, without liunitation,
random access memary (RAM], read only memory (ROM), {lash memory, or any other
suitable memory device. Although not required, in certain embodiments computing
system 610 may comprise both a volatile memory unit {e.g., system memory 616) and a
nou-volatile storage device (e g, primary storage device 632, ay desceribed in detail
helow).

[8033]  In certain embodiments, exemplary computing system 610 may also
comprise one or more components or elements in addition lo processor 614 and system
memory 616, For example, ax ustrated in FIG. 6, computing system 610 may
comprise & memory controller 018, an Input/Qutput (I/0) controller 620, and a
communication interface 622, each of which may be interconnected via a
communication infrastructure €12, Communication infrastructure 612 generally
represents any type or form of infrastructure capable of facilitating communication
between one or mere components of 4 computing device. Examples of communication
infrastruocture 612 include, without limitation, a communication bus (such as an [SA,
PCL PCle, or similar bus) and a netwerk.

[0854]  Memory controlier 618 generslly represents any type or form of device
capable of handling memory or data or controlling communication hetween one or more

companents of computing system 610, For example, in certain embodiments memeory
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controller 618 may control communication between processor 614, system memeory 616,
and YO coniroller 620 via communication infrasiructure 612, In certain embod iments,
memory controller may perform and/or be a means for performing, either alone or in
combination with other elements, one or more of the steps or features described and/or
illustrated  herein, such as determining, caleulating, identifying, applying, using,
guerying, recetving, and/or transmitting.

[BO35]  FO controller 620 generally represents any type or form of module
capable of coordinating and/or controlling the input and outpwt fumctions of a
computing device. For example, in certain embodiments /O controller 620 may control
or facilitate transfer of data between one or more elements of computing system 610,
such as processor 614, system memiory 616, communication interface 622, display
adapter 626, input interface 630, and storage interface 634, /O controller 620 may be
used, for example, to perform endior be a means for performing, either alone or in
combination with other elements, one or more of the determining. calculating,
identifying, applying, using, querying. receiving, and/or trapnsnutting steps deseribed
herein.  T/O controller 620 may also be used to perform andior be a means for
performing other steps and fealures set forth in the instant disclosure.

{0036} Communication interface 622 broadly represents any ivpe or form of
communication device or adapter capable of facilitating communication between
exemplary computing system 610 and one or more additional devices. For example, in
certain embodiments communication interface 622 may facilitate communication
between computing system 610 and a private or public network comprising additional

computing systems.  Examples of communication interface 622 inchude, without
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Limitation, a wired network interface {such as a network interface card), a wireless
network interface (such as a wireless network interface card), a modem, and any other
suitable interface.  In at least one embodiment, communication interface 622 may
provide a direet connection o 8 remote server via a direct link to a network, such as the
fnternet. Communication interface 622 may also indirectly provide such a connection
through, for example, a local area network (such as an Ethernet network), a personal
area network, @ telephone or cable network, g cellular telephone conmection, a satellite
data conneciion, or any other sultable connection,

[8057]  In certain embodiments, communication interface 622 may also
represent a host adapter configured to facilitate communication between computing
system 610 and one or wore additional network or storage devices via an external bus
or communications channel. Examples of host adapters include, without limitation,
SC8T host adapters, USB host adapters, IEEE 694 host adapters, SATA and ¢SATA host
adapters, ATA and PATA host adapters, Fibre Channel interface adapters, Ethernet
adapters, or the like. Communication inferface 622 may also aliow computing system
610 to engage in distributed or remote compuiing. For example, communication
miterface 622 may receive instroctions from a remote device or send instructions 1o a
remoie device for execution. In certain embodiments, communication interface 622

may perform andfor be a means for performing, either alone or in combination with

other elements, one or mere of the determining, caleulating, idestifving, applying,
using, querying, receiving, and/or transmitting steps disclosed herein, Communication

interface 622 may also be used to perform and/or be & means for performing other sieps

and features set forth in the instant disclosure.

o
<
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{0858]  As tllustrated in ¥IG, 6, computing sysier 610 may also comprise at
least one display device 624 coupled to communication infrastructure 612 via a display
adapter 026, Display device 624 generally represents any type or form of device
capable of wvisually displaying information forwarded by display adapter 626,
Stmilarly, display adapter 626 generally represents any type or form of device
configured to forward graphics, text, and other data from communication infrastructure
012 (or from a frame bulfer, as known in the art) for display on display device 624.

100591 As illustrated in FIG. 6, exemplary computing system 610 may also
comprise at least one input device 628 coupled to communication infrastructure 612 via
an input interface 630, Input device 628 generally represents any type or form of input
device capable of providing inpui, either computer or human generated, to exemplary
computing systern 610, Examples of fnput device 628 include, without limitation, a
keyboard, a pointing device, a speech recognition device, or any other input device. In
at least one embodiment, input device 628 may perform andfor be a means for
performing, either alone or in combination with other elements, one or more of the
determining, caleulating, identifving, applying, using, querying, receiving, and/or
transmitting steps disclosed hergin,  Input deviee 628 may also be used to perform
andfor by a means for performing olher steps and features set forth in the instant
disclosure.

[0060]  As illustrated in FIG. 6, exemplary computing systeny 610 may also
comprise a primary storage device 632 and a backup storage device 633 coupled to
communication infrastructure 612 via a storage interface 634, Storage devices 632 and

633 penerally represent any type or form of storage deviee or medium capable of
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storving data and/or other computer-readable instructions. Feor example, storage devie
832 and 633 may be a magnetic disk drive {(e.g., @ so-called hard drive), a {loppy disk
drive, a magnetic tape drive, an optical disk drive, a flash drive, or the like. Storage
intarface 634 generally represents any type or form of interface or device for
trausferring data between storage devices 632 and 633 and other components of
computing system 610,

j0861] In certain embodiments, storage devices 632 and 633 may be
configured to read from and/or write 1o a ramovable sterage unit configured to store
computer software, data, or other computer-readable information, Examples of suitable
removable storage units include, without limitation, a floppy disk, a maguetic tape, an
optical disk, a flash memory device, or the like. Storage devices 632 and 633 may also
comprise other similar sirnctures or devices for allowing computer software, data, or
other computer-readable instructions to be loaded inio computing system 610, For
example, storage devices 632 and 633 may be configured to read and write software,
data, or other computer-readable information. Storage devices 632 and 633 may also be
a part of computing system 610 or may be » separate device accessed through other
interface systems.

{0662] In certain embodiments, the exemplary file systems disclosed herein
may be stored on primary storage device 632, while the exemplary file-system backups
disclosed herein may be stored on backup storage device 633, Storage devices 632 and
633 may also be used, for example, to perform and/or be a means for performing, either
alone or in combination with other clements, one or more of the determining,

eleulating, idemtifying, applying, using, querying, receiving, and/or transmitting steps
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disclosed herein. Storage devices 632 and 633 may also be used to perform andfor be a
means for performing other steps and features sel forth in the instant disclosure.

[00631  Many other devices or subsysiems may be connected o computing
system 610, Conversely, all of the components and devices illustrated in FIG, 6 nesd
not be present to practice the embodiments described and/or illastrated herein, The
devices and subsystems referenced above may also be interconnected in different Ways
from that shown in FIG. 6. Computing system 610 may also employ any number of
software, firmware, and/or hardware configurations. For example, one or more of the
exemplary embodiments disclosed herein may be encoded as a computer program (also
referred to as computer sofiware, software applications, computer-readable instructions,
ar computer control logicy on a computer-readable medivm, The phrase “computer.
readable medium™ generally refers to any form of deviee, carrier, or medium capable of
storing or carrying computer-readable instructions.  Examples of computer-readable
media include, without limitatien, fransmission-type media, such as carrier waves, and
physical media, such as magnete-storage media (eg, hard disk drives and floppy
disks), optical-storage media (e.g., CD- or DVD-ROMs), electronic-storage media (e.g.,
solid-state drives and flash media), and other distribution systems.

[0064]  The computer-readable medium containing the compuler program may
be loaded into computing system 610, All or a portion of the computer program stored
on the computer-readable medinm may then be stored in system memory 616 and/or
various portions of storage devices 632 and 633, When executed by processor 614, a
computer program loaded into computing system 610 may cause processor 614 to

perform and/or be a means for performing the functions of ong or more of the

fa
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exemplary  embodiments  deseribed andfor  illustrated  herein. Additionally or
alternatively, one or more of the exemplary embodiments described and/or ilustrated
herein may be implemented o fiemware andfor hardware. For example, computing
systems 610 may be configured as an application specific integrated circuit (ASIC)
adapted to implement one or more of the exemplary embodiments disclosed herein.

{0065]  FIG. 7 is a block dingram of an exemplary network architecture 700 in
which client systems 710, 720, and 738 and servers 740 and 745 may be coupled (o a
network 7530, Client systems 710, 720, and 730 generally represent any lype or form of
computing device or system, such as cxemplary computing system 618 in FIG. 6,
Similarly, servers 740 and 743 generally represent computing devices or systems, such
as application servers or database servers, cvonfigured to provide various database
services and/or to run certain software applications. Network 750 generally represents
any telecommunication or computer network: including, for example, an intranst, a
wide area network {WAN), a local area network (LAN), a personal arsa network (PAN),
or the Internet,

[066]  As illustrated in FIG. 7, one or more storage devices 760{1)-(N} may
be directly attached to server 749, Similarly, one or mere storage devices 770(11-{0)
may be directly sttached to server 745, Storage devices 760(1)-(N) and storage devices
TTH (N} generally represent any type or form of storage device or medium capable of
storing data and/or other computer-readable instructions.  In certain embodiments,
storage devices T60{1)-{MN) and storage devices 770(1)-{N) may represent network-
attached storage (NAS) devices conligured to communicate with servers 740 and 745

using various protocols, such ag NFS, §MB, or CIFS.
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{8667]  Servers 740 and 745 may also be connected to a storage ares network

{,.

SAN} fabric 780. SAN fabric 780 generally represenis any type oy form of computer
netwaork or architecture capable of facilitating communication between g plurality of
storage devices, SAN fabric 783 may facilitate communication between servers 740
and 745 and a plurality of storage devices 790(1)-(N) and/for an intelligent storage array
795, SAN fabric 780 may also facilitate, via petwork 730 and servers 740 and 7435,
communication between client systems 714, 720, and 730 and storage devices 790{1)-

(N} and/or intelligent storage array 795 in such a manner that devices 780(1)~(N} and

array 793 appear as locally attached devices to clent systems 710, 720, and 730, As
with storage devices 760(1)-(N) and storage devices 770{1)-(N), storage devices
7901 -(MN) and inteliigent stovage array 795 generally represent any type or form of
storage device or medium capable of storing data and/or other computer-readable
instructions,

[0068]  In certain embodiments, and with reference to exemplary computing
system 610 of FIG. 6, & communication Interface, such as communication interface 622
i FIG. 6, may be nsed to provide connelivity between each client system 716, 720,
and 730 and network 750, Chient systems 710, 720, and 730 may be able to access
information on server 740 or 7435 using, for example, & web browser or other client
software. Such software may allow client systems 710, 720, and 730 1o access data
hosted by server 7490, server 743, storage devices 760{11-(N), storage devices 770(1)
(M), storage devices 790{1)~(N}, or mtelligent storage srray 795,  Although FIG. 7

depicts the use of a network (such as the Internet) for exchanging data, the
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embodiments deserthed and/or illustrated herein are not limited to ihe Inlernet or any
particular network-bhased environment,

[8069]  In at least one embodiment, all or a portion of one or mare of the
exemplary embodiments disclosed herein may be encoded as a computer program and
foaded onto and executed by server 749, server 745, storage devices 76001 }-(N), storage
deviees 770(1)-(N}, storage devices 790(D)-(N), intelligent siorage array 795, or any
combination thereof. All or a portion of one or more of the exemplary embodiments
disclosed herein may also be encoded a5 a computer program, stored in server 744, run
by server 743, and distributed to client systems 710, 724, and 730 over netwark 750,
Accordingly, network architecture 700 may perform andfor be a means for performing,
either alone or in combination with other elements, one or more of the determining,
caleulating, identifying, applying, using, querying, receiving, andior transmitling steps
disclosed herein. Network architecture 700 may also be used to perform andior be a
means for performing other steps and features set forth in the instant disclosure.

[0670]  As detailed above, computing system 610 and/or one or more of the
cotiponents  of network architecture 700 may perform andior be g means for
performing, either alone or in combination with other elements, one or moze steps of the
exemplary methods described and/or illustrated herein.  For example, a compuier-
tmplemented method for determining file classifications may comprise determining
information of a first file siored on a first computing system. The method may also
comprise querying a second computing system for classification information by sending

the identification information of the first file to the second computing system. The

method may also comprise receiving identification information of a second file and
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receiving the classification information, Classification information may indicate that
the first and second files are trusted. The method may comprise using the dentification
information of the second file to determine that the second file is stored on the firs
computing system. The method may further comprise applying the classification
fnformation to the first and second files by excloding the first and second files from &
seeurify scan,

[0071] In some embodiments, determining identification information of the
first file may comprise caleulating a digest of the first file. In at least one embodiment,
the identification information of the first file may comprise the digest of the first file,
and the identification information of the first file may comprise the name of a directory
where the first file is stored.

[8072]  According to various embodiments, the digest may comprise a hash of
the first file and the name of the directory where the first file 15 stored may comprise a
normalized directory path.  According to varfous embodiments, the identification
information of the second file may comprise a file name of the second file and the
dipest of the second file. Using the jdentification information of the second file to
determine that the second file is stored on the first computing system may comprise
determining that the first computing device comprises a {ile with the file name of the
second file and that the digest of the second file matches the digest of the file with the
file name.

[0673)  In various embodiments, the idemtification information of the second
file may comprise the size of the second file. Using the identification information of

the second file to determine that the second file is stored on the first computing device

0]
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may comprise determining that the file with the file name of the second file is the same
siZe gs the second file

[0674]  According to various embadiments, the first file is instalied on the first
computing device by a first software program and the second file was also installed on
the first computing device by the first software program. In at least one embodiment,
the method may comprise receiving identification information for each file in a set of
files. A set of files may be asseciated with an application that instalfed the first file.
The set of {iles may comprise a second file. The method may also comprise receiving
classification information for each file in the set of files. According to ceviain
embodiments, the method may further comprise determining identification information
of each file in a subset of files. The subset of files may comprise the first file. The
subset of files may be g subset of the set of files associated with the application. The
method may alse comprise querying the second computing system for identification
information by sending the identification information of each file in the subset of files
to the second computing system,

[0075]  In certain  embodiments, 8 computer-implemented  method  for
determining file classifications may comprise receiving idemification information of a
first file stored on the first computing system. The method may also comprise using the
wdentification nformation to search a classification database for classification
information of the first file. The classification database may be stored on a second
computing system.  The method may comprise identifving a sccond file that is
associated with the first {lle and transmitting identification information of the second

file to the first computing system. The method may further comprise transmitting the



WO 2009/158239 PCT/US2009/047505

classification information for the first file and classification information for the secound
file to the first computing system.

{0076]  [n some embodiments, the identification information of the first file
may comprise a digest of the first file. The identification information of the Grst Sle
may alse comprise @ name of the directory where the first file is stored. According to
various embodiments, the digest may comprise a bash of the first file. The vame of the
directory where the first file is stoved may comprise a nonmalized directory path,

00771 In some embodiments, the first file may be installed on the first
computing device by a first software program. In various embodiments, identifying the
second file may comprise using the pame of the directory where the first file is storved to
find a directory associated with the first software program, In some embodiments,
identifying the second file may comprise determining that the directory associated with
the first software program may include the second file.

{0878]  According to at least one embadiment, the identification information af
the second file may comprise at least one of the file names of the second file, the size of
the second file, and a digest of the second $Hle.  The methed may alse comprise
iransmitting identification information for each file in a set of files. The set of files
may be associated with an application that installed the first file, The method may also
comprise receiving classification information for cach file in the set of files, According
to various embodiments, the method may ferther comprise receiving idemtification
information for each file in a subset of files, The identification information may be

received from the first computing system. The subset of files may comprise the first
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file, and the subset of files may be a subset of the set of files associated with the
application,

[0679]  While the foregaing disclosure sets forth various embodiments using
specific block diagrams, flowcharts, and examples, each block diagram component,
flowchart step, operation, and/or compoenent described and/or illustrated herein may be
implemented, individually andfor collestively, using a wide range of hardware,
software, or finmware (or any combination thereof) configurations. In addition, any
disclosure of components contained within other components should be counsidered
gsemplary in nature since many other architectures can be implemented to achieve the
same functionality.

{6080] The process parameiers and sequence of steps described andfor
illustrated herein are given by way of example only and can be varied gs desired. For
example, while the steps iHlustrated and/or described herein may be shown or discussed
in o particular order, these steps do not necessarily need to be performed in the order
iHustrated or discussed. The various exemplary methods described and/or illustrated
herein may also omit one or more of the steps deseribed or iHlustrated herein or inchude
additional steps in addition 1o those disclosed.

[0081]  Furthermore, while various embodiments have been described andfor
iHustrated herein in the context of fully functional computing systems, one or more of
these exemplary embodiments may be distributed as a program product in a vatiety of
forms, regardless of the parlicular type of computer-readable media used to actually
carry vat the disteibution. The embodimenis disclosed herein may also be implemented

using software modules that perform certain tasks, These software modules may
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include seripl, bateh, or other exeputable files that may he stored on a computer-
readable storage medium or in a computing system. In some cmbodiments, these
software modules may configare @ computing system to perform onc or more of the
exemplary embodiments disclosed herain,

{6082]  The preceding description has been provided to enable others skilled in
the art to best utilize various aspects of the exemplary embodiments disclosed herein.
This exemplary description is not intended to be exhaustive or to be limiteéd to any
precise form disclosed,  Many modifications and variations are possible without
departing from the spirit and scope of the instant disclosure.  The embodiments
diselosed herein should be considered in all respects illustrative and not restrictive.
Reference should be made to the appended claims and their equivalents in determining
the scope of the instant disclogure,

{8083]  Unless otherwize noted, the terms “g” or “an,” as used in the
specification and claims. gre to be construed as meaning “at least one of.” (o addition,
for ease of use, the words “including” and “having,” as used in the specification and
ctatms, are interchangeable with, and have the same meaning as, the word

“eomprising,”
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We Claim:

i A computer-implementad method for determining file classifications, the
computer-implemented method coniprising:

determining identification information of a first file stored on g fivst compuiing
systen;

querying a second computing system for classification information by sending
the Idemtification information of the first file 1o the second computing systemy

receiving, in response to the query, identification information of a second file
and the classification information, the classification information indicating that the first
and second {iles are trusted;

using the identification information of the second file to determine that the
second file is stored on the first computing sysiem;

applying the classification information to the first and second files by excluding

the first and second files from a sscurity scan.

2. The computer-implemented method of ¢laim 1, wherein:

determining identification information of the first file comprises caleulating a
digest of the first file;

the identification information of the first file comprises the digest of the first
file:

the identification information of the first file comprises a name of a directory

where the first file is stored,
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3. The computer-implemented method of claim 2, wherein:
the digesi comprises a hash of the first file;

the name of the directory where the first file is stored comprises & normalized

directory path.

4. The computer-implemented method of olaim 1, wherein:
the identification information of the second file comprises a file name of the
second fite and a digest of the second file;
using the identification nformation of the second [ile to determine that the
second file is stored on the first computing system comprises:
determining that the first computing device vomprises a file with
the file name of the second file;
determining that the digest of the second file matches the digest of

the file with the flename.

N The computer-implemented method of ¢laim 4, wherein:
the identification information of the second file comprises a size of the second
file;
using the identification information of the sscond file to delermine that the
second file is stored on the first computing device comprises:
determining that the file with the filename of the second file is the

same size a8 the second [ile.
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4. The computer-implemented methad of claim 1, wherein:

the first file was installed on the first computing device by a first software
program;

the second file was installed on the first computing deviee by the first software

program.

7. The computer-implemented method of claim 1, further comprising:
receiving identification jnfermation for each file in a set of files, wherenu:
the set of files is associated wilh an application that installed the

ey

first file;

the set of files comprises the second file;

receiving classification information for each file in the set of files.

8. The computer-implemented method of elaim 7, further comprising:
delermining identification information of each file in a subsci of files, wherein:
the subset of files comprises the first file;
the subset of files is a subset of the set of files associated with the
application;
querying the second computing system for classification information by sending
the identification information of cach file in the subset of files to the second computing

system.
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9. A computer-implemented method for determining file classifications, the
computer-implemented method comprising:

receiving, from a first computing system, identification information of g first file
stored on the first computing system;

using the identification information to search a classification datgbase for
classification information for the {irst file, the classification database being stored on g
second computing system;

identifying a second file that is associated with the first file;

transmitting identification information of the second file to the first computing
system;

transmitting the classification information for the first file and classification

information for the second file to the first computing system.

16, The computer-implemented method of claim 9, wherein:
the identification information of the first file comprises a digest of the first file;
the identification information of the first file comprises a name of directory

where the [irst file is stored.

11, The computer-implemented method of claim 10, wherein:
the digest comprises a hash of the first file;
the name of the divectory where the first file is stored comprises a normalized

directory path.

s
[
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12, The computer-implemented method of claim 10, wherein:

the first file was installed on the first computing device by a first software
program;

identifying the second fite comprises using the name of the directory where the
first file is stored to find a directory associated with the fivst software program;

tdentifving the second file comprises determining that the directory asgociated

with the first software program includes the second file,

13, The computer-implemented method of ¢laim 9, wherein:

the identification mnformation of the second file comprises at least ong ol
a file name of the second file;
a size of the second {ile;

a digest of the secoad file.

14, The computer-implemented method of claim 9, further comprising:
transmitting idemification information for each file in » set of files, wherein:
the set of files is assoctated with an application that installed the
first file;
the set of files comprises the second file;

receiving classification information for sach file in the set of files.



WO 2009/158239 PCT/US2009/047505

15, The computer-implemented method of claim 14, further comprising:
receiving, from the first computing system, idemtification information for each
file in a subset of files, wherein:
the subset of {iles comprises the first file:
the subsot of files {s u subset of the set of files associated with the

application.

6. A computer-readable medium com prising one or more computer-executable
instructions that, when execnted by a computing device, cause the computing device to:

determine ideatification information of a first file stored on a first computing
system;

query a second computing system for classification information by sending the
identification information of the first file to the second computing system;

veceive, 1n response to the guery, identification information of a second file and
the classification information, the ¢lassification information indicating that the first and
second files are trusted;

use the identification information of the second file to determine that the second
file is slored on the first computing system;

apply the classification information to the first and second files by excluding the

first and second files from a security scan,
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17.  The computer-readsble medium of claim 16, wherein the one or more
computer-executable instructions, when executed by a computing device, cause the
computing device 10

salcudate a digest of the first file, wherein:

the identification information of the first file comprises the digest

af the first file,

18.  The computer-readable medium of claim 17, wherein:

the digest comprises a hash of the first file:

the identification information of the firsi file comprises a name of a directory
where the first file is stored;

the name of the directory where the first file {g stored comprises a normalized

directory path.

19, The compuier-readable medium of claim 16, wherein:
the identification information of the second file comprises a file name of the

second file and a digest of the second file,



WO 2009/158239 PCT/US2009/047505

28, The computer-readable mediom of claim 19, wherein the one or more
computer-executable instructions, when exgeuted by a computing device, cause the
compuiing devicg to!

determine that the first computing device comprises g file with the file pame of
the second file;

determine that the digest of the secound file maiches the digest of the file with the

Hisname.

Led
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217

Determine ideniification Information of a first file siored on a first
computing system
210

Guery a second computing system for classification information by
sending the identification Information of the first file to the ssgond

computing systam
220

l

Racelve, In responseto thie quary, identification information of &
second file and the classification information, the classification
information indivating that the first and second files are trusted

230

k4

Use the identification information of the second file to determing that
the second file s stored on the first computing system

Apply the classification information to the first and second files by
excluding the first and second files from a security scan
280

L
(= )

FIG. 2
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300 \
.
< Start )

¥

Racelve, from a first computing system, identification of & first fils
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