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(57) ABSTRACT 
The present invention provides a method and an apparatus 
for transferring data between a computer System and a 
network interface card that avoids virtual-to-physical 
address translations. The computer System allocates blockS 
of memory during System initialization for Storing data in 
transit between the computer system and the NIC, and the 
physical addresses of these blocks of memory are Stored in 
a table on the NIC. Consequently, address conversion is 
performed only once, when the memory is allocated. When 
a request to transfer data to the NIC is received from the 
upper layers, the device driver copies the data from the 
upper layers into the next available memory block. The 
device driver then formats a command and passes it to the 
NIC for processing. Data transfer commands are communi 
cated to the NIC through a packet descriptor command 
(PDC), which is a 32-bit value Subdivided into fields that 
completely describe the data transfer operation. The PDC 
contains a Small ordinal value that indexes a table in the 
NIC, which includes a set of physical addresses of buffers 
preallocated by the computer System in the computer System 
memory. These buffers are used for Storing data in transit to 
the NIC. The PDC also contains the length of the buffer to 
be copied to or from the NIC. The present invention also 
allows for multiple packets to be formatted into buffers and 
then subsequently transferred to the NIC in a single I/O 
operation. 
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SYSTEM FOR REDUCING BUS OVERHEAD FOR 
COMMUNICATION WITH A NETWORK 

INTERFACE 

BACKGROUND 

0001) 1. Field of the Invention 
0002 The present invention relates to a device for con 
necting a computer System to a computer network, and more 
particularly to a method and an apparatus for reducing bus 
overhead in communications between a computer System 
and a network interface device through which the computer 
System communicates with a high Speed packet-Switched 
network. 

0003 2. Related Art 
0004. The advent of computer networking has given rise 
to devices that connect computer Systems to packet-Switched 
data networks. These devices (known as network interface 
controllers, or NICs) typically include interfaces to both the 
computer System and the packet-Switched data network, as 
well as a buffer memory for buffering packets of data in 
transit between the computer System and the packet 
Switched data network. The interface to the computer System 
typically connects to a bus within the computer System, Such 
as a PCI bus, through which data is transferred between the 
computer System memory and the NIC. AS computer net 
WorkS and NICS greatly increase in performance, commu 
nications acroSS this buS can become an impediment to 
achieving high performance in communications between the 
computer System and the packet-Switched data network. 

0005 Three methods can be used to communicate 
between a computer System and a device Such as a NIC. (1) 
Programmed I/O (PIO) operates by including explicit I/O 
commands in the application programs executed by the 
computer system. PIO can be implemented with a simple 
hardware and operating System design. However, it places a 
tremendous burden on the application program to explicitly 
manage communications between the computer System and 
the NIC. (2) Shared memory can be used to facilitate 
communications between the NIC and the computer System. 
In a shared memory system, the NIC and the computer 
System communicate by writing to and reading from a 
shared memory that exists in both the address Space of the 
computer system and the address space of the NIC. This 
again leads to a simple hardware and operating System 
implementation, and a clean interface between the computer 
System and the NIC. However, it again places a burden on 
the application program to explicitly manage communica 
tions between the computer system and the NIC. (3) Finally, 
direct memory access (DMA) can be used to transfer data 
between the NIC and the memory of the computer system. 
DMA operates by allowing the NIC to perform bus opera 
tions to directly access the memory of the computer System 
in order to transfer data between the computer System and 
the NIC. A DMA system requires considerable complexity 
in hardware and operating System design. However, it 
relieves the application program of the burden of explicitly 
managing communications between the computer System 
and the NIC. 

0006 DMA transfers between computer systems and 
NICS are commonly accomplished using the Scatter-gather 
technique. In Scatter-gather, a bus master device in the NIC 

Jan. 24, 2002 

is first instructed to obtain a command block from the 
memory of a host computer System. At a minimum, the 
command block contains a list of physical addresses for 
blocks within the host System memory that are to be copied 
to the DMA device. The command block also contains a 
count of the number of fragments in the command block and 
the overall length of the data contained in the fragments 
pointed to by the command block. The DMA device parses 
the command block, extracting the address of each fragment, 
and transferS the fragments from the host memory to the 
DMA device. This process is repeated for each fragment 
listed in the command block until all of the data described 
by the command block is copied to the DMA device. 
0007. A significant performance bottleneck in using the 
Scatter-gather technique for transferring data to a high Speed 
network is the translation from Virtual to physical addresses. 
Peripheral devices, such as a NIC, cannot use virtual 
memory addresses to effect the transfers, because the hard 
ware to implement the Virtual-to-physical address transla 
tion is typically located inside the CPU. This means that 
conversion between Virtual and physical addresses must take 
place before transferS between a computer System and a NIC 
can take place. This conversion can take a great deal of time 
and consume a significant amount of the computer System's 
processing power. When data is passed to a device driver for 
transmission to the NIC, the driver first performs a virtual 
to-physical address conversion for each buffer fragment 
passed down to it from the application layers above. It is 
possible for each buffer fragment to Straddle physical pages 
of the memory System. Thus, more than one physical address 
may correspond to each virtual address converted. Conse 
quently, Several virtual-to-physical address conversions may 
be required for each buffer of data that is transferred from 
the computer system to the NIC. This can be very time 
consuming because each Virtual-to-physical address trans 
lation can take from tens to hundreds of CPU cycles to 
accomplish. 
0008 Another significant performance impediment asso 
ciated with the Scatter-gather technique is its command 
block nature. Peripheral devices such as NICs typically 
connect to computer Systems through a peripheral intercon 
nect bus, Such as the PCI bus. In order to transfer data to or 
from the computer System, devices connected to the bus 
contend for control of the bus. Once a device is granted 
control of the bus, it drives bus signal lines to transfer data 
to or from the computer System. The performance impedi 
ment stems from the number of times a NIC must contend 
for the peripheral interconnect bus when transferring data 
using the Scatter-gather technique. Under ideal circum 
stances for Scatter-gather, buS contention to transfer data 
between a NIC and an attached computer System will occur 
three times per buffer transferred: first, when the computer 
system informs the NIC that a buffer is available for its use; 
second when the NIC reads the command block describing 
the buffer; and third when the NIC transferS data to or from 
the buffer. In typical Scenarios, at least two buffer fragments 
will be described in each command block. As a result, there 
will be at least four contentions instead of three. These 
additional contentions create opportunities for other devices 
to obtain control of the bus and thus delay transfers initiated 
by the NIC. 
0009 What is needed is a method for performing DMA 
between a computer system and a NIC which is free from the 
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overhead of performing virtual to physical address transla 
tions and minimizes the number of bus transactions required 
to initiate the DMA transfer process. 

SUMMARY 

0.010 The present invention provides a method and an 
apparatus for transferring data between a computer System 
and a network interface card that avoids virtual-to-physical 
address translations. The computer System allocates blockS 
of memory during System initialization for Storing data in 
transit between the computer system and the NIC, and the 
physical addresses of these blocks of memory are Stored in 
a table on the NIC. Consequently, address conversion is 
performed only once, when the memory is allocated. When 
a request to transfer data to the NIC is received from the 
upper layers, the device driver copies the data from the 
upper layers into the next available memory block. The 
device driver then formats a command and passes it to the 
NIC for processing. Data transfer commands are communi 
cated to the NIC through a packet descriptor command 
(PDC), which is a 32-bit value Subdivided into fields that 
completely describe the data transfer operation. The PDC 
contains a Small ordinal value that indexes a table in the 
NIC, which includes a set of physical addresses of buffers 
preallocated by the computer System in the computer System 
memory. These buffers are used for Storing data in transit to 
the NIC. The PDC also contains the length of the buffer to 
be copied to or from the NIC. The present invention also 
allows for multiple packets to be formatted into buffers and 
then Subsequently transferred to the NIC in a single I/O 
operation. 

0.011 The present invention provides a number of advan 
tages. First, Virtual-to-physical address translation is 
avoided at run time. Second, the formatting of a packet 
descriptor list is greatly simplified. Third, the amount of 
control data transferred to the NIC by the computer system 
is greatly reduced. Finally, multiple packets can be trans 
ferred to the NIC in a single I/O operation, thereby making 
more efficient use of bandwidth on the interconnect bus. 

0012. The present invention incurs additional overhead 
because the processor must move data from the application 
program into the data buffers in the computer System's 
memory before this data is transferred to the NIC. At first 
glance, this double copy operation appears to incur a great 
amount of additional processor overhead. However, this 
additional overhead is considerably smaller than the over 
head involved in performing virtual-to-physical address 
translations. Each translation requires many tens (if not 
hundreds) of CPU cycles, and many Such translations may 
be required for a single transfer operation. Consequently, the 
present invention provides a significant performance advan 
tage for Small data transfers, which represent a significant 
percentage of all data transferS. Hundreds of bytes can be 
moved to the preallocated buffer in the time it takes to 
perform just one virtual-to-physical address translation. 
Moreover, as microprocessors move to 64 and 128 bit 
architectures, their capacity to move data per clock will 
increase thereby further widening the performance advan 
tage of the present invention over conventional Scatter 
gather DMA. 

0013 Furthermore, CPU utilization may not be the pri 
mary bottleneck. In Systems which move around large 
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amounts of data, buS utilization may be the largest bottle 
neck. Hence, favoring bus utilization at the expense of CPU 
utilization is often a desirable tradeoff to make. 

0014 Thus, the present invention can be characterized as 
an apparatus for facilitating communications between a 
computer System, including a memory and a bus, and a 
packet-Switched network, comprising: a bus interface 
coupled to the bus, for communicating acroSS the bus, a 
transmit buffer, for Storing data to be transmitted on the 
packet-Switched network, a transmit data path, coupled to 
the bus interface and the transmit buffer, for transferring data 
from the bus interface to the transmit buffer; a receive buffer, 
for Storing data received from the packet-Switched network; 
a receive data path, coupled to the bus interface and the 
receive buffer, for transferring data from the receive buffer 
to the bus interface; a buffer address table, coupled to the bus 
interface, for Storing at least one address of at least one 
buffer in the memory of the computer System, the at least one 
buffer being preallocated by the computer System and used 
to Store data in transit between the computer System and one 
of the transmit buffer and the receive buffer; and a controller 
coupled to the transmit buffer, the receive buffer and the 
buffer address table, for controlling the transfer of data from 
the computer System to the transmit buffer, and from the 
receive buffer to the computer System. 
0015 According to an aspect of the present invention, the 
apparatus includes: a transmit command queue coupled to 
the buS interface and the controller, for Storing transmit 
commands from the computer System; and a transmit execu 
tion queue, coupled to the bus interface, the transmit com 
mand queue and the controller, for Storing and processing 
commands from the transmit command queue, and com 
mand blocks from the computer System which are refer 
enced by commands from the transmit command queue. 
0016. According to another aspect of the present inven 
tion, the apparatus includes a receive command queue 
coupled to the bus interface and the controller, for Storing 
receive commands from the computer System; and a receive 
execution queue, coupled to the bus interface, the receive 
command queue and the controller, for Storing and proceSS 
ing commands from the receive command queue and com 
mand blocks from the computer System that are referenced 
by commands from the receive command queue. 
0017 According to another aspect of the present inven 
tion, the controller includes a mechanism to transfer a 
plurality of packets in a Single operation between the at least 
one buffer preallocated by the computer System and the 
transmit buffer. 

0018. According to another aspect of the present inven 
tion, the controller includes a mechanism to transfer a 
plurality of packets in a Single operation between the receive 
buffer and the at least one buffer preallocated by the com 
puter System. 

0019. The present invention can also be characterized as 
a method for transferring data between a computer System 
and a network interface device, the network interface device 
being coupled to a packet-Switched network, and the com 
puter System including a memory and a communication 
channel, the communication channel being coupled to the 
network interface device, the method comprising: receiving 
at the network interface device at least one address of a 
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preallocated buffer in the memory; Storing in the network 
interface device the at least one address of the preallocated 
buffer; receiving a command from the computer System 
through the communication channel, the command indicat 
ing that a transfer between the network interface device and 
the computer System is to take place, retrieving an address 
from the at least one address of a preallocated buffer Stored 
in the network interface device, using the address to transfer 
data from the preallocated buffer in the memory to the 
network interface device if the command is a transmit 
command; and using the address to transfer data from the 
network interface device to the preallocated buffer in the 
memory if the command is a receive command. 

DESCRIPTION OF THE FIGURES 

0020 FIG. 1 is a block diagram illustrating some of the 
major functional components of a System for coupling host 
computer system 190 with a high speed network 160 in 
accordance with an aspect of the present invention. 
0021 FIG. 2 is a block diagram illustrating the format of 
a packet descriptor list in accordance with an aspect of the 
present invention. 
0022 FIG. 3 is a block diagram illustrating the structure 
of a simplified packet descriptor command for initiating a 
transfer of data between a NIC and a computer system in 
accordance with an aspect of the present invention. 
0023 FIG. 4 is a diagram illustrating the sequence of 
commands and data transferS involved in transferring data 
from host computer system 190 to a NIC in accordance with 
an aspect of the present invention. 
0024 FIG. 5 is a diagram illustrating the sequence of 
commands and data transferS involved in transferring data 
from host computer system 150 to a NIC in accordance with 
an aspect of the present invention. 
0.025 FIG. 6 illustrates the sequence of commands and 
data transfers involved in transferring data from a NIC to a 
host computer System 150 in accordance with an aspect of 
the present invention. 
0.026 FIG. 7 is a diagram illustrating the sequence of 
commands and data transferS involved in transferring data 
from a NIC to a host computer system 150 in accordance 
with an aspect of the present invention. 
0.027 FIG. 8 is a block diagram illustrating some of the 
major functional components within a NIC in accordance 
with an aspect of the present invention. 
0028 FIG. 9 is a block diagram illustrating the structure 
of a preallocated buffer, including a plurality of packets for 
transmission to a NIC, in accordance with an aspect of the 
present invention. 

DESCRIPTION 

0029. The following description is presented to enable 
any person skilled in the art to make and use the invention, 
and is provided in the context of a particular application and 
its requirements. Various modifications to the disclosed 
embodiments will be readily apparent to those skilled in the 
art, and the general principles defined herein may be applied 
to other embodiments and applications without departing 
from the Spirit and Scope of the present invention. Thus, the 
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present invention is not intended to be limited to the embodi 
ments shown, but is to be accorded the widest Scope 
consistent with the principles and features disclosed herein. 
0030 FIG. 1 is a block diagram illustrating some of the 
major functional components of a host computer System 
190, which connects to a high speed network 160 through 
network interface 195, in accordance with an aspect of the 
present invention. Host computer system 190 includes inter 
connect bus 130, host bridge 110, host bus 140, host 
processor 120 and memory 180. Host processor 120 con 
nects to host bus 140, which also connects to host bridge 
110. Host processor 120 can be any type of processor system 
including a device controller, a microprocessor, or a main 
frame computing system. Host bus 140 is a bus which 
connects host processor 120 to host bridge 110. Host bridge 
110 includes cache controller 112 which connects to 
memory 180. Memory 180 includes pre-allocated buffers 
182, which are buffers preallocated by host processor 120 
during System initialization. These buffers are used to Store 
data in transit between host computer system 190 and high 
speed network 160. Host bridge 110 additionally connects to 
interconnect bus 130. Interconnect bus 130 is used to 
connect host computer system 190 to peripheral devices, 
such as network interface 195. Interconnect bus 130 may be 
any type of commonly used interconnection bus, Such as a 
PCI buS. 

0031 High speed network 160 is any type of high speed 
data network, including 100 megabit and gigabit Ethernet 
networks for example. Network interface 195 may be imple 
mented on a separate computer card, or it may be integrated 
into a computer System motherboard. It may also be inte 
grated into a single silicon chip. Network interface 195 
includes physical layer interface 150 and controller 100. 
Controller 100 is coupled to interconnect bus 130 within 
host computer system 190. Controller 100 additionally con 
nects to physical layer interface 150, which connects to high 
speed network 160. Controller 100 performs the DMA 
functions involved in transferring data between memory 180 
within host computer system 190, and high speed network 
160. Controller 100 includes buffer address table 105, which 
includes a plurality of addresses of buffers in preallocated 
buffers 182 within memory 180. Physical layer interface 150 
includes resources for performing communications acroSS 
high speed network 160. 
0032 FIG. 2 is a diagram illustrating the structure of a 
packet descriptor list (PDL) in accordance with an aspect of 
the present invention. The PDL illustrated in FIG. 2 speci 
fies a transmission of data including the transmission of N 
Separate fragments Scattered through memory 180 within 
host computer system 190. The PDL includes status field 
200, which contains information regarding the status of the 
data transfer corresponding to the PDL. It also includes a 
number of fragments field 210, which indicates the number 
of fragments associated with the data transfer specified by 
the PDL. The PDL also includes a packet length 220, which 
indicates the length of the entire transfer, including the 
plurality of associated fragments. The PDL additionally 
includes a number of address/length pairs. Address of frag 
ment 1 230 includes the physical address for fragment 1 
within memory 180 of host computer system 190. Length of 
fragment 1235 includes the length of fragment 1. Address 
of fragment 2 240 includes the address within memory 180 
of fragment 2. Length of fragment 2 245 includes the length 
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of fragment 2. Next, there are a number of intervening 
fragments, and then address of fragment N 250, which 
contains the address of fragment N within memory 180. The 
PDL additionally contains length of fragment N 255, which 
includes the length of fragment N. 

0033 FIG. 3 illustrates the format for a simplified com 
mand sent from host computer system 190 to network 
interface 195 in accordance with an aspect of the present 
invention. The command is known as a packet description 
command (PDC) and fits within a single word of memory. 
It includes options field 300, which is a field indicating the 
processing options for a transmission between host com 
puter system 190 and network interface 195. It also includes 
block index field 310, which indexes a buffer address table 
within controller 100, containing the physical address of a 
preallocated buffer within memory 180 in host computer 
system 190. Finally, it includes buffer length 320, which is 
the length of the data within the pre-allocated buffer that is 
to be transferred between network interface 195 and host 
computer system 190. Note that this simplified command 
format does not require a “number of fragments' field 
because only one fragment is sent. It also does not require 
a separate address and length for each fragment because 
multiple fragments are concatenated together within a single 
pre-allocated buffer to be transferred in a Single operation. 

0034 FIG. 4 illustrates the sequence of operations 
involved in transferring data from host computer system 190 
to controller 100 within network interface 195 using a prior 
art packet descriptor list command format in accordance 
with an aspect of the present invention. First, host computer 
system 190 writes a packet descriptor address to controller 
100. Next, controller 100 uses this packet descriptor address 
to retrieve a command block 410 from host computer system 
190. Once this command block is retrieved, controller 100 
performs a series of retrieval operations 420, 430 and 440, 
to retrieve individual fragments from host computer System 
190 into controller 100. 

0.035 FIG. 5 illustrates the sequence of operations 
required to move data from host computer system 190 to 
controller 100 using a packet descriptor command format in 
accordance with an aspect of the present invention. The 
greatly simplified Sequence of operations in this example 
results from the Simplified command format and the preal 
location of buffers within memory 180. First, host computer 
system 190 writes a packet descriptor command 500 to 
controller 100. Controller 100 uses the block indeX 310 
within this packet descriptor command as well as buffer 
length 320 to retrieve a buffer 510 within memory 180. 
0.036 FIG. 6 illustrates the sequence of operations 
required to transfer data from controller 100 to host com 
puter System 190 using a prior art packet descriptor list 
command format in accordance with an aspect of the present 
invention. First, a packet descriptor address is pre-loaded 
600 into controller 100 Sometime before the incoming data 
is received at controller 100 from high speed network 160. 
Next, the packet descriptor address is used to retrieve a 
command block 610, including a packet descriptor list from 
host computer system 190. Next, when the incoming data is 
received from high speed network 160, a series of transfers, 
620, 630 and 640, take place between controller 100 and 
host computer system 190 to transfer all of the constituent 
fragments to host computer system 190. 
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0037. In contrast, FIG. 7 presents a greatly simplified 
Series of transactions required to move data from controller 
100 to host computer system 190 using a packet descriptor 
command format in accordance with an aspect of the present 
invention. First, a packet descriptor command is preloaded 
700 into controller 100 from host computer system 190 
before data is received at controller 100. Next, when data is 
finally received at controller 100 from high speed network 
160, this data is transferred to a buffer within host computer 
system 190 in a single transaction. 
0038 Although optimum performance is attained when 
the packet descriptor command 700 is preloaded into con 
troller 100, this sequence is not a requirement. Controller 
100 can buffer data until such time that host computer 
System 190 loads a packet descriptor command into con 
troller 100. 

0039 FIG. 8 is a block diagram illustrating some of the 
major functional components of controller 100 in FIG. 1 in 
accordance with an aspect of the present invention. Con 
troller 100 includes bus master controller 800, which is 
coupled to transmit buffer 830 and receive buffer 835. 
Transmit buffer 830 and receive buffer 835 are used to Store 
data to be transmitted and received from high Speed network 
160 pictured in FIG.1. Bus master controller 800 addition 
ally connects to bus interface 820, which implements bus 
interface functions for a connection onto interconnect bus 
130 within host computer system 190 in FIG. 1. Bus master 
controller 800 includes transmit command FIFO 850, which 
stores transmit commands from host computer system 190. 
Transmit command FIFO 850 is coupled to transmit execu 
tion queue 860. Transmit execution queue 860 contains 
expanded commands from transmit command FIFO 850. If 
the command in transmit command FIFO 850 is a packet 
descriptor address, the corresponding command block is 
retrieved and placed into transmit execution queue 860. If 
the command is a packet descriptor command, the command 
is directly transferred to transmit execution queue 860. 
Transmit execution queue 860 is additionally coupled to 
transmit buffer address table 870, which contains physical 
addresses of preallocated buffers within memory 180 in host 
computer system 190. 

0040 Bus master controller 800 additionally includes 
receive command FIFO 852, which contains receive com 
mands from host computer system 190 that are preloaded 
into receive command FIFO 852. Receive command FIFO 
852 is coupled to receive execution queue 862, which 
contains expanded commands from receive command FIFO 
852. Again, packet descriptor addresses within receive com 
mand FIFO 852 are expanded into corresponding command 
blocks which are loaded into receive execution queue 862. 
Packet descriptor commands are directly loaded into receive 
execution queue 862. Bus master controller 800 also 
includes receive buffer address table 872, which contains a 
table of physical addresses of pre-allocated buffers for 
storing data received from high speed network 160. 

0041 Bus master controller 800 additionally includes 
byte aligner endian mode circuitry 840 and byte aligner 
endian mode circuitry 842. Byte aligner endian mode cir 
cuitry 840 is coupled between bus interface 820 and transmit 
buffer 830. It performs byte alignment and endian mode 
reversal functions for control information associated with 
data transmissions from bus interface 820 to transmit buffer 
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830. Byte aligner and endian mode circuitry 842 is coupled 
between receive buffer 835 and bus interface 820, and 
provides the same byte alignment and endian mode reversal 
functions for Status information associated with data trans 
mitted from receive buffer 835 and bus interface 820 in 
accordance with an aspect of the present invention. 
0.042 Bus master controller 800 additionally includes bus 
master state machine 810, which is coupled to all of the 
functional components within bus master controller 800, and 
is additionally coupled to bus interface 820, transmit buffer 
830 and receive buffer 835. Bus master State machine 810 
coordinates actions of the components within FIG. 8 to 
transfer data between bus interface 820 and transmit and 
receive bufferS 830 and 835. 

0043 Bus master controller 800 is responsible for data 
flow between transmit buffer 830, receive buffer 835 and bus 
interface 820. It includes five major components: bus master 
state machine 810, byte aligner endian mode circuitry 840 
and 842, transmit buffer address table 870, receive buffer 
address table 872, receive command FIFO 852 with receive 
execution queue 862, and transmit command FIFO 850 with 
transmit execution queue 860. 
0044 Bus master controller 800 supports three modes of 
operation: programmed I/O (PIO), packet descriptor list 
(PDL), and packet descriptor command (PDC). The PDC 
mode is also known as PROPULSION(tm) technology. Bus 
master controller 800 decodes and controls transactions and 
routing of data required by the operating modes. AS a 
shorthand for references to the address of a PDL, the term 
PDA is used throughout the remainder of the text. 
0.045 Command execution queues 860 and 862 are used 
in the PDL and PDC modes of operation to hold either a 
packet descriptor address or a packet descriptor command. 
APDA provides the address where a corresponding packet 
descriptor list is obtained, while a PDC is used to execute a 
PROPULSION(tm) transaction. The command execution 
queue contains the loaded PDL and/or PDC instructions 
from the command FIFO. The PDL and PDC commands are 
executed from the command execution queues. 
0.046 Packet descriptor lists are the data structures used 
to communicate information about transmit and receive 
packets. Both transmit and receive PDLS use the same 
format, shown in FIG. 2. Each PDL contains a packet 
descriptor header and one or more fragment descriptors 
describing the location and length of the packet data in host 
memory. In the case of a transmit PDL, the PDL describes 
the location and length of fragments that comprise the total 
packet. Packet length field 220 includes the sum of the 
length fields in the fragment descriptors. For receive PDLS, 
the length field is also the Sum of the fragment lengths, 
however this field is overwritten with the actual length of the 
packet after the packet is received. When transferring a 
received packet from receive buffer 835 to host memory 
180, bus master controller 800 scatters the packet across the 
locations described by each fragment descriptor. Note that 
the fragment lengths are not overwritten, So the last fragment 
transferred may contain leSS data than is indicated by the 
corresponding fragment length field. The header length field 
also indicates how many fragments are completely filled and 
how much data is in the last fragment. If the buffer described 
by the receive PDL is not large enough to hold the complete 
packet, a receive overflow error is generated and the remain 
ing data is discarded. 
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0047 Transmit execution queue 860 and receive execu 
tion queue 862 are independent FIFOs containing 32 and 64 
entries, respectively, in a preferred embodiment. They con 
tain either a PDA or a PDC instructions. 

0048. By writing a PDA or PDC to either a transmit 
command FIFO 850 or receive command FIFO 852, the host 
Software transfers control of the buffer to bus master con 
troller 800. Each time the host computer system 190 writes 
a PDA or PDC to a command FIFO, the FIFO's command 
count register is incremented. After bus master controller 
800 has processed the PDL pointed to by a PDA or the PDC, 
the PDA or the PDC is removed from the ring and the 
command count register is decremented. 
0049. The host software uses a command FIFO count 
register to determine how many PDA or PDC commands are 
currently owned by bus master controller 800. If the host is 
capable of writing commands, and thereby transferring 
control of the PDL/PDC to bus master controller 800, faster 
than bus master controller 800 uses the PDLS or PDCs, 
efficient pipelining of packets occurs and bus transactions 
overlap with network transactions. Because of the large size 
of FIFOs 850 and 852, some of the bursty nature of bus 
accesses can be Smoothed out. 

0050 Bus master controller 800 uses command execu 
tion queues 860 and 862 as scratch memory while transfer 
ring packet data between host memory 180 and transmit and 
receive buffers 830 and 835. Bus master controller 800 
copies the PDL pointed to by the PDA into a command FIFO 
in the corresponding command execution queue. Bus master 
controller 800 uses this PDL to program bus interface 820 
with the location and length of each fragment to be trans 
ferred. Loading the complete PDL into scratch memory 
improves utilization of the interconnect bus 130 because, in 
most cases, the complete PDL can be transferred in one bus 
transaction. If bus master controller 800 were to read each 
fragment descriptor Separately, performance would Suffer 
because each fragment descriptor read would require a 
Separate buS transaction including the associated arbitration 
latency. 

0051 Bus master controller 800 also uses command 
execution queues 860 and 862 to hold PDC instructions. 
PDC instructions are directly transferred from the command 
FIFO. PDCs are executed out of the command execution 
queues to maintain PDL/PDC ordering and to maximize the 
use of the command FIFO. 

0052 Receive and transmit PDC instructions use the 
same word format, shown in FIG. 3. The format contains 
buffer length 320, block index 310, and options field 300. 
Block index 310 is an address into the corresponding buffer 
address table which contains the physical address at which 
data is to be transferred to or from the host memory. Buffer 
length field 320 specifies the number of bytes to be trans 
ferred during transmit operations, or the allocated host 
memory Space required for a receive operation. If the packet 
data for a receive operation is larger than the allocated host 
memory space, bus master controller 800 fills the allocated 
Space, Sets a receive overflow flag, and then discards the 
remaining amount of the packet. Options field 300 is used to 
communicate Special processing options to bus master con 
troller 800, such as whether or not an interrupt is desired 
immediately upon the completion of a data transfer between 
controller 100 and host computer system 190. 
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0.053 Bus master state machine 810 coordinates and 
controls all activity associated with transferring packet data 
between host memory 180 and transmit and receive buffers 
830 and 835 during PDL and PDC modes. Transmit and 
receive operations are independently described. However, 
they are actually performed by the same state machine 810 
and are interleaved as necessary. Bus master State machine 
810 can be configured to give priority to a receive operation. 
If data reception is occurring fast enough, it will perform up 
to eight receive cycles for each transmit cycle. 
0054) A transmit PDL transaction is generated by the host 
Software, which creates a PDL describing the packet in host 
memory, and transfers control to bus master controller 800 
by writing the PDL Address (PDA) to transmit command 
FIFO 850. Writing the PDA to transmit command FIFO 850 
causes the transmit command count register to increment. 
When the command count register is greater than Zero, buS 
master controller 800 extracts the next command from the 
FIFO. Since every PDL must have at least one fragment, bus 
master controller 800 programs bus interface 820 to read the 
PDL header and one fragment into transmit execution queue 
860. If there is more than one fragment, bus master con 
troller 800 reads the header to determine this fact and adjusts 
the number of fragments to be transferred to the execution 
queue. Once the complete PDL has been copied into the 
command execution queue, that PDA is discarded. 
0055. Because the PDL header has the total length of the 
packet data, bus master controller 800 checks transmit buffer 
830 to ensure there is enough room to load another packet. 
If there is not enough room, bus master controller 800 waits 
until transmit buffer 830 has enough room for a new packet. 
0056 Bus master controller 800 then proceeds to inter 
pret each fragment descriptor and programs buS interface 
820 to copy each fragment from host memory 180 to 
transmit buffer 830. When all fragments have been copied to 
transmit buffer 830, bus master controller 800 discards the 
PDL and checks the command queue to determine if another 
PDL is available. If so, bus master controller 800 executes 
the new PDL and repeats the operation described above. 
0057 The operation of bus master controller 800 during 
receive transferS is similar to the transmit case with a few 
Subtle differences. The host Software creates a receive PDL, 
which describes the buffer in which to transfer the received 
data. A corresponding PDA is then written to receive com 
mand FIFO 852, transferring control to bus master controller 
800. Bus master controller 800 transfers the PDL into 
receive eXecution queue 862, even if no received packets are 
available in the receive data buffers. By transferring the PDL 
before it is actually needed, bus master controller 800 
attempts to reduce the latency between receiving a packet 
and transferring it to host memory. 

0.058 This procedure repeats until: 1) a receive packet is 
available or 2) receive execution queue 862 is full. Even 
with receive execution queue 862 full, receive command 
FIFO 852 can load PDA/PDC instructions in advance to 
further reduce transaction latency. 
0059 When a complete packet is available in receive 
buffer 835, bus master controller 800 uses the preloaded 
PDL to determine how to scatter the received packet into 
host memory 180. Bus master controller 800 programs the 
necessary transactions into bus interface 820 to copy each 
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fragment of the received packet into host memory 180 as 
described by the PDL fragment descriptors. 

0060. The first word of the received packet in receive 
buffer 835 contains the total packet length and the receive 
status. This word is saved by bus master controller 800 and 
is transferred to the receive PDL in host memory 180 after 
all packet data has been copied to host memory 180. The 
receive status field of the PDL becoming non-zero indicates 
that bus master controller 800 has transferred control of the 
buffer and associated PDL back to host computer system 
190. This process is repeated until all received packets have 
been transferred or the PDA receive command FIFO is 
exhausted. 

0061 Transmit PDC mode provides increased perfor 
mance by reducing the number of bus acquisitions required. 
This mode requires that physical addresses of preallocated 
buffers be loaded into transmit buffer address table 870 
during System initialization. An operation Starts with the 
host Software gathering data fragments into a predefined 
contiguous memory Space in one of the preallocated buffers. 
Once this is complete, the information needed for a PDC 
instruction is known. The PDC instruction is then created 
and transferred to the transmit command FIFO 850, and the 
command count register is incremented. If an instruction is 
at the beginning of transmit command FIFO 850, it is 
transferred to transmit execution queue 860. The command 
FIFO count is then decremented and the execution queue 
count is incremented. If the execution queue count is non 
Zero, control passes to bus master controller 800, which 
begins execution of the instruction. BuS master controller 
800 decodes the instruction for the length and base index 
information while checking the transmit buffer flags for 
available packet Space. With the proper information and 
status, bus master controller 800 configures bus interface 
820 to commence transfer to the data buffer. Once the 
transfer is complete, the PDC instruction is discarded, the 
command queue count is decremented, and a complete 
transfer flag is Set. 

0062) A receive PDC transaction is initiated by the 
receive buffer 835. Prior to the data transfer, receive buffer 
address table 872, receive execution queue 862, and receive 
command FIFO 852 are preloaded. With all of this infor 
mation loaded in advance, the data transfer occurs with 
minimal overhead. This information can also be reloaded 
during period of non-use, or when empty, to better distribute 
the workload over time. 

0063) When receive buffer 835 indicates a packet has 
been received from high speed network 160, control is 
transferred to bus master controller 800. Bus master con 
troller 800 accesses the PDC instruction on top of receive 
command execution queue 862, and examines the block 
index and length. Bus master controller 800 uses this infor 
mation to program bus interface 820 to request a bus 
transaction. At the same time, bus master controller 800 
determines if the initial data packet will fit in the allocated 
memory Space. If the data packet will not fit, bus master 
controller 800 sends data until the host memory space is 
filled, Sets the receive overflow flag, and Signals receive 
buffer 835 to discard the remaining portion of the data 
packet. If the memory Space is greater than one packet, buS 
master controller 800 determines if another packet can be 
transferred, and Sends additional packets until the allocated 
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memory Space is filled. If the memory space allocated is 
greater in Size than a bus transaction can deliver in one 
transaction, bus master controller 800 breaks the transfer 
into multiple transactions. Once the transfer is complete, the 
command execution count is decremented and another com 
mand is loaded. If another packet is ready in receive buffer 
835, this cycle is repeated. 
0064. The simplest form of transmit occurs during pro 
grammed I/O (PIO) mode (PIO) transfers. This mode 
requires, very little or no action from bus master controller 
800. PIO transfers one double word (32bits) of data at a time 
directly to transmit buffer 830. Each transfer requires a 
Separate request for interconnect buS 130, thus increasing 
total bus acquisition latency. Bus master controller 800 is 
only responsible for routing data to transmit buffer 830. The 
host Software makes certain that packet Space is available, 
and indicates to transmit buffer 830 that the packet transfer 
is complete by Setting appropriate flags. 

0065. A receive PIO transfer is initiated by the host 
Software. The host Software ensures that a packet is available 
prior to transferring the packet to host computer system 190. 
Double word transferS are performed acroSS interconnect 
bus 130 until all packet data has been transferred. The host 
Software is also responsible for maintaining packet and data 
integrity. 
0.066 The packet transfer process minimizes the number 
of interrupts necessary to interact with bus master controller 
800. In many cases, host computer system 190 receives and 
transferS packets without ever taking an interrupt. The host 
Software can program bus master controller 800 to generate 
an interrupt in the following cases: after each packet has 
been transferred to the transmit buffer 830; when the trans 
mit command FIFO is exhausted; or upon any transmit error. 
Receive interrupts are generated after each receive packet 
has been transferred to host memory 180, when the receive 
command FIFO 852 is exhausted, or when receive errors 
OCCS. 

0067. In one embodiment, bus master controller 800 
implements a "lying Send' transmit policy in which a 
Successful packet transmission is signaled to the host Soft 
ware as soon as possible after bus master controller 800 
completes the data transfer between host memory 180 and 
transmit buffer 830 or receive buffer 835. The packet is 
considered to be “transmitted” the moment bus master 
controller 800 has a complete copy of the packet. It is the 
responsibility of protocols above the driver level to ensure 
that packets are Successfully transmitted to remote Stations. 
If a packet is lost during transmission by bus master con 
troller 800, the protocol must recognize that the packet is 
lost and take a corrective action, Such as a retransmission. 
0068 Errors such as CRC, runt packet and long packet 
errors are detected by bus master controller 800 and signaled 
to the host software by specific bits in the receive PDL 
header. The header also contains additional information bits 
pertaining to the inbound packet. 
0069 Padding of packets that are shorter than the mini 
mum legal length for transmission is the responsibility of 
Software on host computer system 190. 
0070 Bus master controller 800 supports the use of PDL 
and PDC data transfer methods simultaneously. When trans 
ferring data, software on host computer system 190 indicates 
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the required transfer method by placing an appropriate 
command in transmit command FIFO 850 or receive com 
mand FIFO 852. For packet transmission using the PDC data 
transfer method, software on host computer system 190 
initiates the process by writing a PDC to the appropriate 
command FIFO. If host computer system 190 wishes to 
transmit a packet using conventional bus master DMA, it 
writes a PDA to the command FIFO instead. 

0071. From the perspective of host computer system 190, 
intermixing PDC and PDL data transfer methods can be 
accomplished with just one index variable for the PDC 
queue, one for the PDL queue and a counter variable 
reflecting the free space in transmit command FIFO 850. 
This technique works as long as each queue accommodates 
at least as many entries as transmit command FIFO 850. 
Mathematically, we say that 

0072 CMD=# of entries that can be accommodated 
in the command FIFO 

0073 PDL=# of entries that can be accommodated 
in the PDL queue 

0074 PDC=# of entries that can be accommodated 
in the PDC queue 

0075) FREE=# of unused entries in the command 
FIFO 

0076 CMD=PDL-PDC 

0.077 CMD=FREE+PDL-PDC 
0078. The PDL and PDC variables with the “used” sub 
Script indicate the entries in the respective rings that contain 
transmit requests. 
0079 The system guarantees the relationship of used 
PDC/PDL entries to the total number of command FIFO 
entries with a free count variable. Initially, the counter is Set 
to the size of the command FIFO. Each time a transmit 
request is submitted to bus master controller 800, the com 
mand FIFO free count is decremented. 

0080 When the counter reaches zero, the host software 
reloads the counter from a bus master Status register, thereby 
obtaining the most recent free count. Since the System 
guarantees the relationship in the above equation, we see 
that FREE=CMD-PDL-PDC used 

0081 FIG. 9 is a diagram illustrating two packets packed 
into a single preallocated buffer within memory 180 in 
accordance with an aspect of the present invention. FIG. 9 
includes a first packet, including flags 901 and length 902. 
Flags 901 contain status information for the first packet. 
Length field 902 contains the length of the first packet. The 
first packet also includes data 903, which contains all of the 
data associated with the packet. The Second packet includes 
flags 911 and length 912. Flags 911 contain status informa 
tion for the second packet. Length field 912 contains the 
length of the Second packet. The Second packet also includes 
data 913, which is the data associated with the second 
packet. AS indicated by the ellipsis, additional packets may 
be included into a Single preallocated buffer. 

used 

0082 The foregoing description of embodiments of the 
invention have been presented for purposes of illustration 
and description only. They are not intended to be exhaustive 
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or to limit the invention to the forms disclosed. Obviously, 
many modifications and variations will be apparent to prac 
titioners skilled in the art. 

What is claimed is: 
1. An apparatus for facilitating communications between 

a computer System, including a memory and a bus, and a 
data network, comprising: 

a bus interface, coupled to the bus, for communicating 
acroSS the bus, 

a transmit buffer, coupled to the buS interface, for Storing 
data to be transmitted on the data network, 

a receive buffer, coupled to the bus interface, for Storing 
data received from the data network; 

a high Speed network interface, coupled to the receive 
buffer and the transmit buffer, for communicating 
acroSS the data network; 

a buffer address table, coupled to the bus interface, for 
Storing at least one address of at least one buffer in the 
memory of the computer System, the at least one buffer 
being preallocated by the computer System and used to 
Store data in transit between the computer System and 
one of the transmit buffer and the receive buffer; and 

a controller, coupled to the transmit buffer, the receive 
buffer and the buffer address table, for controlling the 
transfer of data from the computer System to the 
transmit buffer, and from the receive buffer to the 
computer System. 

2. The apparatus of claim 1, including a transmit com 
mand queue coupled to the bus interface and the controller, 
for Storing transmit commands from the computer System, 
one type of transmit command Stored in the transmit com 
mand queue including, 

a buffer index field, for indexing an entry in the buffer 
address table containing an address of a buffer in the at 
least one buffer pre-allocated by the computer System; 
and 

a packet length, field for indicating the length of a packet 
of data to be transferred from the pre-allocated buffer to 
the transmit buffer. 

3. The apparatus of claim 1, including a receive command 
queue coupled to the bus interface and the controller, for 
Storing receive commands from the computer System, one 
type of command Stored in the receive command queue 
including, 

a buffer index field for indexing an entry in the buffer 
address table containing an address of a buffer from the 
at least one buffer pre-allocated by the computer SyS 
tem, 

a packet length field for indicating the length of a packet 
of data to be transferred from the receive buffer to the 
pre-allocated buffer. 

4. The apparatus of claim 1, including: 
a transmit command queue coupled to the buS interface 

and the controller, for Storing transmit commands from 
the computer System; and 

a transmit execution queue coupled to the bus interface, 
the controller and the transmit command queue, for 
Storing commands from the transmit command queue, 
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and command blocks from the computer System which 
are referenced by commands from the transmit com 
mand queue. 

5. The apparatus of claim 1, including: 
a receive command queue coupled to the buS interface and 

the controller, for Storing receive commands from the 
computer System; and 

a receive execution queue coupled to the bus interface, the 
controller and the receive command queue, for Storing 
commands from the receive command queue and com 
mand blocks from the computer System which are 
referenced by commands from the receive command 
Gueue. 

6. The apparatus of claim 1, wherein the buffer address 
table includes: 

a transmit buffer address table for Storing at least one 
address of at least one transmit buffer in the memory of 
the computer System, the at least one transmit buffer 
being preallocated by the computer System and used to 
Store data in transit between the computer System and 
the transmit buffer; and 

a receive buffer address table for Storing at least one 
address of at least one receive buffer in the memory of 
the computer System, the at least one receive buffer 
being preallocated by the computer System and used to 
store data in transit between the receive buffer and the 
computer System. 

7. The apparatus of claim 1, wherein the controller 
includes a mechanism to transfer a plurality of packets in a 
Single operation between the at least one buffer preallocated 
by the computer system and the transmit buffer. 

8. The apparatus of claim 1, wherein the controller 
includes a mechanism to transfer a plurality of packets in a 
Single operation between the receive buffer and the at least 
one buffer preallocated by the computer System. 

9. The apparatus of claim 1, wherein the apparatus is 
implemented on a Single Silicon chip. 

10. The apparatus of claim 1, wherein the bus includes a 
PCI buS. 

11. A method for transferring data between a computer 
System and a network interface device, the network interface 
device being coupled to a data network, and the computer 
System including a memory and a communication channel, 
the communication channel being coupled to the network 
interface device, the method comprising: 

receiving at the network interface device at least one 
address of a preallocated buffer in the memory; 

Storing in the network interface device the at least one 
address of the preallocated buffer; 

receiving a command from the computer System through 
the communication channel, the command indicating 
that a transfer between the network interface device and 
the computer System is to take place; 

retrieving an address from the at least one address of a 
preallocated buffer stored in the network interface 
device; 

using the address to transfer data from the preallocated 
buffer in the memory to the network interface device if 
the command is a transmit command; and 
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using the address to transfer data from the network 
interface device to the preallocated buffer in the 
memory if the command is a receive command. 

12. The method of claim 11, wherein the command 
received from the communication channel includes a length 
field indicating an amount of data to be transferred between 
the network interface device and the preallocated buffer, and 
including 

using the length field to facilitate the transferring of data 
between the network interface device and the preallo 
cated buffer in the memory. 

13. The method of claim 11, wherein the command 
received from the communication channel includes an indeX 
for indexing the address from the at least one address of a 
preallocated buffer, and including 

using the indeX to facilitate the retrieving of an address 
from the at least one address of a preallocated buffer 
Stored in the network interface device. 

14. The method of claim 11, wherein the using of the 
address to transfer data from the network interface device to 
the preallocated buffer in the memory if the command is a 
receive command, includes transferring a plurality of pack 
ets in a single operation between the network interface 
device and the preallocated buffer. 

15. The method of claim 11, wherein the using of the 
address to transfer data from the preallocated buffer in the 
memory to the network interface device if the command is 
a transmit command, includes transferring a plurality of 
packets in a Single operation between the preallocated buffer 
and the network interface device. 

16. A method for transferring data between a computer 
System and a network interface device, the network interface 
device being coupled to a data network, the computer System 
including a memory and a communication channel, the 
communication channel being coupled to the network inter 
face device, the method comprising: 

preallocating at least one preallocated buffer in the 
memory of the computer System; 

transmitting to the network interface device at least one 
address of the at least one preallocated buffer, So that 
the network interface device may store the at least one 
address locally; 

transmitting a command from the computer System to the 
network interface device through the communication 
channel, the command indicating that a transfer 
between the network interface device and the computer 
System is to take place; 

transferring data from the preallocated buffer in the 
memory to the network interface device if the com 
mand is a transmit command; and 

transferring data from the network interface device to the 
preallocated buffer in the memory if the command is a 
receive command. 

17. The method of claim 16, wherein: 
the transferring of data from the preallocated buffer in the 
memory to the network interface device is initiated by 
a DMA command received from the network interface 
device; and 
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the transferring of data from the network interface device 
to the preallocated buffer in the memory is initiated by 
a DMA command received from the network interface 
device. 

18. The method of claim 16, wherein the command 
transmitted to the network interface device includes a length 
field indicating an amount of data to be transferred between 
the network interface device and the preallocated buffer, and 
including 

using the length field to facilitate the transferring of data 
between the network interface device and the preallo 
cated buffer in the memory. 

19. The method of claim 16, wherein the command 
transmitted to the network interface device includes an index 
for indexing an address from the at least one address of a 
preallocated buffer stored locally at the network interface 
device. 

20. The method of claim 16, wherein transferring data 
from the network interface device to the preallocated buffer 
in the memory if the command is a receive command, 
includes transferring a plurality of packets in a Single 
operation between the network interface device and the 
preallocated buffer. 

21. The method of claim 16, wherein the transferring of 
data from the preallocated buffer in the memory to the 
network interface device if the command is a transmit 
command, includes transferring a plurality of packets in a 
Single operation between the preallocated buffer and the 
network interface device. 

22. A method for transferring data between a computer 
System and a network interface device, the network interface 
device being coupled to a data network, and the computer 
System including a memory and a communication channel, 
the communication channel being coupled to the network 
interface device, the method comprising: 

preallocating at least one preallocated buffer in the 
memory of the computer System; 

assembling a plurality of fragments of data from a plu 
rality of locations in the memory into a buffer in the at 
least one preallocated buffer; and 

transferring data from the preallocated buffer in the 
memory to the network interface device. 

23. A method for transferring data between a computer 
System and a network interface device, the network interface 
device being coupled to a data network, and the computer 
System including a memory and a communication channel, 
the communication channel being coupled to the network 
interface device, the method comprising: 

preallocating at least one preallocated buffer in the 
memory of the computer System; 

receiving data from the network interface device into the 
preallocated buffer in the memory, the data including a 
plurality of fragments of data; and 

distributing the plurality of fragments to a plurality of 
locations in the memory. 


