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CODE ORIGINATION DATA MANAGEMENT FIG . 5 illustrates an exemplary operator graph for a 
FOR HOST PLACEMENT stream computing application according to embodiments . 

FIG . 6 is a flowchart illustrating a method for managing 
BACKGROUND code origination data for a distributed computing environ 

5 ment having a set of compute nodes which include a first 
This disclosure relates generally to computer systems and , compute node , according to embodiments . 

more particularly , relates to managing code origination data . FIG . 7 is a flowchart illustrating methods for managing 
The amount of data that needs to be managed by enterprises code origination data for a distributed computing environ 
is increasing . Management of code origination data may be ment having a set of compute nodes which include a first 
desired to be performed as efficiently as possible . As data 10 compute node , according to embodiments . 
needing to be managed increases , the need for management FIG . 8 is a flowchart illustrating a method for managing 
efficiency may increase . code origination data for a distributed computing environ 

ment having a set of compute nodes which include a first 
SUMMARY compute node , according to embodiments . 

15 FIG . 9 is a flowchart illustrating a method for managing 
Aspects of the disclosure relate to managing components code origination data for a stream computing environment , 

of a distributed software application differently based on according to embodiments . 
where the components originate . Host computing devices FIG . 10 is a flowchart illustrating a method for managing 
may be determined for portions of the distributed software code origination data for a stream computing network , 
application based on the source of included software com - 20 according to embodiments . 
ponents . Host placement arrangements for components of While the invention is amenable to various modifications 
the distributed software application may be determined and alternative forms , specifics thereof have been shown by 
based on metadata that indicates information regarding the way of example in the drawings and will be described in 
development origin , author , stability , creation date , code detail . It should be understood , however , that the intention is 
repository branch , and other characteristics of the compo - 25 not to limit the invention to the particular embodiments 
nents . Code assembly for the distributed software applica - described . On the contrary , the intention is to cover all 
tion may be performed based on the origination data for the modifications , equivalents , and alternatives falling within 
software components . Operator fusion , code processing , the spirit and scope of the invention . 
exception handling , operator assignment , and other code 
assembly decisions may be made based on the source 30 DETAILED DESCRIPTION 
information for the software components . Leveraging origi 
nation data for software components may facilitate applica Aspects of the disclosure relate to managing coding 
tion deployment and code assembly for the distributed objects of a distributed software application differently 
software application . based on where the coding objects originate . Host compute 

Aspects of the disclosure relate to managing code origi - 35 nodes may be determined for portions of the distributed 
nation data for a distributed computing environment having software application based on the origination location of 
a set of compute nodes which includes a first compute node . individual coding objects . In embodiments , aspects of the 
A first set of code origination data which corresponds to a disclosure relate to attaching metadata to a coding object 
first computing object may be detected for utilization to that indicates the origin location of the coding object . Based 
develop a distributed application in the distributed comput - 40 on the origination location of the coding object , an appro 
ing environment . Using the first set of code origination data , priate host compute node may be determined to receive 
the first compute node may be identified to host the first deployment of the coding object . For instance , coding 
computing object for the distributed application . The first objects from trusted sources ( e . g . , in - house development 
computing object may be deployed to the first compute node teams ) may be placed on compute nodes that have strict data 
to develop the distributed application . 45 security requirements ( e . g . , to maintain data security ) , while 

The above summary is not intended to describe each code toolkits downloaded from web - based toolkit reposito 
illustrated embodiment or every implementation of the pres ries such as GitHub ( trademark of GitHub , LLC ) that can 
ent disclosure . have unknown origination locations may be restricted to 

placement on host compute nodes that do not contain 
BRIEF DESCRIPTION OF THE SEVERAL 50 sensitive data . 

VIEWS OF THE DRAWINGS Aspects of the disclosure relate to managing code assem 
bly for a distributed software application based on the 

The drawings included in the present application are origination location of the coding objects . The software 
incorporated into , and form part of , the specification . They applications , streaming operators , and other computing 
illustrate embodiments of the present disclosure and , along 55 resources that may be used in association with the coding 
with the description , serve to explain the principles of the objects may be determined based on the source ( e . g . , devel 
disclosure . The drawings are only illustrative of certain oper ) of the coding objects . In embodiments , metadata that 
embodiments and do not limit the disclosure . indicates the origination location of a particular coding 

FIG . 1 illustrates an exemplary computing infrastructure object may be detected and used to determine an appropriate 
to execute a stream computing application according to 60 code assembly arrangement for the coding object . For 
embodiments . instance , operator fusion , code processing , exception han 

FIG . 2 illustrates a view of a compute node according to dling , operator assignment ( e . g . , to a consistent region ) , and 
embodiments . other code assembly decisions may be made based on the 

FIG . 3 illustrates a view of a management system accord detected origination location metadata . Leveraging origina 
ing to embodiments . 65 tion data for the coding objects may facilitate application 

FIG . 4 illustrates a view of a compiler system according deployment ( e . g . , to host computing devices ) and code 
to embodiments . assembly for the distributed software application . 
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Stream - based computing and stream - based database com only change one of the attributes so that all of the attributes 
puting are emerging as a developing technology for database of the output tuple except one are the same as the attributes 
systems . Products are available which allow users to create of the input tuple . 
applications that process and query streaming data before it Generally , a particular tuple output by a stream operator 
reaches a database file . With this emerging technology , users 5 or processing element may not be considered to be the same 
can specify processing logic to apply to inbound data tuple as a corresponding input tuple even if the input tuple 
records while they are “ in flight , ” with the results available is not changed by the processing element . However , to 
in a very short amount of time , often in fractions of a second . simplify the present description and the claims , an output 
Constructing an application using this type of processing has tuple that has the same data attributes or is associated with 
opened up a new programming paradigm that will allow for for 10 the same entity as a corresponding input tuple will be 

referred to herein as the same tuple unless the context or an development of a broad variety of innovative applications , express statement indicates otherwise . systems , and processes , as well as present new challenges Stream computing applications handle massive volumes for application programmers and database developers . of data that need to be processed efficiently and in real time . 
In a stream computing application , stream operators are 15 For example , a stream computing application may continu 

connected to one another such that data flows from one ously ingest and analyze hundreds of thousands of messages 
stream operator to the next ( e . g . , over a TCP / IP socket ) . per second and up to petabytes of data per day . Accordingly , 
When a stream operator receives data , it may perform each stream operator in a stream computing application may 
operations , such as analysis logic , which may change the be required to process a received tuple within fractions of a 
tuple by adding or subtracting attributes , or updating the 20 second . Unless the stream operators are located in the same 
values of existing attributes within the tuple . When the processing element , it is necessary to use an inter - process 
analysis logic is complete , a new tuple is then sent to the communication path each time a tuple is sent from one 
next stream operator . Scalability is achieved by distributing stream operator to another . Inter - process communication 
an application across nodes by creating executables ( i . e . , paths can be a critical resource in a stream computing 
processing elements ) , as well as replicating processing ele - 25 application . According to various embodiments , the avail 
ments on multiple nodes and load balancing among them . able bandwidth on one or more inter - process communication 
Stream operators in a stream computing application can be paths may be conserved . Efficient use of inter - process com 
fused together to form a processing element that is execut munication bandwidth can speed up processing . 
able . Doing so allows processing elements to share a com A streams processing job has a directed graph of process 
mon process space , resulting in much faster communication 30 on 30 ing elements that send data tuples between the processing 

elements . The processing element operates on the incoming between stream operators than is available using inter tuples , and produces output tuples . A processing element has process communication techniques ( e . g . , using a TCP / IP an independent processing unit and runs on a host . The socket ) . Further , processing elements can be inserted or streams platform can be made up of a collection of hosts that 
removed dynamically from an operator graph representing 35 are eligible for processing elements to be placed upon . When the flow of data through the stream computing application . a job is submitted to the streams run - time , the platform 
In some cases a particular stream operator may not reside scheduler processes the placement constraints on the pro 
within the same operating system process as other stream cessing elements , and then determines ( the best ) one of these 
operators . In addition , stream operators in the same operator candidates host for ( all ) the processing elements in that job . 
graph may be hosted on different nodes , e . g . , on different 40 and schedules them for execution on the decided host . 
compute nodes or on different cores of a compute node . Aspects of the disclosure relate to managing code origi 
Data flows from one stream operator to another in the nation data for a distributed computing environment having 

form of a “ tuple . ” A tuple is a sequence of one or more a set of compute nodes which includes a first compute node . 
attributes associated with an entity . Attributes may be any of first set of code origination data which corresponds to a 
a variety of different types , e . g . , integer , float , Boolean , 45 first computing object may be detected . The first set of code 
string , map , list , etc . The attributes may be ordered . In origination data may be utilized to develop a distributed 
addition to attributes associated with an entity , a tuple may application in the distributed computing environment . The 
include metadata , i . e . , data about the tuple . A tuple may be first set of code origination data may indicate a trust factor 
extended by adding one or more additional attributes or for the first computing object . A first compute node to host 
metadata to it . As used herein , “ stream " or " data stream " 50 the first computing object for the distributed application may 
refers to a sequence of tuples . Generally , a stream may be be identified using the first set of code origination data . The 
considered a pseudo - infinite sequence of tuples . first computing object may be deployed to the first compute 

Tuples are received and output by stream operators and node to develop the distributed application . 
processing elements . An input tuple corresponding with a Aspects of the disclosure relate to managing code origi 
particular entity that is received by a stream operator or 55 nation data for a stream computing environment . A first set 
processing element , however , is generally not considered to of code origination data which corresponds to a first com 
be the same tuple that is output by the stream operator or puting object and a second set of code origination data which 
processing element , even if the output tuple corresponds corresponds to a second computing object may be detected 
with the same entity or data as the input tuple . An output for utilization to develop a streaming application in the 
tuple need not be changed in some way from the input tuple . 60 stream computing environment . The first set of code origi 

Nonetheless , an output tuple may be changed in some way nation data may indicate a first trust factor for the first 
by a stream operator or processing element . An attribute or computing object , and the second set of code origination 
metadata may be added , deleted , or modified . For example , data may indicate a second trust factor for the second 
a tuple will often have two or more attributes . A stream computing object . Based on the first and second sets of code 
operator or processing element may receive the tuple having 65 origination data , a code assembly arrangement may be 
multiple attributes and output a tuple corresponding with the determined with respect to the first and second computing 
input tuple . The stream operator or processing element may objects . The code assembly arrangement may be established 
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otion 
with respect to the first and second computing objects to provide different levels of bandwidth or capacity to transfer 
develop the streaming application . data at a particular rate . The bandwidth that a particular link 

In embodiments , as described herein , application deploy provides may vary depending on a variety of factors , includ 
ment and code assembly decisions may be based on code ing the type of communication media and whether particular 
origination data . Metadata that indicates information regard - 5 network hardware or software is functioning correctly or at 
ing the development origin , author , stability ( e . g . , volatile full capacity . In addition , the bandwidth that a particular link 
vs . non - volatile ) , creation date , code repository branch , and provides to a stream computing application may vary if the 
other characteristics of the software components may be links is link is shared with other applications and users . The avail used to manage how the individual software components are able bandwidth may vary depending on the load placed on deployed on compute devices , and also how code assembly 10 the link by the other applications and users . The bandwidth for the distributed software application is performed . As that a particular link provides may also vary depending on described herein , performance or efficiency benefits may 
result from managing the set of origination data ( e . g . , data a temporal factor , such as time of day , day of week , day of 
security , application stability , speed , flexibility , load balanc month , or season . 
ing , responsiveness , resource usage , productivity ) . Aspects 15 FIG . 2 is a more detailed view of a compute node 110 , 
may save resources such as bandwidth , processing , or which may be the same as one of the compute nodes 
memory . 110A - 110D of FIG . 1 , according to various embodiments . 

In embodiments , aspects of the disclosure relate to per The compute node 110 may include , without limitation , one 
forming one or more of the steps described herein in a or more processors ( CPUs ) 205 , a network interface 215 , an 
distributed computing environment . Generally , the distrib - 20 interconnect 220 , a memory 225 , and a storage 230 . The 
uted computing environment may include a model of service compute node 110 may also include an I / O device interface 
delivery for enabling convenient , on - demand network 210 used to connect I / O devices 212 , e . g . , keyboard , display , 
access to a shared pool of configurable computing resources and mouse devices , to the compute node 110 . 
( e . g . , networks , network bandwidth , servers , processing , Each CPU 205 retrieves and executes programming 
memory , storage , applications , virtual machines , and ser - 25 instructions stored in the memory 225 or storage 230 . 
vices ) that can be rapidly provisioned and released with Similarly , the CPU 205 stores and retrieves application data 
minimal management effort or interaction with a provider of residing in the memory 225 . The interconnect 220 is used to 
the service . The distributed computing environment may transmit programming instructions and application data 
include one or more of a private cloud , community cloud , between each CPU 205 , 10 device interface 210 , storage 
public cloud , hybrid cloud , or other deployment model 30 230 , network interface 215 , and memory 225 . The intercon 
configured to provide software , digital platform , or infra - nect 220 may be one or more busses . The CPUs 205 may be 
structure based services . In embodiments , the distributed a single CPU , multiple CPUs , or a single CPU having 
computing method may be associated with characteristics multiple processing cores in various embodiments . In one 
including on - demand self - service , broad network access , embodiment , a processor 205 may be a digital signal pro 
resource pooling , rapid elasticity , measured service and the 35 cessor ( DSP ) . One or more processing elements 235 ( de 
like . In embodiments , the distributed computing environ - scribed below ) may be stored in the memory 225 . A pro 
ment may include one or more computing nodes configured cessing element 235 may include one or more stream 
to implement various aspects of the method described herein operators 240 ( described below ) . In one embodiment , a 
for warning data management . Other types of distributed processing element 235 is assigned to be executed by only 
computing environments are also possible . 40 one CPU 205 , although in other embodiments the stream 

FIG . 1 illustrates one exemplary computing infrastructure operators 240 of a processing element 235 may include one 
100 that may be configured to execute a stream computing or more threads that are executed on two or more CPUs 205 . 
application , according to some embodiments . The comput - The memory 225 is generally included to be representative 
ing infrastructure 100 includes a management system 105 of a random access memory , e . g . , Static Random Access 
and two or more compute nodes 110A - 110Di . e . , hosts — 45 Memory ( SRAM ) , Dynamic Random Access Memory 
which are communicatively coupled to each other using one ( DRAM ) , or Flash . The storage 230 is generally included to 
or more communications networks 120 . The communica - be representative of a non - volatile memory , such as a hard 
tions network 120 may include one or more servers , net - disk drive , solid state device ( SSD ) , or removable memory 
works , or databases , and may use a particular communica - cards , Optical storage , flash memory devices , network 
tion protocol to transfer data between the compute nodes 50 attached storage ( NAS ) , or connections to storage area 
110A - 110D . A compiler system 102 may be communica network ( SAN ) devices , or other devices that may store 
tively coupled with the management system 105 and the non - volatile data . The network interface 215 is configured to 
compute nodes 110 either directly or via the communica - transmit data via the communications network 120 . 
tions network 120 . A stream computing application may include one or more 

The communications network 120 may include a variety 55 stream operators 240 that may be compiled into a “ process 
of types of physical communication channels or “ links . " The ing elementº container 235 . The memory 225 may include 
links may be wired , wireless , optical , or any other suitable two or more processing elements 235 , each processing 
media . In addition , the communications network 120 may element having one or more stream operators 240 . Each 
include a variety of network hardware and software for stream operator 240 may include a portion of code that 
performing routing , switching , and other functions , such as 60 processes tuples flowing into a processing element and 
routers , switches , or bridges . The communications network outputs tuples to other stream operators 240 in the same 
120 may be dedicated for use by a stream computing processing element , in other processing elements , or in both 
application or shared with other applications and users . The the same and other processing elements in a stream com 
communications network 120 may be any size . For example , puting application . Processing elements 235 may pass tuples 
the communications network 120 may include a single local 65 to other processing elements that are on the same compute 
area network or a wide area network spanning a large node 110 or on other compute nodes that are accessible via 
geographical area , such as the Internet . The links may communications network 120 . For example , a processing 
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element 235 on compute node 110A may output tuples to a connect 420 , a memory 425 , and storage 430 . The compiler 
processing element 235 on compute node 110B . system 102 may also include an I / O device interface 410 

The storage 230 may include a buffer 260 . Although connecting I / O devices 412 , e . g . , keyboard , display , and 
shown as being in storage , the buffer 260 may be located in mouse devices , to the compiler system 102 . 
the memory 225 of the compute node 110 or in a combina - 5 Each CPU 405 retrieves and executes programming 
tion of both memories . Moreover , storage 230 may include instructions stored in the memory 425 or storage 430 . 
storage space that is external to the compute node 110 , such Similarly , each CPU 405 stores and retrieves application 
as in a cloud . data residing in the memory 425 or storage 430 . The 

The compute node 110 may include one or more operating interconnect 420 is used to move data , such as programming 
systems 262 . An operating system 262 may be stored 10 instructions and application data , between the CPU 405 , I / O 
partially in memory 225 and partially in storage 230 . Alter - device interface 410 , storage unit 430 , network interface 
natively , an operating system may be stored entirely in 415 , and memory 425 . The interconnect 420 may be one or 
memory 225 or entirely in storage 230 . The operating more busses . The CPUs 405 may be a single CPU , multiple 
system provides an interface between various hardware CPUs , or a single CPU having multiple processing cores in 
resources , including the CPU 205 , and processing elements 15 various embodiments . In one embodiment , a processor 405 
and other components of the stream computing application . may be a DSP . Memory 425 is generally included to be 
In addition , an operating system provides common services representative of a random access memory , e . g . , SRAM , 
for application programs , such as providing a time function . DRAM , or Flash . The storage 430 is generally included to 

FIG . 3 is a more detailed view of the management system be representative of a non - volatile memory , such as a hard 
105 of FIG . 1 according to some embodiments . The man - 20 disk drive , solid state device ( SSD ) , removable memory 
agement system 105 may include , without limitation , one or cards , optical storage , flash memory devices , network 
more processors ( CPUs ) 305 , a network interface 315 , an attached storage ( NAS ) , connections to storage area - net 
interconnect 320 , a memory 325 , and a storage 330 . The work ( SAN ) devices , or to the cloud . The network interface 
management system 105 may also include an I / O device 415 is configured to transmit data via the communications 
interface 310 connecting I / O devices 312 , e . g . , keyboard , 25 network 120 . 
display , and mouse devices , to the management system 105 . The compiler system 102 may include one or more 

Each CPU 305 retrieves and executes programming operating systems 432 . An operating system 432 may be 
instructions stored in the memory 325 or storage 330 . stored partially in memory 425 and partially in storage 430 . 
Similarly , each CPU 305 stores and retrieves application Alternatively , an operating system may be stored entirely in 
data residing in the memory 325 or storage 330 . The 30 memory 425 or entirely in storage 430 . The operating 
interconnect 320 is used to move data , such as programming system provides an interface between various hardware 
instructions and application data , between the CPU 305 , I / O resources , including the CPU 405 , and processing elements 
device interface 310 , storage unit 330 , network interface and other components of the stream computing application . 
315 , and memory 325 . The interconnect 320 may be one or In addition , an operating system provides common services 
more busses . The CPUs 305 may be a single CPU , multiple 35 for application programs , such as providing a time function . 
CPUs , or a single CPU having multiple processing cores in The memory 425 may store a compiler 136 . The compiler 
various embodiments . In one embodiment , a processor 305 136 compiles modules , which include source code or state 
may be a DSP . Memory 325 is generally included to be ments , into the object code , which includes machine instruc 
representative of a random access memory , e . g . , SRAM , tions that execute on a processor . In one embodiment , the 
DRAM , or Flash . The storage 330 is generally included to 40 compiler 136 may translate the modules into an intermediate 
be representative of a non - volatile memory , such as a hard form before translating the intermediate form into object 
disk drive , solid state device ( SSD ) , removable memory code . The compiler 136 may output a set of deployable 
cards , optical storage , Flash memory devices , network artifacts that may include a set of processing elements and 
attached storage ( NAS ) , connections to storage area - net - an application description language file ( ADL file ) , which is 
work ( SAN ) devices , or the cloud . The network interface 45 a configuration file that describes the stream computing 
315 is configured to transmit data via the communications application . In embodiments , a streams application bundle 
network 120 . or streams application bundle file may be created . In some 

The memory 325 may store a stream manager 134 . embodiments , the compiler 136 may be a just - in - time com 
Additionally , the storage 330 may store an operator graph piler that executes as part of an interpreter . In other embodi 
335 . The operator graph 335 may define how tuples are 50 ments , the compiler 136 may be an optimizing compiler . In 
routed to processing elements 235 ( FIG . 2 ) for processing or various embodiments , the compiler 136 may perform peep 
stored in memory 325 ( e . g . , completely in embodiments , hole optimizations , local optimizations , loop optimizations , 
partially in embodiments ) . inter - procedural or whole - program optimizations , machine 

The management system 105 may include one or more code optimizations , or any other optimizations that reduce 
operating systems 332 . An operating system 332 may be 55 the amount of time required to execute the object code , to 
stored partially in memory 325 and partially in storage 330 . reduce the amount of memory required to execute the object 
Alternatively , an operating system may be stored entirely in code , or both . The output of the compiler 136 may be 
memory 325 or entirely in storage 330 . The operating represented by an operator graph , e . g . , the operator graph 
system provides an interface between various hardware 335 . 
resources , including the CPU 305 , and processing elements 60 The compiler 136 may also provide the application 
and other components of the stream computing application . administrator with the ability to optimize performance 
In addition , an operating system provides common services through profile - driven fusion optimization . Fusing operators 
for application programs , such as providing a time function . may improve performance by reducing the number of calls 

FIG . 4 is a more detailed view of the compiler system 102 to a transport . While fusing stream operators may provide 
of FIG . 1 according to some embodiments . The compiler 65 faster communication between operators than is available 
system 102 may include , without limitation , one or more using inter - process communication techniques , any decision 
processors ( CPUs ) 405 , a network interface 415 , an inter - to fuse operators requires balancing the benefits of distrib 
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uting processing across multiple compute processes with the node 110D , which in turn outputs tuples to be processed by 
benefit of faster inter - operator communications . The com - operators in a sink processing element , for example PE10 
piler 136 may automate the fusion process to determine how 506 . 
to best fuse the operators to be hosted by one or more Processing elements 235 ( FIG . 2 ) may be configured to 
processing elements , while respecting user - specified con - 5 receive or output tuples in various formats , e . g . , the pro 
straints . This may be a two - step process , including compil cessing elements or stream operators could exchange data 
ing the application in a profiling mode and running the marked up as XML documents . Furthermore , each stream 
application , then re - compiling and using the optimizer dur operator 240 within a processing element 235 may be 

configured to carry out any form of data processing func ing this subsequent compilation . The end result may , how 
ever , be a compiler - supplied deployable application with an in 10 tions on received tuples , including , for example , writing to 

database tables or performing other database operations such optimized application configuration . as data joins , splits , reads , etc . , as well as performing other FIG . 5 illustrates an exemplary operator graph 500 for a data analytic functions or operations . stream computing application beginning from one or more The stream manager 134 of FIG . 1 may be configured to sources 135 through to one or more sinks 504 , 506 , accord 15 monitor a stream computing application running on compute 
ing to some embodiments . This flow from source to sink nodes , e . g . , compute nodes 110A - 110D , as well as to change 
may also be generally referred to herein as an execution the deployment of an operator graph , e . g . , operator graph the deplo 
path . In addition , a flow from one processing element to 132 . The stream manager 134 may move processing ele 
another may be referred to as an execution path in various ments from one compute node 110 to another , for example , 
contexts . Although FIG . 5 is abstracted to show connected 20 to manage the processing loads of the compute nodes 
processing elements PE1 - PE10 , the operator graph 500 may 110A - 110D in the computing infrastructure 100 . Further , 
include data flows between stream operators 240 ( FIG . 2 ) stream manager 134 may control the stream computing 
within the same or different processing elements . Typically , application by inserting , removing , fusing , un - fusing , or 
processing elements , such as processing element 235 ( FIG . otherwise modifying the processing elements and stream 
2 ) , receive tuples from the stream as well as output tuples 25 operators ( or what tuples flow to the processing elements ) 
into the stream ( except for a sink — where the stream termi - running on the compute nodes 110A - 110D . 
nates , or a source — where the stream begins ) . While the Because a processing element may be a collection of 
operator graph 500 includes a relatively small number of fused stream operators , it is equally correct to describe the 
components , an operator graph may be much more complex operator graph as one or more execution paths between 
and may include many individual operator graphs that may 30 specific stream operators , which may include execution 
be statically or dynamically linked together . paths to different stream operators within the same process 

The example operator graph shown in FIG . 5 includes ten ing element . FIG . 5 illustrates execution paths between 
processing elements ( labeled as PE1 - PE10 ) running on the processing elements for the sake of clarity . 
compute nodes 110A - 110D . A processing element may FIG . 6 is a flowchart illustrating a method 600 for 
include one or more stream operators fused together to form 35 managing code origination data for a distributed computing 
an independently running process with its own process ID environment having a set of compute nodes which include a 
( PID ) and memory space . In cases where two ( or more ) first compute node , according to embodiments . Aspects of 
processing elements are running independently , inter - pro - FIG . 6 relate to deploying a first computing object ( e . g . , 
cess communication may occur using a “ transport , " e . g . , a coding object ) to the first compute node based on a detected 
network socket , a TCP / IP socket , or shared memory . Inter - 40 set of code origination data for the computing object . 
process communication paths used for inter - process com - Generally , the set of code origination data can include 
munications can be a critical resource in a stream computing information such as metadata or a digital signature that 
application . However , when stream operators are fused indicates or identifies a source ( e . g . , author , distributor ) or 
together , the fused stream operators can use more rapid origination location ( e . g . , in - house code development , third 
communication techniques for passing tuples among stream 45 party code repository ) of the first computing object . The set 
operators in each processing element . of code origination data may be used to identify a compute 

The operator graph 500 begins at a source 135 and ends node from among the set of compute nodes to host the first 
at a sink 504 , 506 . Compute node 110A includes the pro - computing object . The set of compute nodes may include a 
cessing elements PE1 , PE2 , and PE3 . Source 135 flows into shared pool of configurable computing resources configured 
the processing element PE1 , which in turn outputs tuples 50 to operate in a public cloud environment , a private cloud 
that are received by PE2 and PE3 . For example , PE1 may environment , a hybrid cloud environment , or other distrib 
split data attributes received in a tuple and pass some data uted computing environment . In certain embodiments , each 
attributes in a new tuple to PE2 , while passing other data of the set of compute nodes may be physically separate from 
attributes in another new tuple to PE3 . As a second example , one another . Leveraging the set of code origination data may 
PE1 may pass some received tuples to PE2 while passing 55 facilitate management of computing resources and be asso 
other tuples to PE3 . Tuples that flow to PE2 are processed ciated with performance or efficiency benefits ( e . g . , resource 
by the stream operators contained in PE2 , and the resulting availability , network stability , computing resource effi 
tuples are then output to PE4 on compute node 110B . ciency ) with respect to the distributed computing network . 
Likewise , the tuples output by PE4 flow to operator sink PE6 The method 600 may begin at block 601 . 
504 . Similarly , tuples flowing from PE3 to PE5 also reach 60 In embodiments , aspects of the disclosure relate to devel 
the operators in sink PE6 504 . Thus , in addition to being a opment of a distributed application including a streaming 
sink for this example operator graph , PE6 could be config - application at block 602 . Generally , the streaming applica 
ured to perform a join operation , combining tuples received tion can include a software program , digital package , 
from PE4 and PE5 . This example operator graph also shows executable file , or other set of computer instructions con 
tuples flowing from PE3 to PE7 on compute node 110C , 65 figured to process streams of data ( e . g . , tuples ) in a distrib 
which itself shows tuples flowing to PE8 and looping back uted computing environment . Software components of the 
to PE7 . Tuples output from PE8 flow to PE9 on compute streaming application may be configured for dynamic deliv 
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ery to one or more host compute nodes at the time a unpredictability , or proclivity of a particular computing 
particular software component becomes necessary ( e . g . , object to malfunction . In embodiments , volatile computing 
rather than requiring the software components to be pre objects may be associated with a greater likelihood of 
installed on the host compute node ) . In embodiments , the failure , bugs , or other irregularities . In embodiments , vola 
streaming application may include one or more computing 5 tility may include a measure of the frequency with which a 
objects including a first computing object ( e . g . , coding particular computing object ( e . g . , the first computing object ) 
object ) . The computing objects may include a set , portion , or changes . Changes to the computing object may be voluntary 
line of implementation code , a code location , code toolkit , or edits or revisions made to the source code by a developer or 
other aspect of the implementation code that is included in administrator , automatic changes made by another software 
the streaming application . For example , the computing 10 application , or inadvertent changes caused as the result of a 
object may include a software module configured to invoke code defect or other error ( e . g . , poor cohesion , dependency 
a particular operation or function within the streaming structure , or abstraction ) . 
application . Other types of streaming applications and com - In embodiments , the volatility of the first computing 
puting objects are also possible . object may be measured and expressed in a quantitative 

In embodiments , the first computing object may be asso - 15 form ( e . g . , number of changes per time period ) . For instance , 
ciated with a first set of code origination data . Generally , the a software application that is undergoing development may 
first set of code origination data can include information that be frequently revised and edited , resulting in a relatively 
identifies the source ( e . g . , code developer , distributor ) or high volatility measurement ( e . g . , 200 commit operations in 
origination location ( e . g . , in - house code development , third - a one day period ) . In embodiments , changes to a software 
party code repository ) , or indicates other characteristics or 20 application in the form of patches or updates may also be 
attributes regarding the history , origin , or development of considered part of the volatility measurement for the com 
the first computing object . In embodiments , the first set of puting object . As another example , a computing object that 
code origination data may include metadata such as data is associated with malfunctions in past usage instances ( e . g . , 
tags , comments , or other annotations that indicate the indi - code frequency fails upon invocation ) may also be associ 
viduals , organizations , or enterprises involved in the cre - 25 ated with a relatively high volatility measurement . In 
ation or development of the first computing object . As an embodiments , the volatility of the first computing object 
example , a particular computing object may be associated may be expressed as a percentage that indicates the likeli 
with a digital signature indicating that it was written by hood of the first computing object encountering an error 
James Smith of ACME Software Corporation on Apr . 14 , event or irregularity during execution ( e . g . , based on his 
2015 . In embodiments , the first set of code origination data 30 torical usage data ) . The greater the volatility measure for a 
may include a history of the organizations that a particular particular computing object is , the more likely it is that 
computing object was handled by up to the present time . For changes to that software component will result in a code 
instance , a code toolkit may be associated with a set of code defect . Accordingly , as described herein , computing objects 
origination data that indicates that it was created by the having low volatility may be associated with relatively high 
ACME Software Corporation In - House Streaming Applica - 35 trust factors . Other methods of evaluating and utilizing 
tion Development Group , uploaded to a third - party code volatility for a computing object are also possible . 
repository SoftwareHub , and then downloaded and modified In embodiments , the first set of code origination data may 
by Hilldale Institute of Technology . Other types of code indicate an origination branch of the first computing object 
origination data are also possible . at block 610 . Generally , the origination branch may include 

In embodiments , the first set of code origination data may 40 an indication of the specific branch ( e . g . , segment or division 
indicate a trust factor for the first computing object at block of code ) of the code repository that the first computing 
604 . Generally , the trust factor can include a quantitative or object is associated with . In embodiments , the origination 
qualitative measure , representation , expression , or indica - branch may be classified using one or more branch types that 
tion of the reliability , safety , dependability , or security of the represent the stage of development of the first computing 
first computing object . In embodiments , aspects of the 45 object . For instance , in embodiments , the origination branch 
disclosure relate to the recognition that the reliability or type may include a stable type , an unstable type , a testing 
safety ( e . g . , trustworthiness ) of a particular computing type , an incubation type , a graduated type , an integrated 
object may be based on the individual or organization that type , a mature type , or a deprecated type . The stable type 
developed it . As such , an originator / source of a certain may indicate that the first computing object has low vola 
computing object can indicate ( e . g . , be mapped - to ) a certain 50 tility ( e . g . , infrequent error instances , low frequency of 
trust factor for the certain computing object . For instance , changes / modifications ) , low error event rates , and operates 
in - house developed computing objects may be considered correctly . In embodiments , the unstable type may indicate 
more trustworthy than computing objects acquired from that the first computing object has relatively high volatility 
third - party software repositories ( e . g . , toolkits ) . Accord ( e . g . , frequent error events ) , frequent error events , doesn ' t 
ingly , aspects of the disclosure relate to assigning a trust 55 operate correctly , or is associated with other issues or 
factor to the first computing object to indicate the security , irregularities . The testing type may indicate that the first 
safety , credibility , or reliability of the first computing object . computing object is undergoing performance tests , evalua 
In embodiments , the trust factor may be computed based on tions , or other assessments , and may not be finalized . In 
the code origination data , volatility ( e . g . , stability ) , historical embodiments , the incubation type may indicate that the first 
data ( e . g . , error reports , usage records ) for the first comput - 60 computing object is in an early stage of development , and 
ing object . As described herein , in certain embodiments , a remains substantially far from completion ( e . g . , unfinished 
host compute node for the first computing object may be source code , not compiled ) . The graduated type may indi 
identified based on the trust factor . Other types of trust cate that the first computing object is in an intermediate 
factors are also possible . stage of development , and that one or more significant 

In embodiments , the trust factor may be based on the 65 operations remain before the first computing object is com 
volatility of the first computing object at block 606 . Gen - pleted ( e . g . , not yet bug - tested , performance evaluations not 
erally , volatility can include an indication of the instability , performed ) . In embodiments , the integrated type may indi 
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cate that the first computing object is incorporated along lated ( e . g . , the first computing object is determined to be 
with other code , certain operators are called or referenced by substantially safe , secure , reliable , or otherwise trustwor 
other code modules , or that one or more aspects of the first thy ) . As another example , a second computing object may be 
computing object are being utilized by external scripts or associated with code origination data that indicates it is a 
procedures . The mature type may indicate that the first 5 code toolkit that was developed by an unknown individual 
computing object is substantially complete , has been utilized and downloaded from a third - party code toolkit repository . 
for an extended period of time ( e . g . , 6 months , 1 year ) , or has The second computing object may be located in a " incuba 
low volatility ( e . g . , low frequency of errors / changes ) . In tion ” type origination branch , have high volatility ( e . g . , 
embodiments , the deprecated type may indicate that the first frequent errors / changes ) , and have an unknown usage his 
computing object is associated with a bug / error , perfor - 10 tory . In embodiments , these factors may be weighted , and a 
mance issue , or other irregularity . Other types of origination trust score for the second computing object of “ 17 ” may be 
branch type beyond those described explicitly herein are calculated . Other methods of calculating and assigning the 
also possible . trust score are also possible . 

In embodiments , the trust factor may be based on histori - At block 620 , a first set of code origination data may be 
cal data for the first computing object at block 608 . Gener - 15 detected for utilization to develop a distributed application 
ally , historical data can include information regarding how , in the distributed computing environment . The first set of 
where , and in what way the first computing object has been code origination data may correspond to a first computing 
utilized in past software applications . For instance , the object . Generally , detecting can include monitoring , recog 
historical data may include performance history , usage nizing , discerning , or otherwise discovering the first set of 
records , test results , and other archived data regarding the 20 code origination data . As described herein , the set of code 
usage history of the first computing object . In embodiments , origination data can include information ( e . g . , metadata tags , 
the historical data may include performance metrics indi digital signatures , comments ) that identifies the source ( e . g . , 
cating how the first computing object has performed in past code developer , distributor ) or origination location ( e . g . , 
software applications ( e . g . , number of times the first com - in - house code development , third - party code repository ) , or 
puting object was called / executed , whether or not errors 25 indicates other characteristics or attributes regarding the 
were encountered ) , as well as information regarding the history , origin , or development of the first computing object 
configuration of the computing environment in which the of the first computing object . In embodiments , detecting the 
first computing object was utilized ( e . g . , type of application , first set of code origination data may include analyzing a 
system resources allocated for use by the first computing computing object ( e . g . , portion of source code ) and ascer 
object , workload handled by the first computing object ) . As 30 taining that the computing object is associated with the first 
an example , the historical data may indicate that a particular set of code origination data . For instance , in embodiments , 
computing object has been utilized for 9 months in a detecting may include utilizing a code diagnostic tool ( e . g . , 
streaming application hosted by a compute node having 3 static code analyzer ) to scan a source code file and identify 
Gigahertz of processing resources , 8 Gigabytes of memory , a metadata tag that indicates the origin location ( e . g . , devel 
and 2 terabytes of storage space , and 2 error events were 35 oper ) of one or more computing objects included in the 
encountered during that time . Other types of historical data source code file . Other methods of detecting the first set of 
for the first computing object are also possible . code origination data are also possible . 

In embodiments , as described herein , the trust factor may Consider the following example . In certain embodiments , 
be based on the origination data , volatility , and historical the first set of code origination data may include a textual 
data for the first computing object . In certain embodiments , 40 comment placed in a header of a source code file . The textual 
the trust factor may include a trust score calculated based on comment may include information that identifies the indi 
the origination data , volatility , and historical data for the first viduals or organizations that developed the source code , as 
computing object . The trust score may include a quantitative well as data regarding the usage history of the source code . 
measure , grade , rank , representation , index , or other expres - As described herein , a code diagnostic tool may be used to 
sion of the trust factor associated with the first computing 45 parse the source code , and identify the textual comment in 
object . In embodiments , the trust score may be calculated the header as the first set of code origination data . In 
using an algorithm , clustering technique , or other method embodiments , the textual comment may include remarks 
configured to weight the origination data , volatility , and such as “ Certified Product Code , ” “ Developed by High Tech 
historical data to compute a quantitative indication of the Solutions San Jose In - house Senior Engineering Team , " 
trust factor for the first computing object . In embodiments , 50 “ Low Volatility , ” and “ 4th year in service . ” Other methods 
the trust score may be expressed as an integer between 0 and of detecting the first set of code origination data are also 
100 , where greater values are associated with higher levels possible . 
of trust ( e . g . , reliability , credibility , dependability , safety , In embodiments , the first set of code origination data may 
security ) and lesser values are associated with lower levels be generated for the first computing object at block 622 . 
of trust . In embodiments , the trust score may be expressed 55 Aspects of the disclosure , in embodiments , relate to the 
using a letter grading system ( e . g . , A , B , C , D , F ) . Other recognition that the first computing object may include a 
methods of determining and expressing the trust score are toolkit downloaded from a toolkit repository . The toolkit 
also possible . repository may include a web - based code repository service 

Consider the following example . A first computing object where individuals and organizations may post software 
may be associated with code origination data that indicates 60 toolkits , code modules , and other open source computing 
that it was developed by a team of experienced software tools . In embodiments , information such as the development 
engineers at a large company , is located in a “ stable ” type location , performance characteristics , usage history , and 
origination branch , has low volatility , and has been used for other attributes of the toolkit may be unknown or unverified 
14 months as part of multiple streaming applications without ( e . g . , leading to concerns regarding the reliability , security , 
encountering an error event ( e . g . , based on historical data ) . 65 safety , or trustworthiness of the toolkit ) . Accordingly , 
Accordingly , these factors may be weighted , and a trust aspects of the disclosure relate to generating a first set of 
score for the first computing object of “ 87 ” may be calcu code origination data for the first computing object ( e . g . , 
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16 
downloaded toolkit . ) Generally , generating can include cre At block 650 , the first compute node may be selected to 
ating , developing , formulating , or otherwise establishing the host the first computing object for the distributed applica 
first set of code origination data . In embodiments , generating tion . The first compute node may be identified to host the 
the first set of origination data may include creating a tag for first computing object using the first set of code origination 
the first computing object that indicates that it was down - 5 data . Generally , identifying can include selecting , discover 
loaded from a toolkit repository . In embodiments , generating ing , recognizing , designating , or otherwise ascertaining the 
the first set of origination data may include tracking the first compute node to host the first computing object . As 
usage and performance of the downloaded toolkit , and described herein , aspects of the disclosure relate to using a 
periodically establishing the usage and performance infor trust factor indicated by the first set of code origination data 
mation with respect to the first computing object ( e . g . , the the 10 to select an appropriate host compute node for the first 

computing object . Accordingly , identifying may include trust factor for a computing object may increase with ascertaining a host that is associated with positive impacts positive performance , or decrease with negative perfor ( e . g . , data security , application performance , stability ) with 
mance ) . Other methods of generating the first set of code respect to the first computing object as indicated by the first origination data are also possible . 15 set of code origination data . In embodiments , identifying 

In embodiments , the first set of code origination data may may include determining to place computing objects asso 
be attached to the first computing object at block 624 ciated with high trust factors ( e . g . , obtained from trusted Generally , attaching can include linking , correlating , asso sources , low volatility , reliable usage history ) on the same 
ciating , packaging , relating , or joining the first set of code compute node ( e . g . , stable , secure host ) . In embodiments , 
origination data with the first computing object . In embodi - 20 identifying may include determining to place computing 
ments , attaching may include inserting the first set of code objects associated with low trust factors ( e . g . , obtained from 
origination data ( e . g . , generated at block 622 ) into the source Unknown sources , high volatility , unstable usage history ) on 
code of the first computing object . For instance , attaching the same compute node ( e . g . , reduce damage / data loss in 
may include tagging one or more locations of the first case of error occurrence ) . In embodiments , identifying can 
computing object with annotations , comments , or call - out 25 include determining a placement arrangement such that a 
tags that indicate the author of that portion of source code , plurality of compute nodes each host computing objects 
where the code was obtained from , performance / usage his having substantially similar trust factors ( e . g . , trust balance 
tory , or other information . In certain embodiments , the first for stable performance . ) In embodiments , identifying may 
set of code origination data may be attached to the comput - include determining to place computing objects having the 
ing object at the time of download from a toolkit repository 30 same origination location / author on the same compute node 
( e . g . , indicating the time , date , and name of the repository ( e . g . , for increased compatibility ) . Other methods of iden 
from which the toolkit was obtained ) . In certain embodi tifying the first compute node to host the first computing 
ments the first set of code origination data may be attached object are also possible . 
to the computing object at compilation time . For instance , In embodiments , identifying the first compute node to 
source code downloaded from the toolkit repository may be 35 host the first computing object may include analyzing the 
compiled ( e . g . , converted into a computer - executable file ) , first set of origination data at block 652 . Generally , analyz 
and the first set of code origination data may be attached to ing can include examining ( e . g . , performing an inspection of 
the computing object during a compile time check . Other the first set of origination data ) , evaluating ( e . g . , generating 
methods of attaching the first set of code origination data to an appraisal of the first set of origination data ) , resolving 
the first computing object are also possible . 40 ( e . g . , ascertaining an observation / conclusion / answer with 

In embodiments , the first computing object may include a respect to the first set of origination data ) , parsing ( e . g . , 
set of implementation code at block 625 . Generally , the set deciphering structured and unstructured data constructs of 
of implementation code can include a collection of computer the first set of origination data ) , querying ( e . g . , asking a 
instructions that is configured to execute or carry out a question regarding the first set of origination data ) , or 
particular computer command , function , or operation . As 45 categorizing ( e . g . , organizing by a feature or type of the first 
described herein , in embodiments , the set of implementation set of origination data ) . In embodiments , analyzing may 
code may include source code for a streaming application . include examining the first set of origination data with 
As examples , the set of implementation code may include respect to a set of host profile data for the set of compute 
programming code for software applications configured to nodes . The set of host profile data may include information 
manage media content ( e . g . , video , music , images ) delivery , 50 regarding the performance characteristics , usage history , 
data storage / backup , distributed computing resources , ana - system resources , allocated workloads , security features , 
lytic services , and other computing services . In embodi - and other properties and attributes of the set of compute 
ments , the first set of code origination data may be embed - nodes . Accordingly , analyzing may include comparing the 
ded within the implementation code at block 626 . Generally , first set of origination data with the set of host profile data 
embedding the first set of origination data may include 55 to evaluate whether a particular compute node would be a 
coupling , bundling , joining , correlating , linking , or other suitable host for the first computing object ( e . g . , achieves 
wise establishing the first set of origination data together hardware requirements , data security requirements , appro 
with the implementation code . Embedding may include priate for the trust level of the computing object ) . Other 
saving or maintaining the first set of code origination data in methods of analyzing the first set of origination data are also 
association with the implementation code such that mutual 60 possible . 
data access , retrieval , modification , and other operations In embodiments , the first compute node may be selected 
may be smoothly performed . In embodiments , as described to host the first computing object at block 654 . Selecting the 
herein , the first set of code origination data may be compiled first compute node to host the first computing object may be 
along with the implementation code as a single digital performed both based on and in response to analyzing the 
package . Other methods of embedding the first set of code 65 first set of code origination data . Generally , selecting can 
origination data with the implementation code are also include choosing , designating , assigning , electing , or other 
possible . wise picking - out the first compute node to host the first 



17 
US 10 , 175 , 952 B2 

18 
computing object . In embodiments , as described herein , avoid problems such as memory leaks . Other methods of 
selecting may be based on analyzing the first set of code managing high - level execution of computing objects based 
origination data . For instance , in response to analyzing and on the set of code origination data are also possible . 
comparing the first set of origination data with the set of host In embodiments , the host profile data for the set of 
profile data , it may be determined that the system configu - 5 compute nodes may include a set of security indicators at 
ration of the first compute node is a good fit ( e . g . , has block 656 . The set of security indicators may correspond to 
positive impacts ) with respect to the first computing object . the set of compute nodes . Generally , the set of security 
As an example , in response to comparing the first set of indicators can include tags , flags , comments , descriptions , 
origination data with the set of host profile data , it may be markers , annotations , or other identifiers configured to rep 
determined that the first computing object has the same 10 resent , signify , or express a characteristic or property of the 
origination location ( e . g . , High Tech Solutions San Jose security environment of the set of compute nodes . In 
In - house Senior Engineering Team ) as one or more com embodiments , the set of security indicators may include a 
puting objects already hosted by the first compute node , and rating or ranking of the level of security of one or more 
may thus be associated with a higher likelihood to be compute nodes . For instance , the security rating may be an 
compatible and operate smoothly with the other hosted 15 integer value , letter , comment , or tag assigned to a compute 
computing objects . Accordingly , the first compute node may node based on an evaluation of the network security proto 
be selected to host the first computing object . In certain cols , data protection measures , vulnerability detection tech 
embodiments , selecting the first compute node to host the niques , and other security features of the compute node . In 
first computing object may include determining that the first certain embodiments , the set of security indicators may 
computing object achieves a compatibility threshold with 20 include a threshold security requirement that must be 
respect to the first compute node . Other methods of selecting achieved by a computing object in order to be hosted by a 
the first compute node to host the first computing object are particular compute node . For example , a first compute node 
also possible . may have a threshold security requirement that indicates that 

Consider the following example . A set of code origination only computing objects having a trust score greater than 70 
data for a first computing object may be analyzed with 25 may be hosted by the first compute node ( e . g . , only trusted 
respect to host profile data for a set of compute nodes . In computing objects may be placed on certain compute 
response to analyzing the set of code origination data , it may nodes ) . Other types of security indicators are also possible . 
be determined that the first computing object was down - At block 680 , the first computing object may be deployed 
loaded from a web - based code repository , and has unknown to the first compute node to develop the distributed appli 
performance and security characteristics ( e . g . , low trust 30 cation . Generally , deploying can include placing , distribut 
factor ) . Analyzing the host profile data for the set of compute ing , transferring , installing , allocating , or otherwise estab 
nodes may indicate that a first compute node hosts high - lishing the first computing object on the first compute node . 
value client workloads and sensitive information . As such , in In embodiments , deploying may include transferring the first 
certain embodiments , it may be ascertained that the first computing object to the first compute node , and configuring 
computing object may not be a good fit for the first compute 35 the first compute node to operate the first computing object . 
node ( e . g . , data security concerns may be associated with For instance , in certain embodiments , the memory partitions 
placement of unverified computing objects together with ( e . g . , regions of a storage device with dedicated operating 
sensitive information ) . In embodiments , the host profile data systems ) , logical groupings ( e . g . , directories , databases ) , 
may indicate that a second compute node of the set of physical groupings ( e . g . , system resource allocations ) , cur 
compute nodes already hosts multiple computing objects 40 rent workloads ( e . g . , virtual machines ) and other aspects of 
associated with low trust scores , and does not contain any the first compute node may be modified or adjusted to 
sensitive information or high - value workloads . Accordingly , facilitate operation of the first computing object . As 
in embodiments , the second compute node may be selected described herein , in certain embodiments , the first comput 
to host the first computing object ( e . g . , clustering compute ing object may be deployed to a compute node selected 
objects associated with low trust scores on the same host 45 based on the set of code origination data for the first 
may be associated with reduced data loss in case of an error computing object . In embodiments , deploying can include 
occurrence ) . Other methods of analyzing and selecting a verifying that the first computing object achieves a threshold 
compute node to host the first computing object are also security requirement of the first compute node ( e . g . , trust 
possible . score above a threshold ) . In response to determining that the 

In embodiments , aspects of the disclosure relate to per - 50 first computing object achieves the threshold security 
forming one or more operations with respect to the com - requirement of the first compute node , the first computing 
puting object based on the set of code origination data . For object may be allocated to the first computing object . Other 
instance , in certain embodiments , additional logging and methods of deploying the first computing object to the first 
recording operations may be enabled for a particular com compute node are also possible . 
puting object based on its code origination data ( e . g . , com - 55 In embodiments , as described herein , aspects of the 
puting objects associated with high trust factors may require disclosure relate to making deployment decisions for the 
less logging , while computing objects with low trust factors first computing object based on the set of code origination 
may require more monitoring ) . As another example , par - data . For instance , the compute nodes that a particular 
ticular computing objects ( e . g . , those with low trust factors ) computing object is placed on and the software applications 
may be compiled with more debug information , while other 60 that may be used together with the particular computing 
computing objects ( e . g . , those with greater trust factors ) may object can be determined based on the origination location 
be compiled with less debug information . Other operations of the particular computing object . Consider , for instance , a 
such as running computing objects in different virtual con - situation in which a first code toolkit is downloaded from an 
tainers ( e . g . , different software versions , links to different online toolkit repository and has an unknown developer / 
software ) are also possible . In certain embodiments , execu - 65 origin location , a second code toolkit is an off - the shelf 
tion of certain computing objects ( e . g . , those with low trust software application developed by " Software Tools , Inc ” ( a 
factors ) may be started and stopped at regular intervals to reputable third - party toolkit provider ) , and a third code 



19 

possible . 

US 10 , 175 , 952 B2 
20 

toolkit is developed by an in - house software development computing resource host placement and distributed applica 
group and has a positive performance record in a variety of tion development in a distributed computing environment . 
software applications over an extended time period . Three In embodiments , the detecting , identifying , and deploying 
candidate compute nodes may be available to host the three described herein may each occur in an automated fashion 
code toolkits . The first compute node may host high - value , 5 without user intervention . Altogether , leveraging the set of 
sensitive client information , the second compute node may code origination data may facilitate management of com 
host a mix of in - house applications and off - the - shelf appli - puting resources and be associated with performance or 
cations , and the third compute node may host experimental efficiency benefits ( e . g . , resource availability , network sta 
computing objects for testing purposes . bility , computing resource efficiency ) with respect to the 

In embodiments , it may be determined to deploy the third 10 distributed computing network . 
code toolkit developed by the in - house software develop . FIG . 7 is a flowchart illustrating methods 720 , 740 , and 
ment group to the first compute node ( e . g . , in - house devel 760 for managing code origination data for a distributed 
oped toolkits with positive performance histories may be computing environment having a set of compute nodes 
deemed safe for managing high - value information ) . As the which include a first compute node , according to embodi 
first code toolkit was downloaded from an online toolkit 15 ments . Aspects of the disclosure relate to the recognition that 
repository and has an unverified development location ( e . g . , different computing object / host compute node placement 
low trust factor ) , it may be deployed on the third compute arrangements may be desirable based on the nature of the 
node for performance evaluation and other testing tech computing object , host compute node configuration , and 
niques . In embodiments , as the second code toolkit is code origination data for the computing object ( e . g . , trust 
certified by a reputable third - party toolkit provider and is 20 factor ) . Accordingly , aspects of FIG . 7 relate to a method 
considered to be stable product code , it may be deployed on 720 for batch deployment of similarly trusted code , a 
the second compute node which already hosts other off - the method 740 for separate deployment of differently trusted 
shelf software applications . Other methods of determining code , and a method 760 for balanced deployment of differ 
the placement arrangement for the three toolkits are also ently trusted code . In embodiments , a placement arrange 

25 ment for the set of compute nodes may be determined based 
Consider the following additional example . A first com on a matching threshold . The matching threshold may 

puting object may be scanned by a code diagnostic tool , and include a quantitative or qualitative criterion specifying a 
a set of code origination data for the computing object may degree of similarity , correlation , or correspondence between 
be detected . The set of code origination data may indicate the first and second computing objects . For instance , the 
that the first computing object was downloaded from a 30 matching threshold may specify that different computing 
web - based toolkit repository , and is associated with a tag objects that have the same origination location , similar 
that states “ ACME Certified Code Toolkit . ” The set of code volatility measure , similar usage periods , or other corre 
origination data may also indicate that the first computing sponding attributes achieve the matching threshold . In 
object belongs to a “ graduated ” type origination branch . As embodiments , the matching threshold may include a trust 
described herein , the set of code origination data may be 35 threshold that designates a range of trust scores ( e . g . , 72 - 80 ) . 
evaluated and a trust score may be assigned to the first Other types of matching threshold are also possible . Lever 
computing object . For example , a trust score of “ 68 ” may be aging the set of code origination data may facilitate man 
assigned to the first computing object ( e . g . , the developer agement of computing resources and be associated with 
certification may indicate that the code is trustworthy , how performance or efficiency benefits ( e . g . , resource availabil 
ever the “ graduated ” type origination branch and acquisition 40 ity , network stability , computing resource efficiency ) with 
from a toolkit repository may limit the reliability of the respect to the distributed computing network . 
computing object ) . In embodiments , a set of compute nodes In embodiments , aspects of method 720 relate to placing 
may include 4 compute nodes , each compute node associ - computing objects having similar trust factors on the same 
ated with a security threshold requirement ( e . g . , minimum host compute node . For example , a plurality of computing 
trust value necessary for deployment of a computing object 45 objects that are associated with low trust factors may be 
to that node ) . For example , the first , second , third , and fourth placed on a compute node that does not host high - value 
compute nodes may be associated with security threshold workloads or sensitive information ( e . g . , to prevent data 
requirements of 37 , 64 , 71 , and 86 , respectively . Addition - loss , file corruption or leaking of valuable information ) . As 
ally , host profile data for each compute node may be another example , a plurality of computing objects that are 
analyzed and compared with the set of code origination data . 50 associated with high trust factors may be placed on a 
In response to analyzing and comparing the set of code compute node to facilitate stable operation and data security 
origination data for the computing object with the host for the workload of the compute node . Other methods of 
profile data for the set of compute nodes , it may be deter - grouping similarly trusted code for deployment on the same 
mined that the second compute node is currently hosting compute node are also possible . The method 720 may being 
other workloads that are also associated with “ ACME Cer - 55 at block 721 . 
tified Code Toolkit ” tags . Accordingly , in embodiments , the In embodiments , a first and second computing object that 
second compute node may be determined to have positive match a matching threshold ( e . g . , trust threshold ) may be 
impacts with respect to the first computing object , and the detected at block 725 . Generally , detecting can include 
first computing object may be deployed to the second node monitoring , recognizing , discovering , discerning , or other 
( e . g . , the first computing node ' s trust score of 68 achieves 60 wise ascertaining a first and second computing object that 
the second node ' s security threshold value of 67 , and match the matching threshold . In embodiments , detecting 
grouping computing objects with similar origin locations can include analyzing a plurality of computing objects with 
may be associated with stable performance ) . respect to the matching threshold . In response to analyzing 
Method 600 concludes at block 699 . Aspects of method the plurality of computing objects , one or more computing 

600 may provide performance or efficiency benefits for code 65 objects may be determined to match within the matching 
origination data management . For example , aspects of threshold . In embodiments , computing objects that have 
method 600 may have positive impacts with respect to trust scores within a specified range , share the same origin 
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location , have similar volatility levels , or the same origina - In embodiments , a first and second computing object that 
tion branch type may be determined to match the matching mismatch a matching threshold ( e . g . , volatility measure 
threshold . As an example , in certain embodiments , the threshold ) may be detected at block 745 . Generally , detect 
matching threshold may be a trust score range of 60 - 70 . ing can include monitoring , recognizing , discovering , dis 
Accordingly , a plurality of computing objects may be com - 5 cerning , or otherwise ascertaining a first and second com 
pared to the trust score range , and those computing objects puting object that mismatch the matching threshold . In 
that match within the trust score range may be detected for embodiments , detecting can include analyzing a plurality of 
group deployment . For instance , among a plurality of com computing objects with respect to the matching threshold . In 
puting objects having trust scores of 34 , 12 , 61 , 98 , and 68 , response to analyzing the plurality of computing objects , 
the two computing objects having trust scores of 61 and 68 16 10 one or more computing objects may be determined to 

mismatch the matching threshold . In embodiments , comput may be detected as matching the matching threshold ( e . g . , ing objects that have trust scores outside a specified range , 61 and 68 fall within the specified range of 60 - 70 ) . Other have different origination locations , different volatility lev methods of detecting the first and second computing object els , or different origination branch types may be determined that match the matching threshold are also possible . 15 to mismatch the matching threshold . As an example , in 
In embodiments , a compute node to host the first and certain embodiments , the matching threshold may be a second computing objects may be identified at block 730 . volatility measure threshold of between 60 and 100 changes 

The compute node may be identified based on code origi per week . A plurality of computing objects having volatility 
nation data for each computing object . Generally , identify - measures of 47 changes per week , 61 changes per week , 70 
ing can include selecting , discovering , recognizing , desig - 20 changes per week , 94 changes per week , and 135 changes 
nating , or otherwise ascertaining a compute node to host the per week may be compared to the volatility measure thresh 
first and second computing objects . In embodiments , iden - old . Accordingly , the computing objects having volatility 
tifying the compute node may include ascertaining a host measures of 47 changes per week and 135 changes per week 
that is associated with positive impacts ( e . g . , data security , may be determined to mismatch the volatility measure 
application performance , stability ) with respect to the first 25 threshold ( e . g . , 47 and 135 fall outside the volatility measure 
and second computing objects . For instance , in a situation in threshold of 60 - 100 changes a week . ) Other methods of 
which both the first and second computing objects are detecting the first and second computing object that mis 
associated with relatively low trust scores , identifying the match the matching threshold are also possible . 
compute node may include selecting a compute node that In embodiments , first and second compute nodes to host 
does not host sensitive information or high - value client 30 the first and second computing objects may be identified at 
workloads ( e . g . , to limit data loss in the event of an error ) . block 750 . Generally , identifying can include selecting , 
As another example , in a situation in which both the first and discovering , recognizing , designating , or otherwise ascer 
second computing objects are associated with relatively high taining a first compute node to host the first computing 
trust scores , identifying may include ascertaining a compute object and a second computing node to host the second 
node that hosts a workload requiring stable , reliable soft - 35 computing object . In embodiments , identifying the first and 
ware code . In embodiments , the first and second compute second compute nodes may include ascertaining host com 
node may be deployed to the compute node at block 735 . puting nodes that are associated with positive impacts ( e . g . , 
Generally , deploying can include placing , distributing , trans data security , application performance , stability ) with 
ferring , installing , allocating , or otherwise establishing the respect to the first and second computing objects . In certain 
first and second computing objects on the same compute 40 embodiments , identifying the first and second computing 
node . In embodiments , deploying may include configuring nodes may be based on a comparison of the code origination 
the first and second computing objects to operate on the data with the host profile data for a set of computing nodes . 
compute node , and transferring assets pertaining to the first For instance , in embodiments , one or more compute nodes 
and second computing objects to the compute node . Other may have requirements or criteria that influence which 
methods of identifying the compute node and deploying the 45 computing objects they may host . As an example , a first 
first and second computing objects are also possible . The compute node may be configured to only accept substan 
method 720 may conclude at block 739 . tially stable computing objects that have volatility measures 

In embodiments , aspects of method 740 relate to placing below 1 % ( e . g . , 1 % likelihood of encountering an error 
computing objects having different trust factors on separate event upon execution ) . As another example , a second com 
host compute nodes . In embodiments , aspects of the disclo - 50 pute node may be configured to accept computing objects 
sure relate to the recognition that the nature of hosted that have volatility measures between 1 % and 2 % . Accord 
workloads , security environment , data privacy require - ingly , in embodiments , the first compute node may be 
ments , or other properties of the compute nodes may influ - identified to host a first computing object with a volatility 
ence the types of computing objects that may hosted . measure of 0 . 4 % , and the second compute node may be 
Accordingly , aspects of method 740 relate to separating 55 identified to host a second computing object with a volatility 
differently trusted code for placement on different compute measure of 1 . 3 % ( e . g . , the volatility measures for each 
nodes . For instance , in certain embodiments , computing computing object fall within the acceptable volatility mea 
objects associated with relatively high trust scores may be sure thresholds for each corresponding compute node ) . In 
placed on a first subset of compute nodes ( e . g . , nodes that embodiments , the first computing object may be deployed to 
host high - value workloads or sensitive information ) while 60 the first compute node and the second computing object may 
computing objects associated with relatively low trust scores be deployed to the second node at block 755 . Generally , 
may be placed on a second subset of compute nodes ( e . g . , deploying can include placing , distributing , transferring , 
nodes that do not host high - value workloads or sensitive installing , allocating , or otherwise establishing the first and 
information ) . Other methods of separating differently trusted second computing objects on separate compute nodes . Other 
computing objects for deployment on different computing 65 methods of identifying the compute node and deploying the 
nodes are also possible . The method 740 may begin at block first and second computing objects are also possible . The 
741 , method 740 may conclude at block 759 . 
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In embodiments , aspects of method 760 relate to placing second computing objects . In embodiments , the first and 

computing objects having different trust factors on the same second compute node may be deployed to the compute node 
compute node . Aspects of the disclosure relate to the rec at block 775 . Generally , deploying can include placing , 
ognition that , in certain embodiments , it may be desirable to distributing , transferring , installing , allocating , or otherwise 
allocate the computing objects so as to achieve a trust factor 5 establishing the first and second computing objects on the 
balance across the set of compute nodes . Accordingly , same compute node . In embodiments , deploying may 
aspects of method 740 relate to deploying differently trusted include configuring the first and second computing objects 
code on the same compute node . For instance , in certain to operate on the compute node , and transferring assets 
embodiments , computing objects may be allocated to com - pertaining to the first and second computing objects to the 
pute nodes such that each compute node of the set of 10 compute node . Other methods of identifying the compute 
compute nodes hosts is associated with a similar overall trust node and deploying the first and second computing objects 
score ( averaged among the hosted computed objects ) . Other are also possible . The method 760 may conclude at block 
methods of deploying differently trusted code to the same 779 . 
compute node to achieve a trust - balanced placement FIG . 8 is a flowchart illustrating a method 800 for 
arrangement are also possible . The method 760 may begin at 15 managing code origination data for a distributed computing 
block 761 . environment having a set of compute nodes which include a 

In embodiments , a first and second computing object that first compute node , according to embodiments . Aspects of 
mismatch a matching threshold ( e . g . , trust threshold ) may be FIG . 8 relate to selecting a host for a first computing object 
detected at block 765 . Generally , detecting can include based on compatibility values for a set of compute nodes . In 
monitoring , recognizing , discovering , discerning , or other - 20 embodiments , aspects of FIG . 8 may substantially corre 
wise ascertaining a first and second computing object that spond to other embodiments described herein and FIGS . 
mismatch the matching threshold . In embodiments , detect - 1 - 10 . At block 820 , a first set of code origination data may 
ing can include analyzing a plurality of computing objects be detected . At block 850 , a first compute node to host the 
with respect to the matching threshold . In response to first computing object may be identified . In embodiments , a 
analyzing the plurality of computing objects , one or more 25 first set of code origination data for the first computing 
computing objects may be determined to mismatch the object may be analyzed at block 852 . In embodiments , the 
matching threshold . In embodiments , computing objects that first compute node to host the first computing object may be 
have trust scores outside a specified range , have different selected at block 854 . At block 880 , the first computing 
origination locations , different volatility levels , or different object may be deployed to the first compute node . The 
origination branch types may be determined to mismatch the 30 method 800 may begin at block 801 . 
matching threshold . As an example , in certain embodiments , In certain embodiments , the detecting , the identifying , the 
the matching threshold may be a trust score range of 75 - 90 . deploying and other steps described herein may each occur 
Accordingly , a plurality of computing objects having trust in an automated fashion without user intervention at block 
scores of 39 , 84 , 71 , and 96 may be compared to the trust 802 . In embodiments , the detecting , the identifying , the 
score range , and the two computing objects having trust 35 deploying , and other steps described herein may be carried 
scores of 39 and 96 may be detected for deployment to the out by an internal code origination data management module 
same compute node ( e . g . , 39 and 96 do not fall within the maintained in a persistent storage device of a computing 
trust score range of 75 - 90 ) . Other methods of detecting the node that also includes the corresponding computing object . 
first and second computing object that mismatch the match - In certain embodiments , the steps described herein may be 
ing threshold are also possible . 40 carried out by an external origination data management 

In embodiments , a compute node to host the first and module hosted by a remote computing device or server ( e . g . , 
second computing objects may be identified at block 770 . accessible via a subscription , usage - based , or other service 
The compute node may be identified based on code origi - model ) . 
nation data for each computing object . Generally , identify In embodiments , the set of compute nodes may be evalu 
ing can include selecting , discovering , recognizing , desig - 45 ated to identify a set of candidate compute nodes at block 
nating , or otherwise ascertaining a compute node to host 856 . The set of candidate compute nodes may be identified 
both the first and second computing objects . Identifying the based on the set of host profile data for the set of compute 
compute node may include ascertaining a host that is asso - nodes . The set of candidate compute nodes may include both 
ciated with positive impacts ( e . g . , data security , application the first compute node and a second compute node . In 
performance , stability with respect to the first and second 50 embodiments , the set of candidate compute nodes may 
computing objects . For instance , in certain embodiments , include those compute nodes of the set of compute nodes 
identifying the compute node may include placing the first that fulfill the system resource , security , bandwidth , and 
and second computing objects on a compute node such that other requirements of the first computing object , and are 
each compute node of the set of compute nodes has approxi predicted to be associated with smooth operation and posi 
mately the same trust score ( e . g . , averaged based on the 55 tive performance results with respect to the first computing 
individual trust scores of the computing objects it hosts ) . object . Generally , evaluating can include analyzing , exam 
Consider the following example . A first computing object ining , inspecting , investigating , or otherwise assessing the 
may have a trust score of 44 , and a second computing object set of compute nodes . In embodiments , evaluating may 
may have a trust score of 92 . A set of compute nodes may include examining the set of host profile data for the set of 
include a first compute node having an average trust score of 60 compute nodes and filtering out ( e . g . , removing ) those 
53 and a second compute node having an average trust score compute nodes that are not a suitable match for the first 
of 38 . In embodiments , it may be determined that placing the computing object ( e . g . , insufficient hardware resources , 
first and second computing objects together on the second unsatisfactory security protocols ) in order to identify the set 
compute node may result in a new average trust score of 53 of candidate compute nodes . As an example , evaluating may 
for the second compute node , and achieve a trust - balanced 65 include comparing the set of host profile data to a set of host 
configuration for the set of compute nodes . Accordingly , the requirements for the first computing object . Based on com 
second compute node may be identified to host the first and paring , a subset of the set of compute nodes that has 
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sufficient system resources to facilitate operation of the first In embodiments , the first compute node may be selected 
computing object as well as security protocols that achieve at block 864 . Generally , selecting can include choosing , 
the security requirements of the first computing object may designating , assigning , electing , or otherwise picking - out 
be identified as the set of candidate compute nodes . Other the first compute node to host the first computing object . In 
methods of evaluating the set of compute nodes to identify 5 embodiments , selecting the first compute node may be based 
the set of candidate compute nodes are also possible . on the first compatibility value exceeding the second com 

In embodiments , a first compatibility value may be com patibility value . As an example , in a situation where a first 

puted for the first compute node at block 858 , and a second compute node has a first compatibility value of 83 and a 
second compute node has a second compatibility value of compatibility value may be computed for the second com 

pute node at block 860 . The first and second compatibility 10 66 , it may be determined that the first compatibility value 
exceeds the second compatibility value , and the first com values may be computed with respect to the first set of code pute node may be selected ( e . g . , to host a computing object ) . origination data . Generally , computing can include calculat Other methods of selecting the first compute node based on ing , formulating , deriving , ascertaining , or otherwise deter the first and second compatibility value are also possible . 

mining the first and second compatibility values . The first 15 At block 872 . a stream of tuples is received . The stream 
and second compatibility values may include integers , of tuples may be processed by a plurality of processing 
scores , numbers , ratings , or other measures represented by elements ( e . g . , stream operators ) operating on a set of 
figures or symbols to express the relative degree of com compute nodes ( e . g . , in a distributed computing environ 
patibility ( e . g . , suitability , reliability , consistency ) of a com ment ) . The stream of tuples may be received consistent with 
pute node ( e . g . , candidate compute nodes ) with respect to 20 the description herein including FIGS . 1 - 10 . Current / future 
the computing objects . As described herein , the compatibile processing by the plurality of processing elements may be 
ity values may be computed based on the extent to which the performed consistent with the description herein including 
host requirements of the computing objects ( e . g . , hardware FIGS . 1 - 10 . The set of compute nodes may include a shared 
requirements , security requirements ) are achieved by the set pool of configurable computing resources . For example , the 
of candidate compute nodes . 25 set of compute nodes can be a public cloud environment , a 

Consider the following example . A particular computing private cloud environment , or a hybrid cloud environment . 
object may have a set of code origination data that indicates In certain embodiments , each of the set of compute nodes 
that it came from a " stable ” origination branch , requires are physically separate from one another . 
between 2 . 4 and 3 . 0 Gigahertz of processing resources , In embodiments , the stream of tuples is processed at block 
between 4 and 6 Gigabytes of memory , and between 12 and 30 874 . The stream of tuples may be processed by the plurality 
16 Gigabytes of storage space . A first compute node of the of processing elements operating on the set of compute 
set of candidate compute nodes may host a variety of nodes . The stream of tuples may be processed consistent 
computing objects having different levels of volatility , 2 . 6 with the description herein including FIGS . 1 - 10 . In embodi 
Gigahertz of available processing resources , 3 . 5 Gigabytes ments , stream operators operating on the set of compute 
of memory , and 14 Gigabytes of storage space . A second 35 nodes may be utilized to process the stream of tuples . 
compute node of the set of candidate compute nodes may Processing of the stream of tuples by the plurality of 
only host “ stable ” computing objects , have 2 . 7 Gigahertz of processing elements may provide various flexibilities for 
processing resources , 5 Gigabytes of memory , and 15 Giga - stream operator management . Overall flow ( e . g . , data flow ) 
bytes of storage space . Accordingly , the configuration of may be positively impacted by utilizing the stream opera 
each compute node may be compared with the code origi - 40 tors . 
nation data and host requirements of the computing object I n embodiments , use of the set of code origination data 
and weighted to calculate an index of the compatibility may be metered at block 876 . Metering the use of the 
between the computing object and each compute node of the warning data may include measuring , tracking , document 
set of candidate compute nodes . For example , in embodi - ing , recording , or calculating the degree or extent of the 
ments , the first compute node may be assigned a compat - 45 utilization of the set of code origination data . The degree of 
ibility value of 44 , and the second compute node may be utilization may be calculated based on the number of times 
assigned a compatibility value of 75 ( e . g . , higher values the set of code origination data was accessed ( e . g . , 10 times , 
indicate greater compatibility ) . Other methods of computing 100 times ) , the number of times the set of code origination 
the first and second compatibility values are also possible . data was attached to a computing object ( e . g . , compiled 

In embodiments , the first and second compatibility values 50 along with the computing object ) , resource usage ( e . g . , data 
may be compared at block 862 . Generally , comparing can processed by streaming applications that include the set of 
include contrasting , correlating , juxtaposing , matching , code origination data ) or other means . Based on the metered 
evaluating , or otherwise examining the first and second use , an invoice may be generated at block 878 . The invoice 
compatibility values with respect to each other . In embodi may include a bill , fee , service charge , or other itemized 
ments , comparing may include evaluating the magnitude of 55 breakdown specifying compensation for the usage of the set 
the first and second compatibility values with respect to each of code origination data . Subscription based models are also 
other . In certain embodiments , comparing may include sepa - possible . Method 800 may conclude at block 899 . 
rately modeling the predicted performance behavior that FIG . 9 is a flowchart illustrating a method 900 for 
may result from placement of a particular computing object managing code origination data for a stream computing 
on the first and second compute nodes . For example , per - 60 environment , according to embodiments . Aspects of FIG . 9 
formance metrics including graphs and charts illustrating relate to determining and establishing a code assembly 
expected resource utilization and streaming application arrangement for a first and second computing object of the 
operations may be generated for theoretical placement con stream computing environment based on detected sets of 
figurations in which the computing object is placed on either code origination data for the computing objects . Generally , 
the first or second compute nodes . Other methods of com - 65 the set of code origination data can include information such 
paring the first and second compatibility values are also as metadata or a digital signature that indicates or identifies 
possible . a source ( e . g . , author , distributor ) or origination location 
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( e . g . , in - house code development , third party code reposi - by the Lakeville Programming Institute . Other types of code 
tory ) of the first or second computing objects . The set of origination data are also possible . 
code origination data may be used to facilitate determination In embodiments , the first set of code origination data may 
of a code assembly arrangement for the first and second indicate a first trust factor for the first computing object and 
computing objects . The code assembly arrangement can 5 the second set of code origination data may indicate a second 
include a configuration of parameters , attributes , and proto trust factor for the second computing object at block 904 . 
cols that defines one or more of the structure , composition , Generally , the first and second trust factors can include a 
allocation , or behavior of the first and second computing quantitative or qualitative measure , representation , expres 

sion , or indication of the reliability , safety , dependability , or objects in different usage contexts . Leveraging the set of 10 security of the first or second computing objects . In embodi code origination data may facilitate management of com ments , aspects of the disclosure relate to the recognition that puting resources and be associated with performance or the reliability or safety ( e . g . , trustworthiness ) of a particular efficiency benefits ( e . g . , resource availability , network sta computing object may be based on the individual or orga bility , computing resource efficiency ) with respect to the nization that developed it . As such , an originator / source of 
stream computing environment . The method 900 may begin 15 a certain computing obiect can indicate ( e . g . , be mapped - to ) 
at block 901 . a certain trust factor for the certain computing object . For 

In embodiments , aspects of the disclosure relate to devel - instance , in - house developed computing objects may be 
opment of a distributed application including a streaming considered more trustworthy than computing objects 
application at block 902 . Generally , the streaming applica - acquired from third - party software repositories . Accord 
tion can include a software program , digital package , 20 ingly , aspects of the disclosure relate to assigning trust 
executable file , or other set of computer instructions con factors to the first and second computing objects to indicate 
figured to process streams of data ( e . g . , tuples ) in a distrib - the security ( e . g . , level of encryption ) , safety ( e . g . , precau 
uted computing environment . Software components of the tions against unauthorized access / compromise ) , credibility 
streaming application may be configured for dynamic deliv - ( e . g . , expertise / proficiency of developer ) , or reliability ( e . g . , 
ery to one or more host compute nodes at the time a 25 positive performance in usage instances ) of the first and 
particular software component becomes necessary ( e . g . , second computing objects . In embodiments , the first and 
rather than requiring the software components to be pre - second trust factors may be computed based on the code 
installed on the host compute node ) . In embodiments , the origination data , volatility ( e . g . , stability ) , or historical data 
streaming application may include one or more computing ( e . g . , error reports , usage records ) for the first or second 
objects including a first computing object and a second 30 computing objects . As described herein , in certain embodi 
computing object . The computing objects may include a set , ments , a code assembly arrangement for the first and second 
portion , or line of implementation code , a code location , or computing objects may be determined and established based 
other aspect of the implementation code that is included in on the first and second trust factors . Other types of trust 
the streaming application . For example , the computing factors are also possible . 
objects may include streaming operators configured to per - 35 In embodiments , the first trust factor may be based on a 
form one or more processes or operations with respect to a first volatility of the first computing object and the second 
stream of tuples of the streaming application . Other types of trust factor may be based on a second volatility of the second 
streaming application and computing objects are also pos - computing object at block 906 . Generally , volatility can 
sible . include an indication of the instability , unpredictability , or 

In embodiments , the first computing object may be asso - 40 proclivity of a particular computing object to malfunction . 
ciated with a first set of code origination data and the second In embodiments , volatile computing objects may be associ 
computing object may be associated with a second set of ated with a greater likelihood of failure , bugs , or other 
code origination data . Generally , the first and second set of irregularities . In embodiments , volatility can include a mea 
code origination data can include information that identifies sure of the frequency with which a particular computing 
the source ( e . g . , code developer , distributor ) or origination 45 object ( e . g . , the first or second computing object ) changes . 
location ( e . g . , in - house code development , third - party code Changes to the first or second computing objects may be 
repository ) , or indicates other characteristics or attributes voluntary edits or revisions made to the source code by a 
regarding the history , origin , or development of the first developer or administrator , automatic changes made by 
computing object the first and second computing objects . In another software application , or inadvertent changes caused 
embodiments , the first set of code origination data may 50 as the result of a code defect or other error ( e . g . , poor 
include metadata such as data tags , comments , or other cohesion , dependency structure , or abstraction ) . 
annotations that indicate the individuals , organizations , or In embodiments , the first and second volatilities of the 
enterprises involved in the creation or development of the first and second computing objects may be measured and 
first or second computing objects . As an example , a particu - expressed in a quantitative form ( e . g . , number of changes 
lar computing object may be associated with a digital 55 per time period ) . For instance , a software application that is 
signature indicating that it was developed by the Junior undergoing development may be frequently revised and 
Streams Engineering Team of TechLabs Software Corpora edited , resulting in a relatively high volatility measurement 
tion on Oct . 18 , 2006 . In embodiments , the first or second set ( e . g . , 200 commit operations in a one day period ) . In 
of code origination data may include a history of the embodiments , changes to a software application in the form 
organizations that a particular computing object was handled 60 of patches or updates may also be considered part of the 
by up to the present time . For instance , a computing object volatility measurement for the first and second computing 
may be associated with a set of code origination data that objects . As another example , a computing object that is 
indicates that it was created by the Junior Streams Engi associated with malfunctions in past usage instances ( e . g . , 
neering Team of TechLabs Software Corporation , certified code frequency fails upon invocation ) may also be associ 
as stable product code by the Techlabs Software Code 65 ated with a relatively high volatility measurement . In 
Evaluation Committee , uploaded to a third - party code embodiments , the volatility of the first computing object 
repository SoftwareHub , and then downloaded and modified may be expressed as a percentage that indicates the likeli 
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hood of the first computing object encountering an error data may include performance metrics indicating how the 
event or irregularity during execution ( e . g . , based on his first or second computing object has performed in past 
torical usage data ) . The greater the volatility measure for a software applications ( e . g . , number of times the first or 
particular computing object is , the more likely it is that second computing object was called / executed , whether or 
changes to that software component will result in a code 5 not errors were encountered ) , as well as the configuration 
defect . Accordingly , as described herein , computing objects information for the computing environment in which the 
having low volatility may be associated with relatively high first or second computing object was utilized ( e . g . , type of 
trust factors . Other methods of evaluating and utilizing application , system resources allocated for use by the first or 
volatility for the first and second computing objects are also second computing object , workload handled by the first or 
possible . 10 second computing object ) . As an example , the historical data 

In embodiments , the first set of code origination data may may indicate that a particular computing object has been 
indicate a first origination branch of the first computing utilized for 16 months in a streaming application hosted by 
object and the second set of code origination data may a compute node having 4 . 6 Gigahertz of processing 
indicate a second origination branch of the second comput - resources , 12 Gigabytes of memory , and 8 terabytes of 
ing object at block 910 . Generally , the first and second 15 storage space , and 3 error events were encountered during 
origination branches may include an indication of the spe - that time . Other types of historical data for the first and 
cific branch ( e . g . , segment or division of code ) of the code second computing objects are also possible . 
repository that the first and second computing objects are In embodiments , as described herein , the first and second 
associated with , respectfully . In embodiments , the first and trust factors may be based on the origination data , volatility , 
second origination branches may be classified using one or 20 and historical data for the first and second computing 
more branch types that represent the stage of development of objects . In certain embodiments , the first and second trust 
the first and second computing objects . For instance , in factors may include a trust score calculated based on the 
embodiments , the origination branch type may include a origination data , volatility , and historical data for the first 
stable type , an unstable type , a testing type , an incubation and second computing objects . The trust score may include 
type , a graduated type , an integrated type , a mature type , or 25 a quantitative measure , grade , rank , representation , index , or 
a deprecated type . The stable type may indicate that the first other expression of the trust factor associated with either the 
or second computing object has low volatility ( e . g . , low first or second computing object . In embodiments , the trust 
frequency of errors / changes ) , low error event rates , and score may be calculated using an algorithm , clustering 
operates correctly . In embodiments , the unstable type may technique , or other method configured to weight the origi 
indicate that the first or second computing object has rela - 30 nation data , volatility , and historical data to compute a 
tively high volatility ( e . g . , frequent errors / changes ) , frequent quantitative indication of the trust factor for the first or 
error events , doesn ' t operate correctly , or is associated with second computing object . In embodiments , the trust score 
other issues or irregularities . The testing type may indicate may be expressed as an integer between 0 and 100 , where 
that the first or second computing object is undergoing greater values are associated with higher levels of trust ( e . g . , 
performance tests , evaluations , or other assessments , and 35 reliability , credibility , dependability , safety , security and 
may not be finalized . In embodiments , the incubation type lesser values are associated with lower levels of trust . In 
may indicate that the first or second computing object is in embodiments , the trust score may be expressed using a letter 
an early stage of development , and remains substantially far grading system ( e . g . , A , B , C , D , F ) . Other methods of 
from completion ( e . g . , unfinished source code , not com determining and expressing the trust score are also possible . 
piled ) . The graduated type may indicate that the first or 40 Consider the following example . The first set of code 
second computing object is in an intermediate stage of origination data may indicate that the first computing object 
development , and that one or more significant operations was developed by a team of experienced software engineers 
remain before the first computing object is completed ( e . g . , at a large company , is located in a “ mature ” type origination 
not yet bug - tested , performance evaluations not performed ) . branch , has low volatility , and has been fused with other 
In embodiments , the integrated type may indicate that the 45 computing objects multiple times without encountering an 
first or second computing objects are incorporated along error event ( e . g . , based on historical data ) . Accordingly , 
with other code , certain operators are called or referenced by these factors may be weighted , and a trust score for the first 
other code modules , or that one or more aspects of the first computing object of “ 79 " may be calculated ( e . g . , the first 
or second computing objects are being utilized by external computing object is determined to be substantially safe , 
scripts or procedures . The mature type may indicate that the 50 secure , reliable , or otherwise trustworthy ) . As another 
first or second computing object is substantially complete , example , the second set of code origination data may 
has been utilized for an extended period of time ( e . g . , 6 indicate that the second computing object was developed by 
months , 1 year ) , or has low volatility ( e . g . , low frequency of an unknown individual and downloaded from a third - party 
errors / changes ) . In embodiments , the deprecated type may code repository . The second computing object may be 
indicate that the first or second computing object is associ - 55 located in a “ incubation ” type origination branch , have high 
ated with a bug / error , performance issue , or other irregular - volatility ( e . g . , frequent errors / changes ) , and have an 
ity . Other types of origination branch type beyond those unknown usage history . In embodiments , these factors may 
described explicitly herein are also possible . be weighted , and a trust score for the second computing 

In embodiments , the first and second trust factors may be object of “ 33 ” may be calculated . Other methods of calcu 
based on historical data for the first and second computing 60 lating and assigning the trust score are also possible . 
objects at block 908 . Generally , historical data can include At block 920 , both a first and second set of code origi 
information regarding how , where , and in what way the first nation data may be detected for utilization to develop a 
and second computing objects have been utilized in past streaming application in the stream computing environment . 
software applications . For instance , the historical data may The first set of code origination data may correspond to a 
include performance history , usage records , test results , and 65 first computing object and the second set of code origination 
other archived data regarding the usage history of the first or data may correspond to a second computing object . Gener 
second computing objects . In embodiments , the historical ally , detecting can include monitoring , recognizing , discern 
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ing , or otherwise discovering the first and second sets of mutual data access , retrieval , modification , and other opera 
code origination data . As described herein , the sets of code tions may be smoothly performed . In embodiments , as 
origination data can include information ( e . g . , metadata tags , described herein , the first and second sets of code origination 
digital signatures , comments ) that identifies the source ( e . g . , data may be compiled along with the first and second sets of 
code developer , distributor ) or origination location ( e . g . , 5 implementation code as a single digital package . Other 
in - house code development , third - party code repository ) , or methods of embedding the first and second sets of code 
indicates other characteristics or attributes regarding the origination data with the first and second sets of implemen 
history , origin , or development of the first and second tation code are also possible . 
computing objects . In embodiments , detecting the first set of At block 950 , a code assembly arrangement with respect 
code origination data may include analyzing the first and 10 to the first and second computing objects may be deter 
second computing objects ( e . g . , portions of source code ) and mined . The code assembly arrangement may be determined 
ascertaining that the first computing object is associated with based on the first and second sets of code origination data . 
the first set of code origination data and that the second Generally , determining can include resolving , formulating , 
computing object is associated with the second set of code identifying , or otherwise ascertaining the code assembly 
origination data . For instance , in embodiments , detecting 15 arrangement with respect to the first and second computing 
may include utilizing a code diagnostic tool ( e . g . , static code objects . As described herein , the code assembly arrangement 
analyzer ) to scan a source code file and identify a metadata can include a configuration of parameters , attributes , and 
tag that indicates the origin location ( e . g . , development protocols that defines one or more of the structure , compo 
organization ) of a first computing object , and a digital sition , allocation , or behavior of the first and second com 
signature that indicates the author of a second computing 20 puting objects in different usage contexts . In embodiments , 
object included in the source code file . Other methods of the code assembly arrangement may include specified pro 
detecting the first and second sets of code origination data tocols for computing object fusion processes , exception 
are also possible . handling , and computing object assignment / allocation ( e . g . , 

Consider the following example . In embodiments , the to a consistent region ) . Aspects of the disclosure relate to the 
first and second computing objects may include streaming 25 recognition that the origin location data ( e . g . , and associated 
operators . Both the first and second streaming operators may trust factor ) for a particular computing object may impact 
be associated with tags , annotations , or profile data that how and where the computing object is utilized , as well as 
indicate the origination location ( e . g . , internal software how it is allowed to interact with other pieces of code . 
development team of an organization , online code reposi - Accordingly , in embodiments , determining may include 
tory ) , usage history ( e . g . , length of operation , fusion his - 30 analyzing the first and second sets of code origination data 
tory ) , and stability ( e . g . , number of error events encountered to ascertain a code assembly arrangement associated with 
code modification frequency ) of each operator . As described positive impacts with respect to the first and second com 
herein , a code diagnostic tool may be used to parse the puting objects . As an example , determining the code assem 
information associated with each streaming operator , and bly arrangement may include identifying that two computing 
identify the tags , annotations , or profile data as the first or 35 objects have the same development location ( e . g . , ACME 
second set of code origination data . In embodiments , the first Software Corporation In - House Streaming Application 
or second set of code origination data may include remarks Development Group ) , and thus may be candidates for fusion 
such as “ Stable Fusion Candidate , ” “ Developed by High ( e . g . , computing objects with the same development location 
Tech Solutions San Jose In - house Senior Engineering may be associated with error - free operation ) . Other methods 
Team , ” “ Low Volatility , ” and “ 2nd year in service . ” Other 40 of determining the code assembly arrangement for the first 
methods of detecting the first or second set of code origi - and second computing objects are also possible . 
nation data are also possible . In embodiments , determining the code assembly arrange 

In embodiments , the first computing object may include a ment with respect to the first and second computing objects 
first set of implementation code and the second computing may include comparing the first set of code origination data 
object may include a second set of implementation code at 45 with the second set of code origination data at block 952 . 
block 922 . Generally , the set of implementation code can Generally , comparing can include contrasting , correlating , 
include a collection of computer instructions that is config - juxtaposing , matching , evaluating , or otherwise examining 
ured to execute or carry out a particular computer command , the first set of code origination data with respect to the 
function , or operation . As described herein , in embodiments , second set of code origination data . Aspects of the disclo 
the set of implementation code may include source code for 50 sure , in embodiments , relate to comparing and contrasting 
a streaming application . As examples , the set of implemen - the first and second sets of code origination data in order to 
tation code may include stream operators for carrying out an ascertain an appropriate code assembly arrangement for the 
operation in a streaming application , programming code for first and second computing objects . In embodiments , com 
applications to provide media ( e . g . , video , music , images ) paring may include examining the historical data ( e . g . , 
delivery , data storage / backup , distributed computing 55 performance characteristics , usage records ) , volatility ( e . g . , 
resources , analytic services , and other computing services . stability , change frequency , error likelihood ) , origination 
In embodiments , the first set of code origination data may be location ( e . g . , developer ) , origination branch type ( e . g . , 
embedded within the first set of implementation code and graduated type , mature type ) and other information included 
the second set of code origination data may be embedded in the first set of code origination data with respect to 
within the second set of implementation code at block 924 . 60 corresponding data from the second set of code origination 
Generally , embedding the first and second sets of origination data , and identifying one or more aspects that may impact 
data may include coupling , bundling , joining , correlating , the decision of whether or how to form a code assembly 
linking , or otherwise establishing the first and second sets of arrangement using the first and second computing objects . 
origination data together with the first and second sets of As an example , consider that the first and second sets of code 
implementation code . Embedding may include saving or 65 origination data are compared , and it is identified that the 
maintaining the first and second sets of code origination data first computing object has a relatively high volatility level 
in association with the implementation code such that ( e . g . , average of 160 changes per week ) , while the second 
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computing object has a relatively low volatility level ( e . g . , second sets of code origination data not achieving a thresh 
average of 2 - 5 changes per week ) . Accordingly , the results old similarity criterion . Generally , determining can include 
of the comparison may be logged ( e . g . , in a database , index , resolving , identifying , or otherwise ascertaining to prevent 
directory ) and used later on in the code assembly process . fusion of the first and second computing objects . Aspects of 
Other methods of comparing the first and second sets of code 5 the disclosure relate to the recognition that , in certain 
origination data are also possible . situations , fusion of particular computing objects ( e . g . , those 

In embodiments , it may be determined to fuse the first and with low trust scores ) may lead to error events , instability , 
second computing objects at block 954 . Determining to fuse irregularities or other negatives outcomes . Accordingly , 
the first and second computing objects may be performed in aspects of the disclosure relate to prohibiting , avoiding , 
response to the first and second sets of code origination data 10 blocking , or limiting fusion of the first and second comput 
achieving a threshold similarity criterion . Generally , deter - ing objects in response to determining that the first and 
mining can include resolving , formulating , identifying , or second sets of code origination data do not achieve a 
otherwise ascertaining to fuse the first and second comput - threshold similarity criterion . In certain embodiments , the 
ing objects . As described herein , aspects of the disclosure threshold similarity criterion may make use of the trust 
relate to determining a code assembly arrangement for the 15 factors of the first and second computing objects . As an 
first and second computing objects . In embodiments , opera - example , the first set of code origination data may indicate 
tor fusion may represent one form of code assembly arrange - that the first computing object was downloaded from a 
ment . Operator fusion may include the process of joining or third - party code repository and has a high volatility ( e . g . , 
combining a plurality of operators ( e . g . , streaming opera leading to a low trust score ) while the second set of code 
tors ) together to form a single processing element . Operator 20 origination data indicates that the second computing object 
fusion may be associated with benefits including code was developed by the senior engineering team of a large 
simplification , processing efficiency ( e . g . , reduced number software company and has been used in products for years 
of calls to a transport ) , and resource management . In ( e . g . , leading to a high trust score ) . As such , it may be 
embodiments , aspects of the disclosure relate to the recog - determined that the first and second sets of code origination 
nition that it may be desirable to fuse computing objects that 25 data do not achieve the threshold similarity criterion ( e . g . , 
have similar origin locations , volatility levels , security stan trust scores differ by a threshold value ) , and that fusion may 
dards or the like ( e . g . , fusion of similar computing operators lead to instability or other undesirable outcomes . Accord 
may be associated with positive performance ingly , it may be determined to prevent fusion of the first and 

Accordingly , in embodiments , it may be determined to second computing objects . Other methods of determining to 
fuse the first and second computing objects into a single 30 prevent fusion of the first and second computing objects are 
processing element . In embodiments , determining to fuse also possible . 
the first and second computing objects may be based on the At block 980 , the code assembly arrangement may be 
first and second sets of code origination data achieving a established with respect to the first and second computing 
threshold similarity criterion . The threshold similarity cri - objects . The code assembly arrangement may be established 
terion may include a benchmark , stipulation , or requirement 35 to develop the streaming application . Generally , establishing 
that specifies a necessary level of similarity ( e . g . , relevance , can include performing , allocating , generating , executing , 
correspondence ) for performing fusion . In embodiments , carrying - out , or configuring the code assembly arrangement 
volatility , usage history , origination location , or one or more for the first and second computing objects . In embodiments , 
other factors may be used for the threshold similarity establishing the code assembly arrangement may include 
criterion . Consider , for example , that the first set of code 40 implementing an action , initiating an operation , assigning a 
origination data indicates that the first computing object was task , or configuring one or more parameters with respect to 
certified as stable product code by the Techlabs Software the first and second computing objects . As examples , in 
Code Evaluation Committee , belongs to a “ mature ” origi - embodiments , establishing the code assembly arrangement 
nation branch , and has low volatility , thus being associated may include fusing the first and second computing objects 
with a relatively high trust score . The second set of code 45 into a single processing element , allocating one or more of 
origination data may indicate that the second computing the first and second computing objects to a designated 
object was also certified as stable product code by the processing region of the streaming application ( e . g . , consis 
Techlabs Software Code Evaluation Committee , belongs to tent region ) , or defining specific behavior for either the first 
a " stable ” origination branch , and has been used in products or second computing objects ( e . g . , exception handling ) . 
for 2 years with no notable errors , thus also having a 50 Other methods of establishing the code assembly arrange 
relatively high trust score . As such , an evaluation of both the ment with respect to the first and second computing objects 
first and second sets of code origination data may indicate are also possible . 
that , as both are certified by the same evaluation committee Consider the following example . A streaming application 
and have similar stability levels , that it is safe and reliable may be in development by the Online Banking Management 
to fuse the first and second computing objects ( e . g . , both 55 Team at 25th National Bank . A first set of code origination 
computing objects have high trust scores , leading to a high data for a first computing object may be detected . The first 
likelihood of good performance ) . Accordingly , it may be set of code origination data may indicate that the first 
determined to fuse the first and second computing objects . computing object was developed in - house by the 25th 
As another example , in certain embodiments , it may be National Bank Online Banking Management Team , has a 
desirable to fuse multiple computing objects that are both 60 volatility measure of 0 . 5 % , and has been used in online 
associated with low trust scores ( e . g . , to minimize data loss banking applications without incident for 16 months . A 
in the event of an error ) . Other methods of determining to second set of code origination data for a second computing 
fuse the first and second computing objects are also possible . object may be detected . The second set of code origination 

In embodiments , it may be determined to prevent fusion data may indicate that the second computing object was 
of the first and second computing objects at block 956 . 65 acquired from a third - party code repository , and has 
Determining to prevent fusion of the first and second com - unknown performance characteristics and an unknown 
puting objects may be performed in response to the first and development location . In embodiments , a third set of code 
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origination data for a third computing object may indicate code assembly ( e . g . , the throughput rates of the first and 
that the third computing object was downloaded from a second computing objects individually , prior to code assem 
third - party code repository but has an identified developer of bly ) . 
“ Bank Assist Corporation , ” and has been used in software Consider the following example . Performance evaluation 
applications by 25th National Bank for 3 years with no error 5 testing of the first and second computing objects may be 
events . Accordingly , the first , second , and third sets of code performed , and it may be determined that the first computing 
origination data may all be compared to each other , and it object has a throughput rate of 64 tuples per second and the 
may be ascertained that the second computing object may be second computing object has a throughput rate of 72 tuples 
associated with security concerns ( e . g . , unverified perfor - a second , resulting in an average disassembled throughput 
mance characteristics and developer ) and deemed unfit for 10 value of 68 tuples per second for the disassembled configu 
fusion . In embodiments , the first and third computing ration of the first and second computing objects . A simula 
objects may be ascertained to be safe for inclusion in a code tion may be generated to compute an expected throughput 
assembly arrangement . As such , in embodiments , the code value for a particular code assembly arrangement ( e . g . , 
assembly arrangement may be established by fusing the first fusion ) using the first and second computing objects , and an 
and third computing objects into a single processing ele - 15 assembled throughput value of 86 tuples per second may be 
ment . calculated . Accordingly , the disassembled throughput value 

In embodiments , the code assembly arrangement may of 68 may be compared with the assembled throughput value 
have an assembled stability value at block 982 . Generally , of 86 , and it may be determined to establish the code 
the assembled stability value can include a quantitative assembly arrangement in response to ascertaining that the 
measure ( e . g . , integer ) that expresses the relative reliability , 20 expected assembled throughput value for the code assembly 
consistency , or dependability of the code assembly arrange - arrangement exceeds the disassembled throughput value 
ment . Aspects of the disclosure , in embodiments , relate to ( e . g . , establishing the code assembly arrangement is pre 
establishing a code assembly arrangement that positively dicted to have positive impacts with respect to the through 
impacts the stability of the first and second computing put of the first and second computing objects as compared to 
objects . Accordingly , in embodiments , the assembled stabil - 25 other configurations ) . Other types of and uses for the 
ity value associated with the code assembly arrangement assembled throughput value are also possible . 
may exceed a disassembled stability value for an alternative Method 900 concludes at block 999 . Aspects of method 
to the code assembly arrangement . The disassembled sta - 900 may provide performance or efficiency benefits for code 
bility value for an alternative to the code assembly arrange - origination data management . For example , aspects of 
ment may include a quantitative measure of the reliability , 30 method 900 may have positive impacts with respect to code 
consistency , or dependability of a different configuration for assembly arrangement determination and distributed appli 
the first and second computing objects that does not involve cation development in a stream computing environment . In 
code assembly ( e . g . , the default configuration of the first and embodiments , the detecting , determining , and establishing 
second computing objects prior to code assembly ) . described herein may each occur in an automated fashion 

Consider the following example . Based on the volatility 35 without user intervention . Altogether , leveraging the set of 
and usage history of the first and second computing objects , code origination data may facilitate management of com 
a disassembled stability value of 54 as well as a predicted puting resources and be associated with performance or 
assembled stability value of 65 for a candidate code assem efficiency benefits ( e . g . , resource availability , network sta 
bly arrangement may be computed . The disassembled sta - bility , computing resource efficiency ) with respect to the 
bility value of 54 may be compared to the assembled 40 stream computing environment . 
stability value of 65 , and it may be determined to establish FIG . 10 is a flowchart illustrating a method 1000 for 
the code assembly arrangement in response to ascertaining managing code origination data for a stream computing 
that the predicted assembled stability value for the code network , according to embodiments . Aspects of FIG . 10 
assembly arrangement exceeds the disassembled stability relate to determination of a code assembly arrangement 
value ( e . g . , establishing the code assembly arrangement is 45 ( e . g . , exception handling , consistent region allocation ) for a 
predicted to have positive impacts with respect to the first and second computing object of the stream computing 
stability of the first and second computing objects as com - environment . In embodiments , aspects of FIG . 10 may 
pared to other configurations ) . Other types of and uses for substantially correspond to other embodiments described 
the assembled stability value are also possible . herein and FIGS . 1 - 10 . At block 1020 , both a first and 

In embodiments , the code assembly arrangement may 50 second set of code origination data may be detected . At 
have an assembled throughput value at block 984 . Generally , block 1050 , a code assembly arrangement with respect to the 
the assembled throughput value can include a quantitative first and second computing objects may be determined based 
measure of the amount of data processed by the code on the first and second sets of code origination data . At block 
assembly arrangement in a particular time period ( e . g . , 1080 , the code assembly arrangement may be established . 
throughput rate ) . In embodiments , the assembled throughput 55 Leveraging the set of code origination data may facilitate 
value may be expressed in tuples per second ( e . g . , 200 tuples management of computing resources and be associated with 
per second ) . Aspects of the disclosure , in embodiments , performance or efficiency benefits ( e . g . , resource availabil 
relate to establishing a code assembly arrangement that ity , network stability , computing resource efficiency ) with 
positively impacts the throughput rate of the first and second respect to the stream computing environment . The method 
computing objects . Accordingly , in embodiments , the 60 1000 may begin at block 1001 . 
assembled throughput value may exceed a disassembled In embodiments , a particular set of code origination data 
throughput value for an alternative to the code assembly which corresponds to a particular computing object may be 
arrangement . The disassembled throughput value for an monitored for at block 1002 . The monitoring may be per 
alternative to the code assembly arrangement may include a formed using an exception handling operator . The exception 
quantitative measure of the amount of data processed in a 65 handling operator may be a processing element configured 
particular time period by a different configuration for the to respond to the occurrence of exceptions ( e . g . , anomalous 
first and second computing objects that does not involve or exceptional conditions requiring special processing ) dur 
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ing program execution ( e . g . , of a computing object or code ticular computing object and another computing object that 
assembly arrangement ) . Generally , monitoring can include was downloaded from a code repository ( e . g . , it may be 
recognizing , scanning , overseeing , watching , or discovering desirable to fuse objects of unknown source together to limit 
the particular set of code origination data . Aspects of the the extent of data loss in case of an error event ) . Other 
disclosure , relate to the recognition that certain computing 5 methods of modifying the code assembly arrangement of the 
objects may be may be handled differently based associated particular computing object are also possible . 
code origination data . Accordingly , in embodiments , aspects In embodiments , determining the code assembly arrange 
of the disclosure relate to using an exception handler to ment may include evaluating the first and second computing 
monitor for particular sets of code origination data that objects to identify a set of candidate code assembly arrange 
indicate the presence of computing objects that should be 10 ments at block 1060 . The first and second code computing 
handled according to a special protocol . In embodiments , objects may be evaluated based on the first and second sets 
monitoring can include configuring the exception handler to of code origination data . The set of candidate code assembly 
scan a set of computing objects and detect those computing arrangements may include both the code assembly arrange 
objects that are associated with pre - determined pieces of ment and an alternative code assembly arrangement . In 
code origination data . As examples , the exception handler 15 embodiments , the set of candidate code assembly arrange 
may be configured to monitor for those computing objects ments may include potential code assembly arrangements 
that were developed by a specific individual or organization that achieve the system resource , security , bandwidth , and 
( e . g . , “ John Smith ” or “ ACME Computer Solutions ” ) , have other requirements of both the first and second computing 
a certain volatility ( e . g . , 60 changes per day , 11 % ) , or have objects , and are expected to be associated with smooth 
a particular length of service in products ( e . g . , 10 months ) . 20 operation and positive performance results . Generally , 
In embodiments , the exception handling operator may be evaluating can include analyzing , examining , inspecting , 
configured to facilitate performance of updates ( e . g . , investigating , or otherwise assessing the first and second 
patches , firmware updates ) with respect to particular com computing objects . In embodiments , evaluating may include 
puting objects ( e . g . , monitoring for updates to particular examining the first and second sets of code profile data by 
computing objects ) . Other methods of monitoring for a 25 generating one or more performance simulations for the 
particular set of code origination data which corresponds to potential code assembly arrangements , and eliminating 
a particular computing object are also possible . those code assembly arrangements that are associated with 

In embodiments , the particular set of code origination unstable performance , error results , data security issues , or 
data which corresponds to the particular computing object other irregularities . Accordingly , the remaining code assem 
may be received at block 1004 . The particular set of code 30 bly arrangements ( e . g . , those associated with stable perfor 
origination data may be received by the exception handling mance , few errors , data security , and other positive impacts ) 
operator . Generally , receiving can include detecting , collect may be identified as the set of candidate code assembly 
ing , acquiring , identifying , or accepting delivery of one or arrangements ( e . g . , including the code assembly arrange 
more particular sets of code origination data . In embodi ment and an alternative code assembly arrangement ) . Other 
ments , receiving may include identifying that a particular 35 methods of evaluating the first and second computing 
computing object is associated with the particular set of code objects to identify the set of candidate code assembly 
origination data , and collecting the computing object ( e . g . , arrangements are also possible . 
for later processing ) . As an example , the exception handler In embodiments , a first performance value with respect to 
may be configured to monitor for computing objects that the code assembly arrangement may be computed at block 
were downloaded from web - based code repositories ( e . g . , as 40 1062 , and a second performance value with respect to the 
indicated by associated code origination data ) . In response alternative code assembly arrangement may be computed at 
to detecting that a particular computing object has origina block 1064 . Generally , computing can include calculating , 
tion data stating that it was downloaded from the code formulating , deriving , ascertaining , or otherwise determin 
repository “ SoftwareHub , ” the exception handler may be ing the first and second performance values . The first and 
configured to log the computing object in a database , and 45 second performance values may include integers , scores , 
maintain the computing object in a hold queue for later ratings , numbers , or other quantitative measures to express 
processing . Other methods of receiving the particular com - the stability , security , or overall quality of the performance 
puting object are also possible . exhibited by the code assembly arrangement and the alter 

In embodiments , the code assembly arrangement using native code assembly arrangement . In embodiments , the first 
the particular computing object may be modified at block 50 and second performance values may be calculated by a 
1006 . The code assembly arrangement may be modified in computation technique or algorithm configured to weight the 
response to receiving the particular set of code origination stability , speed , output , data security , and reliability for both 
data . Generally , modifying can include altering , revising , the code assembly arrangement and the alternative code 
adjusting , repairing , or otherwise changing the code assem assembly arrangement . In embodiments , the first perfor 
bly arrangement . As described herein , aspects of the disclo - 55 mance value may be calculated based on the assembled 
sure relate to using the exception handling operator to stability value and the assembled throughput value for the 
identify a particular computing object as the target of special code assembly arrangement , and the second performance 
handling . Accordingly , in embodiments , modifying can value may be calculated based on the disassembled stability 
include reconfiguring the code assembly arrangement of the value and disassembled throughput value for an alternative 
particular computing object in response to determining that 60 to the code assembly arrangement ( e . g . , unassembled state , 
it is associated with the particular set of code origination alternative code assembly arrangement ) . For example , for a 
data . For instance , modifying may include selecting the code assembly arrangement having an assembled stability 
particular computing object as a candidate for fusion . Con - value of 57 and an assembled throughput value of 63 , a first 
sider the following example . In response to monitoring for performance value of 60 may be computed ( e . g . , the numeri 
and receiving a particular computing object that was down - 65 cal average of the assembled stability value and the 
loaded from a code repository , the exception handling opera - assembled throughput value ) . Other methods of computing 
tor may be configured to initiate fusion between the par - the first and second performance values are also possible . 
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In embodiments , the first and second performance values establishing can include placing , configuring , assigning , 
may be compared at block 1066 . Generally , comparing can designating , or allocating the code assembly arrangement to 
include contrasting , correlating , juxtaposing , matching , the consistent region . In embodiments , establishing may 
evaluating , or otherwise examining the first and second include ascertaining a location in the consistent region for 
performance values with respect to each other . In embodi - 5 placement of the code assembly arrangement , and config 
ments , comparing may include evaluating the magnitude of uring both the code assembly arrangement as well as other 
the first and second performance values with respect to each streaming operators of the consistent region to facilitate 
other . As an example , consider a situation in which the code operation stable operation of the code assembly arrange 
assembly arrangement is associated with a first performance ment . As an example , consider that the code assembly 
value of 55 and the alternative code assembly arrangement 10 arrangement includes two computing objects that have been 
is associated with a second performance value of 41 . The fused together into a single processing element . The first and 
magnitudes of the first and second performance values may second sets of code origination data for the code assembly 
be compared , and it may be determined that the first per arrangement may indicate that both the first and second 
formance value exceeds the second performance value . computing objects were developed by an organization called 
Based on the first performance value exceeding the second 15 “ Techlabs Software . ” Historical usage data may indicate 
performance value , the code assembly arrangement may be that , in the past , “ Techlabs Software ” developed computing 
selected at block 1068 . Generally , selecting can include objects have often become unstable handling throughputs 
choosing , designating , assigning , electing , or otherwise greater than 140 tuples per second . Accordingly , the code 
picking - out the code assembly arrangement for the first and assembly arrangement may be placed in the consistent 
second computing objects . As described herein , selecting the 20 region and configured so as to avoid receiving data streams 
code assembly arrangement may be based on the first at a throughput rate greater than 140 tuples per second . 
compatibility value exceeding the second compatibility Other methods of establishing the code assembly arrange 
value . Referring to the example above , in response to ment in the consistent region are also possible . 
determining that the first performance value of 55 exceeds At block 1082 , a stream of tuples is received . The stream 
the second performance value of 41 , the code assembly 25 of tuples may be processed by a plurality of processing 
arrangement may be selected ( e . g . , the higher performance elements ( e . g . , stream operators ) operating on a set of 
value indicates better performance for the first and second compute nodes ( e . g . , in a stream computing environment ) . 
computing objects using the code assembly arrangement as The stream of tuples may be received consistent with the 
compared to the alternative code assembly arrangement ) . description herein including FIGS . 1 - 10 . Current / future pro 
Other methods of selecting the code assembly arrangement 30 cessing by the plurality of processing elements may be 
based on the first and second compatibility value are also performed consistent with the description herein including 
possible . FIGS . 1 - 10 . The set of compute nodes may include a shared 

In embodiments , it may be determined to utilize a con - pool of configurable computing resources . For example , the 
sistent region for the code assembly arrangement with set of compute nodes can be a public cloud environment , a 
respect to the first and second computing objects at block 35 private cloud environment , or a hybrid cloud environment . 
1072 . Determining to utilize the consistent region for the In certain embodiments , each of the set of compute nodes 
code assembly arrangement may be determined based on the are physically separate from one another . 
first and second sets of code origination data . Generally , In embodiments , the stream of tuples is processed at block 
determining can include resolving , selecting , deciding , or 1084 . The stream of tuples may be processed by the plurality 
otherwise ascertaining to utilize the consistent region for the 40 of processing elements operating on the set of compute 
code assembly arrangement . The consistent region can nodes . The stream of tuples may be processed consistent 
include a sub - graph ( e . g . , area , portion of the stream with the description herein including FIGS . 1 - 10 . In embodi 
computing environment configured to reduce data loss as a ments , stream operators operating on the set of compute 
result of software errors events and hardware failure . nodes may be utilized to process the stream of tuples . 
Accordingly , in certain embodiments , aspects of the disclo - 45 Processing of the stream of tuples by the plurality of 
sure relate to determining to make use of a consistent region processing elements may provide various flexibilities for 
with respect to code assembly arrangements that are asso - stream operator management . Overall flow ( e . g . , data flow ) 
ciated with a higher risk of encountering errors events or may be positively impacted by utilizing the stream opera 
other irregularities . For instance , in embodiments , comput - tors . 
ing objects that are considered volatile , unstable , or not 50 In embodiments , use of the set of code origination data or 
sufficiently trustworthy ( e . g . , trust score below a threshold ) the code assembly arrangement may be metered at block 
may be determined to be utilized in conjunction with a 1086 . Metering the use of the set of code origination data or 
consistent region . As an example , the first and second sets of the code assembly arrangement may include measuring , 
code origination data for a code assembly arrangement may tracking , documenting , recording , or calculating the degree 
be analyzed , and it may be determined that the code assem - 55 or extent of the utilization of either the set of code origina 
bly arrangement has a volatility measure above a threshold tion data or the code assembly arrangement . The degree of 
value , is associated with an origination branch that indicates utilization may be calculated based on the number of times 
instability ( e . g . , unstable , incubation , deprecated ) , has a trust the set of code origination data or code assembly arrange 
score below a threshold value , or has another indication that ment were accessed ( e . g . , 10 times , 100 times ) , the number 
it may be associated with error events or instability . Accord - 60 of times the set of code origination data or was used to 
ingly , it may be determined to utilize a consistent region determine a code assembly arrangement for the first and 
with respect to the code assembly arrangement ( e . g . , to second computing objects , resource usage ( e . g . , data pro 
reduce data loss in the event of an error ) . Other methods of cessed by streaming applications that include the set of code 
determining to use the consistent region are also possible . origination data ) or other means . Based on the metered use , 

In embodiments , the code assembly arrangement with 65 an invoice may be generated at block 1088 . The invoice may 
respect to the first and second computing objects may be include a bill , fee , service charge , or other itemized break 
established in the consistent region at block 1074 . Generally , down specifying compensation for the usage of the set of 
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code origination data or the code assembly arrangement . network and / or a wireless network . The network may com 
Subscription based models are also possible . Method 1000 prise copper transmission cables , optical transmission fibers , 
may conclude at block 1099 . wireless transmission , routers , firewalls , switches , gateway 

In addition to embodiments described above , other computers and / or edge servers . A network adapter card or 
embodiments having fewer operational steps , more opera - 5 network interface in each computing processing device 
tional steps , or different operational steps are contemplated receives computer readable program instructions from the 
Also , some embodiments may perform some or all of the network and forwards the computer readable program 
above operational steps in a different order . In embodiments , instructions for storage in a computer readable storage 
operational steps may be performed in response to other medium within the respective computing / processing device . 
operational steps . The modules are listed and described 10 Computer readable program instructions for carrying out 
illustratively according to an embodiment and are not meant operations of the present invention may be assembler 
to indicate necessity of a particular module or exclusivity of instructions , instruction - set - architecture ( ISA ) instructions , 
other potential modules ( or functions / purposes as applied to machine instructions , machine dependent instructions , 
a specific module ) . microcode , firmware instructions , state - setting data , or 

In the foregoing , reference is made to various embodi - 15 either source code or object code written in any combination 
ments . It should be understood , however , that this disclosure of one or more programming languages , including an object 
is not limited to the specifically described embodiments . oriented programming language such as Java , Smalltalk , 
Instead , any combination of the described features and C + + or the like , and conventional procedural programming 
elements , whether related to different embodiments or not , is languages , such as the “ C ” programming language or similar 
contemplated to implement and practice this disclosure . 20 programming languages . The computer readable program 
Many modifications and variations may be apparent to those instructions may execute entirely on the user ' s computer , 
of ordinary skill in the art without departing from the scope partly on the user ' s computer , as a stand - alone software 
and spirit of the described embodiments . Furthermore , package , partly on the user ' s computer and partly on a 
although embodiments of this disclosure may achieve remote computer or entirely on the remote computer or 
advantages over other possible solutions or over the prior 25 server . In the latter scenario , the remote computer may be 
art , whether or not a particular advantage is achieved by a connected to the user ' s computer through any type of 
given embodiment is not limiting of this disclosure . Thus , network , including a local area network ( LAN ) or a wide 
the described aspects , features , embodiments , and advan - area network ( WAN ) , or the connection may be made to an 
tages are merely illustrative and are not considered elements external computer ( for example , through the Internet using 
or limitations of the appended claims except where explic - 30 an Internet Service Provider ) . In some embodiments , elec 
itly recited in a claim ( s ) . tronic circuitry including , for example , programmable logic 

The present invention may be a system , a method , and / or circuitry , field - programmable gate arrays ( FPGA ) , or pro 
a computer program product . The computer program prod - grammable logic arrays ( PLA ) may execute the computer 
uct may include a computer readable storage medium ( or readable program instructions by utilizing state information 
media ) having computer readable program instructions 35 of the computer readable program instructions to personalize 
thereon for causing a processor to carry out aspects of the the electronic circuitry , in order to perform aspects of the 
present invention . present invention . 

The computer readable storage medium can be a tangible Aspects of the present invention are described herein with 
device that can retain and store instructions for use by an reference to flowchart illustrations and / or block diagrams of 
instruction execution device . The computer readable storage 40 methods , apparatus ( systems ) , and computer program prod 
medium may be , for example , but is not limited to , an ucts according to embodiments of the invention . It will be 
electronic storage device , a magnetic storage device , an understood that each block of the flowchart illustrations 
optical storage device , an electromagnetic storage device , a and / or block diagrams , and combinations of blocks in the 
semiconductor storage device , or any suitable combination flowchart illustrations and / or block diagrams , can be imple 
of the foregoing . A non - exhaustive list of more specific 45 mented by computer readable program instructions . 
examples of the computer readable storage medium includes These computer readable program instructions may be 
the following : a portable computer diskette , a hard disk , a provided to a processor of a general purpose computer , 
random access memory ( RAM ) , a read - only memory special purpose computer , or other programmable data pro 
( ROM ) , an erasable programmable read - only memory cessing apparatus to produce a machine , such that the 
( EPROM or Flash memory ) , a static random access memory 50 instructions , which execute via the processor of the com 
( SRAM ) , a portable compact disc read - only memory ( CD - puter or other programmable data processing apparatus , 
ROM ) , a digital versatile disk ( DVD ) , a memory stick , a create means for implementing the functions / acts specified 
floppy disk , a mechanically encoded device such as punch in the flowchart and / or block diagram block or blocks . These 
cards or raised structures in a groove having instructions computer readable program instructions may also be stored 
recorded thereon , and any suitable combination of the fore - 55 in a computer readable storage medium that can direct a 
going . A computer readable storage medium , as used herein , computer , a programmable data processing apparatus , and / 
is not to be construed as being transitory signals per se , such or other devices to function in a particular manner , such that 
as radio waves or other freely propagating electromagnetic the computer readable storage medium having instructions 
waves , electromagnetic waves propagating through a wave - stored therein comprises an article of manufacture including 
guide or other transmission media ( e . g . , light pulses passing 60 instructions which implement aspects of the function / act 
through a fiber - optic cable ) , or electrical signals transmitted specified in the flowchart and / or block diagram block or 
through a wire . blocks . 
Computer readable program instructions described herein The computer readable program instructions may also be 

can be downloaded to respective computing / processing loaded onto a computer , other programmable data process 
devices from a computer readable storage medium or to an 65 ing apparatus , or other device to cause a series of operational 
external computer or external storage device via a network , steps to be performed on the computer , other programmable 
for example , the Internet , a local area network , a wide area apparatus or other device to produce a computer imple 
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mented process , such that the instructions which execute on specified functions or acts or carry out combinations of 
the computer , other programmable apparatus , or other special purpose hardware and computer instructions . 
device implement the functions / acts specified in the flow While the foregoing is directed to exemplary embodi 
chart and / or block diagram block or blocks . ments , other and further embodiments of the invention may 

Embodiments according to this disclosure may be pro - 5 be devised without departing from the basic scope thereof , 
vided to end - users through a cloud - computing infrastruc and the scope thereof is determined by the claims that ture . Cloud computing generally refers to the provision of follow . The descriptions of the various embodiments of the 
scalable computing resources as a service over a network . present disclosure have been presented for purposes of More formally , cloud computing may be defined as a com illustration , but are not intended to be exhaustive or limited puting capability that provides an abstraction between the 10 + to the embodiments disclosed . Many modifications and computing resource and its underlying technical architecture variations will be apparent to those of ordinary skill in the ( e . g . , servers , storage , networks ) , enabling convenient , on art without departing from the scope and spirit of the demand network access to a shared pool of configurable described embodiments . The terminology used herein was computing resources that can be rapidly provisioned and 
released with minimal management effort or service pro - 15 cho rvice pro 15 chosen to explain the principles of the embodiments , the 
vider interaction . Thus , cloud computing allows a user to practical application or technical improvement over tech 
access virtual computing resources ( e . g . , storage , data , nologies found in the marketplace , or to enable others of 
applications , and even complete virtualized computing sys ordinary skill in the art to understand the embodiments 
tems ) in “ the cloud , ” without regard for the underlying disclosed herein . 
physical systems ( or locations of those systems ) used to 20 
provide the computing resources . What is claimed is : 

Typically , cloud - computing resources are provided to a 1 . A computer - implemented method of managing code 
user on a pay - per - use basis , where users are charged only for origination data for a distributed computing environment 
the computing resources actually used ( e . g . , an amount of having a set of compute nodes which includes a first 
storage space used by a user or a number of virtualized 25 compute node , the method comprising : 
systems instantiated by the user ) . A user can access any of detecting , for utilization to develop a distributed applica 
the resources that reside in the cloud at any time , and from tion in the distributed computing environment , a first 
anywhere across the Internet . In context of the present set of code origination data which corresponds to a first 
disclosure , a user may access applications or related data computing object , wherein the first set of code origi 
available in the cloud . For example , the nodes used to create 30 nation data matches , within a matching threshold , a 
a stream computing application may be virtual machines second set of code origination data ; 
hosted by a cloud service provider . Doing so allows a user identifying , using the first set of code origination data , the 
to access this information from any computing system first compute node to host the first computing object for 
attached to a network connected to the cloud ( e . g . , the the distributed application ; 
Internet ) . 35 deploying , to develop the distributed application , the first 

Embodiments of the present disclosure may also be computing object to the first compute node , 
delivered as part of a service engagement with a client detecting , for utilization to develop the distributed appli 
corporation , nonprofit organization , government entity , cation in the distributed computing environment , the 
internal organizational structure , or the like . These embodi second set of code origination data which corresponds 
ments may include configuring a computer system to per - 40 to a second computing object ; 
form , and deploying software , hardware , and web services identifying , using the second set of code origination data , 
that implement , some or all of the methods described herein . the first compute node to host the second computing 
These embodiments may also include analyzing the client ' s object for the distributed application ; and 
operations , creating recommendations responsive to the deploying , to develop the distributed application , the 
analysis , building systems that implement portions of the 45 second computing object to the first compute node . 
recommendations , integrating the systems into existing pro - 2 . The method of claim 1 , wherein the first set of code 
cesses and infrastructure , metering use of the systems , origination data indicates a trust factor for the first comput 
allocating expenses to users of the systems , and billing for ing object and wherein the method further comprises : 
use of the systems . determining , from the trust factor for the first computing 

The flowchart and block diagrams in the figures illustrate 50 object , to deploy the first computing object to the first 
the architecture , functionality , and operation of possible compute node . 
implementations of systems , methods , and computer pro 3 . The method of claim 1 , wherein the first set of code 
gram products according to various embodiments of the origination data indicates an origination branch of the first 
present invention . In this regard , each block in the flowchart computing object , wherein the origination branch has one or 
or block diagrams may represent a module , segment , or 55 more types selected from a group consisting of : a stable 
portion of instructions , which comprises one or more type , an unstable type , a testing type , an incubation type , a 
executable instructions for implementing the specified logi - graduated type , an integrated type , a mature type , and a 
cal function ( s ) . In some alternative implementations , the deprecated type , and wherein the method further comprises : 
functions noted in the block may occur out of the order noted determining , from the one or more types of the origination 
in the figures . For example , two blocks shown in succession 60 branch , to deploy the first computing object to the first 
may , in fact , be executed substantially concurrently , or the compute node . 
blocks may sometimes be executed in the reverse order , 4 . The method of claim 2 , wherein the trust factor is based 
depending upon the functionality involved . It will also be on a volatility of the first computing object . 
noted that each block of the block diagrams and / or flowchart 5 . The method of claim 2 , wherein the trust factor is based 
illustration , and combinations of blocks in the block dia - 65 on an origination branch of the first computing object , a 
grams and / or flowchart illustration , can be implemented by volatility of the first computing object , and a set of historical 
special purpose hardware - based systems that perform the data pertaining to the first computing object . 
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6 . The method of claim 1 , wherein identifying , using the a processor for executing the set of computer readable 

first set of code origination data , the first compute node to instructions , the set of computer readable instructions 
host the first computing object for the distributed application including : 
includes : detecting , for utilization to develop a distributed applica 

analyzing , with respect to a set of host profile data for the 5 tion in the distributed computing environment , a first 
set of code origination data which corresponds to a first set of compute nodes , the first set of code origination computing object , wherein the first set of code origi 

data ; and nation data matches , within a matching threshold , a selecting , both based on and in response to the analyzing second set of code origination data ; 
the first set of code origination data with respect to the identifying , using the first set of code origination data , the 
set of host profile data for the set of compute nodes , the first compute node to host the first computing object for 
first compute node . the distributed application ; 

7 . The method of claim 6 , wherein the set of host profile deploying , to develop the distributed application , the first 
data for the set of compute nodes includes a set of security computing object to the first compute node ; 

indicators which corresponds to the set of compute nodes . detecting , for utilization to develop the distributed appli 
8 . The method of claim 1 , wherein the distributed appli cation in the distributed computing environment , the 

cation includes a streaming application . second set of code origination data which corresponds 
9 . The method of claim 1 , wherein the first computing to a second computing object ; 

object includes a set of implementation code , wherein the identifying , using the second set of code origination data , 
first set of code origination data is embedded within the set 30 the first compute node to host the second computing 
of implementation code , and wherein the first set of code object for the distributed application ; and 
origination data is compiled with the implementation code to deploying , to develop the distributed application , the 
generate a single digital package . second computing object to the first compute node . 

10 . The method of claim 1 , wherein the first computing 16 . A computer program product for managing code 
object includes a toolkit downloaded from a toolkit reposi - 24 origination data for a distributed computing environment 
tory , and further comprising : 25 having a set of compute nodes which includes a first 

generating , for the first computing object , the first set of compute node , the computer program product comprising a 
code origination data ; and computer readable storage medium having program instruc 

attaching , to the first computing object , the first set of tions embodied therewith , wherein the computer readable 
code origination data . storage medium is not a transitory signal per se , the program 

11 . The method of claim 6 , further comprising : 30 instructions executable by a processor to cause the processor 
evaluating , based on the set of host profile data for the set to perform a method comprising : 

detecting , for utilization to develop a distributed applica of compute nodes , the set of compute nodes to identify 
a set of candidate compute nodes including both the tion in the distributed computing environment , a first 
first compute node and a second compute node ; set of code origination data which corresponds to a first 35 

computing , with respect to the first set of code origination computing object , wherein the first set of code origi 
data , a first compatibility value for the first compute nation data matches , within a matching threshold , a 

second set of code origination data ; node ; computing , with respect to the first set of code 
origination data , a second compatibility value for the identifying , using the first set of code origination data , the 
second compute node ; first compute node to host the first computing object for 

40 comparing the first and second compatibility values ; and the distributed application ; and 
selecting , based on the first compatibility value exceeding deploying , to develop the distributed application , the first 

the second compatibility value , the first compute node . computing object to the first compute node ; 

12 . The method of claim 1 , wherein each of the detecting , detecting , for utilization to develop the distributed appli 
the identifying , and the deploying associated with the first 45 cation in the distributed computing environment , the 
computing object and each of the detecting , the identifying , second set of code origination data which corresponds 
and the deploying associated with the second computing to a second computing object ; 
object occur in an automated fashion without user interven identifying , using the second set of code origination data , 

the first compute node to host the second computing tion . 
13 . The method of claim 8 , further comprising : object for the distributed application ; and 
receiving a stream of tuples to be processed by a set of deploying , to develop the distributed application , the 

processing elements which operate on the set of com second computing object to the first compute node . 
pute nodes ; and 17 . The computer program product of claim 16 , wherein 

processing , using the set of processing elements operating at least one of : 
on the set of compute nodes including the first compute sa the program instructions are stored in the computer read 
node which has the first computing object , the stream able storage medium in a data processing system , and 
of tuples . wherein the program instructions were downloaded 

14 . The method of claim 1 , further comprising : over a network from a remote data processing system ; 
metering use of the first set of code origination data ; and 
generating an invoice based on the metered use . the program instructions are stored in the computer read 

60 15 . A system for managing code origination data for a able storage medium in a server data processing sys 
distributed computing environment having a set of compute tem , and wherein the program instructions are down 
nodes which includes a first compute node , the system loaded over a network to the remote data processing 
comprising : system for use in a second computer readable storage 

a memory having a set of computer readable computer medium with the remote data processing system . 
instructions , and 
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