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DISTRIBUTED REAL-TIME OPERATING SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present Application is a continuation-in-part of 
U.S. patent application Ser. No. 09/408,696 filed on Sep. 30, 
1999, and claims the benefit thereof. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

BACKGROUND OF THE INVENTION 

0002 The present invention relates to industrial control 
lers for controlling industrial processes and equipment and 
more generally to an operating System Suitable for a distrib 
uted industrial control System having multiple processing 
nodes Spatially Separated about a factory or the like. 
0.003 Industrial controllers are special purpose comput 
erS used for controlling industrial processes and manufac 
turing equipment. Under the direction of a Stored control 
program the industrial controller examines a Series of inputs 
reflecting the Status of the controlled proceSS and in 
response, adjusts a Series of outputs controlling the indus 
trial proceSS. The inputs and outputs may be binary, that is 
on or off, or analog providing a value within a continuous 
range of values. 
0004 Centralized industrial controllers may receive elec 
trical inputs from the controlled process through remote 
input/output (I/O) modules communicating with the indus 
trial controller over a high-speed communication network. 
Outputs generated by the industrial controller are likewise 
transmitted over the network to the I/O circuits to be 
communicated to the controlled equipment. The network 
provides a simplified means of communicating Signals over 
a factory environment without multiple wires and the atten 
dant cost of installation. 

0005 Effective real-time control is provided by execut 
ing the control program repeatedly in high Speed “Scan' 
cycles. During each Scan cycle each input is read and new 
outputs are computed. Together with the high-speed com 
munications network, this ensures the response of the con 
trol program to changes in the inputs and its generation of 
outputs will be rapid. All information is dealt with centrally 
by a well-characterized processor and communicated over a 
known communication network to yield predictable delay 
times critical to deterministic control. 

0006 The centralized industrial controller architecture, 
however, is not readily Scalable, and with foreseeably large 
and complex control problems, unacceptable delays will 
result from the large amount of data that must be commu 
nicated to a central location and from the demands placed on 
the centralized processor. For this reason, it may be desirable 
to adopt a distributed control architecture in which multiple 
processors perform portions of the control program at Spa 
tially Separate locations about the factory. By distributing the 
control, multiple processors may be brought to bear on the 
control problem reducing the burden on any individual 
processor and the amount of input and output data that must 
be transmitted. 

0007 Unfortunately, the distributed control model is not 
as well characterized as far as guaranteeing performance as 
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is required for real-time control. Delay in the execution of a 
portion of the control program by one processor can be fatal 
to Successful real-time execution of the control program, and 
because the demand for individual processor resources fluc 
tuates, the potential for an unexpected overloading of a 
Single processor is possible. This is particularly true when a 
number of different and independent application programs 
are executed on the distributed controller and where the 
application programs compete for the same Set of physical 
hardware resources. 

0008 One weak point in the distributed control model is 
the introduction of communication delays in the execution 
of control tasks. These communication delays result from 
the need for different portions of the control program on 
different spatially Separated hardware to communicate with 
each other. In a typical first-in/first-out (FIFO) communica 
tion System, where outbound messages are queued accord 
ing to their time of arrival at the communication circuit, a 
message with a high priority, as may be necessary for the 
prompt completion of a control task, will always be trans 
mitted later than an earlier arriving message of low priority. 
This can cause a form of unbounded priority inversion 
where low priority task block high priority tasks, and this 
may upset the timing requirements of the real-time control 
program. 

0009. A second problem with the distributed control 
model arises from operating distributed control devices in a 
multi-tasking mode to be shared among different program 
tasks. Such multi-tasking is necessary for efficient use of 
hardware resources. Present real-time multitasking operat 
ing Systems allow the assignment of a priority to a given 
task. The user Selects the necessary priority levels for each 
task to ensure that the timing constraints implicit in the 
real-time control process are realized. 

0010. One problem with this approach is first that it is 
necessarily conservative because the priorities must be Set 
before the fact resulting in poor utilization of the Scheduled 
resource. Further because the timing constraints are not 
explicit but only indirectly reflected in the priorities set by 
the user, the operating System is unable to detect a failure to 
meet the timing constraints during run time. 

0011. On the other hand, some dynamic scheduling sys 
tems (which adapt to the circumstances at run-time) exist but 
they don’t accept user assigned priorities and thus provide 
no guarantee as to which tasks will fail under transient 
overload conditions. There are also Scheduling Systems for 
multi-tasking that allow for both Setting of priorities and that 
have a dynamic component to allow for greater processor 
utilization, for example, those that use the Maximum 
Urgency First algorithm. See generally D. B. Stewart and P. 
K. Khosla, “Real Time Scheduling of Dynamically Recon 
figurable Systems.” Proceedings of the 1991 International 
Conference on Systems Engineering, Dayton August 1991 
pp. 139-142. 

0012 Unfortunately, such algorithms require reschedul 
ing of all tasks as a new task becomes ready for execution. 
This results in greater overhead and produces a potential for 
an unbounded number of context switches (in which the 
Scheduled resource Switches its task) which can be detri 
mental to guaranteeing a completion time for a particular 
task as required by real-time control. Further current Sched 
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uling Systems do not provide any guarantee for execution 
time of the tasks and the potential allow low priority tasks 
to fail. 

SUMMARY OF THE INVENTION 

0013 In particular, the present invention relates to an 
interrupt manager for use in a distributed control System. 
The interrupt manager includes circuitry that (i) receives 
interrupt signals including a current interrupt, (ii) determines 
whether the current interrupt can be processed without 
delaying processing of a non-interrupt task beyond a pre 
determined time, and (iii) inhibits, at least temporarily, 
processing of the current interrupt when it is determined that 
the processing of the current interrupt would delay proceSS 
ing of the non-interrupt task beyond the predetermined time. 

0.014. The present invention additionally relates to a 
method of handling interrupts for use with a processor in a 
distributed control System. The method includes receiving a 
current interrupt signal, determining whether processing of 
the current interrupt signal would delay processing of a 
non-interrupt task beyond a predetermined time. The 
method further includes inhibiting, at least temporarily, the 
processing of the current interrupt Signal when it is deter 
mined that the processing would delay the processing of the 
non-interrupt task beyond the predetermined time. 

0.015 The present invention also relates to a method of 
Scheduling messages being transmitted on a network among 
Spatially-distributed control components of a distributed 
control System. The method includes receiving a message, 
receiving a relative timing constraint concerning the mes 
Sage, where the relative timing constraint is indicative of an 
amount of time, and inserting the message into a queue at a 
location that is a function of the relative timing constraint. 

0016. The present invention additionally relates to a 
method of coordinating a new control application program 
with other control application programs being performed on 
a distributed real-time operating System, where the distrib 
uted real-time operating System is for use with a control 
System having Spatially Separated control hardware 
resources. The method includes receiving the new control 
application program, and identifying control hardware 
resources from a resource list matching control hardware 
resources required by the new control application program. 
The method further includes allocating portions of a con 
Straint associated with the new control application program 
to each identified control hardware resource, and determin 
ing whether the allocated portions of the constraint of the 
new control application program can be met while require 
ments of the other control application programs also are met. 

0.017. The present invention further relates to a method of 
operating an application program on a distributed control 
System having a plurality of hardware resources. The 
method includes receiving high-level requirements concern 
ing the application program, and determining low-level 
requirements based upon the high-level requirements. The 
method further includes allocating at least one of the high 
level requirements and the low-level requirements among at 
least Some of the plurality of hardware resources, and 
operating the application program in accordance with the 
allocated requirements. 
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BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0018 FIG. 1 is a simplified diagram of a distributed 
control System employing two end nodes and an intervening 
communication node and showing the processor, memory 
and communication resources for each node, 
0019 FIG. 2 is a block diagram showing the memory 
resources of each node of FIG. 1 as allocated to a distributed 
real-time operating System and different application pro 
grams, 

0020 FIG. 3 is an expanded block diagram of the dis 
tributed operating system of FIG. 2 such as includes an 
application list listing application programs to be executed 
by the distributed control System, a topology showing the 
topology of the connection of the hardware resources of the 
nodes of FIG. 1, a resource list detailing the allocation of the 
hardware resources to the application program and the 
Statistics of their use by each of the application programs, 
and the executable distributed real-time operating System 
code; 
0021 FIG. 4 is a pictorial representation of a simplified 
application program attached to its high-level requirements, 
0022 FIG. 5 is a flow chart of the operation of the 
distributed real-time operating system code of FIG. 3 show 
ing StepS upon accepting a new application program to 
determine the low-level hardware resource requirements and 
to Seek commitments from those hardware resources for the 
requirements of the new application program; 
0023 FIG. 6 is a detailed version of the flow chart of 
FIG. 5 showing the process of allocating low-level require 
ments to hardware resources; 
0024 FIG. 7 is a block diagram detailing the step of the 
flow chart of FIG. 5 of responding to requests for commit 
ment of hardware resources, 

0025 FIG. 8a is a detailed view of the communication 
circuit of FIG. 1 showing a messaging queue together with 
a Scheduler and a history table as may be implemented via 
an operating System and showing a message received by the 
communication circuit over the bus of FIG. 1; 
0026 FIG. 8b is a figure similar to that of FIG. 8a 
showing the scheduler of FIG. 8a as implemented for 
multi-tasking of the processors of FIG. 1; 
0027 FIG. 9 is a flow chart showing the steps of opera 
tion of enrolling the message of FIG. 8a or tasks of FIG. 8b 
into a queue, 
0028 FIG. 10 is a schematic representation of the inter 
rupt handling System provided by the operating System and 
processor of FIGS. 1 and 2; and 
0029 FIG. 11 is a flow chart showing the steps of 
operation of the interrupt handling system of FIG. 10. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Distributed Control System 
0030) Referring now to FIG. 1, a distributed control 
system 10 includes multiple nodes 12a, 12b and 12c for 
executing a control program comprised of multiple applica 
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tions. Control end nodes 12a and 12c include Signal lines 14 
communicating between the end nodes 12a and 12c and a 
portion of a controlled process 16a and 16b. Controlled 
proceSS portions 16a and 16b may communicate by a 
physical process flow or other paths of communication 
indicated generally as dotted line 18. 
0031. In the present example, end node 12a may receive 
Signals A and B from process 16a, and end node 12c may 
receive signal C from process 16b and provide as an output 
Signal D to proceSS 16b as part of a generalized control 
Strategy. 

0.032 End nodes 12a and 12c include interface circuitry 
20a and 20c, respectively, communicating Signals on Signal 
lines 14 to internal buses 22a and 22c, respectively. The 
internal buses 22a and 22c may communicate with the 
hardware resources of memory 24a, processor 26a and 
communication card 28a (for end node 12a) and memory 
24c, processor 26C, and network communication card 28c 
for end node 12c. Communication card 28a may commu 
nicate via network media 30a to a communication card 28b 
on node 12b which may communicate via internal bus 22b 
to memory 24b and processor 26b and to second network 
communication card 28b' connected to media 30b which in 
turn communicates with communication card 28c. 

0.033 Generally during operation of distributed control 
System application programs are allocated between memo 
ries 24a, 24b and 24c to be executed on the respective nodes 
12a, 12b and 12c with communications as necessary over 
links 30a and 30b. In an example control task, it may be 
desired to produce Signal Dupon the logical conjunction of 
Signals A, B and C. In Such a control task, a program in 
memory 24a would monitor Signals A and B and Send a 
message indicating both were true, or in this example Send 
a message indicating the State of Signals A and B to node 12c 
via a path through communication cards 28a, 28b, 28b' and 
28c. 

0034. A portion of the application program executed by 
processor 26c residing in memory 24C would detect the State 
of input C and compare it with the State of Signals A and B 
in the received message to produce output signal D. 
0035. The proper execution of this simple distributed 
application program requires not only the allocation of the 
application program portions to the necessary nodes 12a, 
12b and 12c, but prompt and reliable execution of those 
programs, the latter which requires the hardware resources 
of memory, processor, and communication networkS 28a, 
30a, 28b, 28b'30b and 28c. 
0.036 Referring now to FIG. 2 for this latter purpose, the 
distributed real-time operating System 32 of the present 
invention may be used Such as may be centrally located in 
one node 12 or in keeping with the distributed nature of the 
control System distributed among the nodes 12a, 12b and 
12c. In the latter case, the portions of the operating System 
32 are stored in each of the memories 24a, 24b and 24c and 
intercommunicate to operate as a single System. In the 
preferred embodiment, a portion of the operating System 32 
that provides a modeling of the hardware resources (as will 
be described) is located in the particular node 12a, 12b and 
12c associated with those hardware resources. Thus, hard 
ware resource of memory 24a in node 12a would be 
modeled by a portion of the operating System 32 held in 
memory 24a. 
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0037. In addition to portions of the operating system 32, 
memory 24a, 24b and 24C include various application pro 
grams 34 or portions of those application programs 34 as 
may be allocated to their respective nodes. 

Integrated Resource Management 

0038 Referring now to FIG. 3, the operating system 32 
collectively provides a number of resources for ensuring 
proper operation of the distributed control system 10. First, 
an application list 36 lists the application programs 34 that 
have been accepted for execution by the distributed control 
System 10. Contained in the application list 36 are applica 
tion identifiers 38 and high-level requirements 40 of the 
application programs as will be described below. 
0039. A hardware resource list 44 provides (as depicted 
in a first column) a comprehensive listing of each hardware 
resource of the distributed control system 10 indicating a 
quantitative measure of that resource. For example, for the 
principle hardware resources of processors 26, networkS 31 
and memories 24, quantitative measurements may be pro 
vided in terms of millions of instructions per second (MIPs) 
for processors 26, numbers of megabytes for memories 24 
and megabaud bandwidth for networks. While these are the 
principal hardware resources and their measures, it will be 
understood that other hardware resources may also be 
enrolled in this first column and other units of measures may 
be used. Generally, the measures are of “bandwidth”, a term 
encompassing both an indication of the amount of data and 
the frequency of occurrence of the data that must be pro 
cessed. 

0040. A second column of the hardware resource list 44 
provides an allocation of the quantitative measure of the 
resource of a particular row to one or more application 
programs from the application list 36 identified by an 
application name. The application name may match the 
application identifier 38 of the application list 36 and the 
indicated allocation quantitative measure will typically be a 
portion of the quantitative measure of the first column. 
0041. A third column of the hardware resource list 44 
provides an actual usage of the hardware resource by the 
application program as may be obtained by collecting Sta 
tistics during running of the application programs. This 
measure will be Statistical in nature and may be given in the 
units of the quantitative measure for the hardware resource 
provided in the first column. 
0042. The operating system 32 also includes a topology 
map 42 indicating the connection of the nodes 12a, 12b and 
12c through the network 31 and the location of the hardware 
resources of the hardware resource list 44 in that topology. 
0043 Finally, the operating system also includes an oper 
ating System code 48 Such as may read the application list 
36, the topology map 42, and the hardware resource list 44 
to ensure proper operation of the distributed control System 
10. 

0044) Referring now to FIG. 4, each application program 
enrolled in the application list 36 is associated with high 
level requirements 40 which will be used by the operating 
system code 48. Generally, these high-level requirements 40 
will be determined by the programmer based on the pro 
grammer's knowledge of the controlled process 16 and its 
requirements. 
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004.5 Thus, for the application described above with 
respect to FIG. 1, the application program 34 may include 
a single ladder rung 50 (shown in FIG. 4) providing for the 
logical ANDing of inputs A, B and C to produce an output 
D. The high-level requirements 40 would include hardware 
requirements for inputs and outputs A, B, C and D. The 
high-level requirements 40 may further include “comple 
tion-timing constraints' t and indicating a constraint in 
execution time of the application program 34 needed for 
real-time control. Generally the completion-timing con 
Straint is a maximum period of time that may elapse between 
occurrences of the last of inputs A, B and C to become 
logically true and the occurrence of the output signal D. 
0046) The high-level requirements 40 may also include a 
message size, in this case the size of a message AB which 
must be sent over the network 31, or this may be deduced 
automatically through use of the topology map 42 and an 
implicit allocation of the hardware. 
0047 Finally, the high-level requirements 40 include an 
“inter-arrival period t reflecting an assumption about the 
Statistics of the controlled process 16a in demanding execu 
tion of the application program 34. As a practical matter the 
inter-arrival period t need be no greater than the Scanning 
period of the input circuitry 20a and 20c which may be less 
than the possible bandwidth of the signals A, B and C but 
which will provide acceptable real-time response. 
0.048 Referring now to FIG. 5, the operating system 
code 48 ensures proper operation of the distributed control 
System 10 by checking that each new enrolled application 
program 34 will operate acceptably with the available hard 
ware resources. Prior to any new application program 34 
being added to the application list 36, the operating System 
code 48 intervenes So as to ensure the necessary hardware 
resources are available and to ensure that time guarantees 
may be provided for execution of the application program. 
0049. At process block 56, the operating system code 48 
checks that the high-level requirements 40 have been iden 
tified for the application program. This identification may 
read a prepared file of the high-level requirements 40 or may 
Solicit the programmer to input the necessary information 
about the high-level requirements 40 through a menu struc 
ture or the like, or may be semiautomatic involving a review 
of the application program 34 for its use of hardware 
resources and the like. As shown and described above with 
respect to FIG. 4, principally four high-level requirements 
are anticipated that of hardware requirements, completion 
timing constraints, message sizes, and the inter-arrival 
period. Other high-level requirements are possible including 
the need for remote System Services, the type of priority of 
the application, etc. 
0050 Referring still to FIG. 5, as indicated by process 
block 58, the high-level requirements 40 are used to deter 
mine low-level requirements 60. These low-level require 
ments may be generally “bandwidths' of particular hard 
ware components Such as are listed in the first column of the 
hardware resource list 44. Generally, the low-level require 
ments will be a simple function of high-level requirements 
40 and the objective characteristics of the application pro 
gram 34, the function depending on a priori knowledge 
about the hardware resource. For example, the amount of 
memory will be a function of the application program size 
whereas, the network bandwidth will be a function of the 
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message size and the inter-arrival period t, and the proces 
Sor bandwidth will be a function of the application program 
Size and the inter-arrival period t as will be evident to those 
of ordinary skill in the art. AS will be seen, it is not necessary 
that the computation of the low-level requirements 60 be 
precise So long as it is a conservative estimate of low-level 
resources required. 
0051. The distinction between high-level requirements 
40 and low-level requirements 60 is not fixed and in fact 
Some high-level requirements, for example message Size, 
may in fact be treated as low-level requirements as deduced 
from the topology map 42 as has been described. 
0052 Once the low-level requirements 60 have been 
determined, at process block 62, they are allocated to 
particular hardware elements distributed in the control SyS 
tem 10. Referring also to FIG. 6, the process block 62 
includes sub-process block 63 where the low-level require 
ments abstracted at process block 58 are received. At process 
block 66, end nodes 12a and 12c are identified based on their 
hardware links to inputs A, B and C and output D and a 
tentative allocation of the application program 34 to those 
nodes and an allocation of necessary processor bandwidth is 
made to these principal nodes 12a and 12c. Next at process 
block 68 with reference to the topology map 42, the inter 
mediary node 12b is identified together with the necessary 
network 31 and an allocation is made of network Space 
based on message size and the inter-arrival period. 
0053. The burden of storing and executing the application 
program is then divided at process block 70 allocating to 
each of memories 24a and 24c (and possibly 12b), a certain 
amount of Space for the application program 34 and to 
processors 26a and 26c (and possibly 26b) a certain amount 
of their bandwidth for the execution of the portions of the 
application program 34 based on the size of the application 
program 34 and the inter-arrival period ta. Network cards 
28a, 28b', 28b and 28c also have allocations to them based 
on the message size and the inter-arrival period ta. Thus, 
generally the allocation of the application program 34 can 
include intermediate nodes 12b Serving as bridges and 
routers where no computation will take place. For this 
reason, instances or portions of the operating System code 48 
will also be associated with each of these implicit hardware 
CSOUCCS. 

0054 There are a large number of different allocative 
mechanisms, however, in the preferred embodiment the 
application program is divided according to the nodes asso 
ciated with its inputs per U.S. Pat. No. 5,896,289 to Struger 
issued Apr. 20, 1999 and entitled: “Output Weighted Parti 
tioning Method for a Control Program in a Highly Distrib 
uted Control System' assigned to the same assignee as the 
present invention and hereby incorporated by reference. 
0055. During this allocation of the application program 
34, the completion-timing constraint t for the application 
program 34 is divided among the primary hardware to which 
the application program 34 is allocated and the implicit 
hardware used to provide for communication between the 
possibly Separated portions of the application program 34. 
Thus, if the completion-timing constraint t is nine millisec 
onds, a guaranty of time to produce an output after necessary 
input Signals are received, then each node 12a-C will receive 
three microSeconds of that allocation as a time obligation. 
0056. At process block 72, a request for a commitment 
based on this allocation including the allocated time obli 
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gations and other low-level requirements 60 is made to 
portions of the operating System code 48 associated with 
each hardware element. 

0057. At decision block 64, portions of the operating 
system code 48 associated with each node 12a-c and their 
hardware resources review the resources requested of them 
in processor, network, and memory bandwidth and the 
allocated time obligations and reports back as to whether 
those commitments may be made keeping within the allo 
cated time obligation. If not, an error is reported at proceSS 
block 66. Generally, it is contemplated that code portions 
responsible for this determination will reside with the hard 
ware resources which they allocate and thus may be pro 
Vided with the necessary models of the hardware resources 
by the manufacturers. 
0.058. This commitment process is generally represented 
by decision block 64 and is shown in more detail in FIG. 7 
having a first process block 74 where a commitment request 
is received designating particular hardware resources and 
required bandwidths. At process block 76, the portion of the 
operating System code 48 associated with the hardware 
element allocates the necessary hardware portion from hard 
ware resource list 44 possibly modeling it as shown in 
process block 78 with the other allocated resources of the 
resource list representing previously enrolled application 
programs 34 to See if the allocation can be made. In the case 
of the Static resources Such as memory, the allocation may 
Simply be a checking of the hardware resource list 44 to See 
if Sufficient memory is available. In dynamic resources Such 
as the processors and the network, the modeling may deter 
mine whether Scheduling may be performed Such as will 
allow the necessary completion-timing constraints t given 
the inter-arrival period t of the particular application and 
other applications. 

0059 At the conclusion of the modeling and resource 
allocation including adjustments that may be necessary from 
the modeling at process block 80, a report is made back to 
the other components of the operating System code 48. If 
that report is that a commitment may be had for all hardware 
resources of the high-level requirements 40, then the pro 
gram proceeds to proceSS block 82 instead of proceSS block 
66 representing the error condition as has been described. 
0060. At process block 82, a master hardware resource 

list 44 is updated and the application program is enrolled in 
the application list 36 to run. 
0061 During execution of the application program 34 
and as indicated by proceSS block 84, Statistics are collected 
on its actual bandwidth usage for the particular hardware 
resources to which it is assigned. These are Stored in the 
third column of the hardware resource list 44 shown in FIG. 
3 and is shown in the block 45 associated with FIG. 5 and 
may be used to change the amount of allocation to particular 
application programs 34, indicated by arrow 86, So as to 
improve hardware resource utilization. 

Scheduled Communication Queuing 

0.062 Referring now to FIG. 8a, the communication card 
28 will typically include a message queue 90 into which 
messageS 91 are placed prior to being transmitted via a 
receiver/transmitter 92 onto the network 31. A typical net 
work queuing strategy of First-In-First-Out (FIFO) will 

May 27, 2004 

introduce a variable delay in the transmission of messages 
caused by the amount of message traffic at any given time. 
Of particular importance, messages which require comple 
tion on a timely basis and which therefore have a high 
priority may nevertheless be queued behind lower level 
messages without time criticality. In Such a queue 90, 
priority and time constraints are disregarded, therefore even 
if ample network bandwidth is available and suitable priority 
attached to messages 91 associated with control tasks, the 
completion timing constraints t cannot be guaranteed. 
0063) To overcome this limitation, the communication 
card 28 of the present invention includes a queue-level 
scheduler 94 which may receive messages 91 and place 
them in the queue 90 in a desired order of execution that is 
independent of the arrival time of the message 91. The 
scheduler 94 receives the messages 91 and places them in 
the queue 90 and includes memory 98 holding a history of 
execution of messages identified to their tasks as will be 
described below. Generally the blocks of the queue 90, the 
scheduler 94 and the memory 98 are realized as a portion of 
the operating System 32, however, they may alternatively be 
realized as an application specific integrated circuit (ASIC) 
as will be understood in the art. 

0064. Each message 91 associated with an application 
program for which a time constraint exists (guaranteed 
tasks) to be transmitted by the communication card 28 will 
contain conventional message data 99 Such as may include 
Substantive data of the message and the routing information 
of the message necessary for transmission on the network 
31. In addition, the message 91 will also include scheduling 
data 100 which may be physically attached to the message 
data 99 or associated with the message data 99 by the 
operating System 32. 
0065. The scheduling data 100 includes a user-assigned 
priority 96 generally indicating a high priority for messages 
associated with time critical tasks. The priority 96 is taken 
from the priority of the application program 34 of which the 
message 91 form a part and is determined prior to applica 
tion program based on the importance of its control task as 
determined by the user. 
0066. The scheduling data 100 may also include an 
execution period (EP) indicating the length of time antici 
pated to be necessary to execute the message for transmis 
sion on the network 31 and a deadline period (DP) being in 
this case the portion of the completion timing constraint t 
allocated to the particular communication card 28 for trans 
mission of the message 91. The scheduling data 100 also 
includes a task identification (TID) identifying the particular 
message 91 to an application program 34 So that the high 
level requirements of the application program 34, imputed to 
the message 91 as will be described, may be determined 
from the application list 30 described above, and so that the 
resources and bandwidths allocated to the application pro 
gram and its portion, held in resource list 44 can be accessed 
by the communication card 28 and the scheduler 94. 
0067. The scheduling data 100 may be attached by the 
operating System 32 and in the Simplest case is derived from 
data entered by the control System programmer. The execu 
tion period after entry may be tracked by the operating 
System during run-time and modified based on that tracking 
to provide for accurate estimations of the execution period 
over time. 
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0068. Upon arrival of a message at the communication 
card 28, the scheduling data 100 and the message data 99 are 
provided to the scheduler 94. The scheduler 94 notes the 
arrival time based on a System clock (not shown) and 
calculates a LATEST STARTING TIME for the message 
(LST) as equal to a deadline time minus the execution 
period. The deadline time is calculated as the message 
arrival time plus the deadline period provided in the mes 
Sage. 

0069. Referring now to FIG. 9, arrival of the message at 
the communication card 28 is indicated generally at proceSS 
block 101 and is represented generally as a task, reflecting 
the fact that the same Scheduling System may be used for 
other than messages as will be described below. 
0070). Following process block 101 is decision block 102 
which determines whether the bandwidth limits for the task 
have been violated. The determination of bandwidth limits at 
block 102 considers, for example, the inter-arrival period to 
for the messages 91. A message 91 will not be scheduled for 
transmission until the Specified inter-arrival period t expires 
for the previous transmission of the message 91. The expi 
ration time of the inter-arrival period t is stored in the 
history memory 98 identified to the TID of the message. This 
ensures that all guarantees for message execution can be 
honored. More generally for a task other than a message, the 
bandwidth limits may include processor time or memory 
allocations. 

0.071) If at process block 102, there is no remaining 
allocation of network bandwidth for the particular task and 
the task is guaranteed, it is not executed until the bandwidth 
again becomes available. 
0.072 At Succeeding block 104, if the bandwidth limits 
have not been violated, the message is placed in the queue 
90 according to its user priority 96. Thus, high priority 
messages always precede low priority messages in the queue 
90. The locking out of low priority messages is prevented by 
the fact that the high priority messages must have guaran 
teed bandwidths and a portion of the total bandwidth for 
each resource, the communication card 28, for example, is 
reserved for low priority tasks. 
0073. At decision block 106, it is determined whether 
there is a priority tie, meaning that there is another message 
91 in the queue 90 with the same priority as the current 
message 91. If not, the current message 91 is enrolled in the 
queue 90 and its position need not be recalculated although 
its relative location in the queue 90 may change as additional 
messages are enrolled. 
0.074. If at decision block 106 there is a priority tie, the 
scheduler 94 proceeds to process block 108 and the mes 
Sages with identical priorities are examined to determine 
which has the earliest LATEST STARTING TIME. The 
LATEST STARTING TIME as described above is an abso 
lute time value indicating when the task must be started. AS 
described above the LATEST STARTING TIME need only 
be computed once and therefore doesn’t cause unbounded 
numbers of context Switches. The current message is placed 
in order among the message of a similar priority according 
to the LATEST STARTING TIME with earliest LATEST 
STARTING TIME first. 

0075). If at Succeeding process block 110, there is no tie 
between the LATEST STARTING TIMES, then the enroll 

May 27, 2004 

ment process is complete. Otherwise, the scheduler 94 
proceeds to process block 112 and the messages are exam 
ined to determine their deadline periods DP as contained in 
the scheduling data 100. A task with a shorter deadline 
period is accorded the higher priority in the queue 90 on the 
rationale that shorter deadline periods indicate relative 
urgency. 

0076. At Succeeding process block 114 if there remains a 
tie according to the above criteria between messages 91 then 
at proceSS block 116, the tie is broken according to the 
execution period, EP, of the messages 91. Here the rationale 
is that in the case of transient overload, executing the task 
with the shortest execution period will ensure execution of 
the greatest number of tasks. 
0077. A system clock with sufficient resolution will pre 
vent a tie beyond this point by ensuring that the LATEST 
STARTING TIMES are highly distinct. 
0078. These steps of determining priority may be sim 
plified by concatenating the relevant scheduling data 100 
into a Single binary value of Sufficient length. The user 
priority forms the most significant bits of this value and the 
execution period the least Significant bits. This binary value 
may then be examined to place the messages (or tasks) in the 
queue 90. 
0079. As each message 91 rises to the top of the queue 90 
for transmission, its LATEST STARTING TIME is exam 
ined to see if it has been satisfied. Failure of the task to 
execute in a timely fashion may be readily determined and 
reported. 

Mixed Priority Multi-Tasking 
0080. As mentioned, the scheduling system used for the 
communication card 28 described above is equally appli 
cable to scheduling other resources within the distributed 
operating System, for example, the processors 26. Referring 
to FIG. 8b, each processor 26 may be associated with a task 
queue 119 being Substantially identical to the message queue 
90 except that each slot in the task queue 119 may represent 
a particular bandwidth or time slice of processor usage. In 
this way, enrolling a task in the task list not only determines 
the order of execution but allocates a particular amount of 
processor resources to that task. New tasks are received 
again by a Scheduler 94 retaining a history of the execution 
of the task according to task identification (TID) in memory 
98 and enrolling the tasks in one of the time slots of the task 
queue 119 to be forwarded to the processor 26 at the 
appropriate moment. The tasks include Similar tasks Sched 
uling data as shown in FIG. 8a but need not include a 
message data 99 and may rely on the TID to identify the task 
implicitly without the need for copying the task into a 
message for actual transmission. 
0081 Referring to FIG.9, the operation of the scheduler 
94 as with the case of messages above only allocates to the 
task the number of time slots in the queue 90 as was reserved 
in its bandwidth allocation in the resource list 44. In this 
way, it can be assured that time guarantees may be enforced 
by the operating System. 

Interrupt Management 

0082 AS is understood in the art, interrupts normally act 
directly on the processor 26 to cause the processor 26 to 
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interrupt execution of a current task and to jump to an 
interrupt Subroutine and execute that Subroutine to comple 
tion before returning to the task that was interrupted. The 
interrupt process involves changing the value of the program 
counter to the interrupt vector and Saving the necessary Stack 
and registers to allow resumption of the interrupt routine 
upon completion. Typically interrupt signals may be masked 
by Software instructions such as may be utilized by the 
operating System in realizing the mechanism to be described 
OW. 

0083) Referring now to FIGS. 8a and 8b, a similar 
problem to that described above, of lower priority messages 
blocking the execution of higher priority messages in the 
message queue 90, may occur with interrupts. For example, 
a System may be executing a time critical user task when a 
low priority interrupt, Such as that which may occur upon 
receipt of low priority messages, may occur. Since interrupts 
are Serviced implicitly at a high priority level, the interrupt 
effects a priority inversion with the high priority task waiting 
for the low priority task. If many interrupts occur, the high 
priority tasks may miss its time guarantee. 

0084. This priority-inversion problem can be solved in a 
number of ways. Generally Speaking, circuitry can be 
employed that receives interrupts and, upon receiving an 
interrupt, determines whether responding to the current 
interrupt would delay the execution of other tasks, particu 
larly non-interrupt tasks, in a manner that would be exces 
Sive in terms of delaying the execution of the other tasks 
beyond a predetermined time. Various measures and tech 
niques can be utilized to determine whether responding to 
the current interrupt would excessively delay the execution 
of other tasks. For example, the circuitry can determine 
whether the number of interrupts that have been processed 
recently, or are in queue to be processed (e.g., an interrupt 
that was just received, interrupts that have been received 
Since a particular time, or interrupts that have been received 
but have not yet been processed), exceeds a certain maxi 
mum number. That maximum number can be, but need not 
be, associated with a particular period of time. For example, 
the maximum number can represent a maximum number of 
interrupts that can be performed within a given amount of 
time. 

0085 Alternatively, a determination can be made 
whether the current interrupt Satisfies a particular character 
istic, Such as a priority characteristic. For example, referring 
to FIG. 8a, upon a receipt of a message from network 31, 
an interrupt 118 may be generated and passed to a task 
generator 120 shown in FIG. 8b. The task generator 120 
which receives the interrupt generates a proxy task for 
warded to the scheduler 94. The proxy task assumes the 
Scheduling data 100 of the message causing the interrupt and 
is Subject to the same mixed processing as the tasks 
described above via the scheduler 94. Depending on its 
priority and other scheduling data 100, the proxy task may 
preempt the current task or might wait its turn. This proce 
dure guarantees deterministic packet reception without 
affecting tasks on the receiving node adversely. 

0.086 Alternatively, a determination can be made 
whether processing of the current interrupt will be accom 
plished in a manner Satisfying a particular time constraint. 
For example, referring now to FIG. 10 in an alternate form 
of interrupt management, interrupts 118 from general 
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Sources Such as communication ports and other external 
devices are received by an interrupt manager 122 prior to 
invoking the interrupt hardware on the processor 26. One 
exception to this is the timer interrupt 118' which provides 
a regular timer "click” for the System clock which, as 
described above, is used by the scheduler 94. The interrupt 
manager 122 provides a masking line 124 to a interrupt 
Storage register 123, the masking line allowing the interrupt 
manager 122 to mask or block other interrupts (while storing 
them for later acceptance) and communicates with an inter 
rupt window timer 126 which is periodically reset by a clock 
127. Generally, the interrupt manager 122, its masking line 
124, the interrupt Storage register 123, the interrupt window 
timer 126 and the window timer are realized by the operating 
system 32 but as will be understood in the art may also be 
implemented by discrete circuitry Such as an application 
Specific integrated circuit (ASIC). 
0087. Referring to FIG. 11, the interrupt manager 122 
operates So that upon the occurrence of an interrupt as 
indicated by process block 129, all further interrupts are 
masked as indicated by process block 128. The interrupt 
window timer 126 is then checked to see if a pre-allocated 
window of time for processing interrupts (the interrupt 
window) has been exhausted. The interrupt window is a 
percentage of processing time or bandwidth of processor 26 
reserved for interrupts and its exact value will depend on a 
number of variables Such as processor Speed, the number of 
external interrupts expected and how long interrupts take to 
be Serviced and is Selected by the control System program 
mer. In the allocation of processor resources described 
above, the interrupt period is Subtracted out prior to alloca 
tion to the various application programs. The interrupt 
window timer 126 is reset to its full value on a periodic basis 
by the clock 127 So as to implement the appropriate per 
centage of processing time. 
0088 At process block 130, after the masking of the 
interrupts at process block 128, the interrupt window timer 
126 is checked to See if the amount of remaining interrupt 
window is Sufficient to allow processing of the current 
interrupt based on its expected execution period. The execu 
tion periods may be entered by the control System program 
mer and keyed to the interrupt type and number. If Sufficient 
time remains in the interrupt window, the execution period 
is Subtracted from the interrupt window and, as determined 
by decision block 132, then the interrupt manager 122 
proceeds to process block 134. At process block 134, the 
interrupts 118 are re-enabled via masking line 124 and at 
process block 136, the current interrupt is processed. By 
re-enabling the interrupts at proceSS block 134, nested 
interrupts may occur which may also be Subject to the 
processing described with respect to process block 129. If at 
decision block 132, there is inadequate time left in the 
interrupt window, then the interrupt manager 122 proceeds 
to decision block 138 where it remains until the interrupt 
window is reset by the clock 127. At that time, process 
blocks 134 and 136 may be executed. As mentioned, the 
interrupt window is subtracted from the bandwidth of the 
processor 26 that may be allocated to user tasks and there 
fore the allocation of bandwidth for guaranteeing the execu 
tion of user tasks is done under the assumption that the full 
interrupt window will be used by interrupts taking the 
highest priority. In this way, interrupts may be executed 
within the interrupt window without affecting guarantees for 
task execution. 
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0089 Although, in the above-described embodiment, a 
determination is made whether processing of the current 
interrupt can be completed within a time window, in other 
embodiments a decision as to whether to process the current 
interrupt can be based upon whether processing of the 
current interrupt will Satisfy other time constraints. For 
example, in one embodiment, a current interrupt would be 
processed So long as processing could begin within a Set 
time window. In another embodiment, a current interrupt 
would be processed So long as processing of the current 
interrupt did not result in the violation of one or more 
completion timing constraints or other high-level or low 
level requirements. 
0090 The above description has been that of a preferred 
embodiment of the present invention. It will occur to those 
that practice the art that many modifications may be made 
without departing from the Spirit and Scope of the invention. 
In order to apprise the public of the various embodiments 
that may fall within the scope of the invention, the following 
claims are made. 

I claim: 
1. An interrupt manager for use in a distributed control 

System, the interrupt manager comprising: 
circuitry that: 
(i) receives interrupt signals including a current interrupt, 
(ii) determines whether the current interrupt can be pro 

cessed without delaying processing of a non-interrupt 
task beyond a predetermined time, and 

(iii) inhibits, at least temporarily, processing of the current 
interrupt when it is determined that the processing of 
the current interrupt would delay the processing of the 
non-interrupt task beyond the predetermined time. 

2. The interrupt manager of claim 1, wherein the circuitry 
determines whether the current interrupt can be processed 
without delaying the processing of the non-interrupt task 
beyond the predetermined time by determining whether a 
total number of interrupts including at least one of the 
current interrupt, a recently-performed interrupt and a pend 
ing interrupt would exceed a maximum number of inter 
rupts. 

3. The interrupt manager of claim 2, wherein the maxi 
mum number is associated with a time interval and repre 
Sents a maximum number of interrupts that can be per 
formed within the time interval. 

4. The interrupt manager of claim 3, wherein the total 
number of interrupts includes, in addition to the current 
interrupt, any interrupts that have been received and not yet 
processed. 

5. The interrupt manager of claim 3, wherein the total 
number of interrupts includes, in addition to the current 
interrupt, all interrupts that have been received Since a first 
time. 

6. The interrupt manager of claim 1, wherein the circuitry 
determines whether the current interrupt can be processed 
without delaying the processing of the non-interrupt task 
beyond the predetermined time by determining whether the 
processing of the current interrupt could be completed 
within an interrupt window. 

7. The interrupt manager of claim 6, wherein the interrupt 
window is refreshed upon expirations of window periods. 
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8. The interrupt manager of claim 1, wherein the circuitry 
determines whether the current interrupt can be processed 
without delaying the processing of the non-interrupt task 
beyond the predetermined time by determining whether the 
processing of the current interrupt could begin within an 
interrupt window. 

9. The interrupt manager of claim 1, wherein the circuitry 
inhibits the processing of the current interrupt by masking 
the current interrupt. 

10. The interrupt manager of claim 1, wherein the cir 
cuitry determines whether the current interrupt can be pro 
cessed without delaying the processing of the non-interrupt 
task beyond the predetermined time by comparing a first 
priority associated with the current interrupt with a Second 
priority of the non-interrupt task. 

11. The interrupt manager of claim 10, wherein the first 
priority is that of a proxy task generated in response to the 
receiving of the current interrupt based upon Scheduling data 
of a message causing the current interrupt. 

12. The interrupt manager of claim 1, wherein the cir 
cuitry temporarily inhibits the processing of the current 
interrupt by placing information relating to the current 
interrupt in a later position in a queue. 

13. The interrupt manager of claim 1, wherein the cir 
cuitry determines whether current interrupt can be processed 
without delaying the processing of the non-interrupt task 
beyond the predetermined time by determining whether at 
least one completion timing constraint associated with the 
non-interrupt task would be violated if the processing of the 
current interrupt occurred. 

14. A method of handling interrupts for use with a 
processor in a distributed control System, the method com 
prising: 

receiving a current interrupt Signal; 

determining whether processing of the current interrupt 
Signal would delay processing of a non-interrupt task 
beyond a predetermined time; and 

inhibiting, at least temporarily, the processing of the 
current interrupt signal when it is determined that the 
processing would delay the processing of the non 
interrupt task beyond the predetermined time. 

15. The method of claim 14, further comprising delaying 
the processing of the current interrupt signal to a later time 
if it is determined that the processing would delay the 
processing of the non-interrupt task beyond the predeter 
mined time. 

16. The method of claim 14, wherein the determining 
includes: 

comparing a total number of interrupt signals including at 
least the current interrupt signal with a maximum 
number of interrupt signals. 

17. The method of claim 14, wherein the determining 
includes determining whether at least one of the processing 
of the current interrupt signal can be begun within a current 
time window; and the processing of the current interrupt 
Signal can be completed within the current time window. 

18. The method of claim 14, wherein the inhibiting occurs 
by at least one of: (i) masking the current interrupt signal; 
and (ii) placing a task related to the current interrupt signal 
in a queue for later processing. 
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19. A method of Scheduling messages being transmitted 
on a network among Spatially-distributed control compo 
nents of a distributed control System, the method compris 
ing: 

receiving a message; 
receiving a relative timing constraint concerning the mes 

Sage, wherein the relative timing constraint is indica 
tive of an amount of time; and 

inserting the message into a queue at a location that is a 
function of the relative timing constraint. 

20. The method of claim 19, wherein the relative timing 
constraint is at least one of a completion timing constraint, 
a deadline period, and an execution period. 

21. The method of claim 19, wherein the location is also 
a function of a priority associated with the message and of 
an absolute timing constraint concerning the message. 

22. The method of claim 21, wherein the absolute timing 
constraint is a particular time. 

23. The method of claim 19, wherein the inserting of the 
message into the queue is governed by a message Scheduler 
implemented by a processor executing a portion of a dis 
tributed operating System providing respective portions of 
an overall completion timing constraint of a communication 
circuit to each of a plurality of application programs, the 
respective portions Setting respective deadlines for the appli 
cation programs. 

24. A method of coordinating a new control application 
program with other control application programs being 
performed on a distributed real-time operating System, 
wherein the distributed real-time operating System is for use 
with a control System having Spatially Separated control 
hardware resources, the method comprising: 

(a) receiving the new control application program; 
(b) identifying control hardware resources from a 

resource list matching control hardware resources 
required by the new control application program; 

(c) allocating portions of a constraint associated with the 
new control application program to each identified 
control hardware resource; and 

(d) determining whether the allocated portions of the 
constraint of the new control application program can 
be met while requirements of the other control appli 
cation programs also are met. 
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25. The method of claim 24, wherein the constraint is a 
completion timing constraint. 

26. The method of claim 24, further comprising: 
collecting Statistics regarding a usage of the control 

hardware resources as the new control application 
program and other control application programs are 
being performed; and 

optimizing the usage of the control hardware resources 
based at least in part upon the collected Statistics. 

27. A method of operating an application program on a 
distributed control System having a plurality of hardware 
resources, the method comprising: 

receiving high-level requirements concerning the appli 
cation program; 

determining low-level requirements based upon the high 
level requirements, 

allocating at least one of the high-level requirements and 
the low-level requirements among at least Some of the 
plurality of hardware resources, and 

operating the application program in accordance with the 
allocated requirements. 

28. The method of claim 27, 

wherein the high-level requirements include at least one 
of a hardware requirement, a completion-timing con 
Straint, a message size, an inter-arrival period, a need 
for remote System Services, and a type of priority, and 

wherein the low-level requirements include at least one of 
an amount of memory, a network bandwidth, and a 
processor bandwidth. 

29. The method of claim 27, wherein the allocating of the 
low-level requirements includes allocating the low-level 
requirements to both a primary hardware resource and an 
implicit hardware resource. 

30. The method of claim 27, further comprising: 
determining whether the allocated requirements are con 

Sistent with other allocated requirements associated 
with other application programs, prior to operating the 
application program. 


