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(57) Abstract: Apparatuses and methods for pipelined hashing are described herein. An example apparatus to perform a pipelined
hash function may include a first memory to store a first plurality of bucket records, a second memory to store a second plurality of
bucket records, and a hash circuit to receive a key and to perform a pipelined hash function using the key to provide a hash value.
The hash circuit further to select a first bucket record of the first plurality of bucket records from the first memory based on a first
subset of bits of the hash value. The hash circuit further to provide a location of a particular entry of an entry record of the plurality
of entry records based on contents of the first bucket record and a second subset of bits of the hash value.
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PIPELINED HASH TABLE WITH REDUCED COLLISIONS

CLAIM OF PRIORITY
16001} This patent application claims the benefit of priority to U8
Application Serial No. 15/088,726, filed April 1, 2016, which is incorporated by

reference herein in its entirety.

BACKGROUND
10002} Modern switching hardware supports complex packets that stack
multiple protocols such as multiprotocol label switching (MPLS), stacked virtual
local area network (VL AN), and internet protocol (IP)-in-1P. In order to process
a packet, hardware may classify each packet by comparing a key taken from the
packet to a table of flow entries. Virtualization, tunneling, OpenFlow, and
network address translation (NAT) applications may require a flow table of more
than 100K entries, each of which can be 64 or more bytes. Some protocols
requires that the classification process for a packet happen within a single clock
cycle, with low latency and low power consumption.
(6001} Some memory architectures, such as content-addressable memory
{(CAM) may include a deterministic table structure for low latency classification,
but may also consume much more power (e.g., ten times) and take up much more
area {e.g., four times or more}) than a random-access memory (RAM) of the same
size. In some examples, hash tables may be used in a RAM architecture because
of the limitations of a CAM architecture, but RAM architectures have limitations,
such as an inability to fill a RAM architecture to capacity {e.g., only up to 60%

capacity) due to collision and latency issues.

BRIEF DESCRIPTION OF THE DRAWINGS
10062] In the drawings, which are not necessarily drawn to scale, like numerals
may describe similar components in different views. Like numerals having

different letter suffixes may represent different instances of similar components.
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The drawings tlustrate generally, by way of example, but not by way of limitation,
various embodiments discussed in the present document.

10003] FIG. 1illustrates components of an apparatus including a pipelined hash
circuit in accordance with some embodiments.

10064] FIG. 2 dlustrates components of an apparatus including a pipelined hash
circuit in accordance with some embodiments.

10005]  FIG. 3 illustrates components of an exemplary implementation of a
pipelined hash circuit in accordance with some embodiments.

10066] FIG. 4 illustrates a method for performing a pipelined hash circuit
pperation in accordance with some embodiments.

18007} FIG. S illustrates a method for performing a pipelined hash circuit
operation in accordance with some embodiments.

[0008] FIG. 6 illustrates a method for generating a mask value for colliding hash
values in accordance with some embodiments.

180097 FIG. 7 illustrates components of network device including a pipelined

hash circuit in accordance with some embodiments.

DETAHLED DESCRIPTION

18610} Some network packet processing solutions have focused on using
various hash functions, such as d-left, cuckoo hash, binary search tree (BST)
functions, and dynamic perfect hashing. However, these functions all have some
combination of latency and collision issues that require a substantial CAM
architecture device to supplement a RAM architecture device, which may
dramatically increase the memory overhead, ¢ g, by 40% or more.

{6613} Described embodiments provide a way to use an entire capacity of a
RAM architecture device while avoiding the latency pitfalls of the previous
solutions. An ability to use the entire capacity of the RAM architecture device may
reduce the memory overhead to 196 orless. Further, because the memory overhead
may be approximately 1% or less, power consumption required to access a much
smaller overhead memory device in response to a miss may also be reduced.
8612} Embodiments provide control plane methods, systems, and devices to
perform pipelined hash table processing to determine a process flow for packet

rocessing. The pipelined hash table processing can be performed on data plane
& D
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components, which can include, by way of non-limiting example, Data Plane
Development Kit (DPDK) components, field programmable gate array (FPGA)
components, and switch components available from Tntel® of Santa Clara,
California, among other components. Methods in accordance with various
embodiments can coordinate utilization of these and other components in a
dynamic and flexible fashion based on user-defined and user-configured actions
to reduce or minimuize energy consumption or to enhance speed and performance.
In embodiments, a control plane can officad a simple fast packet-processing
pipeline from software-based switches or virtual switches to switch hardware,
while providing for more-complicated processing on the CPU-based software data
plane.

16613} FIG 1 illustrates components of an apparatus 100 for performing
pipelined hash function methods in accordance with some embodiments.
Hustration of the embodiments present just those components necessary for
appreciating the depicted embodiments, such that other components are
foreseeable without departing from the teachings herein.

[0614] The apparatus 100 may include a receiver 104 1o receive a packet and to
provide a process flow key KEY to a hash circuit 120 and a memory 3 150. The
hash circuit 120 may perform a pipelined hash function using the KEY to provide
a hash value, and may provide an entry pointer ENTRY PTR to indicate a location
of (e.g., an index value, a pointer value, a physical address value, logical address
value or some of means of identifying a particular location of the memory 2 140 )
an entry of an entry record of a plurality of entry records stored at a memory 2 140
based on the hash value and a plurality of bucket records stored at a memory 1
110, A output logic circuit 160 may process the entry {eg, the M2
KEY/ACTION) from the memory 2 140 and an output (e.g, the HIT
IND/ACTION) from an entry of an entry record of a plurality of entry records
stored at the memory 3 150 to provide an output hit indication HIT IND and an
output action ACTION at an output.

(0615} The receiver 104 may include circuitry to receive a packet and to
generate the KEY based on contents of the packet. The KEY may be used by the
apparatus 100 to determine a process flow for the packet. That 1s, each key may

be associated with an action used to process a packet. The KEY may be based on
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a source IP address, a destination 1P address, applications or protocols assoctated
with the packet, and other data included in the packet For complex packet
architectures, a number of process flows can be 100K or more. Accordingly, the
KEY may be large enough (e.g., 424 bits or more} to accommodate the large
nuruber of process flows.

10616} The hash circuit 120 may process the KEY to provide the ENTRY PTR
to indicate a location of {e.g., an index value, a pointer value, a physical address
value, logical address value or some of means of identifying a particular location
of the memory 2 140 ) an entry in a bucket of the memory 2 140. The hash circuit
120 may include a hash module 124 to perform a hash function on the KEY to
provide a hash value that may include two portions, e.g., a HASHI value {e.g, a
first subset of bits) and a HASH2 value (e.g., a second subset of bits). The HASH1
value may to indicate a location of {e.g., an index value, a pointer value, a physical
address value, logical address value or some of means of identifving a particular
location of the memory 1 110 } to a bucket record BR1 stored at the memory 1
110, The hash circuit 120 may further include bucket logic circuitry 128 that
processes the HASH?2 value and data stored in the BR1 to provide the ENTRY
PTR. In some examples, the hash value is 30 bits, with the HASH1 value having
14 bits and the HASHZ value having 16 bits, although embodiments are not
limited thereto.

10617} The memory 2 140 may provide a key and an action pair M2
KEY/ACTION stored in an entry of an entry record pointed to by the ENTRY
PTR to the output logic circuit 160. The memory 3 150 may receive the KEY from
the recetver 104 and may provide a hit indication (e.g., an indication as to whether
the memory 3 150 includes an entry record with a key that matches the KEY
received from the receiver 104} and action pair M3 HIT IND/ACTION. i no entry
record is jocated, the M3 HIT IND may indicate a miss and no action may be
provided by the memory 3 150. In some exarmples, the memory 1 110 and/or the
memory 2 140 may include RAM architectures, and the memory 3 150 may
include a CAM architecture.

10618] The output logic circuit 160 may include circuitry to receive the M3 HIT
IND/ACTION provided by the memory 3 150 and the M2 KEY/ACTION
provided by the memory 2 140, and may provide the HIT IND and the ACTION.

4
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The ACTION may define the process flow for the packet. The packet may be
processed by other circuitry (not shown} of the apparatus 100 based on the
ACTION.

10619} In operation, the receiver 104 may receive a packet. The packet may be
a complex packet that stacks multiple protocols, such as MPLS, stacked VLAN,
1P-in-IP, etc. It will be appreciated that use cases other than processing a packet
may be realized, and the apparatus 100 may be used in contents other than packet
processing. The receiver 104 may generate the KEY based on contents of the
packet, which may be used to determine a process flow for the packet. Due to
complexity and variety in packet construction, the number of potential process
flows to be evaluated tor a given packet can be 100K or more. The memory 2 140
and the memory 3 150 may store process flow entries in entry records for each
contemplated process tlow, and when a non existing process flow is detected (e.g,,
a miss), the entry records of the memory 2 140 and/or memory 3 150 may be
updated to reflect the new process flow. Rather than performing a time-
consuming, sequential comparison of keys stored at each entrv record of the
memory 2 140 with the KEY, the hash circuit 120 and the memory 1 110 may
perform a pipelined hash function using the KEY to indicate a location of (e.g., an
index value, a pointer value, a physical address value, logical address value or
some of means of identifying a particular location of the memory 2 140 ) a likely
matching entry in an entry record of the memory 2 140,

[6020] The idea behind hashing may be to distribute entries {e.g., Key/Action
pairs} across an array of entry records stored at a memory, such as the memory 2
140. Ideally, given a key, a hash function generates a bash value that is used to
provide a potnter to indicate a location of an entry record that includes the target
key/action pair. However, hashing often results in collisions where the distribution
of entrigs is not perfect because it is impractical or impossible to contemplate
every possible combination of bits in the key values. Therefore, a hash function
may generate the same hash value for two different keys, resulting in collisions.
In these instances, an entry record stored at a memory may include two or more
different entries. Further, 1t is often not known which entry record(s} will need to
include more than one entry, or how many entries each particular entry record will

need. One way to accommeodate the possibility of more than one entry per entry
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record is to allocate memory space for a predetermined number of entries for each
entry record, where the predetermined number is selected based on a likely
maximum number of entries necessary for a given entry record. However, because
many of the entry records will use less or far less than the predetermined number,
a large amount of memory may go unused.

16621} The combination of the memory 1 110 and the hash circuit 120 may
provide or allow a method for unigue identification and a pointer to a particular
entry of a bucket record stored at the memory 2 140 based on the key in a single
clock cycle {e.g., hence the hash function 15 pipelined to operate once a clock
cycle). Further, for each received key value, the memory 1 110 and the memory 2
140 are each only accessed (e g, read) one time (e.g., a single lookup per received
key value). The combination of the memory 1 110 and the hash circuit 120 may
also allow efficient use of the memory 2 140 such that each entry record is only
allocated memory for entries actually stored, rather than allocation based on a
number of possible entries. That is, if an entry record stored at the memory 2 140
has only stored three entries of the possible 32 entries, the three entries may be
stored sequentially and the next entry record may begin immediately after the last
of the three entries.

16622} The hash module 124 may perform a hash function on the KEY to
provide the HASH1 and HASH?Z values. The HASHI value may be provided to
the memory 1 110 to retrieve the BR1 from the memory 1 110. The BR1 may
include three fields that may be used, along with the HASHZ value, to provide the
ENTRY PTR to the memory 2 140. The first field may include a bucket pointer.
The bucket pointer may identify a starting address location of a first entry of an
entry record of the memory 2 140 that holds the entry corresponding to the KEY.
[0023] The second field may include a mask field. The mask field may identity
which of the possible entries for the entry record of the memory 2 140 are currently
stored in the memory 2 140 For example, it may be possible store up to 32 entries
for an entry record of the memory 2 140, but only a subset of those entries are
actually used (e.g., by way of example, the 2% 4% and 30" entries may actually
be used). The mask field may be a set of bits equal to a number of possible
allocated entries {e.g., 32 bits, in the example), with only the bits set for the entries

that are actually stored (e.g, bits 2, 4, and 30, in the example} in the entry record

)
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at the memory 2 140,

10024} The third field may include a select field. The select field may include a
set of values (e.g., select values) that identify a subset of individual bits of the
HASH2 value that can be used to uniquely identify which entry of the entry record
record stored at the memory 2 140 is assoctated with the key. The order of the
entries and the particular select values may be determined algorithmically to pick
a subset of the HASH?2 bits that yield a ditferent aggregated value for each entry
of an entry record.

8625} To determine the ENTRY PTR, the bucket logic circuitry 128 may first
apply the select values to the HASH?2 value to provide an ENT SEL value. The
ENT SEL value may identify a particular entry of the entry record stored at the
memory 2 140 that is associated with the key. The sumber of bits in the ENT _SEL
value may be based on a count of possible entries for a given entry record. For
example, if an entry record may tnclude up to 32 entries, the ENT SEL value may
include at least five bits selected from the HASH2 value based on the select values
from the BR1. The hash circuit 120 may then determine how many of the possible
previous entries {e.g., sequentially before the particular entry identified using
ENT _SEL value) of the entry record are actually stored with the entry record at
the memory 2 140, In the example, if the particular entry identified by the
ENT _SEL is the 30" entry, and the only other entries actually stored in the entry
record are the second and the fourth entries, then there are only two previous
entries. Finally, the hash circuit 120 may add the count of the previous entries
stored multiplied by an entry size of each entry to the bucket pointer to provide
the ENTRY PTR.

10026] At an output, the memory 2 140 may provide the M2 KEY/ACTION to
the output logic circuit 160 selected based on the ENTRY PTR. Sometimes the
use of hash functions can result is situations where it is impossible to differentiate
between collisions {e.g, to distinguish between two keys based on the hash
values). In other examples, an entry record may fill up bevond the allocated
number of eniries {e.g, more than 32 entries, in the example discussed above).
For these special cases, the memory 3 150 may store a key and action pairs as
entry records to supplement the entry records stored at the memory 2 140, In

parallel with provision of the M2 KEY/ACION from the memory 2 140, the

7



WO 2017/172183 PCT/US2017/019931

W

10

15

25

30

memory 3 150 may compare the KEY to entries stored at the memory 3 150, and
may provide the M3 HIT IND/ACTION to the output logic circuit 160 based on
the comparison. For example, if there 15 a hit, the M3 HIT IND will indicate the
hit, and the corresponding ACTION may be provided. If the comparison results in
a miss {e.g., no key stored at the memory 3 150 matches the KEY), the M3 HIT
IND indicates a miss and no ACTION may be provided.

10027} The output logic circuit 160 may provide the HIT IND and the ACTION
based on the cutputs received from the memory 2 140 and the memory 3 150 In
an example, a hit froro the M3 takes priority over a key match from the muemory
2 140. For example, if M3 HIT IND from the memory 3 150 indicates a hit, the
output logic circuit 160 may provide the M3 ACTION as the ACTION at an
output, regardless of the M2 KEY/ACTION from the memory 2 140. If the M3
HIT IND indicates a miss, then the output logic circuit 160 may compare the M2
KEY to the KEY, and if a hit (e.g., a maich) is detected, the output logic circuit
160 may provide indicate a hit via the HIT IND and may provide the M2 ACTION
as the ACTION. I no hit ts detected, the HIT IND may indicate a miss, and no
action provided at the as the ACTION. The apparatus 100 may process the packet
based on the ACTION provided from the output logic cireuit 160,

10628} By allocating only a required amount of memory for each entry record
in the memory 2 140, 100% of the memory 2 140 may be available for use, as
compared with conventional solutions that set aside possible use for each entry
record and therefore only have use of 60% or less of available memory. Because
100% of the memory 2 140 is available for use, more entries may be stored at the
mermory 2 140, which may result 1o a reduction in the size of the memory 3 150
as compared with a design where only 60% of a RAM device is available for use.
Further, use of the memory 1 110 and the hash circuit 120 may provide an efficient
means uniquely identifying and providing an indication of a location of an entry
of a entry record of the memory 2 140 within a single clock cycle using a single
hash function and a small amount of overhead memory in the memory 1 110,
Combined, the memory 1 110 and the memory 3 150 may be less than 1% of the
total memory of the merory 2 140, Tn an embodiment, the memory 2 140 may be
8 megabytes (MB), the memory 3 150 may be 2 kilobytes (KB) and the memory

1 110 may be 144 KB.
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10029 FIG. 2 illusirates components of an apparatus 200 for performing
pipelined hash function methods, including a specific implementation of bucket
logic circuitry 228 in accordance with some embodiments. IHustration of the
embodiments present just those components necessary for appreciating the
depicted embodiments, such that other components are foreseeable without
departing from the teachings herein.

10030] The apparatus 200 may receive a process flow key KEY at a hash circuit
220 and a memory 3 250. The hash circuit 220 may perform a pipelined hash
function using the KEY to provide a hash value, and may provide an entry pointer
to indicate a location of {e.g., an index value, a pointer value, a physical address
value, logical address value or some of means of identifying a particular location
of the memory 2 140 } an entry of an entry record in a memory 2 240 based on the
hash value and bucket records stored at a memory 1 210, An output logic circuit
260 may process the entry from the memory 2 240 and an output of the memory
3 250 to provide an output hit indication HIT IND and an output action ACTION
at an output. The hash circuit 120 of FIG. 1 may include the hash circuit 220, the
memory T 110 of FIG. 1 may include the memory 1 210, the memory 2 140 of
FIG. 1 may include the memory 2 240, the memory 3 150 of FIG. 1 may include
the memory 3 250, the output logic circuit 160 of FIG. 1 may include the output
logic circuit 260, or combinations thereof.

{0631} The hash circuit 220 may process the KEY to provide the ENTRY PTR
to indicate a location {e.g., an index value, a pointer value, a physical address
value, logical address value or some of means of identifying a particular location
of the memory 2 140) of an entry in a bucket of the memory 2 240. The hash
circuit 220 may include a hash module 224 to perform a hash function on the KEY
to provide a hash value that may include two portions, e g, a HASHI value and a
HASHZ value. The HASH]1 value may indicate a location {e.g., an index value, a
pointer value, a physical address value, logical address value or some of means of
identifying a particular location of the memory 2 140) of a bucket record BR1
stored at the memory 1 210. The BR1 may include three fields: a select field
BR1.SEL that includes a set of values {(e.g., select values) identifying a subset of
individual bits of the HASH?2 value that can be used to uniquely identify which

entry of the entry record stored at the roemory 2 240 15 associated with the key; a

9
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mask field BR1 MSK to identify which of the possible entries for the entry record
of the memory 2 240 are currently stored in the memory 2 240; and a bucket
pointer BR1.PRT field to indicate a location (e g., an index value, a pointer value,
a physical address value, logical address value or some of means of identifying a
particular location of the memory 2 140} of a starting address of the entry record
at the memory 2 240.

16632} The hash circuit 220 may further include bucket logic circuitry 228 that
processes the HASH?2 value and data stored in the BR1 to provide the ENTRY
PTR. In some exaraples, the hash value 1s 30 bits, with the HASHI1 value having
14 bits and the HASHZ value having 16 bits. The bucket logic circuitry 228 may
include an entry selection module 232 to provide an entry select value ENT SEL
that identifies a particular entry of a corresponding entry record based on the
BR1.SEL field values. The ENT SEL value may be based on individual bits
selected from the HASHZ value based on the BRI.SEL. For example, the
BRI1.SEL may include m+1 select values. The entry selection module 232 may
iteratively select a bit of the HASHZ value that corresponding to each of the m+]
select values to provide the ENT _SEL value.

100337 The bucket logic circuitry 228 may further include a previous entry
identifier 234 configured to determine which or the possible entries of the entry
record sequentially betore the ENT SEL entry are actually stored at the memory
2 240 using the BR1.MSK. The BR1.MSK values may include a bit for each
possible entry, with the bits for entries that are actually stored at the memory 2
240 being set. The previous entry identifier 234 may cycle through each bit of the
BR1I.MSK and set a corresponding bit of a previous array PREV to a 1 when the
BR 1 MSK bit is set and the count (h} is less than the ENT SEL.

[0034] The bucket logic circuitry 228 may further include a previous entry
identifier 234 configured to provide the entry pointer based on the BR1.PTR and
the PREV array. The BR1 PTS may include a starting address of a target bucket
record stored at the memory 2 240. The previous entry identifier 234 may add a
count of set bits multiplied by an entry size to the BR1 . PTR address to provide the
ENTRY PTR having a value that provides the indication of the location of a target
entry of the entry record.

16635} The memory 2 240 may provide, to the output logic circuit 260, a key

10
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M2 KEY and an action M2 ACTION pair stored in the target entry of the entry
record pointed to by the ENTRY PTR. The memory 3 250 may receive the KEY
and may provide a hit indication M3 HIT IND (e.g., av indication as to whether
the memory 3 250 includes an entry record with a key that matches the KEY
received from the 204) and action M3 ACTION pair. If no entry record is located,
the M3 HIT IND may indicate a miss and no action may be provided by the
memory 3 250, In some examples, the memory 1 210 and/or the memory 2 240
may include RAM architectures, and the memory 3 250 may include a CAM
architecture.

[0836] The output logic circuit 260 may include circuitry to receive the M3 HIT
IND and M3 ACTUON provided by the memory 3 250 and the M2 KEY and M2
ACTION provided by the memory 2 240, and may provide the HIT IND and the
ACTION. The ACTION may define the process flow for the packet. The output
fogte circuit 260 may include a comparator 262 configured to compare the KEY
and the M2 KEY and provide a hit indication to an OR logic gate 264 The OR
logic gate 264 may further receive the M3 HIT IND from the memory 3 250, and
may provide the HIT IND having a value based on OR logic between the hit
indication from the comparator 262 and the M3 HIT IND. The cutput logic circuit
260 may further include a multiplexer 266 to receive the M3 ACTION and the M2
ACTION. The multiplexer 266 may provide one of the M3 ACTION or the M2
ACTION as the ACTION based on the M3 HIT IIND received from the memory
3 250. The packet may be processed by other circuitry (not shown) of the
apparatus 200 based on the ACTION.

10037} In operation, the apparatus 200 may provide the KEY, which may be
generated based on contents of a received packet to the hash circuit 220 and the
memory 3 250. It will be appreciated that use cases other than processing a packet
may be realized, and the apparatus 100 may be used in contents other than packet
processing. The KEY may be used to determine a process flow for the received
packet. Due to complexity and variety in packet construction, the number of
potential process flows to be evaluated for a given packet can be 100K or more.
The memory 2 240 and the memory 3 250 may store process flow entries in entry
record for known process tlows, and when no existing process tlow is detected

{e.g., a miss), the entry record of the memory 2 240 and/or memory 3 250 may be
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updated to reflect the new process flow. Rather than performing a time-
consuming, sequential comparison of keys stored at each entry record of the
memory 2 240 with the KEY, the hash circuit 220 and the memory 1 210 may
perform a pipelined hash function using the KEY to indicate a location (e.g., an
index value, a pointer value, a physical address value, logical address value or
some of means of identifying a particular location of the memory 2 140} of a likely
matching entry in an entry record of the memory 2 240,

{6038} The combination of the memory 1 210 and the hash circuit 220 may
provide or enable a method for unique identification and a pointer to a particular
entry of an entry record stored at the memory 2 240 based on the key. The
combination of the memory 1 210 and the hash circuit 220 may also allow efficient
use of the memory 2 240 such that each bucket record is only allocated memory
for entries actually stored, rather than allocation based on a number of possible
entries. That is, it an entry record stored at the memory 2 240 has only stored three
entries of the possible 32 entries, the three entries may be stored sequentially and
the next entry record may begin immediately atter the last of the three entries.
[0639] The hash module 224 may perform a hash function on the KEY to
provide the HASH1 and HASH?2 values. The HASH]1 value may be provided to
the memory 1 210 to retrieve the BR1 from the memory 1 210

18640} To determine the ENTRY PTR, the entry selection module 232 may
iteratively apply the select values to the HASHZ value to provide an ENT SEL
value. The ENT SEL value may identify a particular entry of the entry record
stored at the memory 2 240 that is associated with the key. The number of bits
m+1 in the ENT SEL value may be based on a count of possible entries for a
given entry record. For example, if an entry record may include up to 32 entries,
m+1 may be equal to or greater than five.

10041} The previous entry identifier 234 may then determine which of the
possible sequentially previous entries (e.g., sequentially before the particular entry
identified using ENT _SEL value) of the entry record are actually stored with the
entry record at the memory 2 240 based on the BRI MSK field to provide the
PREV array. The BR1.MSK may include n+1 bits, which is set based on a number
of possible entries to be stored at a given entry record. For example, if an entry

record is designed for 32 entries, then n+1 roay be equal to 32, In the example, if
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the particular entry identified by the ENT_SEL is the 30 entry, and the only other
entries actually stored in the entry record are the second and the fourth entries,
then there are only two previous entries, and only the second and the fourth bits
are set in the PREV array. The previous entry identifier 234 may then add the
count of set bits 1n the PREV array multiplied by an entry size ENTRY SIZE
(e.g., number of bits per entry) to the BR1 PTR to provide the ENTRY PTR.
10042] At an output, the memory 2 240 may provide the M2 KEY and M2
ACTION to the output logic circuit 260 selected based on the ENTRY PTR.
Sometimes the use of hash functions can result is situations where it 13 timpossible
to differentiate between collisions (e.g., to distinguish between two keys based on
the hash values). In other examples, an entry record may fill up beyond the
allocated number of entries (e.g., more than 32 entries, in the example discussed
above). For these special cases, the memory 3 250 may store a key and action pairs
to supplement the entry record stored at the memory 2 240, In parallel with
provision of the M2 KEY and M2 ACION from the memory 2 240, the memory
3 250 may compare the KEY to entries stored at the memory 3 250, and may
provide the M3 HIT IND and corresponding M3 ACTION to the cutput logic
circuit 260 based on the comparison. For example, if there is a hit, the M3 HIT
IND will indicate the hit, and the corresponding M3 ACTION may be provided to
the output logic circuit 260. If the comparison results 1o a muss {e.g., no key stored
at the memory 3 250 matches the KEY), the M3 HIT IND indicates a miss and no
M3 ACTION may be provided.

10043} The cutput logic circuit 260 may provide the HIT IND and the ACTION
based on the outputs recetved fror the memory 2 240 and the memory 3 250. Due
to the collision issues previously discussed, the entry pointed to by the ENTRY
PTR may not necessarily be the proper entry associated with the KEY. Thus, the
comparator 262 may compare the KEY to the M2 KEY to determine if a hit is
indicated (e g, whether the two keys match), and provide a result of the
comparison to the OR logic gate 264. The OR logic gate 264 may provide set the
HIT IND to indicate a hit if either the M3 HIT IND or the output of the comparator
262 indicate a hit. Otherwise, the OR logic gate 264 may set the HIT IND to
indicate a miss. The output logic circuit 260 may turther include a multiplexer 266

to receive the M3 ACTION and the M2 ACTION. The multiplexer 266 may
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provide one of the M3 ACTION or the M2 ACTION as the ACTION based on the
M3 HIT IND received from the memory 3 250. In an example, a hit from the M3
may take priority over a key match from the memory 2 240. Thus, for example, if
M3 HIT IND from the memory 3 250 indicates a hit, the output logic circuit 260
may provide the M3 ACTION as the ACTION at an output, regardless of the M2
KEY/ACTION from the memory 2 240. Otherwise, the multiplexer 266 may
provide the M2 ACTION at an output. The apparatus 200 may process the packet
based on the ACTION provided from the output logic circuit 260.

10044] By allocating only a required amount of memory tor each entry record
in the memory 2 240, 100% of the memory 2 240 may be available for use, as
compared with conventional solutions that set aside possible use for each entry
record and therefore only have use of 60% or less of available memory. Because
100% of the memory 2 240 is available for use, more entries may be stored at the
memory 2 240, which may result in a reduction in the size of the memory 3 250
as compared with a design where only 60% of a RAM device is available for use.
Further, use of the memory 1 210 and the hash circuit 220 may provide an efficient
means uniquely identifying and providing an indication of a location of an entry
of an entry record of the memory 2 240 within a single clock cycle using a single
hash function and a small amount of overhead memory in the memory 1 210.
Combined, the memory 1 210 and the memory 3 250 may be less than 1% of the
total memory of the memory 2 240. In an embodiment, the memory 2 140 may be
8 megabytes (MB), the memory 3 250 may be 2 kilobytes (KB) and the memory
1 210 may be 144 KB.

16645} FIG. 3 dlustrates an apparatus 300 that includes an example
implementation of a pipelined hash function methods in accordance with some
embodiments, such as embodiments of FIGs | and 2. Hlustration of the
embodiments present just those components necessary for appreciating the
depicted embodiments, such that other components are foreseeable without
departing from the teachings herein.

10646} The apparatus 300 may receive a process flow key KEY at a hash module
324. The hash module 324 may perform a hash function on the received key to
provide a HASHI value having a value of 21 and a HASHZ value having a value

of 0x341e The HASHI value of 21 may indicate a location {(e.g., an index value,
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a pointer value, a physical address value, logical address value or some of means
of identifying a particular location of the memory 2 140) of bucket record 21 of
the memory 1 310, The bucket record 21 may include a BR1.PTR field having a
value of 10, a BR1.SEL field having a value of' 4, 3, 2, 1, and 0, and a BR1 MSK
having bits 1, 3, and 30 set. The entry selection module 332 may select bits from
the HASH?2 value to generate the ENT SEL. In this particular example, the bits
of the HASHZ value that are selected are bits 0 to 4. Thus, the ENT _SEL has a
value of Oxle (e.g., 30). Thus, the ENT SEL identifies the 30" entry as the target
entry. Bucketlogic (e.g, the entry pointer generator 236 of FIG. 2) may then count
the number of set bits in the mask before the 30' bit, which is 2 in this example
(e.g., bits 1 and 3} and add the count multiplied by an entry size of an entry in the
memory 2 340 to the BR1.PTR to indicate a location of entry 12, Entry 12 may
provide the KEY4 to the comparator 362, The comparator 362 may compare the
KEY4 with the KEY to provide a hit indication HIT IND. The memory 1 310 may
be included in the memory 1 110 of FIG. 1 and/or the memory 1 210 of FIG. 2.
The memory 2 340 may be included tn the memory 2 140 of FIG. 1 and/or the
memory 2 240 of FIG. 2. The hash module 324 may be included in the hash
module 124 of FIG. 1 and/or the hash module 224 of FIG. 2. The comparator 362
may be included in the output logic circuit 160 of FIG. 1 and/or the comparator
262 of FIG. 2. FIG. 3 is an illustration of a specific example of a pipelined hash
function. It is appreciated that other values, field lengths, and configurations are
contemplated.

18647} FIG 4 illustrates a method 400 for performing a pipelined hash function
in accordance with some embodiments. The method 400 implemented as
executable instructions represented by one or more modules or circuitry or circuits
may be executed by one or more hardware processor(s) from a non-transitory
machine-readable storage medium. In an embodiment, the executable instructions
representing the pipelined hash function is stored in a non-transitory machine-
readable storage medium that when executed by one or more computing devices
performs the method 400 processing. The method 400 may be implemented in the
apparatus 100 of FIG. 1, the apparatus 200 of FIG. 2, the apparatus 300 of FIG. 3,
or combinations thereof.

[6648] The method 400 may include receiving a key associated with a packet ,
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at 410. The key may be received at a hash circuit, such as the hash circuit 120 of
FIG. 1, the hash circuit 220 of FIG. 2, the hash module 324 of FIG3, or
combinations thereof. The key may be generated by a receiver circuit, such as the
receiver 104 of FIG. 1.

8649} The method 400 may further include performing a hash function using
the key to provide a first hash value and a second hash value, at 420. The hash
function may be performed by a hash module, such as the hash module 124 of
FIG. 1, the hash module 224 of FIG. 2, the hash module 324 of FIG. 3, or
combinations thereof.

180650] The method 400 may further include selecting a first bucket record of a
first plurality of bucket records based on the first hash value, at 430, The first
bucket record may be stored at a memory, such as the memory 1 110 of FIG. 1,
the memory 1 210 of FIG. 2, the memory 1 310 of FIG. 3, or combinations thereof.
18651} The method 400 may further include providing an indication of a
location of a particular entry of an entry record of a plurality of entry records based
on contents of the first bucket record and the second hash value, at 440. The entry
record may be stored at a memory, such as the memory 2 140 of FIG. 1, the
memory 2 240 of FIG. 2, the memory 2 340 of FIG. 3, or combinations thereof.
186527 In some examples, providing an indication of a location of a particular
entry of the entry record of the plurality of entry records may include selecting an
individual bit of the second hash value corresponding to each of a plurality of
select values included in the first bucket record to provide an entry select value.
Selection of the individual bit of the second hash value corresponding to each of
the plurality of select values included in the first bucket record to provide the entry
select value may be performed by an entry selection module, such as the eniry
selection module 232 of FIG. 2. The method 400 may further include identifving,
up to a bit corresponding to the bucket hash value, which bits of a mask field of
the first bucket record have high logical value to provide a previous set array.
Identifying which bits of a mask field of the first bucket record have high logical
value to provide a previous set array may be performed by a previous entry
wdentifier, such as the previous entry 1dentifier 234 of FIG. 2.

18053} The method 400 may further include identitying the particular entry by

adding a count of set values 1o the previous set array multiphied by an entry size
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to a bucket pointer of the first bucket record. Adding the count of set values in the
previous set array multiplied by the entry size to the bucket pointer of the first
bucket record may be performed by an entry pointer generator, such as the
previous entry identifier 234 of FIG. 2. The method 400 may further include
providing a hit indication in response to a hit associated with an entry of a second
plurality of entry records or a match between a key value stored at the particular
entry of the entry record and the key. The entry of the second plurality of entry
records may be stored at a memory, such as the memory 3 150 of FIG. 1 and/or
the memory 3 250 of FIG. 2. The hit indication may be provided from an output
logic circuit, such as the output logic circuit 160 of FIG. 1 and/or the output logic
circuit 260 of FIG. 2.

10654] FIG. 5 illustrates a method 500 for performing a pipelined hash function
in accordance with some embodiments. The method SO0 implemented as
executable instructions represented by one or more software modules and
executed by one or more hardware processor(s) from a non-transitory machine-
readable storage medium. In an embodiment, the executable instructions
representing the pipelined hash function is stored in a non-transitory machine-
readable storage medium that when executed by one or more computing devices
performs the method 500 processing. The method 500 may be implemented in the
apparatus 100 of FIG. 1, the apparatus 200 of FIG. 2, the apparatus 300 of FIG. 3,
or combinations thereof.

10085] The method 500 may include performing a hash function on a key to
generate a hash value, at 510. The key may be received at a hash circuit, such as
the hash circuit 120 of FIG. 1, the hash circuit 220 of FIG. 2, the hash module 324
of FI(3 .3, or combinations thereof. The key may be generated by a recetver circuit,
such as the receiver 104 of FIG. 1. The hash function may be performed by a hash
module, such as the hash module 124 of FIG. 1, the hash module 224 of FIG. 2,
the hash module 324 of FIG. 3, or combinations thereof.

[0656] The method 500 may further include, after performing the hash function
to generate the hash value, providing a peinter to an entry of a particular entry
record stored at a first memory based on the hash value and a bucket record stored
at a second memory, at 520, Provision of the pointer to an entry of a particular

bucket record stored at the first memory based on the hash value and the bucket
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record stored at the second memory may be performed by bucket logic, such as
the hash circuit 120 of FIG. | and/or the hash circuit 220 of FIG. 2. The first
mermory may include the memory 2 140 of Figure 1, the memory 2 240 of Figure
2, the memory 2 340 of Figure 3, or combinations thereof. The second memory
may include the memory 1 110 of Figure 1, the memory 1 210 of Figure 2, the
memory | 310 of Figure 3, or combinations thereof. Provision of the pointer to an
entry of a particular entry record stored at the first memory may include retrieving
the entry record from the second memory based on a first subset of bits of the hash
value, and providing a pointer to the particular entry of the entry record based on
information included in the bucket record and a second subset of bits of the hash
value.

10657} The method 500 may further providing a hit indication in response to a
match between a key value stored at the entry of the particular bucket record and
the key, at 530. The hit indication may be provided by a comparator, such as the
comparator 262 of Figure 2 and/or the comparator 362 of Figure 3. The method
500 may further include comparing the kev value stored at the entry of the
particular bucket record with the key. The entry record may be stored at a memory,
such as the memory 1 110 of FIG. 1, the memory 1 210 of FIG. 2, the memory 1
310 of FIG. 3, or combinations thereof. The method 500 may further include
providing the hit indication responsive to a hit detected between the key and an
entry of a second entry record stored at a third memory. The third memory may
include the memory 3 150 of Figure 1 and/or the memory 3 250 of Figure 2.
10658} The method 500 may further include providing an action stored at the
particular entry of the bucket record, at 540. The action may be provided by an
output logic circuit, such as the output logic circuit 160 of FIG. 1 and/or the output
logic circuit 260 of FIG. 2. The method 500 may further include providing an
action stored at the entry of the third bucket record based on a hit detected between
the key and the entry of the third bucket record.

16659}  FIG. 6 illustrates a method 600 for generating a mask value for colliding
hash values in accordance with some embodiments. The method 600 implemented
as executable instructions represented by one or more software modules and
executed by one or more hardware processor(s) from a non-transitory machine-

readable storage medium. In an embodiment, the executable instructions
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representing the mask generator is stored in a non-transitory machine-readable
storage medium that when executed by one or more computing devices performs
the method 600 processing. The method 600 may be provide the mask field used
in the apparatus 100 of FIG. 1, the apparatus 200 of FIG. 2, the apparatus 300 of
FIG. 3, the mask field used in the methods 400 and/or 500, or combinations
thereof.

10060] The method 600 may include generating a list of mask values, at 610.
Each mask value of the list of mask values may include a predetermined number
of bits. The predetermined number of bits set may be based on a total count of bits
inn a hash value of the set of hash values. For example, if the number of bits is 16,
the count of bits in the mask value may be 5 bits. In some examples, the number
of bits in the mask value may be equal to a count of values in the BR1.SEL field
of Figures 1-3. In some examples, generating the list of mask values may include
randomizing a set of mask values to provide the list of mask values.

18061} The method 600 may further include receiving a set of hash values, at
620. In an example, the set of hash values may include the set of HASH2 values
that correspond to HASHI values that collided into a single bucket record of
Figures 1-3.

18662} The method 600 may further include determining a respective count of
collisions for a mask value of the list of mask values using the set of hash values,
at 630. The method 600 may further include selecting a mask value from the list
of mask values having a fewest respective count of collisions, at 640, In some
examples, the method 600 may include, responsive to a determination that the
respective count of collisions for the mask value of the list of mask values 1s equal
to zero, selecting the mask value. That is, if no collisions are detected, the method
600 may end. In some examples, the method 600 may include, responsive to a
determination that the respective count of collisions for the mask value of the list
of mask values 15 a non-zero number, determining a respective count of collisions
for a next mask value of the list of mask values using the set of hash values. The
method 600 may continue to cycle through the list of the mask values until a zero
collisions are detected for a mask value, or the list has been exhausted.

18063} In some examples, determining the respective count of collisions for the

mask value of the hist of mask values using the set of hash values may nclude
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applying the mask value to a first hash value of the set of hash values to generate
a first value and applying the mask value to a second hash value of the set of hash
values to generate a second value. The first value may be compared to the second
value, and responsive to the first value matching the second value, the respective
count of collisions for the mask value may be incremented.
18664} FIG. 7 is a block diagram of a network device 700 according to some
embodiments. The network device 700 includes a communication port 710 that
may be used to exchange information packets with other devices. Note that more
than one communication port 710 may be associated with the network device 700,
The network device 700 also includes a controlier 720. The controlier 720 may
comprise one or more processor units, for example, a control plane processor, that
performs control and system management functions as well as executing real-time
applications. The network device 700 further includes a packet forwarding engine
30 that may be used to determine routing information based on an information
packet’s associated destination address. The packet forwarding engine 730 may
also facilitate flow categorization, congestion management, and set queuing
priorities.
10065] The packet forwarding engine 730 may also access a hashing unit 250,
such as a hash circuit 750 that supports a pipelined hash function and a memory
740. The hash circuit may 1mplement the hash circuit 120 of Figure 1, the hash
circutt 220 of Figure 2, the hash module 324 of Figure 3, or combinations thereof.
Further, the hash module 324, in combination with the controlier 720 and the
memory 740, may perform the method 400, the method 500, the method 600, or
combinations thereof The memory 740 may include the memory 1 110, the
memory 2 140, and/or the memory 3 150 of Figure 1, the memory 1 210, the
memory 2 240, and/or the memory 3 250 of Figure 2, the memory | 310 and/or
the memory 2 340 of Figure 3, or combinations thereof. Although a particular
network device 700 is tllustrated in FIG. 7, according to other embodiments, the
network device 700 may include fewer and/ or different components.
16666} Examples, as described herein, may include, or may operate on, logic or
a number of components, modules, circuitry or circuits, or mechanisms. Modules
are tangible entities (e.g., hardware} capable of performing specitied operations

and may be configured or arranged in a certain manner. In an exarmple, circuits
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may be arranged (e.g., internally or with respect to external entities such as other
circuits) in a specified manner as a module. In an example, the software may reside
on at least one machine-readable medium

18667} The terms “module” and circuitry/circuits are understood to encompass
a tangible entity, be that an entity that is physically counstructed, specifically
configured (e.g., hardwired), or temporarily (e.g., transitorily} configured {e.g.,
programmed) to operate in a specified manner or to perform at least part of any
operation described herein. Considering examples in which modules or
circuits/circuitry are temporarily configured, a module or a circuit/circuitry need
not be instantiated at any one moment in time. For example, where the modules
or circuits/circuitry comprise a general-purpose hardware processor configured
using software; the general-purpose hardware processor may be configured as
respective different modules or circuits/circuitry at different times. Software may
accordingly configure a bardware processor, for example, to constitute a particular
module or circuit at one instance of time and to constitute a different module or
circutt at a different instance of time. The terms “application, process, or service,”
or variants thereof, is used expansively herein to include routines, program
modules, programs, components, circuits/circuitry, and the like, and may be
implemented on various system configurations, including single-processor or
multiprocessor systems, microprocessor-based electronics, single-core or multi-
core systems, combinations thereof, and the like. Thus, the terms “application,
process, or service” may be used to refer to an embodiment of software or to
hardware arranged to perform at least part of any operation described herein.
16668] While a machine-readable medium may include a single medium, the
term "machine-readable medium” may inchude a single medium or multiple media
{e.g., a centralized or distributed database, and/or associated caches and servers).

Additional Notes & Examples:

18069} Example | includes subject matter (such as a device, apparatus, network
device, or machine} to perform a pipelined hash function comprising: a first
memory to store a plurality of bucket records, a second memory to store a plurality
of entry records; and a hash circuit to receive a key and to perform a pipelined
hash function using the key to provide a hash value, the hash circuit further to

select a first bucket record of the plurality of bucket records trom the first memory
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based on a first subset of bits of the hash value, the hash circuit further to provide
an indication of a location of a particular entry of an entry record of the plurality
of entry records based on contents of the first bucket record and a second subset
of bits of the hash value.

10676] In Example 2, the subject matter of Example 1 may include, wherein the
hash circuit comprises bucket logic circuitry to generate an entry pointer based on
the first hash bucket record and the second subset of bits of the hash value, wherein
the entry pointer provides the indication of the location of the particular entry of
the entry record.

18671} In Example 3, the subject matter of any one of Examples 1 to 2 may
include, wherein the first bucket record comprises a select field that includes a
plurality of select values, wherein the bucket logic circuitry includes an entry
selection module to select an individual bit of the second subset of bits of the hash
value corresponding to each of the plurality of select values to provide an entry
select value.

16672} In Example 4, the subject matter of any one of Examples 1 to 3 may
include, wherein the first bucket record comprises a mask field to identify one or
more entries currently stored in the entry record, wherein the bucket logic circuitry
further includes a previous array identifier to identify which of the mask field bits
less than the entry select value have high logical value to provide a previous set
array.

18673} In Example S, the subject matter of any one of Examples 1 to 4 may
include, wherein the first bucket record comprises bucket pointer field to indicate
a location of a first entry of the entry record, wherein the bucket logic circuitry
further includes an entry pointer generator to tdentify the particular entry of the
one or more entries of the entry record by adding a count of high logical values in
the previous set array multiplied by an entry size to the bucket pointer to provide
the entry pointer.

[6674] In Example 6, the subject matter of any one of Examples 1 to 5 may
include, a third memory to store a third plurality of bucket records.

8675} In Example 7, the subject matter of any one of Examples 1 to 6 may
include, wherein the first memory and the second memory are each random-access

mermories and the third memory is content-addressable memory.
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186767 1In Example 8, the subject maiter of any one of Examples 1 to 7 may
include, an output logic circuit to provide a hit indication in response to a hit in an
entry of a bucket record of the third plurality of bucket records or in response to a
match between the key and a key value stored in the particular entry of the entry
record.

18677} 1In Example 9, the subject matter of any one of Examples 1 to 8 may
include, wherein the output logic circuit further to provide an output action stored
in an entry of a bucket record of the third plurality of bucket records responsive to
a hit associated with the entry of the bucket record of the third plurality of bucket
records, the output logic circuit further to provide an output action stored in the
particular entry of the entry record responsive a miss associated with the entry of
the bucket record of the third plurality of bucket records.

16678} In Example 10, the subject matter of any one of Examples 1 to 9 may
include, a receiving circuit fo receive a packet and to generate the key based on
data in the packet.

166797 Example 11 includes subject matter (such as a method, means for
performing acts, machine readable medium including instructions that when
performed by a machine cause the machine to performs acts, or an apparatus o
perform} to perform a pipelined hash function comprising receiving a key
associated with a packet; performing a hash function using the key to provide a
first hash value and a second hash value; selecting a first bucket record of a
plurality of bucket records based on contents of the first hash value; and providiog
an indication of a location of a particular entry of a an entry record of a plurality
of entry records based on contents of the first bucket record and the second hash
value.

(0680} In Example 12, the subject matter of Example 11 may include, wherein
providing the indication of the location of the particular entry of the entry record
of the plurality of entrv records selecting an individual bit of the second hash value
corresponding to each of a plurality of select values included in the first bucket
record to provide an entry select value.

8681} In Example 13, the subject matter of any one of Examples 11 to 12 may

include, 1dentifying, up to a bit corresponding to the entry select value, which bits
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of a mask field of the first bucket record have high logical value to provide a
previous set array.

10082] In Example 14, the subject matter of any one of Examples 11 to 13 may
include, identifying the particular entry by adding a count of set values in the
previous set array roultiplied by an entry size to a bucket pointer of the first bucket
record.

10083] In Example 15, the subject matter of any one of Examples 11 to 14 may
include, providing a hit indication in response to a hit associated with an entry of
a third plurality of bucket records or a match between a key value stored at the
particular entry of the entry record and the key.

10084] Example 16 includes at least one machine-readable medium including
instructions that, when executed on a machine cause the machine to perform any
of the Examples 11-15

10085} Example 17 includes an apparatus comprising means for performing any
of the Examples 11-15.

[0686] Example 18 includes subject matter (such as a method, means for
performing acts, machine readable medium including instructions that when
performed by a machine cause the machine to performs acts, or an apparatus o
perform} to perform a pipelined hash function comprising: performing a hash
function on a key to generate a hash value; after performing the has function to
generate the hash value, providing a pointer to indication a location of an entry of
a particular entry record stored at a first memory based on the hash value and
contents of a bucket record stored at a second memory; providing a hit indication
in response to a match between a key value stored at the entry of the particular
entry record and the key; and providing an action stored at the particular entry of
the entry record.

10687F In Example 19, the subject matter of Example 18 may include, wherein
providing the pointer to indicate the location of the entry of the particular entry
record comprises: retrigving the bucket record from the second memory based on
a first subset of bits of the hash value; and providing a peinter to indicate the
location of the particular entry of the particular entry record based oun information

included in the particular entry record and a second subset of bits of the hash value.
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10688} In Example 20, the subject matter of any one of Examples 18 to 19 may
include, comparing the key value stored at the entry of the particular entry record
with the key.

10689} In Example 21, the subject matter of any one of Examples 18 to 20 may
include, providing the hit indication responsive to a hit detected between the key
and an entry of a second entry record stored at a third memory.

16690} In Example 22, the subject matter of any one of Examples 18 to 21 may
include, providing an action stored at the entry of the second entry record based
on a hit detected between the key and the entry of the second entry record.

10691} Example 23 includes at least one machine-readable medium including
instructions that, when executed on a machine cause the machine to perform any
of the Examples 18-23.

[0092] Example 24 includes an apparatus comprising means for performing any
of the Examples 18-23.

18093} Example 25 includes subject matter (such as a device, apparatus, or
machine) to perform a pipelined hash function comprising: the plurality of
memories; and the processor configured to: receive a packet; provide a key based
on data included in the packet; perform a hash function on the key to generate a
hash value; provide a pointer to indicate a location of an entry of a particular entry
record stored at a first memory of the plurality of memories based on the hash
value and contents of a bucket record stored at a second memory of the plurality
of memories; provide a hit indication in response to a match between a key value
stored at the entry of the particular entry record and the key; and provide, to an
output, an action stored at the particular entry of the entry record.

10694] In Example 26, the subject matter of Example 25 may include, wherein
the processor configured to provide a pointer to indicate the location of the entry
of an entry of a particular entry record stored at a first memory of the plurality of
merories based on the hash value and contents of the bucket record stored at a
second memory of the pharality of memories comprises the processor configured
to: retrieve the bucket record from the second memory based on a first subset of
bits of the hash value, and provide the pointer to indicate the location of the
particular entry of the entry record based on information included in the entry

record and a second subset of biis of the hash value.
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10695] In Example 27, the subject matter of any one of Examples 25 to 26 may
include, wherein the processor is further contigured to compare the key value
stored at the entry of the particular entry record with the key.

10696} In Example 28, the subject matter of any one of Examples 25 to 27 may
include, wherein the processor is further configured to provide the hit indication
responsive to a hit detected between the key and an entry of a second entry record
stored at a third memory of the plurality of memories.

(66977  In Example 29, the subject matter of any one of Examples 25 to 28 may
include, wherein the processor is further configured to provide an action stored at
the entry of the second entry record based on a hit detected between the key and
the entry of the second entry record.

16698] In Example 30, the subject matter of any one of Examples 25 to0 29 may
include, wherein third memory is a different memory type than the first memory
and the second memory.

180997 Example 31 includes subject matter (such as a device, apparatus, or
machine) to perform a pipelined hash function comprising: means for performing
a hash function on a key to generate a hash value; after performing the has function
to generate the hash value, means for providing a potnter to indicate a location of
an entry of a particular entry record stored at a first memory based on the hash
value and a contents of bucket record stored at a second merory; means for
providing a hit indication in response to a match between a key value stored at the
entry of the particular entry record and the key, and means for providing an action
stored at the particular entry of the entry record.

100108] In Example 32, the subject matter of Example 31 may include, wherein
means for providing the pointer to indicate the location of the entrv of the
particular entry record comprises: means for retrieving the bucket record from the
second memory based on a first subset of bits of the hash value; and means for
providing a pointer to indicate the location of the particular entry of the particular
entry record based on information included in the particular entry record and a
second subset of bits of the hash value.

[86101] In Example 33, the subject matter of any one of Examples 31 to 32 may
include, means for comparing the key value stored at the entry of the particular

entry record with the key.
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100102] In Example 34, the subject matter of any one of Examples 31 to 33 may
include, means for providing the hit indication responsive to a hit detected
between the key and an entry of a second entry record stored at a third memory.
[06103] In Example 35, the subject matter of any one of Examples 31 to 34 may
include, means for providing an action stored at the entry of the second entry
record based on a hit detected between the key and the entry of the second entry
record.

[06104] Example 36 includes subject matter (such as a method, means for
performing acts, machine readable medium including instructions that when
performed by a machine cause the machine to performs acts, or an apparatus to
perform} to generate a mask for colliding hash values comprising: generating a
list of mask values, wherein each mask valug of the list of mask values has a
predetermined number of bits set; receiving a set of hash values; determining a
respective count of collisions for a mask value of the list of mask values using the
set of hash values; and selecting a mask value trom the list of mask values having
a fewest respective count of collisions.

[06105] In Example 37, the subject matter of Example 36 may include, wherein
the predetermined number of bits set is based on a total count of bits in 3 hash
value of the set of hash values.

100106] In Example 38, the subject matter of any one of Examples 36 to 37 may
include, responsive to a determination that the respective count of collisions for
the mask value of the list of rnask values is equal to zero, selecting the mask value.
1861907] In Example 39, the subject matter of any one of Examples 36 to 38 may
include, respousive to a determination that the respective count of collisions for
the mask value of the list of mask values is a non-zero number, determining a
respective count of collisions for a next mask value of the list of mask values using
the set of hash values.

100108] In Example 40, the subject matter of any one of Examples 36 to 39 may
include, wherein determining the respective count of collisions for the mask value
of the list of mask values using the set of hash values comprises: applying the
mask value to a first hash value of the set of hash values to generate a first value;
applying the mask value to a second hash value of the set of hash values to

generate a second value, comparing the first value to the second value, and
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responsive to the first value maiching the second value, incrementing the
respective count of collisions for the mask value.

1661909] In Example 41, the subject matter of any one of Examples 36 to 40 may
include, wherein generating the list of mask values comprises randomizing a set
of mask values to provide the list of mask values.

[00110] Example 42 includes at least one machine-readable medium including
instructions that, when executed on a machine cause the machine to perform any
of the Examples 36-41.

106111} Exarople 43 includes an apparatus comprising means for performing any
of the Examples 36-41.

1800112] Example 44 includes subject matter (such as a device, apparatus, or
machine) to perform a pipelined hash function comprising: means for generating
a list of mask values, wherein each mask value of the list of mask values has a
predetermined number of bits set; means for receiving a set of hash values; means
for determining a respective count of collisions tor a mask value of the list of mask
values using the set of hash values; and means for selecting a mask value from the
list of mask values having a fewest respective count of collisions.

[06113] In Example 45, the subject matter of Example 44 may include, wherein
the predetermined number of bits set is based on a total count of bits in a hash
value of the set of hash values.

[60114] In Example 40, the subject matter of any one of Examples 44 to 45 may
include, responsive to a determination that the respective count of collisions for
the mask value of the list of mask values is equal to zero, means for selecting the
mask value,

[66115] In Example 47, the subject matter of any one of Examples 44 10 46 may
include, responsive to a determination that the respective count of collisions for
the mask value of the list of mask values is a non-zero number, means for
determining a respective count of collisions for a next mask value of the list of
mask values using the set of hash values.

[06116] In Example 48, the subject matter of any one of Examples 44 to 47 may
include, wherein means tor determining the respective count of collisions for the
mask value of the list of mask values using the set of hash values comprises: means

for applying the mask value to a first hash value of the set of hash values to
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generate a first value; means for applying the mask value to a second hash value
of the set of hash values to generate a second value, means for comparing the first
value to the second value; and responsive to the first value matching the second
value, means for incrementing the respective count of collisions for the mask
value.

[86117] In Example 49, the subject matter of any one of Examples 44 to 48 may
include, wherein means for generating the list of mask values comprises means
for randomizing a set of mask values to provide the list of mask values.

106118] Exarople 50 includes subject matter (such as a device, apparatus, or
machine} to perform a pipelined hash function comprising: means for performing
a hash function on a key to generate a hash value; after performing the has function
to generate the hash value, means for providing a pointer to indication a location
of an entry of a particular entry record stored at a first memory based on the hash
value and contents of a bucket record stored at a second memory, means for
providing a hit indication in response to a match between a key value stored at the
entry of the particular entry record and the key, and means for providing an action
stored at the particular entry of the entry record.

[06119] In Example 51, the subject matter of Example 50 may include, wherein
means for providing the pointer to indicate the location of the entry of the
particular entry record comprises: means for retrieving the bucket record from the
second memory based on a first subset of bits of the hash value; and means for
providing a pointer to indicate the location of the particular entry of the particular
entry record based on information included in the particular entry record and a
second subset of bits of the hash value.

106128] In Example 52, the subject matter of anv one of Examples 50 to 51 may
include, means for comparing the key value stored at the entry of the particular
entry record with the key.

180121] In Example 53, the subject matter of any one of Examples 50 to 52 may
include, means for providing the hit indication responsive to a hit detected
between the key and an entry of a second entry record stored at a third memory.
186122] In Example 54, the subject matter of any one of Examples 50 to 53 may

include, means for providing an action stored at the entry of the second entry
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record based on a hit detected between the key and the entry of the second entry
record.

[86123] The above detailed description includes references to the accompanying
drawings, which form a part of the detatled description. The drawings show, by
way of illustration, specific embodiments that may be practiced. These
embodiments are also referred to herein as “examples.” Such examples may
include elements in addition to those shown or described. However, also
contemplated are examples that include the elements shown or described.
Moreover, also conteroplate are examples using any combination or permutation
of those elements shown or described (or one or more aspects thereof}, either with
respect to a particular example (or one or more aspects thereof), or with respect to
other examples (or one or more aspects thereof) shown or described herein.
[66124] Publications, patents, and patent documents referred to in this document
are incorporated by reference herein in their entirety, as though individually
incorporated by reference. In the event of inconsistent usages between this
document and those documents so incorporated by reference, the usage in the
incorporated reference(s) are supplementary to that of this document; for
trreconcilable inconsistencies, the usage in this document controls.

[86125] In this document, the terms “a” or “an” are used, as is common in patent
documents, to include one or more than one, independent of any other instances
or usages of “at least one” or “one or more.” In this document, the term “or” 18
used to refer to a nonexclusive or, such that “A or B” includes “A but not B,” “B
but not A7 and “A and B,” unless otherwise indicated. In the appended claims,
the termos “including” and “10 which” are used as the plain-English equivalents of
the respective terms “comprising” and “wherein.” Also, in the following claims,
the terms “including” and “comprising” are open-ended, that is, a system, device,
article, or process that includes elements in addition to those listed after such a
term in a claim are still deemed to fall within the scope of that claim. Moreover,
in the following claims, the terms “first,” “second,” and “third,” etc. are used
merely as labels, and are not intended to suggest a numerical order for their
objects.

180126] The above description is intended to be tllustrative, and not restrictive.

For example, the above-described examples {or one or more aspects thereof) may
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be used in combination with others. Other embodiments may be used, such as by
one of ordinary skill in the art upon reviewing the above description. The Abstract
is to allow the reader to quickly ascertain the nature of the technical disclosure and
is submitted with the understanding that it will not be used to interpret or limit the
scope or meaning of the claims. Also, in the above Detailed Description, various
features may be grouped together to streamline the disclosure. However, the
claims may not set forth features disclosed herein because embodiments may
include a subset of said features. Further, embodiments may include fewer features
than those disclosed in a particular example. Thus, the following claims are hereby
incorporated into the Detailed Description, with a claim standing on its own as a
separate embodiment. The scope of the embodiments disclosed herein is to be
determined with reference to the appended claims, along with the full scope of

equivalents to which such claims are entitled.
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CLAIMS

What is claimed is:

L. An network device to perform a pipelined hash function comprising:

a first memory to store a plurality of bucket records,

a second memory to store a plurality of entry records; and

a hash circuit to receive a key and to perform a pipelined hash function
using the key to provide a hash value, the hash circuit further to select a first bucket
record of the plurality of bucket records from the first memory based on a first
subset of bits of the hash value, the hash circuit further to provide an indication of
a location of a particular entry of an entry record of the plurality of entry records
based on contents of the first bucket record and a second subset of bits of the hash

value.

2. The network device of claim 1, wherein the hash circuit comprises bucket
logic circuitry to generate an entry pointer based on the first hash bucket record
and the second subset of bits of the hash value, wherein the entry pointer provides

the indication of the location of the particular entry of the entry record.

3. The network device of claim 2, wherein the first bucket record comprises
a select field that includes a plurality of select values, wherein the bucket logic
circuitry includes an entry selection module to select an individual bit of the
second subset of bits of the hash value corresponding to each of the plurality of

select values to provide an entry select value.

4 The network device of claim 3, wherein the first bucket record comprises
a mask field to identify one or more entries currently stored in the entry record,
wherein the bucket logie circutiry further includes a previous array identifier to
identify which of the mask field bits less than the entry select value have high

togical value to provide a previous set array.
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5. The network device of claim 4, wherein the first bucket record comprises
bucket pointer field to indicate a location of a first entry of the entry record,
wherein the bucket logic circuttry further includes an entry pointer generator to
identify the particular entry of the one or more entries of the entry record by adding
a count of high logical values 1o the previous set array multiplied by an entry size

to the bucket pointer to provide the entry pointer.

6. The network device of claim 1, further comprising a third memory to store

a third plurality of bucket records.

7. The network device of claim 6, wherein the first memory and the second
memory are each random-access memories and the third memory is content-

addressable memory.

8. The network device of claim 6, further comprising an output logic circuit
to provide a hit indication in response to a hit in an entry of a bucket record of the
third plurality of bucket records or in response to a match between the key and a

key value stored in the particular entry of the entry record.

9. The network device of claim 8, wherein the output logic circuit further to
provide an output action stored in an entry of a bucket record of the third plurality
of bucket records respounsive to a hit associated with the entry of the bucket record
of the third plurality of bucket records, the output logic circuit further to provide
an output action stored in the particular entry of the entry record responsive a miss
associated with the entry of the bucket record of the third plurality of bucket

records.

10. The network device of claim 1, further comprising a receiving circuit to

receive a packet and to generate the key based on data in the packet.



WO 2017/172183 PCT/US2017/019931

1t A method to generate a mask for colliding hash values, comprising:
generating a hist of mask values, wherein each mask value of the list of
mask values has a predetermined number of bits set;

receiving a set of hash values;

5 determining a respective count of collisions for a mask value of the list of
mask values using the set of hash values; and
selecting a mask value from the list of mask values having a fewest
respective count of collisions.
10 12 The method of claim 11, wherein the predetermined number of bits set is

based on a total count of bits in a hash value of the set of hash values.

13 The method of claim 11, further comprising, responsive to a determination
that the respective count of collistons for the mask value of the list of mask values

1S 1s equal to zero, selecting the mask value.

14. The method of claim 11, further comprising, responsive to a determination
that the respective count of collistons for the mask value of the list of mask values
is a non-zerc number, determining a respective count of collisions for a next mask

20 wvalue of the list of mask values using the set of hash values.

15, The method of claim 11, wherein determining the respective count of
collisions for the mask value of the list of mask values using the set of hash values
COMpPrises:
25 applying the mask value to a first hash value of the set of hash values to
generate a first value;
applving the mask value to a second hash value of the set of hash values
to generate a second value;
comparing the first value to the second value; and
30 responsive to the first value matching the second value, incrementing the

respective count of collisions for the mask value.
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16. The method of claim 11, wherein generating the list of mask values

comprises randomizing a set of mask values to provide the hist of mask values.

17. At least one machine-readable medium including instructions that,
when executed on a machine cause the machine to perform any of the methods of

claims 11-16.

18. An apparatus comprising means for performing any of the methods of

claims 11-16.

19, A method to perform a pipelined hash function comprnsing:

performing a hash function on a key to generate a hash value;

after performing the has function to generate the hash value, providing a
pointer to indication a location of an entry of a particular entry record stored at a
first memory based on the hash value and contents of a bucket record stored at a
second memory,

providing a hit indication in response to a match between a key value
stored at the entry of the particular entry record and the key, and

providing an action stored at the particular entry of the entry record.

20. The method of claim 19, wherein providing the pointer to indicate the
location of the entry of the particular entry record coruprises:

retrieving the bucket record from the second memory based on a first
subset of bits of the hash value; and

providing a pointer to indicate the location of the particular entry of the
particular entry record based on information included in the particular entry record

and a second subset of bits of the hash value.

21 The method of claim 19, further comprising comparing the key value

stored at the entry of the particular entry record with the key.
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22, The method of claim 19, further comprising providing the hit indication
responsive to a hit detected between the key and an entry of a second entry record

stored at a third memory.

23, The method of claim 22, further compnsing providing an action stored at
the entry of the second entry record based on a hit detected between the key and

the entry of the second entry record.

24. At least one machine~-readable medium including 1ostructions that,
when executed on a machine cause the machine to perform any of the methods of

claims 19-23.

25. An apparatus comprising means for performing any of the methods of

claims 19-23.
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PERFORM A HASH FUNCTION USING THE KEY TO PROVIDE A
FIRST HASH VALUE AND A SECOND HASH VALUE.
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SELECT AFIRST BUCKET RECORD OF AFIRST PLURALITY OF
BUCKET RECCORDS BASED ON THE FIRST HASH VALUE.
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POINT TO A PARTICULAR ENTRY OF A SECOND BUCKET
RECORD OF A SECOND PLURALITY OF BUCKET RECORDS
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AFTER PERFORMING THE HASH FUNCTION TO GENERATE
THE HASH VALUE, PROVIDE A POINTER TO AN ENTRY OF A

PARTICULAR BUCKET RECORD STORED AT A FIRST MEMORY
BASED ON THE HASH VALUE AND A PRELIMINARY BUCKET \\ 590
RECORD STORED AT A SECOND MEMORY.

PROVIDE A HIT INDICATION IN RESPONSE TO A MATCH
BETWEEN A KEY VALUE STORED AT THE ENTRY OF THE
PARTICULAR BUCKET RECORD AND THE KEY. \\ 540

PROVIDE AN ACTION STORED AT THE PARTICULAR ENTRY
OF THE SECOND BUCKET RECORD. \\
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