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METHOD AND SYSTEM FOR DETERMINING APPROXIMATE

HAMMING DISTANCE AND APPROXIMATE NEAREST
NEIGHBORS IN AN ELECTRONIC STORAGE DEVICE

BACKGROUND OF THE INVENTION

The present invention relates generally to information retrieval from electronic
storage devices, and more particularly, to a method and system for determining
approximate hamming distance of two strings and approximate nearest neighbors of a
query.

Comparing files or documents that reside remotely in different inquiring
processors in a network is a task, which requires significant communication between
the inquiring processors. For example, when a first inquiring processor wishes to
compare a first file that resides in the first inquiring processor with a second file that
resides in a remote second inquiring processor, the first and second inquiring
processors must communicate the files or information about the files over the
network.

The least sophisticated method for determining whether the two files match
each other is to transmit one of the files over the network and to compare the files at
one of the inquiring processors. Communicating an entire file, of course, is not

etficient since the size of the file may be large.

A more efficient method for comparing the two files is to communicate, for
example, the hash value of one of the files over the network and to compare the
respective hash values of the files at one of the inquiring processors. This method,
however, only checks for an exact match between the two files.

Hence, it is desirable to estimate at an inquiring processor how closely two
files match each other. A hamming distance is one measure of how closely two files
or strings match each other. For example, given two strings that are of equal length
and include a sequence of bits, the hamming distance of the two strings represents the

number of non-matching bits in the two strings.

Similarly, in electronic storage applications, an entry in an electronic storage

device 1s a nearest neighbor of a query when the content of that entry is the closest

[T TTe——
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match from among other entries in the storage device. For example, if the query and

the entries in the storage device each include a sequence of d bits, a nearest neighbor
entry 1n the storage device is an entry that has the least number of non-matching bits
when compared with the query.

5 Searching for entries that are the nearest neighbors of a query is a task, which
is performed in a variety of applications, including information retrieval, data mining,
web search engines and other web related applications, pattern recognition, machine
learning, computer vision, data compression, and statistical analysis. Many of these
applications represent the entries in an electronic storage device as vectors in a high

10  dimensional space. For example, one known method for textual information retrieval
uses a latent semantic indexing, where the semantic contents of the entries and queries
are represented as vectors in a high dimensional space.

The least sophisticated method for searching an electronic storage device for
the nearest neighbors of a query is to compare, on-line or off-line, each entry in the

15  storage device with the query. Comparing each and every entry with the query, of
course, 1s not practical since the size of an average electronic device is large and
continues to increase with the advancements in information storage technology.

Other known methods attempt to reduce the high dimensional representation
of entries in electronic storage devices. For example, J. Kleinberg, "Two Algorithms

20  For Nearest-Neighbor Search In High Dimensions," in the proceedings of 29"
Symposium Of Theory Of Computing, pp. 599-608 (1997), discloses two algorithms
for reducing the search space when determining the nearest neighbors in an electronic
storage device. The Kleinberg algorithms search for the nearest neighbors by drawing
random projections from vectors, which represent the entries in the storage deQice, to

25  aset of random lines in Euclidean space.

P. Indyk and R. Motwani, "Approximate Nearest Neighbors: Towards
Removing The Curse Of Dimensionality,” in the proceedings of 30" Symposium Of
Theory Of Computing (1998), discloses another algorithm for reducing the search
space. The Indyk and Motwani algorithm searches for the nearest nei ghbors in an

30 electronic storage device by partitioning the search space 1nto spheres and by

categorizing the entries in the storage device into buckets.

The above methods, however, requirement significant processing and storage™

-9 .




CA 02310321 2000-05-16

WO 99/26235 PCT/US98/24452

10

15

20

25

30

resources. Therefore, it is desirable to have a method and system for overcoming the

above and other disadvantages of the prior art.

DESCRIPTION OF THE INVENTION

Methods and systems consistent with the present invention determine whether
a first string in an electronic storage device resides within a first hamming distance of
a second string in the storage device. As used herein, "electronic storage device"
refers to any processing system that stores information that a user at an Inquiring
processor may wish to retrieve. Moreover, the terms "electronic storage device" and

"database” will be used interchangeably and should be understood in their broadest

sense.

In one embodiment, a database determines one or more nearest neighbors of a
query that are within a first hamming distance of the query. The database prebuilds a
first set of strings by probabilistically selecting values of respective bits in each of the
first set of strings based on a probability that depends on the first hamming distance.
Based on the first set of strings, the database predetermines the trace values of data
entries in the database, respectively, and stores the predetermined trace values as

entries in a trace table.

For each trace value entry, the database identifies the data entries whose trace

values are within a second hamming distance of the trace value entry, and stores the
addresses of the identified data entries in the trace value entry. When the database

receives a query, by identifying the trace value entry in the trace table that matches the

trace value of the query, the database determines whether any data entries are within
the first hamming distance of the query.
~ In another embodiment, a first processor communicates with a second

processor to determine whether a first string that resides in the first processor is within
a first hamming distance of a second string that resides in the second processor. The
first processor and the second processor each have access to a shared third string that
includes a plurality of bits, where the value of each bit is probabilistically pre-selected
based on a probability that depends on a first hamming distance. The first processor

computes a first inner product of the first string with the third string, and sends the

iy

first inner product to the second processor. When the second processor receives the
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first inner product, the second processor computes a second inner product of the

second string with the third string.

The second processor compares the first inner product with the second inner
product to determine whether the first string is within the first hamming distance of
the second string as follows: The second processor determines that the distance
between the first string and the second string is less than the first hamming distance
when the first inner product equals the second inner product. The second processor
determines that the distance between the first string and the second string is greater
than the first hamming distance when the first inner product is different from the

second inner product.

In yet another embodiment, the first processor and the second processor each
have access to a shared set of strings that include a plurality of bits, where the value of
each bit 1s probabilistically pre-selected based on a probability that depends on a first
hamming distance. The first processor computes a first set of inner products of the
first string with each of the set of strings, and sends the first set of inner products to
the second processor. When the second processor receives the first set of inner

products, the second processor computes a second set of inner products of the second

string with the each of the set of strings.

The second processor compares the first set of inner products with the second
inner products to determine whether the first string is within the first hamming
distance of the second string as follows: The second processor determines that the
distance between the first string and the second string is less than a first hamming
distance when the distance between the first set of inner products and the second set
of inner products 1s less than a second predetermined hamming distance. The second
processor determines that the distance between the first string and the second string is
greater than the first hamming distance when the distance between the first set of
inner products and the second set of inner products is greater than the second

predetermined hamming distance.
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In accordance with one aspect of the present invention there 1s provided a
method for determining whether a first string 1s within a first hamming distance of a
second string, said method comprising the steps of: building a third string that
includes a plurality of bits, wherein the value of each bit depends on the first
hamming distance; computing a first inner product of the first string with the third
string; computing a second inner product of the second string with the third string;
and comparing the first inner product with the second inner product to determine

whether the first string resides within the first hamming distance of the second string.

In accordance with another aspect of the present invention there is provided a
method for identifying one or more entries in a database that are nearest neighbors of
a query, wherein the 1dentified entries are within a first hamming distance of the
query, said method comprising the steps of: building a first set of strings by selecting
values of respective bits in each of the first set of strings based on the first hamming
distance; determining, based on the first set of strings, trace values of entries in the
database, respectively; determining, based on the first set of strings, a trace value of
the query; identifying the entries in the database whose trace values are within a

second hamming distance of the determined trace value of the query.

The description of the invention and the following description for carrying out
the best mode of the invention should not restrict the scope of the claimed invention.
Both provide examples and explanations to enable others to practice the invention.

The accompanying drawings, which form part of the description for carrying out the
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best mode of the invention, show several embodiments of the Invention, and together

with the description, explain the principles of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS
In the Figures:

5 Figure 1 is a block diagram of an inquiring processor connected to a

database, in accordance with an embodiment of the invention;

Figure 2 is a block diagram of a database, in accordance with an

embodiment of the invention:

Figure 3 is a block diagram of a data storage in a database, in

10 accordance with an embodiment of the invention:

Figure 4 is a flow chart of the steps performed by a query processor for

configuring a trace table, in accordance with an embodiment of the invention:

Figure 5 1s a block diagram of a set of test strings for configuring a

trace table, in accordance with an embodiment of the itnvention:

15 Figure 6 is a flow chart of the steps performed by a query processor for

determining the approximate nearest neighbors of a query, in accordance with an
embodiment of the invention; and
Figure 7 is a block diagram of a first inquiring processor

communicating via a network with a second inquiring processor, in accordance with

20 an embodiment of the invention.

BEST MODE FOR CARRYING OUT THE INVENTION

Reference will now be made in detail to the preferred embodiments of the
invention, examples of which are illustrated in the accompanying drawings.
‘Wherever possible, the same reference numbers will be used throughout the drawings

25  torefer to the same or like parts.

Figure 1 is a block diagram of an inquiring processor 100 connected via a
network 110 to a database 120, in accordance with an embodiment of the present
invention. Inquiring processor 100 may comprise any form of computer capable of

.generating and transmitting data, for example a query. Inquiring processor 100 can be

A sl

30  programed with appropriate application software to implement the methods and
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systems described herein.

Network 110 comprises any conventional communications network either
internal or external for affecting communication between inquiring processor 100 and

database 120. Network 110 may comprise, for example, an internal local area

network or a large external network, such as the Internet.

Database 120 includes any conventional data storage or any set of records or
data, which are stored, for example, as bits. Figure 2 is a block diagram of database
120, 1n accordance with an embodiment of the present invention. Database 120
comprises processor 200 connected via bus 230 to a memory 210, a secondary storage
240, and a network interface card 250, which interfaces network 110. Memory 210
comprises a data storage 220 and a query processor 215, which includes instructions

in the form of software that processor 200 executes.

Secondary storage 240 comprises a computer readable medium such as a disk

drive and a tape drive. From the tape drive, software and data may be loaded onto the
disk drive, which can then be copied into memory 210. Similarly, software and data
in memory 210 may be copied onto the disk drive, which can then be loaded onto the
tape drive.

Figure 3 is a block diagram of a data storage 220, in accordance with an
embodiment of the invention. As shown, data storage 220 includes a data table 300
and a set of h trace tables 320, through 320,, where h is an integer greater than zero.
Data table 220 includes n entries 301, through 301 _, each of which includes a
sequence of d bits, where n and d are also integers greater than zero. For exampie, as
shown in Figure 3, entry 301, in data table 300 includes bits 301_, through 301 ,.

Trace tables 320,-320, correspond to a set of predetermined hamming
distances, respectively. Each trace table 320,-320, includes { entries 321, through
321,, each of which includes a trace value field and a data index field, where [ is an
integer greater than zero. For example, as shown, entry 321, in trace table 320,
includes a trace value field 321, and a data index field 321,. Trace value field 321 1o
Includes k bits 321, through 321,,,, where k is an integer greater than zero. Data
Index field 321,, includes m sub-fields 321, through 321,_, each of which includes,

for example, the address of an entry in data table 300, where m is an Integer greater

than zero. . o
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Figure 4 is a flow chart of the steps performed by query processor 2135 for
configuring, for example, trace table 320,, in accordance with an embodiment of the
Invention. Query processor 215 builds a set of k test strings 510, through 510,

(step 400), which are illustrated in Figure 5. Each test string 510,-510, includes a
sequence of d bits. For example, as shown, test string 510, includes bits 510,,-510,.
Query processor 215 probabilistically sets values of the bits in each test string 510,-
510, independently at random based on a probability that depends on a first
predetermined hamming distance H. Query processor 215 may predetermine the
probability of setting a bit to 1 to be, for example, 1/(2H), and the probability of
setting abitto O tobe 1 - 1/(2H).

Altematively, in another embodiment, each entry 301,-301_ in data table 300
and test string 510,-510, may include a sequence of d numbers, which are selected
from a finite set of numbers that includes 0. Query processor 215 probabilistically
selects the numbers in each test string 510,-510, based on a probability that depends
on the first predetermined hamming distance H. In this embodiment, query processor
215 may predetermine the probability of selecting the number O to be, for example, 1 -
1/(2H), and the probability of selecting other numbers to be 1/(2H(d - 1)).

Based on test strings 510,-510,, query processor 215 determines trace values
of entries 301,-301 , respectively, in data table 300 (step 410). Query processor 215
determines an inner product of each entry 301,-301, with each of test strings S 10,-
510,. For example, for each entry 301,-301_, query processor 215 identifies in the
entry the bits that correspond to the 1 bits in test string 510,. Query processor 215
then performs an exclusive OR operation on the identified bits, the resuit of which is
the first bit of the trace value associated with the entry. Query processor 215 then
repeats this step using the remaining test strings 510,-510,. Finally, query
processor 215 builds a trace value associated with the entry by arranging in a
sequence the resulting k bits from the k exclusive OR operations.

Alternatively, in an embodiment where each entry 301,-301_in data table 300
and test string 510,-510, include a sequence of d numbers, query processor 215
determines a vector product of each entry 301,-301_ with each test string 510,-510,.

For example, for each entry 301,-301_, query processor 215 muitiplies each of the

corresponding numbers in the entry with test string 510, and sums the resultingd
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numbers modulo p, where p is an integer greater than zero. Query processor 215 then
repeats this step using the remaining test strings S 10,-510,. Finally, query
processor 215 buiids a trace value associated with the entry by arranging in a

sequence the resulting numbers based on test strings 510,-510, .

Query processor 215 inserts into trace table 320, / entries, which correspond to
trace values that are based on test strings 510,-510, (step 420). The number of entries
! may be 2 entries or all possible trace values corresponding to test strings 510,-510,.

Alternatively, the number of entries / may be a subset of all possible trace values.

For each trace value entry 321,-321, in trace table 320,, query processor 215
identifies the entries in data table 300 whose trace values (as determined in step 410)
are within a second predetermined hamming distance of the trace value entry (step
430). For example, for each entry 301,-301, in data table 300, query processor 215
determines whether the trace value associated with entry 301,-301_ is within a second
predetermined hamming distance of trace value entry 321, in trace table 320,. If the
hamming distance between the trace value associated with entry 301,-301, and trace
value entry 321, is less than or equal to the second predetermined hamming distance,

query processor 215 stores the address of entry 301,-301,, in data index field 321,,
(step 440).

Finally, query processor 215 repeats steps 400-440 as described above for the
remaining trace tables 510,-510, based on different sets of test strings that correspond
to different predetermined hamming distances, respectively.

Figure 6 is a flow chart of the steps performed by query processor 215 for
determining the approximate nearest neighbors of a query transmitted by inquiring
processor 100 to database 120, in accordance with an embodiment of the invention.
In this embodiment, query processor 215 receives from inquiring processor 100 a
query, which includes a sequence of d bits (step 600). Query processor 215 selects a

trace table, for example trace table 320,, which is configured for a particular hamming

~distance (step 610).

Query processor 215 then determines the trace value of the query based on the

set of test strings 510,-510,, which are associated with trace table 320,, as follows

(step 620): Query processor 215 determines an inner product of the query with each of

v

test strings 510,-510,. For example, query processor 215 identifies the bits in the
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query that correspond to the 1 bits in, for example, test string 510,. Query processor
215 then performs an exclusive OR operation on the 1dentified bits. Query processor
215 then repeats this step using the remaining test strings 510,-510,. Finally, query
processor 215 builds a trace value associated with the query by amranging in a

sequence the resulting bits from each exclusive OR operation.

From trace table 320,, query processor 215 identifies a trace value entry whose
trace value field matches the trace value of the query (step 630). Query processor 215
determines whether the data index field in the identified trace value entry includes
addresses of one or more entries in data table 300 (step 640).

If the data index field includes such an address, query processor 215 retrieves
from data table 300 the identified entries, and sends the entries to inquiring
processor 100. Otherwise, using a binary search, query processor 215 selects from
among trace tables 320,-320, a trace table that corresponds to a different hamming
distance. Then, query processor 215 repeats steps 600-640 using the new trace table
and associated test strings until query processor 215 identifies one or more entries in
data table 300. '

Figure 7 is a block diagram of an inquiring processor 700a connected via a
network 710 to an inquiring processor 700b, in accordance with another embodiment
of the invention. Inquiring processors 700a and 700b may each comprise any form of
computer capable of generating and transmitting data, for example a query. Inquiring
processors 700a and 700b can be programed with appropriate application software to
implement the methods and systems described herein.

Network 710 comprises any conventional communications network either
internal or external for affecting communication between inquiring processors 700a
and 700b. Network 710 may comprise, for example, an internal local area network or

a large external network, such as the Internet.

In one embodiment, inquiring processor 700a communicates with Inquiring

processor 700b to determine whether a first string that resides in inquiring processor
700a is within a first hamming distance H of a second string that resides in Inquiring
processor 700b. The first string and the second string each include a sequence of d

bits. Furthermore, inquiring processors 700a and 700b each have access to a shared

test string that includes a sequence of d bits, where the value of each bit is o

-Q.
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probabilistically pre-selected at random based on a probability that depends on the
first hamming distance H. The probability of selecting a bit to be a 1 bit may, for
example, be 1/(2H), and the probability of selecting a bit to be a 0 bit may be 1 -
1/(2H).

Inquiring processor 700a computes a first inner product of the first string with
the shared test string, and sends via network 710 the first inner product to Inquiring
processor 700b. When inquiring processor 700b receives the first inner product,
Inquiring processor 700b computes a second inner product of the second string with
the shared test string.

Inquiring processor 700b compares the first inner product with the second
inner product to determine whether the first string is within the first hammin g distance
H of the second string as follows: Inquiring processor 700b determines that the
distance between the first string and the second string is less than the first hamming

distance H when the first inner product equals the second inner product. Inquiring
processor 700b determines that the distance between the first string and the second
string is greater than the first hamming distance H when the first inner product is

different from the second inner product.

Finally, inquiring processor 700b sends via network 710 the resuit of the

comparison to inquiring processor 700a.

In another embodiment, the first string and the second string each include a
sequence of d numbers. Furthermore, inquiring processors 700a and 700b each have
access to a shared test string that includes a sequence of d numbers, where each
number is probabilistically pre-selected from a set of finite numbers that includes the
number O based on a probability that depends on a first hamming distance H. The
probability of selecting the number 0 may, for example, be 1 - 1/(2H), and the
probability of selecting the other numbers may be 1/(2H(d - 1)).

Inquiring processor 700a computes a first vector product of the first strin g
with the shared test string, and sends via network 710 the first vector product to
inquiring processor 700b. When inquiring processor 700b receives the first vector
product, inquiring processor 700b computes a second vector product of the second

string with the shared test string.

Inquiring processor 700b compares the first vector product with the second

- 10 -
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vector product to determine whether the first string is within the first hamming
distance H of the second string as follows: Inquiring processor 700b determines that
the distance between the first string and the second string is less than the first
hamming distance H when the first vector product equals the second vector product.
> Inquiring processor 700b determines that the distance between the first string and the

second string is greater than the first hamming distance H when the first vector

product 1s different from the second vector product.

Finally, inquiring processor 700b sends via network 710 the result of the

comparison to inquiring processor 700a.

10 In yet another embodiment, to enhance the accuracy when determining
whether a first string that resides in inquiring processor 700a is within a first hamming
distance H of a second string that resides in inquiring processor 700b, inquiring
processors 700a and 700b each have access to a shared set of k test strings. Each of
the k test strings includes a sequence of d bits, where k << d and the value of each bit

15  1s probabilistically pre-selected at random based on a probability that depends on the
first hamming distance H. The probability of selecting a bit to be a 1 bit may, for
example, be 1/(2H), and the probability of selecting a bit to be a O bit may be 1 -
1/(2H).

Inquiring processor 700a computes a first inner product of the first string with
20  each of the k test strings, and sends via network 710 the first set of inner products to
inquiring processor 700b. When inquiring processor 700b receives the first set of
Inner products, inquiring processor 700b computes a second inner product of the

second string with each of the k test strings.

Inquiring processor 700b compares the first set of inner products with the

25  second set of inner products to determine whether the first string is within the first
hamming distance H of the second string as follows: Inquiring processor 700b
determines that the distance between the first string and the second string is less than
the first hamming distance H when the distance between first set of inner products and
the second set of inner products is less than a second predetermined hamming

30  distance. Inquiring processor 700b determines that the distance between the first
string and the second string is greater than the first hamming distance H when the

distance between the first set of inner products and the second set of inner products is

-11 -
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greater than the second predetermined hamming distance.

Finally, inquiring processor 700b sends via network 710 the resuit of the
comparison to inquiring processor 700a.
While it has been illustrated and described what are at present considered to be
5  preferred embodiments and methods of the present invention, it will be understood by
those skilled in the art that various changes and modifications may be made, and
equivalents may be substituted for elements thereof without departing from the true

scope of the invention.

In z;ddition, many modifications may be made to adapt a particular element,
technique or implementation to the teachings of the present invention without
departing from the central scope of the invention. Therefore, it is intended that this
Invention not be limited to the particular embodiments and methods disclosed herein,

but that the invention include all embodiments falling within the scope of the

appended claims.
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CLAIMS
1. A method for determining whether a first string is within a first
hamming distance of a second string, said method comprising the steps of:

building a third string that includes a plurality of bits, wherein the

value of each bit depends on the first hamming distance;

computing a first inner product of the first string with the third string;

computing a second inner product of the second string with the third
string; and

comparing the first inner product with the second inner product to

determune whether the first string resides within the first hamming distance of the

second string.

2. The method of claim 1, wherein the building step comprises the step
of:

probabilistically selecting the value of each bit in the third string based

on a probability that depends‘on the first hamming distance.

3. The method of claim 1, wherein the comparing step comprises the
- steps of:

determining that the distance between the first string and the second

string is less than the first hamming distance when the first inner product equals the

second inner product; and

determining that the distance between the first string and the second

string is greater than the first hamming distance when the first inner product is

different from the second inner product.

4. A method for identifying one or more entries in a database that are

nearest neighbors of a query, wherein the identified entries are within a first hamming

distance of the query, said method comprising the steps of:

building a first set of strings by selecting values of respective bits in

each of the first set of strings based on the first hamming distance:

determining, based on the first set of strings, trace values of entries in

- 13-
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the database, respectively;

determining, based on the first set of strings, a trace value of the query:;

identifying the entries in the database whose trace values are within a

‘second hamming distance of the determined trace value of the query.

5. The method of claim 4 further comprising the steps of:
determining a first set of trace values corresponding to the first set of

strings; and

identifying, for each one of the first set of trace values, the entries in

the database whose values are within a second hamming distance of the first set of

trace values, respectively.

6. The method of claim 4, wherein the step of determining the trace

values of the entries comprises the step of:

computing inner products of each of the first set of strings with each of
the entries.

7. The method of claim 4, wherein the step of determining the trace value

of the query comprises the step of:

computing inner products of each of the first set of strings with the

query.

8. The method of claim 4, wherein the step of determining the trace

values of the entries comprises the step of':

computing vector products of each of the first set of strings with each
of the entries.

9. The method of claim 4, wherein the step of determining the trace value

of the query comprises the step of:

computing vector products of each of the first set of strings with the
query.
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10. A method for determining whether a first string is within a first

hamming distance of a second string, said method comprising the steps of:

building a third string that includes a plurality of numbers, wherein the

value of each number depends on the first hamming distance;

computing a first vector product of the first string with the third string;

computing a second vector product of the second string with the third
string; and

comparing the first vector product with the second vector product to

determine whether the first string resides within the first hamming distance of the

second string.

1. The method of claim 10, wherein the comparing step comprises the

steps of:

determining that the distance between the first string and the second

string is less than the first hamming distance when the first vector product equals the

second vector product; and

determining that the distance between the first string and the second

string 1s greater than the first hamming distance when the first vector product is

different from the second vector product.

12. A method for determining whether a first string is within a first

hamming distance of a second string, said method comprising the steps of:

building a set of strings that include a plurality of bits, wherein the
value of each bit depends on the first hamming distance;

computing a first set of inner products of the first string with the set of
strings;

computing a second set of inner products of the second string with the
set of strings; and

comparing the first set of inner products with the second set of inner

products to determine whether the first string resides within the first hamming

distance of the second string.
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13. The method of claim 12, wherein the comparing step comprises the
steps of:
determining that the distance between the first string and the second

string 1s less than the first hamming distance when the distance between the first set of

inner products and the second set of inner products is less than a second

predetermined hamming distance; and

determining that the distance between the first string and the second
string 1s greater than the first hamming distance when the distance between the first

set of inner products and the second set of inner products is greater than the second

predetermined hamming distance.

4. A method for determining whether a first string is within a first
hamming distance of a second string, said method comprising the steps of:

building a set of strings that include a plurality of bits, wherein the

value of each bit depends on the first hamming distance;

computing a first set of vector products of the first string with the set of
strings;
computing a second set of vector products of the second string with the

set of strings; and

comparing the first set of vector products with the second set of vector

products to determine whether the first string resides within the first hamming

distance of the second string.

15.  The method of claim 14, wherein the comparing step comprises the
steps of:

determining that the distance between the first string and the second
string 1s less than the first hamming distance when the distance between the first set of
vector products and the second set of vector products is less than a second

predetermined hamming distance; and

determining that the distance between the first string and the second

string is greater than the first hamming distance when the distance between the first

set of vector products and the second set of vector products is greater than the second
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predetermined hamming distance.

16. A computer-readable medium capable of configuring a database to
perform a method for determining whether a first string is within a first hamming

distance of a second string, said method comprising the steps of:

building a third string that includes a plurality of bits, wherein the

value of each bit depends on the first hamming distance;

computing a first inner product of the first string with the third string;

computing a second inner product of the second string with the third
string; and

comparing the first inner product with the second inner product to

determine whether the first string resides within the first hamming distance of the

second string.

17. The computer-readable medium of claim 16, wherein the comparing

step comprises the steps of:

determining that the distance between the first string and the second

string is less than the first hamming distance when the first inner product equals the

second inner product; and

determining that the distance between the first string and the second

string 1s greater than the first hamming distance when the first inner product is

different from the second inner product.
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