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(57) ABSTRACT 

The present invention relates to a System and process for 
resolving messages from application components to back 
end Systems. The System comprises a Standardized message 
definition which uses a tagged field format through which 
application components communicate to a message handler. 
The message handler applies rules that define actions to be 
taken and recipients of information based on the contents of 
the message. The rules may be pre-defined by a customer 
asSociated with an application component generating a mes 
Sage, based on common rules applied to components gen 
erally, or based upon Service rules associated with the 
Service provider, Such as level of Service Subscriptions or 
other characteristics, or based on a combination of any or all 
of the above bases. By utilizing published message formats, 
the present invention provides a platform independent 
framework for exposing application hosting back-end Sys 
tems to customer applications. 
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AUTOMATED MESSAGE HANDLING SYSTEM 
AND PROCESS 

FIELD OF THE INVENTION 

0001. The present invention pertains to the management 
of network hosted applications, and more particularly to the 
implementation of automatic data routing to allow back-end 
Systems for managing hosted applications to function with 
reduced operator intervention. 

BACKGROUND OF THE INVENTION 

0002 Application hosting is a growing trend in the 
provision of Internet applications. Host farms co-locate 
large numbers of Servers and other application hosting 
components, hereinafter referred to collectively as applica 
tion components, at geographically advantageous locations 
to provide application hosting Services having efficient 
access to an Internet hub. The centralization of application 
components also provides for efficiencies in the operations 
of the application components, Since the application com 
ponents associated with different hosted applications can be 
managed through a single set of Support, administration, and 
management Systems and tools (hereinafter referred to col 
lectively as “back-end systems”). 
0003. The back-end systems of application hosting sys 
tems maybe built around a back-end network, which may be 
Separate from front-end interfaces used to communicate 
hosted web applications to web-site Visitors. A back-end 
network provides a communications path between the back 
end Systems and the application components, however the 
back-end network is limited to passively transmitting infor 
mation from a Sender to a receiver. Typically, each message 
Sent over the back end network contains a network address 
to identify a recipient of the message, and data comprising 
the body of the message. The destination of each message is 
determined by the Sender of the message. In order to allow 
a recipient of a message to understand the data contained 
within the message, the message must be formatted accord 
ing to a protocol known to both the Sending and receiving 
components. Additionally, the Sending component must 
have knowledge of the existence of the intended recipient 
component and the necessity to Send the message to the 
component. Accordingly, Such a communications protocol is 
feasible where two components are required to be able to 
communicate, but becomes more difficult as additional com 
ponents are added. 
0004 Providing a known format to both the sending and 
receiving components may be resolved by the use of appli 
cation program interfaces, which act as translators between 
the components. Alternately, components may use a widely 
known format for transmitting the data, Such that a tool may 
be originally written to communicate over the back-end 
network according to a known format. Message formats may 
also utilize published definitions, Such that components may 
reference the published definitions to interpret the contents 
of the message. Such published definition Sets can be 
implemented directly on the component, Such as the use of 
Internet browsers which contain information for interpreting 
HTML (hypertext markup language). Hybrids may also be 
utilized, wherein a portion of a format definition may be 
distributed to each component, while format definitions for 
Specific message types may be stored at a third location, 
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Such that components can access the definitions for Specific 
messages, and also be informed of the necessity of Sending 
the message in the first place by reference to the material 
contained at the third location. 

0005 Tools which comprise the back-end system may 
differ from function to function. One vendor may make a 
particularly effective tool for monitoring the performance of 
a hosted application, while a different vendor provides an 
effective tool for tracking Service requests. The use of varied 
tools to handle varying back-end functions limits the ability 
to automate responses which are dependant upon informa 
tion being Sent from a Sending computer to an address, 
unless the Sending component is originally programmed 
with instructions identifying destinations for each message. 
0006 The ability to provide this functionality to each 
computer in an application hosting System is Severely con 
Strained. The destination of each message Sent from a 
computer may be dependant on both internal and external 
considerations. Internal considerations may include the con 
tents of the message, and the identity of the computer 
Sending the message. External considerations could include 
identifying a responsible party for responding to a specific 
message from a Sending computer. Accordingly, when a 
message is Sent by a component, the identification and 
resolution of any events or conditions described in the 
message presently requires the involvement of human opera 
tors before indicated responses can be taken. The involve 
ment of human operators delays the resolution of any 
Situation indicated by the message, and thus may adversely 
affect the performance of the component which initiated the 
meSSage. 

0007 An example of such a situation would be the 
transmission of a fault message related to application Soft 
ware. Such a message may be transmitted to a hosted 
application customer associated with the application Soft 
ware. Once the message is received by the customer, the 
customer must be able to determine corrective actions, and 
who should be notified of the necessity of initiating the 
corrective actions. Such messages may be transmitted to the 
customer via posting at a portal into the management 
System, further delaying resolution until the customer 
accesses the portal. 
0008 Alternately, requests made by a customer to an 
application hosting System also require that determinations 
be made regarding how the request should be handled, and 
additionally what management functions need to be 
informed of the request and any proposed response. Thus, 
delays inherent in making Such determinations delay reso 
lution of the request, delaying any benefit to be achieved 
under the request. 

SUMMARY OF THE INVENTION 

0009. The present invention relates to a system and 
process for resolving messages from application compo 
nents to back-end Systems. The System comprises a stan 
dardized message definition which uses a tagged field format 
through which application components communicate to a 
message handler. The message handler includes a resolver 
that utilizes the information contained in the tagged fields of 
messages to determine correct resolution and routing of the 
message. The resolver applies rules that define actions to be 
taken and recipients of information based on the contents of 
the message. The rules may be pre-defined by a customer 
asSociated with an application component generating a mes 
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Sage, based on common rules applied to components gen 
erally, or based upon Service rules associated with the 
Service provider, Such as level of Service Subscriptions or 
other characteristics, or based on a combination of any or all 
of the above bases. By utilizing published message formats, 
the present invention provides a platform independent 
framework for exposing application hosting back-end SyS 
tems to customer applications. 

0.010 The present invention may be embodied in a net 
work-based automated message handling System for initiat 
ing responses to messages transmitted through the network 
by application components without requiring operator inter 
vention. The System may include at least one customer 
defined message handling rule which defines actions desired 
by a customer to be taken in the event of a message 
indicating a condition or event. The System also includes a 
message handler which receives information messages 
transmitted by application components, and analyzes the 
messages to determine whether the contents of the message 
indicate that the contingent actions should be taken. The 
message handler may generate further messages when the 
contents of the message indicate that the contingent actions 
should be taken. The recipients of the further messages may 
be identified by the customer-defined message handling rule. 
0011. In an alternate form, the present invention may be 
embodied in a process which includes the Steps of receiving 
from a customer at least one customer-defined message 
handling rule, interpreting the components of the informa 
tion message to determine whether the customer-defined 
message handling rule should be applied to an information 
message based on the contents of the information message, 
applying the customer-defined message handling rule to the 
information message when the contents of the information 
message So indicate, and generating and transmitting a 
forwarded message in accordance with the customer-defined 
message handling rule when application of the rule is 
indicated by the contents of the information message. 
0012. In a further alternate form, the present invention 
may be embodied in a computer program which implements 
a process for determine from a customer at least one 
customer-defined message handling rule, and making the 
customer-defined message handling rule available to a mes 
Sage handler via a computer network. The customer-defined 
message handling rule identifies circumstances under which 
actions should be taken by a message handler, and actions to 
be taken by the message handler when the circumstances are 
met. Customer-defined message handling rules may be lim 
ited to affecting messages related to the customer providing 
the rule. 

0013 The rules which may be applied in the present 
invention include Service-based rules which are dependant 
upon a level of Service Subscribed to by a customer, as well 
as common rules which are applicable to all customers. The 
messages may be forwarded as e-mail, as pages, as faxes, or 
as Internet posts to other Systems. 
0.014. The customer-defined rules may be determined 
through a wizard presented to a customer. The Wizard may 
use references to other databases to determine characteristics 
which may be associated with a rule, Such as application 
components to apply a given rule to, or potential recipients 
of a given rule Such as by reference to a contacts list 
management tool. 
0.015 Finally, the ability of the present invention to 
automatically apply customer based rules, as well as Service 
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based and common rules, allows the automated handling of 
management tasks within the application hosting System. An 
example of Such an automated process handling is the 
automated forwarding of messages Such as associated with 
a provisioning request, where the individual messages ini 
tiate tasks which form the Steps inherent in a provisioning 
request, allowing the provisioning request to be handled in 
a rapid and efficient manner. 
0016 Other features and advantages of the invention will 
be apparent from the following description of the preferred 
embodiment, and from the claims. 

BRIEF DESCRIPTION OF THE FIGURES 

0017 FIG. 1 shows an application hosting system uti 
lizing a customer-defined rules database for message han 
dling. 

0018 FIGS. 2A through 2D show an illustrative schema 
defining an application Software error message. 
0019 FIG.3 shows an illustrative customer-defined rules 
query Wizard for identifying a message class to apply a 
customer-defined rule to. 

0020 FIG. 4 shows an illustrative customer-defined rules 
query wizard for identifying a component to apply a cus 
tomer-defined rule to. 

0021 FIG. 5 shows an illustrative customer-defined rules 
query wizard for manual entry of recipient identification for 
automatically forwarded notifications directed to Software 
fault messages. 
0022 FIG. 6 shows an illustrative customer-defined rules 
query wizard for identifying recipients of automatically 
forwarded notifications directed to Software fault messages. 
0023 FIG. 7 shows details associated with a process for 
using customer-defined rules to handle messages as indi 
cated by the contents of the message, where the customer 
defined rules include indirections to other information 
Sources for response generation. 
0024 FIG. 8 shows an application hosting system uti 
lizing common, Service defined, and customer-defined rules 
for responding to messages. 
0025 FIGS. 9 shows an illustrative portal for providing 
customer access to back-end Services. 

0026 FIG. 10 shows a simplified process associated with 
use of Service-based rules to handle messages as indicated 
by the contents of the message. 
0027 FIGS. 11A through 11G show a process utilizing 
the application of customer-defined, Service-based, and 
common rules to a message, Specifically a request for the 
addition of RAM to a Server hosting an application. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0028 Referring particularly to FIG. 1, wherein like 
numerals represent like elements, there is shown an appli 
cation hosting System 100 embodying the present invention. 
The System of the present invention may be incorporated 
into a network application hosting System 100, Such as that 
utilized to host Internet applications for customers. The 
message handling System 102 of the present invention in a 
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basic embodiment includes a message handler 104 and a 
customer-defined rules database 106. The application host 
ing System 102 may include but is not limited to application 
servers 108, routers 110, Switches 112, software components 
114 Such as Software programs and Services, as well as tools 
used to administer the hosted application System. Such 
components of the application hosting System are hereinafter 
referred to collectively as “application components'. In 
order to most efficiently provide the application hosting 
system 102, many of the functions associated with the 
application are hosted on Separate components, frequently 
with more than one component carrying out a function to 
provide Sufficient capacity to meet demands for the function. 
For example, two (2) application servers 108 and a router 
110 may be used to host an application, with a third server 
116 being used to Store data for the hosted application. Each 
of these devices may have Software packages 114 installed 
thereon, with remote tools such as a customer portal 118 
being used to monitor the performance of the individual 
components and Software packages. Accordingly, the num 
ber of components involved in a hosted application System 
100 can become quite large. 
0029. The message handler may include a message 
receiver 105, a message resolver 107, a message generator 
109, and a rule applier 111. The message receiver 105 may 
be a functional group implemented in Software which allows 
the message handler 104 to receive messages from applica 
tion components. The message resolver 107 may be a 
function implemented in Software which allows the message 
handler 104 to interpret the contents of a message in 
accordance with Standard message Structures. The message 
generator 109 may be a function implemented in software 
which allows the message handler to generate messages in 
accordance with pre-determined instructions, wherein the 
pre-determined instructions may be embodied in the Soft 
ware forming the message handler, or may be rules Stored 
external to the message generator. The rule applier 111 may 
be a function implemented in Software allowing rules defin 
ing responses to received messages to be applied to the 
contents of messages to determine whether individual rules 
should be applied to the message based on the contents of 
the message. Although these functions are illustrated as 
being distinct in the present illustration, the functions may 
be integrated into a single Software package capable of 
performing the functions. In a presently preferred embodi 
ment, MICROSOFT BIZ-TALKTM software is being used to 
enable these functions. 

0030 Standard message structures, called schema, are 
provided Such that a common message Structure can be 
interpreted by Sending and receiving computers. Individual 
Schema are provided for performance monitoring, asset 
management, case management, billing, and operations 
policy. 

0031. The function of the schema is to allow the message 
handler 104 and other components within the application 
hosting system 100 to be able to interpret the contents of a 
message. If a message arrives at a message handler 104, with 
a field having a value of 0.99, the message handler would not 
be able to determine whether an action was indicated based 
on the data. By defining the field within which the 0.99 was 
contained, the message handler would be able to understand 
the context of the value, Such that decisions could be made 
accordingly. For example, the field could be defined as 
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memory utilization, expressed in percentages, Such that a 
message handler would understand that the memory utili 
Zation on a specific component was 99%, indicating that the 
component was likely having Speed degradations due to 
inadequate free memory. 

0032. In FIG. 2 there is shown a schema associated with 
a software fault notification message. The header 202 of the 
file identifies the message type. The characteristics associ 
ated with fields and elements are also defined in the Schema 
204, 206. Schema definitions may be published on an 
application hosted by the application hosting Service to 
provide access to the Schema to outside parties, or may be 
published through a tool on the back-end network. In the 
presently preferred embodiment, the Schema are Stored on 
the message handler, in this case a Software tool called 
MICROSOFT BIZ-TALKTM, as document definitions. As 
messages enter a MICROSOFT BIZ-TALKTM interchange, 
they are validated against the Schema referenced in the 
document definition. The Schema may alternately be Stored 
on a separate server accessible through Web Distributed 
Authoring and Versioning (“WebDAV”) 132 (shown in FIG. 
1), which is an extension to the HTTP 1.1 standard that 
exposes a hierarchical file Storage media, Such as a file 
system, over an HTTP connection. 
0033. In a conventional message format, fields are pre 
defined, and may be included in the message whether the 
value is relevant or not. Such fixed field messages provide 
for the ability of the contents of a message to be interpreted, 
but do so inefficiently, since fields must be included whether 
relevant. By relying on a tagged field message format, Such 
as XML, the header of the message can identify what fields 
are contained within the body of the message, allowing 
interpretation of the data without requiring the inefficient 
utilization of fixed-field messages. Accordingly, only nec 
essary fields need to be provided for in the body of the 
message, allowing fields to be added to the message format 
as required. Finally, the definition of the header information 
is provided in the Schema, allowing the basic definitions of 
how to interpret the tagged-field message to be known to a 
component receiving a message from another component. 
0034. The use of such schema allows components to 
report events and conditions without reference to the iden 
tify or existence of recipient components. Accordingly, logic 
does not need to be built into components to enable the 
component to function within an application hosting System 
embodying the present invention. 
0035 More particularly, individual components will 
preferably be written Such that messages Sent from the 
component follow the pre-defined schema. Within a com 
ponent a piece of data may be assigned a variable name. To 
report this data to an entity away from the component, the 
component may not need to know how the data will be 
named by a recipient. AS long as the data is properly 
formatted within a transmitting message, a receiving com 
puter will be able to determine from the field tags the context 
of the data. 

0036 Furthermore, the messages may use the message 
handler as a recipient, with the message handler determining 
message recipients based on the identification of the Sending 
component. As shown in FIG. 1, the back-end network is 
illustrated as a loop with each component communicating 
with the back-end network. Logically, the message handler 
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receives each message from components, and re-transmits 
the messages as required. Accordingly, the System of the 
FIG. 1 may alternately have each component connected 
directly to the message handler, rather than through a 
back-end network, Such that communications between com 
ponents route through the message handler. 

0037 Individual element type definitions may be further 
defined in an XML name space 120, or system defined area 
for publishing schema for use in the system. Different 
Schema may be defined based on the various contents for 
which it is desired to transmit information from one com 
ponent to another, as well as based on the individual data 
types. 

0.038. It is known that the occurrence of events within a 
hosted application System may indicate that a response 
should be made upon the occurrence of the event. The 
response indicated is generally constrained by characteris 
tics of the event itself. For example, if a Software component 
reported that a memory protection fault had occurred, it is 
unlikely that anyone would consider the indicated response 
to be to replace the Video monitor. 
0.039 A first step for handling messages indicating a 
required response is to determine who should be notified of 
the message. This function is handled in the illustrated 
embodiment of the invention by a message handler 104. The 
message handler 104 reviews the contents of messages 
flowing along the back-end network 122, and applies rules 
(or has rules applied to) the contents of the message to 
determine whether and which components need to be 
informed of the message and its contents. The message 
handler 104 of the present invention may be embodied in a 
Server that is distinct from other components associated with 
the application hosting Service. Alternately, the message 
handler could be embodied in multiple servers, with the 
Workload associated with message review distributed 
between the multiple Servers. Alternately, the message han 
dler may be distributed among individual recipients of 
messages, Such that the individual recipients are responsible 
for reflecting received messages to other recipients. 

0040. The incorporation of the message handler into the 
application hosting System relieves the individual compo 
nents of the need to determine destinations for messages. 
Messages are Sent to the message handler, which determines 
indicated recipients. Presently, the message handling func 
tion is being enabled using MICROSOFT BIZ-TALKTM 
Software. This software is responsible for identifying further 
recipients of a message. Forwarded messages, in their origi 
nal form or in a rewritten form, may serve as instructions to 
other components within the application hosting Service. 
Accordingly, a forwarded message may have further content 
appended to the message before the message is forwarded, 
or have content removed. 

0041. In order to cause messages to be reviewed by the 
message handler 104, the messages may be originally trans 
mitted from a generating component to a fixed address, 
specifically the network address of the message handler 104. 
In Such an implementation, the message would contain, as a 
field within the body of the message, the intended recipient 
of the message if an intended recipient existed. 
0042. The generation of messages is dependant on the 
hosted application components. Basic components, Such as 
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the operating System on which a hosted application is 
running, include provisions for monitoring the operating 
conditions of the application Software. These Services may 
also include functionality for monitoring the operation of the 
service itself. The services may typically be written without 
conformity to the message handling System of the present 
invention, Such that messages and warnings indicating 
events or conditions within the Software are not transmitted 
in the format necessary to allow the message handler to 
interpret the message. This limitation applies to messages 
asSociated with hardware components as well, which may 
typically utilize software to control the function of the 
hardware component. The provision of an application pro 
gramming interface to the component allows messages 
generated by the component to be formatted in accordance 
with the format expected by the message handler. 

0043. Where the component does not allow for integra 
tion of an application program interface ("API) to perform 
message formatting, the message may be routed through an 
indirection to a translating tool which formats the message 
in the Standard format before forwarding the message to the 
message handler. The use of translating tools requires a 
mechanism by which a message can be intercepted before 
retransmission to the message handler, while retaining infor 
mation associated with identifying the intended recipient of 
the message. 

0044 Finally, back-end tools may utilize agents which 
are resident on application components as a means of 
monitoring the operation of an application component. A 
typical example of Such an agent would be an agent placed 
on a Server for the purpose of monitoring memory usage on 
a Server being used to host a customer's application. Such an 
agent may be placed on the tool, with usage messages from 
the agent being intended for transmission to a portal tool, or 
other tool for distributing the operations information. Adap 
tation of the agent to cause Such messages to be first routed 
to the message handler allows the contents of the message to 
be monitored to determine if further action is required. 
0045 Although in the case of the memory usage tool, the 
tool previously could be used to cause the initiation of 
further action based on the memory usage (Such as a 
notification function), the distribution of functions to dis 
parate tools limited the ability and efficiency with which 
further action could be initiated. For example, if four servers 
were being used to host an application, with one Server 
off-line, memory usage being high while the Server was 
off-line could be tolerable, since the off-line server could be 
expected to return on-line, thereby reducing the memory 
usage. If the high memory usage occurred at a point in time 
where all components were fully functional, the high 
memory usage could indicate that memory should be added 
to the component experiencing the high usage. By allowing 
cross-referencing of information between tools, the effec 
tiveness and efficiency of automatically initiated responses 
can be improved. 

0046. In a basic embodiment of the present invention, the 
message handler may be limited to initiating actions based 
on rules provided by a hosted application customer 124 for 
a hosted application 126. Limiting the rule Set allows 
efficiencies to be gained by the application hosting Service 
and the customer 124, while providing the greatest benefit 
with regard to customer Satisfaction. Additionally, limitation 



US 2002/0188688 A1 

of the rule set to customer-defined rules may limit the 
exposure of the application hosting Service to customer 
displeasure based on automatically initiated actions, Since 
any action could be attributed to the instructions of the 
CuStOmer. 

0047 The ability of the message handler 104 to correctly 
determine what the proper response is to receipt of a 
message from a component of a hosted application System 
102, the message handler must have an internal Set of rules 
which define responses. Simple responses may include, for 
example, a notification to a hosted application customer 124 
when a hosted application 126 exceeds a memory utilization 
threshold. More complex responses may be directed to the 
initiation of corrective actions when a fault is detected. 
There are no limitations to the message content to which 
customer-defined rules can be applied, as a customer-defined 
rule may be written to provide a customer desired response 
to any event within the System, as long as the event is 
identifiable based on the contents of a message. 

0.048 Simple customer based rules may define notifica 
tion Strategies to be enacted upon the occurrence of an event. 
For example, if a Software fault occurs in application Soft 
ware written for customer by a third-party vendor, the 
customer 124 may desire that the third party vendor be 
immediately informed of the Software fault. Such a message 
could be automatically handled by a rule Specifying that 
when a Software fault occurs within the application Software, 
that an e-mail message is transmitted to the third-party 
vendor informing the third party vendor of the fault. Alter 
nately, the notification could occur by page, by facsimile 
transmission, or by generation of a telephone call using 
Voice Synthesis capabilities. 

0049. In addition to customer-defined rules which are 
dependant only upon the occurrence of an event, customer 
based rules which reference an outside reference may also 
be implemented. For example, if a contacts list tool, Such as 
130, is implemented within the back-end systems of an 
application hosting Service, the notification instruction could 
be directed to an individual or party identified by a title, 
where the actual individual or party associated with the title 
is referenced in the contacts list tool. Accordingly, if a 
customer desired that a Service representative be notified 
when a message was received from a component, the 
message handler, based on a rule identifying “customer 
Service representative' as a recipient, could reference a 
contacts list tool to determine who the present “customer 
Service representative' is, before forwarding a message to 
the present Service representative. The use of the indirection 
allows the creation of organizational responsibility outside 
of the customer-based rules, but allows the customer based 
rules to implement the externally defined organizational 
responsibility without requiring that the customer based 
rules be updated each time a change occurred in the orga 
nizational responsibility definitions. 

0050 Finally, customer based rules may also branch 
based on externally derived information. For example, a 
customer may define message forwarding priorities based on 
a reported event and the existence of additional factors. For 
example, where multiple Servers are being used to host an 
application, a report of high memory utilization may initiate 
a review of the distribution of information requests being 
made by a router associated with the hosted application. 
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Where the router is reporting normal distribution of incom 
ing information requests, the customer may desire that a 
third party Vendor responsible for the application Software 
be notified by e-mail. If the router is reporting uneven 
distribution of incoming information requests, the customer 
may desire that a different party, one responsible for the 
function of the router, be notified of the condition rather than 
the third party vendor. Although simple, this example illus 
trates the ability of a rule to request information from an 
external Source for use in determining what action to initiate 
based upon the received message and the external Source 
information. 

0051. As shown in FIG. 3, which illustrates an exem 
plary customer-rules query wizard 302, a customer can be 
prompted to provide information regarding how notifica 
tions should be handled. A pull down box 304 may be 
provided to allow a customer to select a certain class 306 of 
messages to apply a customer-defined rule to. The pull down 
box 304 may include classes Such as performance notices, 
Software fault notices, billing notices, of contact list change 
notices. As shown in FIG. 4, the customer may also be 
presented with a list of Specific components within a class 
for which a presently being entered rule should be applied. 
If the class Selected was directed towards Software faults, a 
customer may desire that faults associated with third-party 
developed software 402 have a direct notification to the third 
party vendor. Shown in FIG. 5 is a query wizard allowing 
manual identification of desired recipients of forwarded 
copies of the message. Alternately, as shown in FIG. 6, once 
a component to apply the rule to has been selected, the 
wizard may display radio buttons 602 allowing a customer 
to identify parties 604 for notification for messages within 
the present class/component. The list of potential recipients 
may be derived from information contained in a contacts list 
tool, Such that the options presented may be based on the 
Specific Situation of the customer entering the rule. 
0052. In FIG. 7, a basic process implementing the auto 
mated handling of a message from an application component 
is illustrated. In step 702, customer based rules are deter 
mined. These rules can be determined by prompting a 
customer for desired responses to frequently Seen events and 
conditions. FIGS. 2-6, discussed above, illustrate customer 
based rules related to notification procedures. Once these 
rules have been determined, the message handler reviews 
messages to determine whether a customer based rule should 
be applied. A message is received 704 by the message 
handler. The received message is parsed and interpreted 706 
in accordance with a message definition. The interpreted 
contents of the message are then reviewed to determine 
whether one or more customer based rules should be 
applied. If it is determined 708 that no rules should be 
applied, the proceSS continues 710 until the next message is 
received. If it is determined 708 that a specific customer 
based rule should be applied, then the Specific customer 
based rule is reviewed to determine 712 whether any exter 
nal information needs to be acquired to implement the 
Specific customer based rule. If it is determined that external 
information is required, the external information is obtained 
714. A specific customer based rule or rules may then be 
applied 716 to the message contents. 
0053 Application may consist of forwarding actions 
asSociated with the contents of the message, for example, or 
may include the generation 718 of instructions or commands 
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to other components to initiate actions. These examples are 
merely illustrative, and do not limit the Scope of actions 
which can be undertaken when a rule is applied to a 
message. Once a specific customer based rule has been 
applied, the message handler may determine whether any 
other specific rules should be applied. Any other specific 
rules may then be applied as above. Once application of the 
rule or rules has been completed, the process continues 710 
receiving and reviewing messages. 

0054. In order to provide access to the customer rules 
wizard 302, as well as other information related to a hosted 
application, a portal 128 as shown in FIG. 8 may be 
provided to the customer 124 allowing the customer 124 to 
View information associated with a hosted application 126 
and to also manage the hosted application 126. In addition 
to providing an interface for the customer 124 to define 
customer based rules, the portal 128 may provide acceSS for 
the customer 124 to other functions associated with the 
application hosting Service, Such as maintenance of a con 
tacts list within a contacts list tool 130, review of perfor 
mance data associated with a hosted application, review of 
the hardware and Software configuration of a hosted appli 
cation, review or change of Subscribed Service levels, and 
request for changes to the configuration of a hosted appli 
cation, Such as the addition or deletion of Software or 
hardware components. 

0.055 The portal server preferably includes software 
allowing information displays to be generated and transmit 
ted via the Internet to a customer. Methods for generating 
and transmitting the information to a customer are well 
known. The information itself may be organized based on 
the characteristics of the information. For example, the 
information displayS can be segregated based on topics Such 
as performance of the Server or Servers on which an appli 
cation is hosted Such as efficiency of memory usage or 
efficiency of distribution of requests between multiple serv 
ers, or usage metrics for the application Such as number of 
visitors. The portal is preferably integrated with individual 
monitoring tools, billing information Such as fees for Service 
policies or equipment, trouble ticket tracking information 
for following up on Submitted trouble notices or tickets, and 
contact information for parties responsible for the operation 
and/or maintenance of Servers on which an application is 
hosted, as well as the operation of the hosted application 
itself. An illustrative portal interface is shown in FIG. 9. In 
the illustrated portal 900, the “App. Config.” task 902 may 
be used to invoke a wizard for identifying customer-defined 
rules. 

0056 Returning to FIG. 8, a messaging tool 804 system 
may be included, allowing voice, pager, e-mail, HTTP 
POST, and/or facsimile notification, Such that a customer 
may be notified upon the occurrence of an event without 
needing to be communicably connected to the Portal Server. 
The destinations available which can be messaged through 
the messaging System may be interconnected to a contacts 
list tool 130, such that notifications regarding information 
obtained may be routed to interested parties beyond a 
customer associated with a particular hosted application. 

0057 Pager notification may be accomplished either by 
relying on a Service which provides for the forwarding of 
e-mails to a pager, or by implementing an e-mail to pager 
capability within the message handler itself. HTTP POST 
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forwards attached data in an original message, as opposed to 
providing data in response to an HTTP GET request. The 
post may be carried out using either SOAP or XML parsing. 
Under either method, the component Sending the message to 
which the data is attached may build an XML formatted 
message based on the data, which can then be transmitted to 
the message handler 102. 
0058. The portal may preferably include security features 
806 to control access to hosted application information. The 
Security System may include the use of a user ID/password 
feature, or may use more advanced features Such as public 
key encryption or user certificate methods. The method 
Selected may be chosen based on the number of users a 
customer desires to have access to information through the 
portal, and the Sensitivity of the information available 
through use of the method. Accordingly, multiple methods 
may be implemented, with information availability limited 
based upon the Security method in use. Thus, a large 
corporation having an application hosted may have a high 
level access, through which all portal information may be 
accessed, Secured through the use of a certificate on a high 
level managers computer. A lower level access may be based 
on user ID/password security, with limited information 
asSociated with each password. One password could enable 
access to billing information for the customer's accounting 
department, while a different password would provide 
access to Site Visitation information to a customer's market 
ing department. 

0059) As referenced above, a contacts list tool 130, which 
may be implemented as a separate tool available through the 
portal tool or as an address book in the message handler, 
may be used to maintain records defining contact informa 
tion associated with a hosted application. This information 
may define organizational responsibilities, as well as pro 
vide a centralized point to allow contact information Such as 
phone numbers to be maintained. The records may identify 
both customer Side and application hosting Service Side 
perSonnel associated with a hosted application. The infor 
mation associated with the records may be Stored by the 
contact information tool in a database 808. Information in 
the contacts list may be communicated to the portal through 
a request message Sent from the portal to the contacts list 
tool 130. Once the contacts tool 130 receives the request, the 
contacts tool 130 could respond to the portal by identifying 
information associated with the position for which informa 
tion was requested. The list of positions for which informa 
tion could be requested could be originally communicated to 
the portal by a contact tool as a list of positions in response 
to a positions available request from the portal, Such that the 
portal could be flexibly programmed, i.e., would not need to 
know the positions available in order to generate a list of 
positions for which contact information is available for the 
for the portal may be obtained from the contact information 
tool. 

0060. The ability of components to transmit messages 
may be enabled by writing the application to write messages 
in XML format in compliance with the Schema associated 
with the message handler. Alternately, Software modules 
performing the function of translating messages from a 
components proprietary format into Schema compatible with 
the message handler may be implemented, Such that the 
modules intercept and reformat messages between the com 
ponent and the message handler. The modules may also 
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translate messages from the message handler to the compo 
nent, as well as from the component to the message handler. 
A software developer's kit (SDK) may be optimally pro 
Vided to developers of applications to assist in enabling the 
applications to transmit messages in Schema compatible 
with the message handler. Such an SDK may incorporate 
tools Such as a tool to validate the Schema compatibility of 
messages transmitted by the component. 
0061 AS discussed above, the provision of an interface or 
portal between a customer and the application hosting 
Service facilitates the dissemination of information between 
the customer and the Service. The portal also provides an 
efficient interface with which to allow a customer to manage 
a hosted application. This efficiency arises due to the co 
location of the information upon which management deci 
Sions must be made with the controls for making the 
decisions. 

0062) The tools used to provide information to the portal 
may be the same tools used by the application hosting 
Service to operate the application hosting Service. 
0.063. In the configuration shown in FIG. 8, the applica 
tion hosting Service to which the present invention is applied 
may include Several tools for managing the application 
hosting Service. These tools may include a Service ticket 
management tool 810, a billing tool 812, a contact manage 
ment tool 130, a configuration mapping tool 802, a configu 
ration management tool 814, and others as required. 
0064. A billing tool 812 may be used manage billing 
functions, Such as determination of customer financial obli 
gations and Status. Information for the portal is accessed 
from the billing tool database via a query agent, which is 
configured to generate queries based on the data table 
Structure Specified by the billing function tool. The queries 
may be communicated to the billing tool from the portal in 
the form of messages using the Standardized System format, 
Such that the message handler can pass and review the 
messages to determine if any actions are indicated (Such as 
notification of an alternate billing contact). 
0065. A configuration mapping tool 802 may be included 
in the back end Systems to track the inventory and configu 
ration of components being used to host customer's appli 
cations. Such a tool Simplistically is a database that identifies 
the components associated with a hosted application, how 
ever more preferably includes linkages between the identi 
fied components. For example, the database may identify 
Software components as being specifically installed on iden 
tifiable Servers, or Specific routers as being associated with 
Specific applications. 

0.066. A configuration management tool 814 is a tool that 
is capable of determining the amenability of making changes 
to the components associated with a hosted application. For 
example, the configuration manager may determine the 
amenability to the installation of additional RAM into a 
Specific Server being used to host an application, or the 
amenability of a Server to accept another hard drive. The 
configuration management tool preferably utilizes an expert 
System to apply a knowledge base regarding the amenability 
of requested modifications to a hosted application configu 
ration. 

0067. A tool for presenting provisioning options 816 may 
also be incorporated, either within the portal, as a separate 
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tool, or as part of a configuration management tool. The 
purpose of a provisioning tool would be to identify for a 
customer options available to the customer with regards to 
the components or Service levels associated with their hosted 
application. Such a provisioning tool could make recom 
mendations for configuration changes based on parameters 
asSociated with a hosted application. For example, the 
provisioning tool could be informed by retransmission of a 
high memory usage condition in a hosted application Server 
(Such notification being initiated by a service or common 
rule applied to an original notification message). Offers of 
assistance could likewise be filtered based on customer 
based rules. An example of such a rule would be that the 
customer would entertain hardware Suggestions, but not 
Software or Service Suggestions. 

0068 Another tool may be used for tracking service 
tickets 810. Service tickets include, but are not limited to, 
Service requests to add new hardware or Software, to correct 
faults or deficiencies, and to change configurations of hosted 
applications. Service ticket information may include the 
requester of the ticket, a Summary of the underlying Service 
request, and entries identifying actions taken and the Status 
of the Service request. Another tool may be provided for 
monitoring hosted application performance 818. This tool 
may monitor parameters, including but not limited to, CPU 
utilization, disk Space utilization, memory utilization, net 
work bandwidth utilization, Services Status, network hard 
ware utilization, and application availability. Information 
asSociated with the performance monitoring may be Stored 
in a database (not shown) associated with the performance 
monitoring tool. 

0069. In addition to customer-based rules, common rules 
can be established for application to all hosted applications. 
Typically, these rules may include events or conditions 
which have common applicability acroSS all hosted appli 
cations and components. For example, a message changing 
a Service Subscription level would need to be reported to a 
billing tool, but might also need to be reported to a contacts 
list tool if additional contacts are provided based on the new 
Subscriber level. A configuration mapping tool may also 
need to be updated according to the change in Service level, 
Such that hosted application configuration information could 
be maintained. Message handling rules in these situations 
would be independent of a Service level associated with a 
client, and could therefore be applied to all messages. 
0070 Although this example is based on a message from 
a portal to a tool, indicating a customer request to change a 
Subscription level, the common rules can also be applied to 
other components. For example, a firewall monitoring tool 
may detect a Sudden influx of information requests to a 
hosted application. A common rule may be provided that an 
on-duty Security operator is notified by pager to determine if 
corrective action is required, Such as if the Sudden in-flux is 
due to a denial of Service attack. Alternately, automated 
actions may be invoked where the influx is from a single 
address, Such as the automatic initiation of a filter on the 
information requests, preventing information requests from 
the Single address being distributed to ServerS hosting appli 
cations. 

0071. A third category of rules, hereafter referred to as 
service-based rules, which could be beneficially employed 
would be those rules dependant on an external condition 
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relative to a reported event or condition in a message. For 
example, various message handling procedures, Such as 
notifications and priorities for responses, could be based on 
Service Subscription levels. Offering a customer different 
Service levels allows the customer to tailor Service responses 
to the Sensitivity of the hosted application, in light of the 
fiscal impact associated with the different Service levels. 
0.072 A simple example of a service-based rule is illus 
trated in a customer Service representative notification 
response. If an event occurred within the components asso 
ciated with a hosted application, Such that the event required 
notification of a customer Service representative, normal 
procedure could be to place the message in a message queue 
for the customer Service representative, based on a first in, 
first out basis. If the customer associated with the component 
which has reported the event has subscribed to a higher level 
of Service, a different priority could be placed on the 
message, of the message could be transmitted to the most 
available customer Service representative. Alternately, the 
message could be transmitted in a more immediate format, 
Such as Via pager. 

0.073 Service-based rules are rules preferably provided 
by the application hosting Service provider. These rules may 
vary from customer to customer. For example, rules regard 
ing to responses to events within a hosted application may 
be generated based upon a Service level Subscribed to by the 
customer. If the Service offerS Standard and premium Service 
levels, the rules for responding to an event may be dictated 
by whether the customer has subscribed to standard or 
premium Service levels. Such a determination may be made 
by reference to an external database, Such as a billing 
module which contains billing information defined by the 
Service level, or by reference to a hosted application con 
figuration tool, which may expressly identify the Service 
level. 

0.074 Alternate service rules which may be utilized, for 
example, may be location based or platform based. Where an 
application hosting Service provider organizes components 
used to host applications at geographically disparate loca 
tions, Such as by the formation of Server farms, the responses 
to an event may be dictated by the Specific Server farm at 
which a component which has reported an event is located. 
Where different component types are used, different rules for 
each component type may be invoked. For example, Several 
hosted application customers could request that Compaq 
brand Servers be used to host their applications due to 
marketing agreements between Compaq and the customers, 
while the application hosting Service provider uses Hewlett 
Packard Servers for hosting other customer's applications. A 
Service rule could be applied Such that events from Compaq 
brand Servers result in one response, while Similar events 
from HP servers result in a different response. 
0075 An exemplary process exhibiting handling a mes 
sage based on a service specific rule is shown in FIG. 10. In 
Step 1002, a message is received by the message handler. 
The message handler then accesses 1004 field definitions 
associated with the message. The application 1006 of the 
Service rules to the message may be based on identification 
of rules applicable to field definitions, Such that the presence 
of a field invokes application of Specific rules to the contents 
of that field. Accordingly, once the field definitions associ 
ated with the message have been determined, applicable 

Dec. 12, 2002 

rules are applied to the contained in the fields and applicable 
service-based rule actions may be generated 1008. 
0076 For the purposes of the example shown in FIG. 11, 
a Service ticket is a busineSS method of tracking the Status of 
an action. If a customer requests the addition of more RAM 
into the ServerS hosting the customer's application, the 
installation may follow Several Steps. In addition to the 
actual installation of the RAM into a server chassis, the 
billing department might need to be informed of the addi 
tional equipment which must be paid for. When a configu 
ration mapping tool is incorporated into the back-end Sys 
tems associated with an application hosting Service, the 
information which the tool manages needs to be updated 
regarding the actual hosted application components in use. 
Also, a customer may be provided with information con 
cerning the Status of a requested Service ticket, allowing the 
customer to make plans based on the Status of the Service 
ticket. 

0077 Service tickets generally follow specific routes 
based upon the underlying Service associated with the ticket. 
Using the addition of RAM described in the previous 
paragraph, the request could be routed to an application 
configuration manager from which approval is required 
before the addition can be made. Such approval may be 
based on the availability of Space within a Server chassis for 
the requested additional memory. In order to evaluate the 
feasibility of installing the additional RAM, the configura 
tion manager may request from a configuration mapping tool 
Specifications defining the Servers associated with the hosted 
application to obtain information upon which a decision can 
be made. 

0078. Once it has been determined that the RAM can be 
installed into the Server chassis, a logistics function may be 
referenced to determine availability of the requested RAM. 
If the RAM is presently available, the logistics function can 
inform the configuration manager of its availability. If the 
RAM is not presently available, the logistics function can 
order the requested RAM, determine an availability date for 
the ordered RAM, and inform the application configuration 
manager of the availability date. From this, the application 
configuration manager can Schedule a hardware technician's 
time to insert the RAM into the server chassis. Once the 
RAM is installed, the hardware technician can inform rel 
evant tools of the installation, Such as a billing tool and a 
configuration mapping tool. Additionally, it will likely be 
desired to inform the customer of the Successful installation 
of the requested RAM. Using a Service ticket tool, each Step 
of this process may be listed, along with a Scheduled 
completion date. Based on this information, a customer can 
track the progreSS of the installation of the requested RAM. 
0079. As shown in FIG. 11, this function, when embod 
ied in the present invention, may be initiated by a customer 
entering 1102 a request to add RAM to the servers hosting 
the customer's application. The tool into which the request 
is entered may then generate 1104 a provisioning request 
message indicating the customer's desire that the RAM be 
added. Although the use of a portal tool for receiving the 
request may provide the most customer friendly method for 
initiating the request, other methods of generating the 
request may be utilized, Such as manual encoding of a 
message in the Standard format. 
0080. The provisioning request message may then be 
transmitted 1106 from the portal to the message handler. The 
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message handler may then receive 1108 and interpret 1110 
the message based on the message handler's knowledge of 
the format of the message. Based on the messages indica 
tion of a desired hardware upgrade, the message handler 
may generate 1112 and transmit 1114 a query to the con 
figuration management tool to determine whether the hosted 
application configuration is amenable to having the 
requested RAM added. The configuration management tool 
receiving 1116 the query may generate 1118 a query to a 
configuration mapping tool in order to determine informa 
tion describing the hosted application configuration, to allow 
the configuration management tool to determine whether the 
requested RAM can be added to the existing equipment. 
Alternately, knowing that the application configuration 
information will be required for the configuration manage 
ment tool, the message handler may include the information 
request as an action with the configuration management tool 
identified as the recipient of the information. The determi 
nation of the messages to be sent and their recipients in this 
case may be made according to common rules or Service 
based rules, depending on the particular application hosting 
Service to which the invention is applied. 
0081. The transmitted configuration map request is 
received 1122 by the message handler, which applies 1124 
customer-based, Service-based, and common rules to the 
contents of the message. In the present case, the rules could 
indicate that no action other than forwarding is indicated, 
such that the message handler would merely forward 1126 
the configuration map to the configuration mapping tool. 

0082 The configuration mapping tool may generate 1128 
a message describing the hosted application configuration 
based on data contained within a database for the configu 
ration mapping tool. The data is preferably maintained by 
recording additions or removals of hardware or Software as 
the additions or removals occur, as indicated by configura 
tion change messages generated via the message handler. 
The configuration mapping tool would then transmit 1130 
the message containing the configuration description to the 
message handler. 

0.083. The message handler receives 1132 the message 
from the configuration mapping tool, and applies 1134 the 
rules to the contents of the message to determine whether 
additional actions are indicated. In the present example, no 
alternate actions may be indicated, Such that the message 
handler merely forwards 1136 the application configuration 
message to the configuration management tool. 

0084. Once the configuration management tool has 
received 1138 the application configuration map, the con 
figuration management tool may determine 1140 whether 
the hosted application is amenable to the requested addi 
tional hardware or software, which for the purposes of this 
example is a request to add RAM to a Server for a hosted 
application. The configuration management tool may 
respond to the message handler whether or not the requested 
additional RAM is compatible with the application configu 
ration by generating 1146 an amenable message if the 
application configuration is amenable to the addition of the 
RAM. If the configuration management tool responds that 
the RAM can not be added, the message handler may 
forward a denial to the customer who originally made the 
request. Additionally, the message handler may respond to a 
Service-based or common rule and inform other parties of 
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the denial, Such as an account manager responsible for the 
customer. The addition of the dissemination of the message 
to relevant parties may allow the application hosting Service 
to maximize customer Satisfaction by allowing an individual 
Such as a client manager to intervene when Such a denial is 
generated, allowing the client manager to Suggest other 
alternatives for attaining desired performance from a hosted 
application. 
0085. If the configuration management tool responds that 
the RAM can be added, the message handler can forward the 
message to the requesting customer, and query whether the 
customer desires to have the RAM added. If the customer 
indicates his desire to have the RAM added, the customer 
indication, in the form of a message, may be sent to the 
message handler. The message handler may then act upon 
the contents of the message in accordance with the pre 
established common, Service-based, and customer-based 
rules. 

0086 The message handler may generate 1150 a message 
to the Service ticket management tool to open a new Service 
ticket. The information used to request the new Service ticket 
record may be determined by reference to the rules. For 
example, the previously discussed customer-defined notifi 
cation elections can be included in the Service ticket request 
and information, Such that parties identified by the customer 
as being desired recipients of information notices concern 
ing the progreSS of the Service ticket are identified to the 
Service ticket tool as being desired recipients of Status 
notices. 

0087. The message handler may also generate 1152 a 
RAM availability request to a logistics tool responsible for 
inventorying and ordering necessary hardware. The logistics 
tool may receive 1156 the message, and determine 1158 
whether or not the requested RAM is available. Typically, 
the tool would check an inventory database to determine if 
the RAM was on hand, or order the RAM from an outside 
supplier if the RAM were not available. The status of the 
RAM, either on hand or ordered, and an availability date, 
could then be transmitted to the message handler via a RAM 
availability message generated 1160 by the logistics tool. 
0088. Once the message handler has received 1162 the 
RAM availability message, the message handler may apply 
rules to determine whether actions are indicated based on the 
contents of the RAM message, which are most likely not 
indicated, and forward 1164 the RAM message to the service 
ticket tool to inform the service ticket tool of the availability 
of the RAM. 

0089. The service ticket tool may receive 1166 the mes 
Sage, and apply 1168 customer-based, Service-based, and 
common rules to the contents of the message. Typically, the 
Service ticket tool can generate a Schedule for the process of 
installing the RAM into the requested destination based on 
these rules, as well as determine who needs to be notified of 
the occurrence of milestones within the Schedule of events, 
and what events need to be initiated by the service ticket 
tool. For example, the Service ticket tool may determine that 
a message must be generated 1170 and transmitted 1172 to 
a hardware installation technician, informing him or her of 
the request to add the RAM the destination of the RAM, 
where and when the RAM can be picked up for installation, 
and when the installation must be completed by. 
0090 The transmitted hardware message is received by 
the message handler, which again applies rules to the con 
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tents of the message. The destination of a forwarded mes 
Sage may be determined by reference to a contacts list, Such 
that a hardware technician assigned to the customer's appli 
cation may be designated as the recipient of the hardware 
install message. Additionally, other parties may be informed 
of the issuance of the hardware install message, Such as the 
customer, or a technician availability manager. 

0091) Once the hardware technician receives 1182 the 
hardware install message, the hardware technician conducts 
the requested hardware change 1184, in this case the addi 
tion of the RAM. The hardware technician may then gen 
erate 1186 a message indicating the Successful installation of 
the RAM. This message is transmitted 1188 to the message 
handler. Once the message handler receives 1190 the mes 
Sage, the message handler again applies 1192 rules to the 
contents of the message, and generates necessary messages 
as indicated by the contents of the Successful installation 
message. In addition to forwarding 1194 the message to a 
Service ticket tracking tool, the message handler notifies 
1196 the configuration mapping tool of the change in the 
application configuration, may generate 1197 a message to 
the customer indicating the Successful installation, and gen 
erates 1198 a message to a billing tool noting the need to 
charge for the purchase, installation, and utilization of the 
additional RAM. Once these messages have been generated 
and transmitted, the message handler may return 1199 to 
monitoring the general flow of messages to identify indi 
cated actions. 

0092 Execution of the individual steps associated with 
performing the RAM installation may be coordinated 
through the Service ticket tool, or may be coordinated by the 
message handler itself. AS each Step required to perform the 
addition of the requested RAM occurs, the tool responsible 
for the Step may receive its instructions via a message, and 
report the completion of its task via a response message. 

0093. The ability to use off-the-shelf software packages 
to carry out the functionality of the different tools may be 
enabled by the ability of a message to initiate the process at 
the receiving application. A message may contain a Set of 
data and an instruction to the recipient of the message to 
execute Some task based on the data, with the response to the 
message being the results of the recipient having executed 
its task based on the passed data. This methodology is 
analogous to the passing of a function call. In basic pro 
gramming, defined functions have to be written and linked 
to the calling program, limiting the ability to integrate 
disparate tools created by different vendors. Each time a 
vendor revises or upgrades its tools, the links between the 
calling program and the tool would have to be re-estab 
lished, with resultant inefficiencies from the efforts required 
to ensure compatibility between calling and receiving tools. 

0094. By encoding messages using a standardized for 
mat, Such as, but not limited to, XML, XML-RPC, and 
SOAP, standardized interface definitions may be provided to 
the individual tools, Such that the tools can identify required 
formats by reference to the published definitions. Accord 
ingly, an application mapping tool could receive a request 
identifying a desired map of components associated with a 
hosted application. The identification could be based on data 
contained in a requesting message. By referring to the 
published Schema identifying the characteristics of the data 
in the message, the mapping tool would be able to parse the 
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message to understand the provided information. With the 
information understood, the mapping tool could determine a 
response to the request by identifying the relevant applica 
tion configuration. Once the information for the response 
has been determined, recalled from a database, or obtained 
in any other manner, the mapping tool could transmit a 
message back to the requesting tool providing the requested 
information. Again, Since the Sending tool has access to the 
format definitions, the response message is able to use a 
Standardized format understandable by the requesting tool. 

0095 Rather than having to tailor interfaces to each tool, 
and integrate each and every tool which may communicate 
with another tool, the standard provided by the common 
message format allows the addition or deletion of tools 
without having to reengineer the entire message protocol. 
New Schema may have to be developed and published to 
enable the functionality of a new tool, but the ability of tools 
to reference the published definitions limits the re-engineer 
ing task, as the tools may be capable of determining message 
formats without recourse to operator programming or inter 
vention. 

0096. In addition to being able to handle messages asso 
ciated with Service ticket tracking or hardware addition 
tasks, the message handler of the present invention may be 
utilized in conjunction with a Software build Script genera 
tor, Such as that disclosed in U.S. patent application Ser. No. 
09/783,745, filed on Feb. 15, 2001, and herein incorporated 
in its entirety by reference thereto. The incorporation of Such 
a tool into the back end Systems allows a Software recon 
figuration, addition, or deletion, to be accomplished in a 
fully automated fashion between tools by utilizing rules 
asSociated with the message handler to Schedule and control 
Software changes on an application component. 

0097. Automated Software provisioning may be accom 
plished by Submitting a message to a build Script generating 
tool, Such that a Script installing a requested Software 
package could be generated in response to the message, and 
injected into a start-up routine on the component for which 
the Software change is desired. This automated provisioning 
therefore may be based on the transmittal of a message to the 
build Script generating tool identifying the recipient com 
ponent, the Software to be installed, and could also include 
a Schedule for installing the Software, Such that down-time 
on the component can be coordinated into an off-peak hour. 
The Scheduling identification may be made in accordance 
with a customer-defined rule, based on the utilization of the 
customer's application. 

0098. Although the above discussion is generally in terms 
of fully automated operation of back end-Systems of an 
application hosting Service, the tools can be enabled manu 
ally by Systems operators to allow automated functionality 
to be implemented gradually. For example, the configuration 
management tool function may be enabled by a human 
acting as the configuration manager. A requested configu 
ration change request could be transmitted to the operator. In 
Such a Scenario, it would likely be beneficial for the message 
handler to have issued an application configuration map 
request prior to Sending the operator the change request, 
Such that the configuration map could accompany the 
change request. Change requests could be assigned priorities 
based on a Service Subscription level, Such that Service-based 
rules would affect the Scheduling of the configuration 
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change review. Each of the functions could be So enabled, as 
long as the message handler were provided with Sufficient 
rules to enable the processes underlying the rules. 
0099 Although the message handler is identified as a 
Separate tool in the above description, the message handler 
is a function that may be incorporated into another tool, Such 
as a Service ticket tracking tool. The Suitability of integrating 
the message handler with another tool is dependant on the 
extent to which rules are to be applied to messages. If the 
application is to be limited to notification instructions being 
Sent to a customer, integration of the message handler with 
the portal minimizes any inefficiency associated with having 
every back-end message reviewed by a message handler. 
0100 Alternately, the message handler function may be 
distributed between applications, Such that each tool is 
responsible for reviewing messages Sent to that tool. In a 
distributed System, individual tools may rely on a central 
ized customer-based rules knowledge base, Such that the 
tools may access the rules to determine message handling. 
0101 Alternately, in a distributed handling instruction, 
diverse tools may request action instructions from a cen 
tralized customer-based rules tool which determines actions 
based on the content of a query message. In Such an 
implementation, the diverse tools would format an action 
query to a customer-based rules determination tool. The 
contents of the message would include both the contents of 
the original message, as well as an identification of a 
customer associated with the contents of the message. 
0102 The present invention may be embodied in other 
specific forms than the embodiments described above with 
out departing from the Spirit or essential attributes of the 
invention. Accordingly, reference should be made to the 
appended claims, rather than the foregoing Specification, as 
indicating the Scope of the invention. 

What is claimed is: 
1) A network-based automated message handling System 

for initiating responses to messages transmitted through the 
network by application components, Said System compris 
ing: 

at least one customer-defined message handling rule; 
a message-handler, Said message handler comprising a 

message receiver, a message resolver, a rule applier, 
and a message generator, wherein Said message 
receiver receives messages from application compo 
nents, wherein Said resolver determines whether appli 
cation of Said at least one customer-defined message 
handling rule is indicated by the contents of a message, 
wherein Said rule applier determines whether Said at 
least one customer-defined rule should be applied to the 
contents of a received message, and wherein Said 
message generator generates new messages to recipi 
ents identified by Said at least one customer-defined 
message handling rule when application of Said cus 
tomer-defined message handling rule is indicated by the 
contents of the message. 

2) A network based automated message handling System 
according to claim 1, wherein Said at least one customer 
defined message handling rule directs notification of a third 
party Software developer when a Software fault is indicated 
by the contents of a message. 
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3) A network based automated message handling System 
according to claim 1, further comprising a customer-inter 
face portal, Said portal providing an interface for a customer 
to express customer-defined rules. 

4) A network based automated message handling System 
according to claim 3, wherein Said portal interface for 
allowing a customer to define customer-defined rules allows 
a customer to express rules identifying messages for which 
the contents of the message should be automatically for 
warded to at least one desired recipient. 

5) A network-based automated message handling System 
according to claim 4, wherein Said portal interface allows a 
customer to identify a delivery method for messages to be 
automatically forwarded to Said at least one desired recipient 
from a list of available delivery methods, wherein at least 
one of the available delivery methods is a pager notification 
method. 

6) A network-based automated message handling System 
according to claim 4, wherein Said portal interface allows a 
customer to identify a delivery method for messages to be 
automatically forwarded to Said at least one desired recipient 
from a list of available delivery methods, wherein at least 
one of the available delivery methods is an e-mail notifica 
tion. 

7) A network-based automated message handling System 
according to claim 4, wherein Said portal interface allows a 
customer to identify a delivery method for messages to be 
automatically forwarded to Said at least one desired recipient 
from a list of available delivery methods, wherein at least 
one of the available delivery methods is a message posted to 
an internet address. 

8) A network-based automated message handling System 
according to claim 4, wherein Said portal interface allows a 
customer to express without prompting at least one desired 
recipient. 

9) A network-based automated message handling System 
according to claim 4, wherein Said application hosting 
System further comprises a contacts list tool, Said contacts 
list tool identifying entities associated with a hosted appli 
cation, wherein Said portal interface further identifies enti 
ties associated with a hosted application by reference to the 
contacts list tool, and presents the entities associated with a 
hosted application to a customer as potential recipients of an 
automatically forwarded message. 

10) A network-based automated message handling System 
according to claim 1, wherein Said System further comprises 
at least one Service-based rule, and wherein Said rule applier 
further determines whether application of Said at least one 
Service-based rule is indicated by the contents of a message, 
and wherein Said message generator generates new mes 
Sages to recipients identified by Said at least one Service 
based rule when said service-based rule is indicated by the 
contents of the message. 

11) A network-based automated message handling System 
according to claim 1, wherein Said System further comprises 
at least one common rule, and wherein Said rule applier 
further determines whether application of Said at least one 
common rule is indicated by the contents of a received 
message, and wherein Said message generator generates new 
messages to recipients identified by Said at least one com 
mon rule when Said common rule is indicated by the 
contents of a received message. 

12) A network-based automated message handling System 
according to claim 1, wherein Said System further comprises 
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at least one Service-based rule and at least one common rule, 
and wherein Said rule applier further determines whether 
application of Said at least one Service-based rule or said at 
least one common rule is indicated by the contents of a 
received message, and wherein Said message generator 
generates new messages to recipients identified by Said at 
least one Service-based rule or said at least one common rule 
when application of Said at least one Service-based rule or 
Said at least one common rule is indicated by the contents of 
a received message. 

13) A process for automated dissemination of application 
component information, the proceSS comprising the Steps of: 

receiving from a customer at least one customer-defined 
message handling rule; 

receiving an information message from an application 
component, 

interpreting the components of the information message 
to determine whether application of the customer 
defined message handling rule is indicated based on the 
contents of the information message; 

applying the at least one customer-defined message han 
dling rule to the information message when application 
of the at least one customer-defined message handling 
rule is indicated by the contents of the information 
meSSage, 

initiating Said further action in accordance with the at 
least one customer-defined message handling rule 
when application of the at least one customer-defined 
message handling rule to a received message results in 
a determination that components of a received infor 
mation message require further action, 

generating at least one further message in accordance with 
the at least one customer-defined message handling rule 
when application of Said at least one customer-defined 
message handling rule is indicated by the contents of 
the information message; and 

transmitting Said at least one further message to a recipi 
ent identified by the at least one customer-defined 
message handling rule when application of Said at least 
one customer-defined message handling rule is indi 
cated by the contents of the information message. 

14) A process for automated dissemination of application 
component information according to claim 13, wherein the 
Step of transmitting Said at least one further message com 
prises transmitting Said at least one further message via a 
pager System. 

15) A process for automated dissemination of application 
component information according to claim 13, wherein the 
Step of transmitting Said at least one further message com 
prises transmitting Said at least one further message via an 
Internet post operation. 

16) A process for automated dissemination of application 
component information according to claim 13, wherein the 
at least one customer-defined message handling rule directs 
notification of a third party Software developer when a 
Software fault is indicated by the contents of an information 
meSSage. 

17) A process for automated dissemination of application 
component information according to claim 13, wherein the 
Step of receiving from a customer at least one customer 
defined message handling rule further comprises the Steps of 
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displaying a list of available delivery methods for automatic 
forwarding of messages to the customer, and determining 
from the customer a desired delivery method for transmis 
Sion of a message to a desired recipient, wherein at least one 
delivery method comprises transmission to a pager. 

18) A process for automated dissemination of application 
component information according to claim 13, wherein the 
Step of receiving from a customer at least one customer 
defined message handling rule further comprises the Steps of 
displaying a list of available delivery methods for automatic 
forwarding of messages to the customer, and determining 
from the customer a desired delivery method for transmis 
Sion of a message to a desired recipient, wherein at least one 
delivery method comprises e-mail transmission. 

19) A process for automated dissemination of application 
component information according to claim 13, wherein the 
Step of receiving from a customer at least one customer 
defined message handling rule further comprises the Steps of 
displaying a list of available delivery methods for automatic 
forwarding of messages to the customer, and determining 
from the customer a desired delivery method for transmis 
Sion of a message to a desired recipient, wherein at least one 
delivery method comprises transmission via an Internet post 
operation. 

20) A process for automated dissemination of application 
component information according to claim 13, wherein the 
Step of receiving from a customer at least one customer 
defined message handling rule further comprises the Steps of 
determining a list of entities associated with a hosted appli 
cation to which the at least one customer-defined message 
handling rule is applicable by reference to a contacts list tool 
and displaying the list of entities associated with the hosted 
application to which the at least one customer-defined mes 
Sage handling rule is applicable to the customer to assist the 
customer in determining desired recipients of forwarded 
meSSageS. 

21) A process for automated dissemination of application 
component information according to claim 13, further com 
prising the Steps of 

determining at least one Service-based rule, 
interpreting the components of the information message 

to determine whether application of the at least one 
service-based rule is indicated by the contents of the 
information message; 

applying the at least one Service-based rule to the infor 
mation message when application of the at least one 
service-based rule is indicated by the contents of the 
information message; 

generating at least one further message in accordance with 
the at least one Service-based rule when application of 
Said at least one Service-based rule is indicated by the 
contents of the information message; and 

transmitting Said at least one further message to a recipi 
ent identified by the at least one service-based rule 
when application of Said at least one Service-based rule 
is indicated by the contents of the information message. 

22) A process for automated dissemination of application 
component information according to claim 13, further com 
prising the Steps of 

determining at least one common rule, 
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interpreting the components of the information message 
to determine whether application of the at least one 
common rule is indicated by the contents of the infor 
mation message; 

applying the at least one common rule to the information 
message when application of the at least one common 
rule is indicated by the contents of the information 
meSSage, 

generating at least one further message in accordance with 
the at least one common rule when application of Said 
at least one common rule is indicated by the contents of 
the information message; 

transmitting Said at least one further message to a recipi 
ent identified by the at least one common rule when 
application of Said at least one common rule is indi 
cated by the contents of the information message. 

23) A computer-readable medium tangibly embodying 
instructions which, when executed by a computer, imple 
ment a process for automating message handling in a hosted 
application System, wherein the instructions when executed 
cause a message handler to: 

determine from a customer at least one customer-defined 
message handling rule, Said at least one customer 
defined message handling rule identifying circum 
stances under which actions should be taken by a 
message handler, and actions to be taken by the mes 
Sage handler when circumstances under which the 
actions should be taken are communicated in a message 
received by the message handler; and 

make Said at least one customer-defined message handling 
rule available to a message handler via a computer 
network. 

24) A computer-readable medium tangibly embodying 
instructions according to claim 23, wherein Said at least one 
customer-defined handling rule further comprises an action 
forwarding a received message to at least one further recipi 
ent. 

25) A computer readable medium tangibly embodying 
instructions according to claim 24, wherein Said action 
forwarding a received message further defines a transmis 
Sion method for forwarding Said message to Said at least one 
further recipient. 

26) A computer readable medium tangibly embodying 
instructions according to claim 25, wherein Said transmis 
Sion method causes Said message to be forwarded to Said at 
least one further recipient via a pager System. 

27) A computer-readable medium tangibly embodying 
instructions according to claim 25, wherein Said transmis 
Sion method causes Said message to be forwarded to Said at 
least one further recipient via e-mail. 

28) A computer-readable medium tangibly embodying 
instructions according to claim 25, wherein Said transmis 
Sion method causes Said message to be forwarded to Said at 
least one further recipient via an Internet post. 
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29) A computer-readable medium tangibly embodying 
instructions according to claim 23, wherein Said circum 
stances under which actions should be taken by a message 
handler comprise receipt of a message identifying a Software 
fault. 

30) A computer-readable medium tangibly embodying 
instructions according to claim 29, wherein the actions to be 
taken by the message handler when Said circumstances 
comprise receipt of a message identifying a Software fault 
include identification of at least one further recipient to 
whom a Software fault message should automatically be 
forwarded. 

31) A computer-readable medium tangibly embodying 
instructions according to claim 30, wherein the Step of 
determining from a customer at least one customer-defined 
message handling rule further comprises determining a list 
of potential recipients to whom a Software fault message 
may be automatically forwarded by reference to data Stored 
in a contacts list management tool, and displaying the 
determined list to a customer to assist the customer in 
identifying recipients to whom a Software fault message 
should automatically be forwarded. 

32) A computer-readable medium tangibly embodying 
instructions according to claim 23, wherein the instructions 
when executed by a computer further cause a message 
handler to: 

determine at least one Service-based message handling 
rule, Said at least one Service-based message handling 
rule identifying Service-based circumstances under 
which actions should be taken by a message handler, 
and actions to be taken by the message handler when 
Service-based circumstances under which the actions 
should be taken are communicated in a message 
received by the message handler; and 

make Said at least one Service-based message handling 
rule available to a message handler via a computer 
network. 

33) A computer-readable medium tangibly embodying 
instructions according to claim 23, wherein the instructions 
when executed by a computer further cause a message 
handler to: 

determine at least one common message handling rule, 
Said at least one common message handling rule iden 
tifying common circumstances under which actions 
should be taken by a message handler, and actions to be 
taken by the message handler when common circum 
stances under which the actions should be taken are 
communicated in a message received by the message 
handler; and 

make Said at least one customer-defined message handling 
rule available to a message handler via a computer 
network. 


