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SYSTEMS AND METHODS FOR DISTRIBUTING ON-LINE CONTENT

Background of the Invention

This application relates to selling and
distributing on-line content, and more particularly, to
selling and distributing content such as songs, videos,
and text using micropayment schemes.

Various subscription-based approaches have‘been
used to distribute content on the Internet. With a
subscription-based approach, a customer may pay a monthly
fee for a service that provides access to a library of
on-line content such as downloadable songs. Although the
monthly fee may be relatively modest, the fee and the
effort involved in subscribing to the service may deter
cagual or occasional users. Moreover, because of
fragmentation in the content industry, users who desire
to purchase content are often faced with subscribing to
numerous different services, which further increases the
burden on the user.

Micropayment schemes have been proposed in
which on-line users are billed on a per-item basis for

each separate item of content that is downloaded.
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It is an object of the present invention to
provide improved micropayment arrangements for

distributing on-line content.

Summary of the Invention

This and other objects of the invention are
accomplished in accordance with the principles of the
invention by providing a system in which content owners
may list their content in a content catalog maintained on
a catalog provider computer by a catalog provider. The
content owners may store the content items on their own
computers, on catalog provider computers, or third party
computers.

The catalog may be accessed by the content
owners (e.g., when the content owners desire to edit
titles, descriptions and prices associated with various
content items). The content owners may also adjust which
vendors are authorized to sell particular content items.

Vendors may access the catalog to select which
of the various content items they will offer for sale on
their vendor websites. Vendor computers that are used to
host the vendor websites may communicate with the catalog
provider computer and content provider computers over a
communications network such as the Internet.

Users at user devices may purchase content over
the communications network. The content items that are
purchased may be downloaded in the form of files (e.g.,
song files or articles) or may be downloaded in real time
(e.g., in the form of a stream of data).

A micropayment service provider may provide a
micropayment service using a micropayment service
provider computer that communicates with the users and
vendors over the communications network. Users may
deposit funds at user accounts maintained by the

micropayment service provider computer.
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The micropayment service may support the
purchase of content items at relatively small per-item
prices. For example, the micropayment service may allow
a vendor to offer a song, article, or multimedia file for
a price of less than one dollar (e.g., 5 cents). The
user need not subscribe with multiple vendors in order to
purchase content items from different vendor websites.
Rather, the user may use the account at the micropayment
service provider computer to make purchases at each of
the different vendors.

Vendors offer content items for sale. When a
user selects a desired content item (e.g., by clicking on
an associated web link or other user-selectable option),
the micropayment service provider computer will check
whether the user has sufficient funds (or credit) in the
user's micropayment service provider account to cover the
purchase. If the user has sufficient funds,
authentication information is generated that may be used
by the content provider computer to validate the
transaction prior to delivering the desired content item
to the user. The vendor may be charged a per-item
service fee by the micropayment service provider computer
for handling the purchase transaction or the vendor may
be charged by the micropayment service provider computer
using any other suitable arrangement.

The micropayment service provider may pay a
portion of the revenue that is collected from users to
the content owners in the form of a royalty. Information
on royalty rates and royalty payments may be stored in
content owner databases and some or all of this
information may also be stored at the catalog provider
computer or micropayment service provider computer.

Conteﬁt owners may secure their content using a
content wrapping tool. When a user downloads a wrapped
content item, the user must seek authentication with the

3
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micropayment service provider before the user may access
(view or play) the content item. To secure content items
by wrapping, content items may be provided with wrapper
software (e.g., a small computer program that is
5 associated with the content) by the wrapping tool. The
wrapper software (digital wrapper) is used during the
authentication process to ensure valid authorization
before displaying or playing the content item for the
user (i.e., before allowing the user to access the
10 content item). This approach prevents users from
distributing content items to their friends for
unauthorized free use.
Further features of the invention, its nature
and various advantages will be more apparent from the
15 accompanying drawings and the following detailed

description of the preferred embodiments.

Brief Description of the Drawings

FIG. 1 is a simplified block diagram of an

illustrative system for distributing on-line content in
20 accordance with the present invention.

FIG. 2 is a flow chart of illustrative steps
involved when a content owner interacts with the system
of FIG. 1 in accordance with the present invention.

FIG. 3 is a flow chart of illustrative steps

25 involved when a catalog provider interacts with the
system of FIG. 1 in accordance with the present
invention.

FIG. 4 is a flow chart of illustrative steps
involved when a micropayment service provider interacts

30 with the system of FIG. 1 in accordance with the present
invention. J

FIG. 5 is a flow chart of illustrative steps

involved when a vendor interacts with the system of FIG.

1 in accordance with the present invention.

4
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FIG. 6 is a flow chart of illustrative steps
involved when a user interacts with the system of FIG. 1
in accordance with the present invention.

FIG. 7 is an illustrative screen that may be

5 displayed for a user when the user is selecting content
to purchase at a vendor website in accordance with the
present invention.

FIG. 8 is an illustrative screen that may be
displayed for a user when the user clicks on an option

10 that is associated with a content item that is for sale
at the vendor website in accordance with the present
invention.

FIG. 9 is an illustrative screen that may be
displayed for a user when the user is to log in to a

15 micropayment service provider computer in accordance with
the present invention.

FIG. 10 is an illustrative screen that may be
displayed for a user when the user has successfully
purchased content in accordance with the present

20 invention.

FIG. 11 is a block diagram of an illustrative
system that may be used when a user desires to access a
content item that has already been purchased and
downloaded to the user's computer in accordance with the

25 present invention.

FIG. 12 is a flow chart of illustrative steps

involved when a user downloads a file to access content

in accordance with the present invention.

30 Detailed Description of the Preferred Embodiments

An illustrative system 10 for distributing on-
line content in accordance wiﬁh this invention is shown
in FIG. 1. System 10 may be used for distributing any
suitable type of downloadable content such as text files

35 (articles, books, etc.), music files (e.g., songs,
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albums, audio books, etc.), videos (e.g., movies, video
clips), multimedia content (e.g., content that includes
multiple types of text, audio, and video), or any other
suitable content.

The various entities in system 10 may
communicate usging communications network 12.
Communications network 12 may be based on the Internet,
local area networks, wide area networks, private
networks, or any other suitable networks that support
communications between different parties located at
respective computers or other suitable electronic
devices.

In the arrangement of system 10, content may be
owned by multiple content owners (e.g., record companies,
movie studios, publishing companies, or online
newspapers) . The content that is owned by the content
owners may be housed on content provider computers 14.
Content provider computers 14 may, for example, be
computers on which content servers are implemented.
Content provider computers 14 may be located at any
suitable location in system 10. For example, content
provider computers 14 may be located at the facilities of
the content owners or at third-party hosting sites. An
advantage of hosting content using content provider
computers 14 that are located at the content owners or
under their direct control is that this may help to
ensure the security of the content is maintained to the
satisfaction of the content owners.

Users may use user devices 16 to access content
on content provider computers 14 over communications
network 12. Content may be accessed in real time (e.g.,
as a content stream) or may be accessed by downloading a
file.
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User devices 16 may be desktop or notebook
personal computers, personal digital assistants, wireless
telephones, or any other suitable user devices.

Users may purchase content from multiple
vendors without purchasing subscriptions. Rather, a
micropayment service may be provided that allows users to
pay a small amount for each item of content that is
@ownloaded.‘ Ags an example, a user may pay less than one
dollar (e.g., $0.01 or $0.10 or a comparable amount in
another suitable currency) for access to a newspaper
article or a song. This type of pay-per-item capability
makes system 10 attractive to users. A micropayment
service provider computer 20 may be used to support the
micropayment service. The capabilities of computer 20
may be provided by one or more computers. For clarity,
the features of the micropayment service are generally
described herein in the context of a single computer 20.

The point-of-sale for most users of system 10
is an on-line vendor. Vendors can sell content to the
users using vendor computers 22. The on-line vendors may
provide websites using computers 22 at which the users
may purchase content. Vendor computers 22 may be
operated by the on-line vendors or may be operated by
third parties from whom the vendors purchase computer
services.

| The content may be offered for sale using any
suitable approach. For example, one vendor may provide
an on-line music store in which users may browse for
songs by their favorite artists. Another vendor may
offer a news site where archived articles are available
for purchase. Yet another vendor may provide an on-line
magazine that allows users to purchase articles, songs,
or video clips. Because of the diversity of vendor sites
that may be provided, content owners are able to widely
distribute their content.

7
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In order to facilitate the distribution of
their content through appropriate vendors, the content
owners may list the content that is available for the
vendors to sell using an on-line catalog. Other
information may also be included in the catalog database,
such as information on which vendors are authorized to
sell certain content items, royalty information, sales
data, content descriptions, etc. The content catalog may
be implemented using a catalog provider computer 24.
Catalog provider computer 24 may be operated by a content
owner, a third-party catalog provider, a micropayment
service provider, or any other suitable entity. For
clarity, the present invention will be described
primarily in the context of an arrangement where the
content catalog is hosted by a catalog provider operating
a stand-alone catalog provider computer 24. This is,
however, merely illustrative. Any suitable computer
equipment may be used to support the catalog features of
the invention if desired.

Before the equipment of system 10 may be used
to distribute content to users, the entities involved
should establish appropriate contractual relationships
and register with the system. The user registration
process is preferably simplified, so that the user may
only need to register once (on making an initial
purchase), even if the user ultimately purchases content
from many different vendors. The registration processes
that are used by the content owners, catalog provider,
vendors, and micropayment service provider are used to
set-up relationships that allow appropriate information
to be shared between these entities and that thereby
allows the content distribution arrangement of system 10
to function properly.

Users may use system 10 to make small per-item

payments ("micropayments") to purchase content offered by

8
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the vendors. The micropayment system may be implemented
using micropayment service provider computer 20. The
vendors act asg retailers and receive a profit for each
sale. Royalties are paid to the content owners in
compensation for sale of their content. The micropayment
service provider may receive compensation (per item sold
or otherwise) in exchange for supporting the micropayment
gystem. The content catalog is used to hélp content
owners make their content available to appropriate
vendors, so that the vendors may in turn offer this
content for sale to the users. The content catalog
provider may receive compensation for hosting the content
catalog in any suitable form (e.g., the cost of operating
the content provider computer may be shared by the
content owners, etc.).

The flow charts of FIGS. 2-6 illustrate various
aspects of the operation of system 10 from the
perspectives of the content owners, catalog provider,
micropayment service provider, vendors, and users.

Illustrative steps involved when a content
owner interacts with system 10 are shown in FIG. 2. At
step 26, the content owner may register with the catalog
provider. For example, the catalog provider computer may
be used to provide an on-line registration form. A
content owner may use a suitable computer such as one of
content provider computers 14 to access the form. The
registration process (in this step and in the other
registration steps described herein) may involve setting
up a username and password or other information that
allows the parties to perférm a suitable authentication
process. Following registration, the content owner may
log in to the catalog provider computer using the
authentication information that was established during

step 26.
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When the content owner has logged in with the
catalog provider, the content owner may provide catalog
data to the catalog provider at catalog provider computer
24 at step 28. The content owner may, for example,
provide information to the catalog provider that includes
a content identifier (content ID) that uniquely
identifies the song file or othef content item, an owner
identifier (owner ID), a preferred or required currency
to be used in purchasing the content (e.g., yen or
dollars), a top-level URL (universal resource locator)
that is associated with content provider computer 14 for
that content owner, title information (e.g., a song
title), a brief description of the content (e.g., a bio
of the artist, a description of the song, etc.), a
suggested retail price for the content, (optionally) the
maximum number of times that a given user may view
(listen to or otherwise use) the content before the
user's license to the content expires, (optionally) an
expiration date (including day, month, year, time, etc.)
at which the user's license to the content expires, and
royalty terms (e.g., a fixed royalty amount, a percentage
charge to be levied based on the suggested list price or
actual sale price, combinations of such royalty amounts,
an amount based on whichever calculated rate is lower or
greater, etc.).

This catalog information may be adjusted by the
content owner. If desired, some of the information that
is provided to the catalog provider by the content owner
may be extracted by the catalog provider (e.g., during
interactions with the content owner), so that the content
owner need not provide this information directly. As one
example, the owner ID may be deduced by the catalog
provider once the owner logs in to the system, so the
content owner need not necessarily be required to
explicitly provide this information during a session in

10
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which catalog content is being provided to- the catalog
provider computer.

Some of the content&éﬁﬁ%log data that is=
provided by the content owner to the catalog provider may
be used to provide information to users regarding the
content that is available for purchase. For example,
information on the content title, description, content
ID, content genre, content provider computer top-level
URL, and suggested list price may be used to provide
users with a web-based catalog or list of available
content. The content catalog or list may also include
information (e.g., selectable web links or company names)
that identifies which vendors offer the content for
retail sale. This arrangement allows users to browse the
content list for a desired song title (or other content
label) and to easily locate a vendor that is available to
consummate the purchase transaction.

Catalog provider computer 24 may also be
provided with information at step 28 that identifies
which vendors are allowed to sell particular titles or
types of content. This may be useful, for example, if a
content owner wishes to sell new releases through one
vendor or type of vendor and wishes to sell older titles
through other vendors or other types of vendor. Vendor-
gspecific data in the catalog database may be provided by
the content owner, by one or more vendors, by a suitable
third party, or a combination of these sources of other
suitable sources.

Vendor-specific data that is stored by catalog
provider computer 24 (either in the catalog or in a
related database) may include a vendor identifier (vendor
ID), content identifiers associated with that wvendor,
records of what content has been sold through each
vendor, records of royalty payments that have been made

by the vendors, etc. With this information, and the
11
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content-specific information in the content catalog, a
content owner can generate reports and accounting
statements that reflect their total content sales, sales
by vendor, sales by content genre, éccrued royalty
payments, etc. These are merely examples of the types of
datayanalysis routines that may be performed on the
content catalog database information. Any suitable data
analysis routines may be performed if desired.

The information that is provided from the
content owner to the catalog provider at step 28 may be
entered manually (e.g., by allowing coﬁtent owner
personnel to interact with selectable web page options)
or may be provided using a file upload service (e.g., a
file upload arrangement that allows the content owner to
send a database file to the catalog provider in an
appropriate format (e.g., XML, CSV, etc.).

At step 30, content provider computers 14 or
other suitable computers may be used to allow the vendors
to register with the content owners. The registration
process may involve setting up authentication information
that allows the content owners to verify the identity and
trustworthiness of the vendors before the content owners
make content available to the vendors and their
customers.

At step 32 (after a user has purchased a
content item), the content may be provided to the user by
the content owner. For example, a server on each content
provider computer may be used to allow users to receive
streaming content or content file downloads.

Content provider computers 14 preferably
contains content records. The content records may
include the content items to be streamed to the users or
downloaded as files by the users in association with user
content purchases. The content items may be provided in

the form of music or video files or text articles or
12
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other suitable files or data structures. The content
records may include content identifier information for
each content item.

The transaction database at the micropayment
service provider may include transaction identifiers
(transaction IDs) that identify each transaction, vendor
identifiers (vendor IDs) that identify the vendor
associlated with each sale (transaction), content
identifiers (content IDs) that identify the content items
for each transaction, encrypted user identifier (user ID)
information to avoid allowing unauthorized users to
access the content, royalty payment information, date and
time information associated with transactions, etc. When
a user attempts to access content in content provider
computer 14 at step 32, the content provider computer may
authenticate the user with the micropayment service
provider's computer and (if the user is authenticated)
may provide the user with the appropriate content item
(or items) over communications network 12.

The content owner computer equipment that is
used to provide content to users at step 32 (e.g.,
computer equipment including a content server) may or may
not use different equipment from the content owner
computer equipment used to allow the content owner to
upload, edit, and maintain the catalog entries associated
with the catalog on catalog provider computer 24. The
content owner equipment that is used to deliver content
and the content owner equipment that is used to interact
with the catalog may sometimes be collectively referred
to herein as content provider computer 14.

Illustrative steps involved when a catalog
provider interacts with system 10 are shown in FIG. 3.

At step 34, the catalog provider may establish a formal
relationship with a content owner. The catalog provider

may, for example, sign a written contract with the
13
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content owner or catalog provider computer 24 and content
provider computer 14 may be used to consummate an on-line
agreement. The formal agreement or contract that is
established at step 34 may govern the terms under which
5 content information will be listed in the content catalog
on catalog provider computer 24 and other aspects of the
relationship between the content owner and catalog
provider.
Once the content owner and catalog provider
10 have exchanged sufficient information to trust each
other, the content owner may be provided with an
opportunity to register with the catalog provider at step
36. For example, catalog provider computer 24 may
provide the content owner (e.g., a content owner at
15 content provider computer 14) with on-line access to an
application that allows the content owner to set up a
username and password at step 38 and to create an
associated content owner record in the catalog provider
database on computer 24 at step 40. The content owner
20 record may be used to maintain database information on
whiéh content is associated with the content owner and
may be used to maintain information on the attributes of
that content.
As shown by step 42, content owners may use
25 content provider computers 14 to create data for their
content. The data may, for example, include information
such as titles, descriptions, content identifiers, and
the other information described in connection with step
28 of FIG. 2. This data may be updated continuously as
30 new content is created and added to the library of
content owned by the content owner.
Whenever the content owner desires to update
the content catalog, the content owner may log in to
catalog provider computer 24, as shown by step 44 of FIG.

35 3. The log-in procedure may involve using the username
14
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and password information or other suitable authentication
information generated at step 36 to authenticate the
content owner.

At step 46, after the content owner has logged
in to catalog provider computer 24 at step 44, catalog
provider computer 24 may provide the content owner with
an opportunity to upload the catalog data generated at
step 42. Catalog provider computer 24 may also provide
the content owner with the ability to edit and maintain
the catalog being provided by the catalog provider
computer. The content owner may, for example, change the
descriptions associated with certain content items, may
update price information, may add or remove vendors from
the list of vendors approved to offer certain content
items for sale, etc. By allowing the content owner to
change information in the catalog, the catalog database
maintenance functions of the present invention allow the
content owner to change which content they are offering
for wholesale distribution to the vendors and to change'
the wholesale price, suggested list price, approved
vendors, royalty terms, etc.

These are merely illustrative examples of the
types of actions that catalog provider computer may allow
the content owner to perform. 1In general, any suitable
database maintenance functions may be provided to the
content owner. For example, at step 48, catalog provider
computer 24 may process the catalog data (autonomously or
at the direction of the content owner or catalog
provider). The processed data may be used as marketing
information and may, if desired, be provided as reports.
The processed data may therefore be used by the content
owner to adjust their prices or distribution scheme to
enhance profits. As another example, at step 50, content
provider computer 14 may be used to provide the content
owner with an opportunity to select which content is to

15
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be made available for sale by each vendor. (This
information may also be edited at step 46.)

At step 52, catalog provider computer 24 may
provide vendors and users with access to the catalog
information that has been created by the content owners.
Vendors may access the catalog to view the terms and
conditions associated with offering certain content for
sale at their websites. For example, an on-line music
vendor may view a list of new releases from a particular
content owner and may use this information to decide
which downloadable songs will be offered for sale at
their website. As another example, an on-line music
magazine may perform a search for available songs.

Because each vendor may have access to a
different subset of content items, the catalog provider
may or may not desire to make information on all content
items available to all vendors. With one suitable
approach, each vendor may view catalog information
corresponding to content that is available for them to
sell. With another suitable approach, each vendor may
view the entire catalog, whether or not that vendor has
authorization to sell the entire catalog's contents
(e.g., even if a given vendor is restricted from offering
a new release, etc.).

The users at user devices 16 may also access
the catalog on catalog provider computer 24. For
example, a user may browse the catalog to see what new
releases are available from a favorite artist or content
owner. When a cqntent item of interest is located, the
user may click on an appropriate option that directs that
user to a list of vendors that stock that content item.
Web links or other suitable on-line options may be used
to direct the user to vendors that have desired content

items in stock at their on-line stores.

16



WO 2004/015527 PCT/US2003/024418

10

15

20

25

30

35

The content catalog that is hosted by the
catalog provider at catalog provider computer 24
therefore allows content owners to list content that is
available for sale, allows vendors to obtain ,information
on the terms under which the vendors may offer the items
for sale, and, if desired, allows users to obtain
information on which vendors have certain desired content
available for sale.

If desired, catalog provider computer 24 may
provide additional catalog features. For example, the
catalog provider catalog may provide on-line
entertainment or preview features, exclusive editorial
content, etc. The catalog access and editing features of
FIG. 3 may be provided using any suitable graphical user
interface arrangement. For example, these features may
be provided using a web-style graphical user interface or
any other interface arrangement suitable for allowing
content owners, vendors, and (optionally) users to
interact with catalog provider computer 24 over
communications network 12.

Micropayment service provider computer 20 of
FIG. 1 may be used to allow users to purchase content
items from vendors at vendor computers 22. Payment may"
be made in the form of tokens or cash. For clarity, the
present invention will be described primarily in the
context of purchase transactions involving currency.

This is, however, merely illustrative.

Illustrative steps performed by the
micropayment service provider in interacting with system
10 are shown in FIG. 4. In a typical purchase
transaction scenario, a user may attempt to purchase a
desired content item from a vendor website. Micropayment
service provider computer 20 may be used to maintain user
accounts (e.g., accounts of cash funds). When the user

clicks on an appropriate purchase button or link on the
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vendor website (e.g., a link that identifies the content
of interest), the micropayment service provider
determines whether the user has an existing account. 1If
the user has an existing account, the account is debited
and authentication information is generated for the user
that the user may use when downloading the desired
content from content provider computer 14. If the user
has an existing account, but has insufficient funds in
the account, the user may be provided with an opportunity
to add funds to the account (e.g., to "top off" the
account) . Funds may be added to a user account using any
suitable technique (e.g., by credit card, by transferring
funds from an account at an Internet service provider,
telephone company or other entity, by check, etc.). The
micropayment service provider computer may allow the user
to add funds in excess of the amount to be spent on any
individual transaction, thereby reducing the '"per
transaction" cost of any service charges (e.g., service
charges levied by the user's credit card company,
Internet service provider, or other company).

If the user does not have an existing account
with the micropayment service provider, the user may be
provided with an opportunity to register at step 54. At
step 54, micropayment service provider computer 20 may be
used to provide the user with an on-line opportunity to
register. For example, the user at user device 16 may be
provided with an opportunity to deposit funds in an
account that is maintained by the micropayment service
provider. Funds may, for example, be deposited using a
credit card, by transfer from an Internet service
provider account, by transfer from an account associated
with a telephone company or other entity, by check, etc.
The micfopayment service provider computer may allow the
user to add funds in excess of the amount to be spent on
any individual transaction, thereby reducing the "per
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transaction" cost of any service charges (e.g., service
charges levied by the user's credit card company,
Internet service provider, or other company). In
establishing such an account, micropayment service
provider computer 20 may be used to set up a username and
password for each user, may be used to store information
on the amount of funds each user has in their account,
and may be used to credit and debit the user accounts in
connection with purchase transactions (e.g., when the
user purchases a song from a vendor) .

In connection with step 54 and other user-
related functions, the micropayment service provider may
maintain a user database on micropayment service provider
computer 20. The user database may contain user
identifiers (user IDs) that identify individual users,

vendor association information (e.g., information that

identifies through which vendors the user sets up an

account with the micropayment service provider), personal
data (e.g., address information, e-mail information,
purchase history information, etc.), user account
information (e.g., available funds, incentives, payment
method information), and user account activity history
information. The user database may also include
information on each transaction, such as vendor
identifier (vendor ID) information identifying the vendor
associated with each purchase, the purchase amount, and
the date and time of each purchase.

At step 56, micropayment service provider
computer 20 may be used to register a vendor. During the
registration process of step 56, computer 20 may create a
vendor record, may associate a vendor identifier (vendor
ID) with a given vendor, may establish authentication
information (e.g., a username and password) for the given
vendor, may set up a vendor account, may apply a service

charge to the vendor's account (in payment for the
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micropayment support services rendered by the
micropayment service provider when handling user purchase
transactions for the vendor), and may perform other
suitable functions associated with registering vendors
and maintaining vendor accounts. The information on the
vendors may be stored in a vendor database maintained on
micropayment service provider computer 20.

At step 58, the micropayment service provider
may use micropayment service provider computer 20 to
allow content owners to register with the micropayment
service provider. During the registration process of
step 58, each content owner may be provided with a
username and password or other suitable authentication
information. Once this authentication information has
been established, content owners can log into
micropayment service provider computer 20 to view sales
data, account information (e.g., royalty payment
information,Aetc.).

At step 60, micropayment service provider
computer 20 may be used to support purchase transactions.
In particular, micropayment service provider computer 20
may be used to handle purchase transactions that have
been redirected to the micropayment service provider by
vendor computers 22. Purchase transactions may be logged
in a transaction database that the micropayment service
provider maintains on micropayment service provider
computer 20.

With the micropayment scheme of system 10, the
user need not subscribe to multiple services to receive
content items from multiple content owners. The user may
purchase content items from multiple vendors and multiple
content owners while making micropayments that affect
only a single user account established at micropayment
service provider computer 20 (or multiple accounts of
this type if desired). This approach tends to simplify
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the purchase process and allows users to purchase a wide

range of content without the
associated with such diverse

Illustrative steps
vendor computers 14 interact
FIG. 5.

At step 62, vendors

complexities traditionally
purchases.

involved when the vendors at
with system 10 are shown in

may establish formal

relationships with the micropayment service provider and
the content owners. This may take the form of signed
contracts or on-line agreements consummated over
communications network 12 using vendor computers 22,
micropayment service provider computer 20, and content
provider computers 14. These agreements may set forth
the terms of the relationships between the vendors and
the content owners and the micropayment service provider.
Once a basis for formal relationships have been
established, the vendor may register with the
midropayment service provider at a micropayment service
provider computef 20 over communications network 12 at
step 64. The vendor may also register with the content
owner at content provider computer 14 over communications
network 12 at step 66. The‘registration processes may be
used to establish usernames and passwords or other
suitable authentication information. A vendor may use
this authentication information to access that vendor's
account at the micropayment service provider (e.g., to
view balance information). Registering with a content
owner allows the content owner to agssign certain content
to the vendor. A content owner may, for example, allow a
given registered vendor to sell new releases.

At step 68, the vendor may use vendor computer
22 to access the catalog on catalog provider computer 24.
The vendor may, for example, search for information on
new releases in a particular musical genre that is
appropriate for sale at the vendor's website. The vendor

may download catalog data in the form of XML (extensible
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markup language) files or any other suitable format. The
downloaded catalog data may be used to manually or
automatically incorporate new content offerings on the
vendor's website. The content data from the catalog may
also be used to adjust prices, provide content
descriptions, provide logos, etc.

At step 70, the vendor may provide information
on which content is being offered at the vendor's website
to the catalog provider at catalog provider computer 24.
Vendor computer 22 may, for example, be used to send a
message or report to computer 24 that informs the catalog
provider of the vendor's current offerings. By providing
information on current offerings to catalog provider
computer 24, this information may be made available to
others in the form of a catalog or other suitable list or
database. For example, information on the vendor's
offerings may be provided over communications network 12
to users at user devices 16 who are interested in
locating a vendor at which a particular content item is
available.

At step 72, vendor computers 22 (working in
conjunction with miéropayment service provider computer
20) may be used to allow users to purchase content. A
user may, for example, browse a vendor's website. When a
particular content item of interest is located (e.g., in
an on-screen web link), the user may click on that link
to purchase the content item. Vendor computer 22 works
with micropayment service provider computer 20 to debit
the user's micropayment service provider account, to
credit the vendor, to allow the user to download the
content (or receive streaming access) from content
provider computer 14, and to credit the content owner
with an appropriate royalty.

Illustrative steps involved in allowing users

to interact with system 10 are shown in FIG. 6. At step
22



WO 2004/015527 PCT/US2003/024418

10

15

20

25

30

35

74, micropayment service provider computer 20 may be used
to provide a user at user device 16 with an opportunity
to register with the micropayment service provider over
communications network 12. Micropayment service provider
computer 20 may, for example, pfovide a pop-up
registration screen for the user on the monitor of user
device 16 the first time that the user attempts to
purchase a product from a participating vendor. During
the registration process (or at a later time when the
user logs into the system), micropayment service provider
computer 20 may be used to provide the user with on-line
options or other suitable opportunities to deposit funds
in an account at the micropayment service provider. The
user may be provided with an opportunity to deposit an
amount of funds (e.g., $20 or more, $50 or more or other
suitable amounts) that are substantially in excess of the
price associated with a single content item (e.g., $0.05"
or $0.10). Funds may be deposited using a credit card,
funds transfer from another account, check, etc. By
allowing the user to deposit an amount of funds that is
substantially greater than the content item price for a
single content item purchase transaction, the costs of
service charges may be reduced on a per item basis.

Once the registration process has been
completed and an account has been established for the
user at micropayment service provider computer 20,
information may be stored on user device 16 (e.g., in the
form of a cookie) that allows the user to bypass the
registration process during subsequent purchase
transactions.

The user may access information at catalog
provider computer 24 at step 76. For example, the user
may use a web browser or other suitable software on user
device 16 to allow the user to view catalog information

on computer 24 that identifies which vendors are selling
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particular content. If the user is interested in
purchasing a newly released song by a favorite artist,
the user may search or browse for that artist and song
and, when the song has been located, may use the catalog
5 information to determine which vendors are selling that
song. The information identifying the vendors that are
selling the desired content item may be provided, for
example, in the form of selectable web links in the
catalog (e.g., on a search results screen). The user may

10 click on one of the web links to be directed to the
appropriate vendor's website.

After the user has navigated to the vendor's
website (step 78), the user may purchase the desired
content item at step 80. The user may, for example,

15 click on a web link that is associated with the desired
content item. Clicking on the web link causes vendor
computer 22 to launch a SOAP (Simple Object Access
Protocol) call or other appropriate software. This
connects the user to micropayment service provider

20 computer 20 to proceed with the purchase transaction.

During the purchase transaction of step 80,
micropayment service provider computer 20 may create a
transaction record that identifies the content item that
has been purchased and may create encrypted

25 authentication information for the user to use in
downloading the content from content provider computer
14. The authentication information may be made time
sensitive to enhance security. The authentication
information and other information in the transaction

30 record (e.g., the content identifier, etc.) may be
presented to content provider computer 14 at step 82 and
used to establish to content provider computer 14 that
the user is authorized to download the content that the
user has purchased. The user may receive the purchased

35 content over communications network 12 from content
24
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provider computer 14 at step 84. This is merely an
illustrative content delivery approach. Other suitable
techniques may be used to ensure that the content items
are securely delivered to the proper users if desired.

Illustrative screens that may be displayed to a
user on user device 16 to allow user to make micropayment
purchases of downloadable content from content provider
computer 14 are shown in FIGS. 7-10. Initially, a user
may locate a content item of interest. For example, the
user may browse the website of a favorite vendor. Vendor
computer 22 may display a web page or other suitable
material to the user that offers the content item for
sale.

As an example, vendor computer 22 may host a
web server that provides the user with a web page such as
web page 86 of FIG. 7. Web page 86 may include one or
more images such as image 88 and text such as text 90.
Image 88 may be, for example, an image of a album cover
or a movie promo. Text 90 may include a content
description. If desired, video and audio content may
also be provided with page 86.

A content title that is provided in the form of
web link 92 or other selectable option may be used to
provide the user with an opportunity to buy the featured
content item. When the user selects option 92 of FIG. 7,
information is sent from user device 16 to vendor
computer 22 that informs vendor computer 22 that the user
has selected option 92. This causes vendor computer 22
to run an associated computer program (e.g., a Java
script) that initiates the processing of the micropayment
transaction. The program may use several parameters that
are associated with the particular content title 92 that
has been selected. When the user clicks on option 92,
the Java program may gather these parameters (e.g., from
a database implementgd on vendor computer 22). The
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parameters may include information such as a content
identifier (content ID), content title, a description of
the content (in addition to the title), the content
price, a top-level domain name (URL) that is associated
with the vendor (or other suitable vendor identifier),
and information that identifies the location where the
content is stored (e.g., a particular content provider
computer 14). If desgired, additional parameters may be
gathered or some of these parameters may be omitted
(e.g., because they are stored elsewhere in system 10).

Vendor computer 22 passes the content ID and
other parameters to micropayment servicevprovider
computer 20. Parameters may be passed between the
computers of FIG. 1 using the extensible markup language
(XML) data format and Simple Object Access Protocol
(soaP) function calls or using any other suitable
techniques.

When micropayment service provider computer 20
receives the parameters passed by vendor computer 22, the
micropayment service provider computer may use the vendor
ID to retrieve the vendor's account information and to
verify that the vendor is registered with the
micropayment service and is therefore authorized to sell
content to the user through the micropayment service.
Micropayment service provider computer 20 may then
generate a transaction record for the transaction. The
transaction record may include a transaction identifier
(ID) that identifies the purchase transaction that the
user is attempting to make and may include transaction
data in the form of the parameters that were passed from
vendor computer 22. Micropayment service provider
computer 20 may record the transaction ID and the
transaction data in a transaction database on the
micropayment service provider computer and may then send
a function and the transaction ID to user device 16.
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The function that is sent to user device 16
directs the user's device to open a window (or other
suitable screen) on the user’s device such as window 93
of FIG. 8. The window may include information 94 on the
content being purchased (from the transaction record
data) and a buy option 96.

The user may select the buy option 96 to
purchase the content item using the user's account at
micropayment service provider computer 20. If the user
has not already logged in to micropayment service
provider computer 20, a login screen such as login screen
98 of FIG. 9 may be displayed on user device 16 when the
user selects buy option 96.

Login screen 98 provides the user with an
opportunity to provide the user's username and password
or other suitable user authentication information and to
select go option 100 to log in with micropayment sexrvice
provider computer 20. The user may, for example, log in
to the service provider computer 20 from a public
computer terminal or the user's personal device. Once
logged in, purchases may be made for the remainder of the
purchase session without completing login screen 98
again. If desired, a cookie or other data structure may
be used to store information on the user's account (e.g.,
on user device 16). Using such a user account cookie
allows the user to make purchases from a number of
different vendors associated with the micropayment
service provider without being required to repeatedly log
in to the system.

If the user is a new user, the user may select
new user option 102 from screen 98 to be provided with
registration screens by micfopayment service provider
computer 20 that allow the first-time users to set up an
account with the micropayment service provider. Such

screens may, for example, allow the user to deposit funds
27



WO 2004/015527 PCT/US2003/024418

10

15

20

25

30

35

in the user's account using a credit card, by mailing in
a check, etc. The new user registration process also
allows the user to set up a username and password for use
in logging into the system. |

When a user selects buy option 96 of FIG. 8,
micropayment service provider computer 20 (after allowing
a user that is not logged in to log in) may check the
user's account to see whether the user has funds (el.g.,
cash or tokens) available in the user's account that\are
sufficient to cover the user's desired purchase. If
desired, the user may be allowed to incur a debt.

If the user has sufficient funds available to
purchase the desired content item, micropayment service
provider computer 20 may debit the user's account by the
cost price that was listed in window 93 (FIG. 8). The
user may then be provided with a confirmation message
(e.g., an e-mail or pop-up window such as confirmation
window 104 of FIG. 10). Window 104 may merely confirm
that the purchase has been completed, or may, if desired,
provide the user with selectable download options 106 and
108. With selectable download options 106 and 108, the
user may choose to either receive the content item as a
file aownload or as real-time streaming content (or
both). The user may click on go option 110 to begin the
delivery process or delivery may begin automatically.

During the delivery process, the content item
may be provided to user device 16 over communications
network 12 from content provider computer 14 or other
suitable computer on which the content item is stored.
Any suitable technique may be used to authenticate the
user's purchase of the content item.

One suitable approach involves providing user
device 16 with appropriate content item transaction
record purchase authentication information (e.g., an
encrypted user ID or other code, a content ID, and
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content location information such as a URL associated
with the content storage location). Micropayment service
provider computer 20 may provide this transaction record
information directly to the user or this information may
be passed to the user through the vendor. The encrypted
user ID and other information may also be provided by
micropayment service provider computer 20 to the
appropriate content provider computer 14. Content
provider computer 14 may use the encrypted information
(e.g., the encrypted user ID) to lock the desired content
item (e.g., by creating a locked zip file). User device
16 may then contact the appropriate content provider
computer 14 (or other suitable content item storage
location) and may use the encrypted user ID or other
suitable transaction record purchase authentication
information to obtain the desired content item. The
desired content item may be unlocked (e.g., unzipped) at
user device 16 using the encrypted authentication
information (e.g., the encrypted user ID).

With another suitable approach, transaction
record information may be provided primarily to content
provider computer 14. This transaction record
information may include, for example, a time-stamped
transaction ID, information on the content being
purchased, the user's delivery address, etc. When
content provider computer 14 receives this information
from micropayment service provider computer 20, content
provider computer 14 may perform an authentication
process to check whether the user is authorized to

receive the content item. If the purchase transaction is

.validated, the content may be delivered to the user.

As yet another example, information concerning
the transaction may be provided to vendor computer 22 by
micropayment service provider computer 20. Vendor
computer 22 may then use this information to obtain the
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appropriate content for the user (e.g., from an
appropriate content provider computer 14, local host, or
other suitable storage location). With this approach
vendor computer 22 may act as an intermediary between the
content provider and the user.

These are merely illustrative examples. Once
the user has made a micropayment (e.g., a payment on the
order of fractions of a dollar to a dollar for typical
song purchases or short articles), any suitable technique
may be used to consummate the content item download
process over communications network 12 in a secure
fashion.

The micropayment service provider may charge
the vendor involved in the purchase transaction for the
micropayment services on a per-item basis or using any
other suitable fee arrangement. The micropayment service
provider may, if desired, also charge service fees to the
content provider or user on a per-item basis or using any
other suitable fee arrangement. The vendor may pay a
per-item royalty or other suitable royalty or fee to the
content owner.

During and following the purchase and download
transaction, the databases maintained by the entities in
FIG. 1 may be updated. For example, micropayment service
provider computer 20 may update its database information
to reflect which vendor sold the contént, to reflect the
new user and vendor account balances, etc. Vendor
computer 22 may update its database information to
maintain a record of which content was sold, sales price,
any transaction fees paid to the micropayment service
provider, royalty payments made to the content owner,
etc. Content provider computer 14, micropayment service
provider computer 20, or vendor computer 22 may provide
information on the purchase transaction to catalog
provider computer 24, so that catalog provider computer
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24 may update its databases. For example, catalog
provider computer 24 may update its databases to reflect
royalty payment status and amounts, which vendors have
sold which content items, the number of content items
that have been sold, etc. These are merely illustrative
examples of the type of database updates that may be made
while operating system 10 to support purchase
transactions. Any suitable information may be stored in
databases on the computers of FIG. 1 if desired.

Content owners may want to restrict the
potential reuse of their content items after they are
downloaded. For example, a content owner may want the
user who has purchased a content item to be able to reuse
it a given number of times, may want to make the content
to automatically expire after a certain period of time
(for example, one week or one month after the date of
purchase), or may wish to prevent the user from making
copies of the content and giving them to somebody else
who could make free use of the content.

To provide content owners with this type of
security and control, the micropayment service provider
computer may be used to provide content wrapper software
tools to the content owners. The content wrapper tool
may be used by the content owners to wrap their content
items before they are downloaded to user device 16 for
access by the user. To access the content, a user must
use client program 112 (FIG. 11) that runs on user device
16 to unwrap the wrapper from the content item, as shown
in FIG. 11. The user may download client program 112
from micropayment service provider computer 20.

Steps involved in using system 10 when content
owners wrap content items are shown in FIG. 12. At step
114, a content owner may use a content wrapper tool
running on a content provider computer or other suitable
computer to wrap content items in a digital wrapper (FIG.
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11). At step 116, a user may purchase and download a
wrapped content item and may attempt to access that
content item (e.g., by clicking on a filename or icon
displayed on the user's user device 16).

When the use attempts to access a wrapped
content item, client program 112 is launched at step 118
(1f program 112 it is not already active). At step 120,
client program 112 checks whether the user is already
logged into the micropayment service provider. If the
user is not logged in, the login process may be performed
at step 122 (e.g., using a login screen such as shown in
FIG. 9). If the user is already logged in, the process
may proceed to step 124.

At step 124, client program 112 may send
information identifying the user (e.g., a user ID) and
information identifying the downloaded content item
(e.g., a content ID) to micropayment service provider
cémputer 12.

At step 126, micropayment service provider
computer 20 may use the user ID and content ID to
determine whether the user is authorized to access the
wrapped content item.

If the user is not authorized (e.g., because
the user's license to the content item has expired or
because the user is not a valid user), micropayment
service provider computer 20 may return an error to
client program 112. Client program 112 may display'an
error message for the user at step 132 and will not open
the content item for the user.

If the user is authorized to access the
content, micropayment service provider computer 20 may
instruct client program 112 to allow the user to access
the content item. At step 136, client program 112 may
unwrap the wrapped content item so that the user may

access the content item (e.g., by viewing the content
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item or playing the content item on user device 16). 1If
desired, client program 112 may automatically launch a
viewing application (such as a media player) and may
provide the unwrapped content to the media player.

5 Alternatively, client program 112 may store an unwrapped
version of the content item in an appropriate folder on
user device 16.

The foregoing is merely illustrative of the
principles of this invention and various modifications
10 can be made by those skilled in the art without departing

from the scope and spirit of the invention.
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The Invention Claimed Is:

1. A method for allowing a user at one of a
plurality of user devices to purchase a desired content
item over a communications network, wherein the desired
content item is owned by one of a plurality of content
owners, each of which owns other content items, wherein
the content items are stored on at least one content
provider computer, wherein information on the content
items is maintained in a catalog on a catalog provider
computer, wherein a plurality of vendors have a plurality
of corresponding vendor websites on corresponding vendor
computers, wherein at least a given one of the vendors
obtains the information on the desired content item from
the catalog before offering the desired content item for
sale on the given vendor's websgite, wherein the vendor
communicates with a micropayment service provider
computer when the user purchases the desired content
item, and wherein the communications network is used for
communications between the content provider computer, the
catalog provider computer, the vendor computers, the
micropayment service provider compﬁter, and the user
devices, the method comprising:

using the micropayment service provider
computer to maintain an account of funds to be used by
the user to make micropayment purchases of the content
items over the communications network;

using the micropayment service provider
computer to allow the user to purchase the desired
content item when the user selects the desired content
item for purchase from the given vendor's website,
wherein information on the desired content item is
included in the catalog; and

using the micropayment service provider

computer to debit the user's account when the user
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purchases the desired content item, wherein the user
downloads the desired content item over the
communications network after the user purchases the

desired content item.

2. The method defined in claim 1 further
comprising using the catalog provider computer to provide
the content owners with an opportunity to edit

information on the content items in the catalog.

3. The method defined in claim 1 further
comprising using the catalog provider computer to provide
a given content owner with an opportunity to modify which
vendors are authorized to sell the content items of that

content owner.

4. The method defined in claim 1 further
comprising delivering the desired content item over the
communications network from the content provider computer

to the user device.

5. The method defined in claim 1 further
comprising using the catalog provider computer to allow
multiple vendors to view content item price information

in the catalog.

6. The method defined in claim 1 further
comprising using the catalog provider computer to allow

the content owners to register with the catalog provider.

7. The method defined in claim 1 further
comprising using the catalog provider computer to allow
the vendors at the vendor computers to register with the

catalog provider.
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8. The method defined in claim 1 further
comprising using the content provider computers to

generate data for the catalog.

9. The method defined in claim 1 further
comprising using the catalog provider computer to

generate marketing information for the content owners.

10. The method defined in claim 1 further
comprising using the catalog provider computer to provide

the users with access to the catalog.

11. The method defined in claim 1 further
comprising using the micropayment service provider

computer to register the users and the vendors.

12. The method defined in claim 1 further
comprising using the micropayment service provider
computer to generate transaction data for the user's

purchase of the desired content item.

13. The method defined in claim 1 wherein the

desgired content item costs less than one dollar.

14. The method defined in claim 1 further
comprising using the micropayment service provider
computer to provide a content wrapping tool to at least
one of the content owners to use in wrapping the content
items, wherein the wrapped content items can only be
accessed by a client program on the user's user device if

the user is authorized.

15. The method defined in claim 1 wherein at
least one of the content items is wrapped, the method
further comprising allowing the user at the user device
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to use a client program on the user device to unwrap the
wrapped content item to access the unwrapped content

item.

16. The method defined in claim 1 wherein each
content item has a content item price, the method further
comprisiﬁg using the micropayment serxrvice provider
computer to provide the user with an opportunity to
deposit an amount of funds in the account that is

substantially greater than the content item price.

17. A system for allowing a user at one of a
plurality of user devices to purchase a desired content
item over a communications network, wherein the desired
content item is owned by one of a plurality of content
owners, each of which owns other content items, wherein
the content items are stored on at least one content
provider computer, wherein information on the content
items is maintained in a catalog on a catalog provider
computer, wherein a plurality of vendors have a plurality
of corresponding vendor websites on corresponding vendor
computers, wherein at least a given one of the vendors
obtains the information on the desired content item from
the catalog before offering the desired content item for
sale on the given vendor's website, wherein the vendor
communicates with a micropayment service provider
computer when the user purchases the desired content
item, and wherein the communications network is used for
communications between the content provider computer, the
catalog provider computer, the vendor computers, the
micropayment service provider computer, and the user
devices, the system comprising:

a micropayment service provider computer
that communicates with at least the vendor computers and
user devices over the communications network, wherein the
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given vendor communicates with the micropayment service
provider computer during user purchase transactions and
accesses information on the desired content item from the
catalég and wherein:

the micropayment service provider
computer is configured to provide an account of funds to
be used by the user to make micropayment purchases of
content items over the communications network;

the micropayment service provider
computer is configured to allow the user to purchase the
desired content item when the user selects the desired
contenﬁ item for purchase from the given vendor's
website; and

the micropayment service provider
computer is configured to debit the user's account when
the user purchases the desired content item, wherein the
user downloads the desired content item over the
communications network after the user purchases the

desired content item.

18. The system defined in claim 17 wherein the
catalog provider computer is configured to provide the
content owners with an opportunity to edit information on

the content items in the catalog.

19. The system defined in claim 17 wherein the
catalog provider computer is configured to provide a
given content owner with an opportunity to modify which
vendors are authorized to sell the content items of that

content owner.

20. The system defined in claim 17 wherein the
content provider computer is configured to deliver the
desired content item over the communications network to
the user device.
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21. The system defined in claim 17 wherein the
provider computer is configured to allow multiple

to view content item price information in the

22. The system defined in claim 17 wherein the
provider computer is configured to allow the

owners to register with the catalog provider.

23. The gystem defined in claim 17 wherein the
provider computer is configured to allow the

at the vendor computers to register with the

provider.
24, The system defined in claim 17 wherein the
provider computers are configured to generate

data for the catalog.

catalog

25. The system defined in claim 17 wherein the

provider computer is configured to generate

marketing information for the content owners.

catalog

26. The system defined in claim 17 wherein the

provider computer is configured to provide the

users with access to the catalog.

27. The system defined in claim 17 wherein the

micropayment service provider computer is configured to

register the users and the wvendors.

28. The system defined in claim 17 wherein the

micropayment service provider computer is configured to

generate transaction data for the user's purchase of the

desired content item.
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29. The system defined in claim 17 wherein the

desired content item costs less than one dollar.
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