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BACKUP USING METADATA VIRTUAL HARD DRIVE AND

DIFFERENTIAL VIRTUAL HARD DRIVE

BACKGROUND

[0001] As businesses have become more computer-oriented, safeguarding against

accidental data loss has increased in importance. Many enterprise level data backup

systems include some form of on-site data storage. For example, an enterprise may

periodically store backup data to data storage devices that are dedicated to hosting backup

data (e.g., dedicated backup storage servers). On a user level, the hard disk at a user

workstation may be partitioned (e.g., divided in half), and data stored at a primary

partition may periodically be copied to a secondary partition. When the primary partition

is restored, data from the secondary partition may be copied to the primary partition. Such

backup systems may increase data storage costs at the enterprise (e.g., because backup

disks or other data storage is purchased and maintained) and decrease data storage

utilization at the enterprise (e.g., because some of the data storage capacity is dedicated to

backups, a reduced portion of the data storage capacity is available for storing "active"

data).

SUMMARY

[0002] Systems and methods of backup using a metadata virtual hard drive (VHD) and a

differential VHD are disclosed. A backup VHD for a data volume at a computer system

and a metadata VHD corresponding to the backup VHD are created during an initial

backup operation. The backup VHD is transmitted to a remote storage location (e.g., an

online cloud storage location) while the metadata VHD, which may be substantially

smaller in size than the backup VHD, is kept at the computer system. When changes are

made to files at the data volume, a differential VHD is created indicating the changes, and

the metadata VHD is updated to reflect the changes. The differential VHD may also be

substantially smaller than the backup VHD, because the differential VHD may only

include portions of files that have changed since the previous backup operation. During a

subsequent backup operation, the data volume may be backed up without creating a new

backup VHD. Instead, a copy of the updated metadata VHD and the differential VHD

may be transmitted to the remote storage location.

[0003] Through the use of metadata VHDs and differential VHDs, a data volume of a

computer system may be backed up without needing to store backup VHDs at the

computer system. Furthermore, the metadata VHDs and differential VHDs may be used to



restore particular files at other computer systems, without downloading the entire backup

VHD to the other computer systems. Thus, the use of metadata VHDs and differential

VHDs may enable single-instance machine independent backup. For example, multiple

computer systems may recover files from a single remotely stored backup VHD.

[0004] This Summary is provided to introduce a selection of concepts in a simplified form

that are further described below in the Detailed Description. This Summary is not

intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used to limit the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 is a block diagram to illustrate a particular embodiment of a system of

backup using a metadata VHD and a differential VHD;

[0006] FIG. 2 is a block diagram to illustrate another particular embodiment of a system

of backup using a metadata VHD and a differential VHD;

[0007] FIG. 3 is a diagram to illustrate a particular embodiment of the metadata VHD of

FIG. 1 or FIG. 2 ;

[0008] FIG. 4 is a diagram to illustrate a particular embodiment of a method of converting

a forward differential VHD to a backward differential VHD;

[0009] FIG. 5 is a flow diagram to illustrate a particular embodiment of a method of

backup using a metadata VHD and a differential VHD;

[0010] FIG. 6 is a flow diagram to illustrate another particular embodiment of a method

of backup using a metadata VHD and a differential VHD;

[0011] FIG. 7 is a flow diagram to illustrate a particular embodiment of a method of

supporting backup using differential VHDs;

[0012] FIG. 8 is a flow diagram to illustrate another particular embodiment of a method

of supporting backup using differential VHDs, including converting a forward differential

VHD to a backward differential VHD; and

[0013] FIG. 9 is a block diagram of a computing environment including a computing

device operable to support embodiments of computer- implemented methods, computer

program products, and system components as illustrated in FIGS. 1-8.

DETAILED DESCRIPTION

[0014] In a particular embodiment, a method is disclosed that includes, during an initial

backup operation at a computer system, creating a backup VHD of a data volume at a

storage device of the computer system, creating a metadata VHD corresponding to the

backup VHD, and transmitting the backup VHD to a remote storage location. The method



also includes detecting a change to a file of the data volume after completion of the initial

backup operation. The method further includes creating a differential VHD based on the

metadata VHD, where the differential VHD indicates the change to the file. The method

includes updating the metadata VHD to reflect the change to the file. The method also

includes, during a subsequent backup operation at the computer system, transmitting a

copy of the updated metadata VHD and the differential VHD to the remote storage

location.

[0015] In another particular embodiment, a computer system is disclosed. The computer

system includes a memory device including files stored in accordance with a file system

and a backup agent configured to detect changes to the files. The computer system also

includes a translation module configured to translate the detected changes to VHD

formatted changes. The computer system further includes a VHD module configured to

write the VHD formatted changes to a metadata VHD stored at the memory device and to

generate a differential VHD based on the metadata VHD. The computer system includes a

network interface configured to transmit the metadata VHD and the differential VHD to a

remote storage device.

[0016] In another particular embodiment, a computer-readable medium is disclosed that

includes instructions, that when executed by a computer, cause the computer to receive a

backup VHD at a first point in time (PIT) and receive a first forward differential VHD at a

second PIT. The second PIT is subsequent to the first PIT, and the first forward

differential VHD indicates changes to the backup VHD since the first PIT. The computer-

readable medium also includes instructions, that when executed by the computer, cause

the computer to transmit a particular file from the backup VHD to a remote client in

response to receiving an indication that the remote client requests to revert the particular

file to the first PIT. The computer-readable medium further includes instructions, that

when executed by the computer, cause the computer to transmit changed portions of the

particular file from the first forward differential VHD and unchanged portions of the

particular file from the backup VHD to the remote client in response to receiving an

indication that the remote client requests to revert the particular file to the second PIT.

[0017] It should be noted that although backup using metadata hard drives and differential

hard drives is described herein with respect to a virtual hard drive (VHD) format, the

backup methodologies described may be used with any format that is capable of defining a

file or block system. Further, although the backup methodologies have been illustrated

using Windows-based file systems (e.g., NT File System (NTFS) and File Allocation



Table (FAT)), the backup methodologies may be used with any file system, including

user-defined file systems (UDFSs).

[0018] FIG. 1 is a block diagram to illustrate a particular embodiment of a system 100 of

backup using a metadata virtual hard drive (VHD) and a differential VHD. The system

100 includes a computer system 110 that is communicatively coupled to a remote storage

location 150 via a network 130. Generally, the system 100 may be used to backup data

volumes of the computer system 110 to the remote storage location 150. For example, the

remote storage location 150 may be an online cloud storage location or a network share

(e.g., located at another computer, accessible via a local area network (LAN), accessible

via a wide area network (WAN), or any combination thereof).

[0019] The computer system 110 includes a memory 112. For example, the memory 112

may be random access memory (RAM) or a read-only memory (ROM) at the computer

system 112. In a particular embodiment, the memory 112 is a data storage device at the

computer system 112, such as a hard disk or removable storage device. The memory 112

may be utilized by the computer system 110 to store one or more files 116. The memory

112 may also store a metadata VHD 114 generated and updated as described herein.

[0020] The computer system 110 includes a backup agent 118, a translation module 120,

and a VHD module 122. The backup agent 118 may detect changes to the files 116 stored

at the memory 112. For example the backup agent 118 may detect that a user at the

computer system 110 has modified one of the files 116.

[0021] The translation module 120 may convert the changes to the files 116 detected by

the backup agent 118 into VHD formatted changes. For example, when the files 116 are

stored at the memory 112 in accordance with an NT file system (NTFS), the translation

module 120 may convert the changes detected by the backup agent 118 into VHD

formatted changes based on NTFS directory structure information and NTFS file extents

information associated with the files 116. It should be noted that the features disclosed

herein are explained in the context of NTFS for illustrative purposes only. Backup using

metadata VHDs and differential VHDs as described herein may be used with other file

systems.

[0022] The VHD module 122 may write the VHD formatted changes produced by the

translation module 120 to the metadata VHD 114 at the memory 112, so that the metadata

VHD 114 reflects the changes to the files 116 detected by the backup agent 118. The

metadata VHD 114 may be substantially smaller in size than the files 116, because the

metadata VHD 114 may include metadata associated with the files 116 but not the



contents of the files 116. For example, the metadata VHD 114 may include NTFS extent

information, NTFS reparse points, and directory structure information. In a particular

embodiment, instead of storing the contents of the files 116, the metadata VHD 114

includes file pointers to corresponding copies of the files 116 stored within the backup

VHD 140 at the remote storage location 150. The VHD module 122 may also generate,

during backup operations, differential VHDs (e.g., the differential VHD 144) based on the

metadata VHD 114. In a particular embodiment, the differential VHD generated during a

particular backup operation is a forward differential VHD that indicates changes to the

files 116 since a previous backup operation. In a particular embodiment, a differential

VHD includes changed portions of the files 116 since the previous backup operation but

does not include unchanged portions of the files 116 since the previous backup operation.

The VHD module 122 may generate differential VHDs without accessing the backup

VHD 140 at the remote storage location 150.

[0023] The computer system 110 also includes a network interface 124. The network

interface 124 may transmit data to the remote storage location 150 via the network 130.

For example, the network interface 124 may be a wired or wireless network interface such

as an Ethernet interface or an IEEE 802. 11 wireless networking interface, and the network

130 may be a local area network (LAN), a wide area network (WAN), or the Internet.

During an initial backup operation at the computer system 110, the network interface may

transmit a backup VHD 140 to the remote storage location 150. In a particular

embodiment, the backup VHD 140 includes copies of all of the files 116. The backup

VHD 140 may be stored at the remote storage location 150. During subsequent backup

operations, the network interface 124 may transmit a copy 142 of the metadata VHD 114

and the differential VHD 144 to the remote storage location 150, where both the metadata

VHD 114 and the differential VHD 144 are substantially smaller in size than the backup

VHD 140. In a particular embodiment, the remote storage location 150 is an online cloud

storage location that stores the copy 142 of the metadata VHD 114 and the differential

VHD 144.

[0024] In operation, the system 100 may be used to efficiently backup data from the

computer system 110 to the remote storage location 150. For example, during an initial

backup operation, the VHD module 122 may generate the backup VHD 140, and the

network interface 124 may transmit the backup VHD 140 to the remote storage location

150 via the network 130. In a particular embodiment, the backup VHD 140 is

automatically generated and transmitted to the remote storage location 150 when the



computer system 110 is idle or not in use. The metadata VHD 114 may also be generated

during the initial backup operation.

[0025] The backup agent 118 at the computer system 110 may detect and track changes to

the files 116 at the computer system 110. For example, the backup agent 118 may

maintain a log of changes to the files 116 since the last successfully completed backup

operation at the computer system 110. The translation module 120 may translate the

changes to the files 116 detected by the backup agent 118 into a VHD format. During a

subsequent backup operation (e.g., an automatically scheduled backup operation or a user-

initiated backup operation), a differential VHD 144 indicating the changes to the files 116

may be created, and the metadata VHD 114 may be updated to reflect the changes to the

files 116. The differential VHD 144 and a copy 142 of the metadata VHD 114 may be

transmitted to the remote storage location 150.

[0026] During a second subsequent backup operation, a second differential VHD may be

created based on the updated metadata VHD 114, the updated metadata VHD 144 may be

re-updated, and a copy of the twice-updated metadata VHD 114 and the second

differential VHD (not shown in FIG. 1) may be transmitted to the remote storage location

150.

[0027] It will be appreciated that the system 100 of FIG. 1 may improve performance of

the computer system 110 by transmitting backup data to the remote storage location 150,

thereby increasing the amount of available storage space at the memory 112. It will also

be appreciated that the system 100 of FIG. 1 may improve performance by transmitting

larger backup VHDs to the remote storage location 150 during an initial backup operation

and by transmitting smaller metadata VHDs and differential VHDs to the remote storage

location 150 during subsequent backup operations. It will further be appreciated that the

backup VHD 140, the copy 142 of the metadata VHD 114, and the differential VHD 144

may be used to restore the files 116 at the computer system 110. For example, the

computer system 110 may restore a particular file of the files 116 to a point in time (PIT)

corresponding to the initial backup operation by downloading the particular file from the

backup VHD 140 at the remote storage location 150. The particular file may be restored

to a PIT corresponding to a first subsequent backup operation (e.g., the particular file in a

"changed" state) by downloading unchanged portions of the particular file from the

backup VHD 140 and by downloading changed portions of the particular file from the

differential VHD 144 to the computer system 110. The particular file may be restored to a

PIT corresponding to a second backup operation (e.g., the particular file in a "twice-



changed" state) by downloading unchanged portions of the particular file from the backup

VHD and by downloading changed portions of the particular file from the differential

VHD 144 and a second differential VHD.

[0028] It should be noted that although the particular embodiment illustrated in FIG. 1

depicts backing up data from a computer system 110 to a remote storage location 150,

backing up data from the remote storage location 150 to another remote storage location

may be performed in a similar fashion. It will thus be appreciated that the backup

methodologies illustrated in FIG. 1 may enable data replication and data redundancy

scenarios that use multiple remote storage locations (e.g., online cloud stores). For

example, a first layer of data redundancy may be achieved with respect to a computer

system at an enterprise by backing up data from the computer system to a network share

(e.g., server) located at the enterprise. A second layer of data redundancy may be

achieved by backing up data from the network share (e.g., backup data from all such

computer systems at the enterprise) to an online cloud store.

[0029] FIG. 2 is a block diagram to illustrate another particular embodiment of a system

200 of backup using a metadata VHD and a differential VHD. The system 200 includes a

first computer system 210 and a second computer system 270 communicatively coupled to

an online cloud storage location 250 via a network 230. In an illustrative embodiment, the

first computer system 210 is the computer system 110 of FIG. 1, the online cloud storage

location 250 is the remote storage location 150 of FIG. 1, and the network 230 is the

network 130 of FIG. 1.

[0030] The first computer system 210 includes a memory 212 that stores files 216 in

accordance with the NT file system (NTFS). It should be noted that the features disclosed

herein are explained in the context of NTFS for illustrative purposes only. Backup using

metadata VHDs and differential VHDs as described herein may be used with other file

systems. The memory 212 may also include a metadata VHD 214 generated and updated

during backup operations as described herein with reference to the metadata VHD 114 of

FIG. 1. The first computer system 210 may transmit a backup VHD 240, copies 242 of

the metadata VHD 214, and forward differential VHDs 244 to the online cloud storage

location 250 as described herein with reference to the backup VHD 140, the copy 142 of

the metadata VHD 114, and the forward differential VHD 144 of FIG. 1.

[0031] The second computer system 270 includes a memory 272. For example, the

memory 272 may store files in accordance with the NTFS file system or a File Allocation

Table (FAT) file system, such as FAT16, FAT32, or extended FAT (exFAT). The system



200 of FIG. 2 may be used to restore files at the first computer system 210, as described

herein with respect to the computer system 110 of FIG. 1. The system 200 of FIG. 2 may

also be used to restore files at the second computer system 270.

[0032] During an initial backup operation at the first computer system 210, the backup

VHD 240 may be transmitted to the online cloud storage location 250. During subsequent

backup operations at the computer system 210, the copies 242 of the metadata VHD 214

and the forward differential VHDs 244 may be transmitted to the online cloud storage

location 250. The files 240, 242, and 244 may be used to restore the files 216 to a

computer system other than the computer system 210. For example, the second computer

system 270 may generate restored files 276 (e.g., copies of the files 216). To restore the

files 216 to a point in time (PIT) corresponding to the initial backup operation at the first

computer system 210, the second computer system 270 may download the files 216 from

the backup VHD 240 at the online cloud storage location 250 and store them as the

restored files 276. To restore the files 216 to a PIT corresponding to a subsequent backup

operation at the first computer system 210, the second computer system 270 may

download unchanged portions 264 of the files 216 from the backup VHD 240 and may

download changed portions 262 of the files 216 from one or more of the forward

differential VHDs 244 at the online cloud storage location 250. The second computer

system 270 may then generate the restored files 276 by combining the changed portions

262 and the unchanged portions 264. The second computer system 270 may also

download a copy of the metadata VHD 214 from the online cloud storage location 250

corresponding to the PIT associated with the restored files 276, so that future changes to

the restored files 276 may be backed up to the online cloud storage location 250 as

described herein with respect to the first computer system 210. In a particular

embodiment, the downloaded copy of the metadata VHD 214 may be used at the second

computer system 270 to browse, search, and initiate granular recovery of particular files

stored at the backup VHD 250. In a particular embodiment, such browsing, searching, and

recovery are performed via an application (e.g., operating system utility) at the second

computer system 270.

[0033] It will be appreciated that the system 200 of FIG. 2 may enable the sharing of

backup data (e.g., the files 240, 242, and 244) across multiple computer systems (e.g., the

computer systems 210 and 270). It will thus be appreciated that the system 200 of FIG. 2

may enable efficient backup and restore operations at multiple computer systems.



[0034] FIG. 3 is a diagram to illustrate a particular embodiment of a metadata VHD 300.

In an illustrative embodiment, the metadata VHD 300 is representative of the metadata

VHD 114 of FIG. 1 or the metadata VHD 214 of FIG. 2. It should be noted that the

features disclosed herein are explained in the context of NTFS for illustrative purposes

only. Backup using metadata VHDs and differential VHDs as described herein may be

used with other file systems.

[0035] In a particular embodiment, the metadata VHD 300 is used in an NTFS extents-

based backup scheme. In such an embodiment, the metadata VHD 300 may include NTFS

extents information 310. During backup operations, changed data may be written to a

remote storage location in accordance with data run pointers stored in the NTFS extents

information. During restore operations at a computer system, the metadata VHD 300 may

be downloaded to the computer system, enabling browsing and selection of individual files

to restore, and files selected for restoration may be downloaded from the remote storage

location by traversing the data run pointers stored in the NTFS extents information.

[0036] In another particular embodiment, the metadata VHD 300 is used in conjunction

with a metadata shredding-based backup scheme. In such an embodiment, the metadata

VHD 300 may include directory structure information 330 and file pointers 340. During

backup operations, the directory structure information 330 may be updated to reflect data

changes at a data volume associated with the metadata VHD 300, and changed data may

be stored at a remote storage location in accordance with the file pointers 340. During a

restore operation, files selected for restoration may be fetched by traversing the file

pointers 340.

[0037] In another particular embodiment, the metadata VHD 300 is used in an NTFS

reparse points-based backup scheme. In such an embodiment, the metadata VHD 300 may

include NTFS reparse points 320 and the directory structure information 330. During

backup operations, the directory structure information 330 may be updated to reflect data

changes at a data volume associated with the metadata VHD 300. The file names stored at

the metadata VHD 300 may be NTFS reparse points 320 (e.g., symbolic links) to

counterpart files stored at a remote storage location. During a restore operation, files

selected for restoration may be downloaded by resolving the NTFS reparse points 320.

[0038] It will be appreciated that regardless of the particular backup scheme used (e.g.,

NTFS extents, metadata shredding, or NTFS reparse points), the metadata VHD 300 may

enable dataless or reduced local data backup at a computer system. File data may instead



be stored at a remote storage location. It will also be appreciated that the metadata VHD

300 may enable selective browsing and recovery of individual files.

[0039] FIG. 4 is a diagram to illustrate a particular embodiment of a method 400 of

converting a forward differential VHD to a backward differential VHD. As described

herein with respect to the differential VHD 144 of FIG. 1 and the forward differential

VHDs 244 of FIG. 2, the use of differential VHDs may improve the performance of

backup operations at a computer system by including changed portions, but not unchanged

portions, of files at the computer system. However, as the number of forward differential

VHDs increases (e.g., due to successive backup operations), the time taken to restore a file

to a "current" state may increase. For example, if four successive backup operations occur

after a backup VHD is created, then restoring a file that is updated often may include

downloading changed portions of the file from each of four forward differential VHDs

generated during the four successive backup operations. Reconstructing the updated file

based on information from multiple forward differential VHDs may reduce overall

performance of restoration or backup operations. Thus, in a particular embodiment,

forward differential VHDs (e.g., stored at a remote storage location) may be converted to

backward differential VHDs as illustrated in FIG. 4, to improve performance by reducing

the number of differential VHDs referenced during restoration operations.

[0040] To illustrate conversion of forward differential VHDs to backward differential

VHDs, consider a computer system making monthly backups to a remote storage location.

During an initial backup in January (i.e., a January PIT), a self-contained backup VHD

402 is generated and transmitted to the remote storage location. The self-contained

backup VHD 402 for January is said to be "self-contained" because files can be reverted to

the January PIT without referencing other VHDs (e.g., differential VHDs). During a first

subsequent backup operation in February, a forward differential VHD 404 is generated

and transferred to the remote storage location, where the forward differential VHD 404

indicates file changes made between the January PIT and the February PIT. Similarly,

during a second subsequent backup operation in March, a forward differential VHD 406 is

generated and transferred to the remote storage location, where the forward differential

VHD 406 indicates file changes made between the February PIT and the March PIT.

[0041] To restore a particular file to the January PIT, a computer system may download

the particular file from the self-contained backup VHD 402. To restore the particular file

to the February PIT, the computer system may download unchanged portions of the

particular file from the self-contained backup VHD 402 and changed portions of the



particular file from the forward differential VHD 404. To restore the particular file to the

March PIT, the computer system may download unchanged portions of the particular file

from the self-contained backup VHD 402 and changed portions of the particular file from

both forward differential VHDs 404 and 406.

[0042] Based on observation of backup and restore patterns, it may be determined that a

large percentage of restore operations involve restoring files to a most recent PIT. For

example, in the embodiment illustrated in FIG. 4, a large percentage of restore operations

may include restoring files to the March PIT. It will be noted that each such restore

operation may involve downloading data from multiple forward differential VHDs (e.g.,

the forward differential VHDs 404 and 406). To improve the performance of such

commonly occurring restore operations, the forward differential VHDs 404 and 406 may

be converted to backward differential VHDs.

[0043] For example, the self-contained backup VHD 402 corresponding to the January

PIT may be updated based on the forward differential VHD 404 corresponding to the

February PIT. The resulting self-contained backup VHD 414 may enable files to be

restored to the February PIT without referencing other VHDs. During the update

operation, a backward differential VHD 412 corresponding to the January PIT is also

created. The backward differential VHD 412 may effectively describe how to "undo" the

changes made during the update operation, so that a file may be restored to the January

PIT by downloading changed portions of the file from the self-contained backup VHD 414

and unchanged portions of the file from the backward differential VHD 412. The forward

differential VHD 416 corresponding to the March PIT may be unchanged (e.g., the same

as the forward differential VHD 406).

[0044] The update operation may then be repeated, generating a self-contained backup

VHD 426 corresponding to the March PIT and a backward differential VHD 424

corresponding to the February PIT. The backward differential VHD 422 corresponding to

the January PIT may remain unchanged (e.g., the same as the backward differential VHD

412). Thus, the commonly occurring restore operations with respect to the March PIT

may no longer involve referencing multiple differential VHDs (e.g., a forward differential

VHD for each of January and February).

[0045] It will be appreciated that converting forward differential VHDs into backward

differential VHDs as illustrated in FIG. 4 may improve the performance of backup and

restoration operations by reducing the number of differential VHDs referenced during

commonly occurring restoration operations. For example, one or more differential VHDs



(e.g., old differential VHDs that have not recently been used for recovery) may be merged

into a self-contained backup VHD as illustrated, and such differential VHDs may be

deleted. It will thus be appreciated that the method 400 of FIG. 4 may be used to improve

backup and restoration performance at the system 100 of FIG. 1 or the system 200 of FIG.

2. In addition, the conversion of forward differential VHDs to backward differential

VHDs may occur at the remote storage location (e.g., the remote storage location 150 of

FIG. 1) without using computational resources at other computer systems (e.g., the

computer system 110 of FIG. 1).

[0046] FIG. 5 is a flow diagram to illustrate a particular embodiment of a method 500 of

backup using a metadata VHD and a differential VHD. In an illustrative embodiment, the

method 500 may be performed by the system 100 of FIG. 1 or the system 200 of FIG. 2.

[0047] The method 500 includes performing an initial backup operation at a computer

system, at 502. For example, in FIG. 1, an initial backup operation may be performed at

the computer system 110.

[0048] During the initial backup operation, the method 500 includes creating a backup

VHD of a data volume at a storage device of the computer system, at 504. For example, in

FIG. 1, the backup VHD 140 may be created, where the backup VHD is associated with a

data volume at the memory 112 that includes the files 116. The method 500 also includes,

during the initial backup operation, creating a metadata VHD corresponding to the backup

VHD, at 506. For example, in FIG. 1, the metadata VHD 114 may be created. The

method 500 further includes, during the initial backup operation, transmitting the backup

VHD to a remote storage location, at 508. For example, in FIG. 1, the backup VHD 140

may be transmitted to the remote storage location 150.

[0049] The method 500 includes detecting a change to a file of the data volume after

completing the initial backup operation, at 510. For example, in FIG. 1, the backup agent

118 may detect a change to a particular file of the files 116.

[0050] The method 500 also includes creating a differential VHD based on the metadata

VHD, where the differential VHD indicates the change to the file, at 512. For example, in

FIG. 1, the VHD module 122 may create the differential VHD 144, where the differential

VHD 114 indicates changes to the particular file of the files 116.

[0051] The method 500 further includes updating the metadata VHD to reflect the change

to the file, at 514. For example, in FIG. 1, the metadata VHD 114 may be updated. The

method 500 includes, during a subsequent backup operation at the computer system,

transmitting a copy of the updated metadata VHD and the differential VHD to the remote



storage location, a 516. For example, in FIG. 1, the copy 142 of the metadata VHD 114

and the differential VHD 144 may be transmitted to the remote storage location 150.

[0052] It will be appreciated that the method 500 of FIG. 5 may enable dataless or reduced

local data backup at a computer system. It will also be appreciated that the method 500 of

FIG. 5 may increase available storage space at the computer system by transmitting

backup data to a remote storage location.

[0053] FIG. 6 is a flow diagram to illustrate another particular embodiment of a method

600 of backup using a metadata VHD and a differential VHD. In an illustrative

embodiment, the method 600 may be performed by the system 100 of FIG. 1 or the system

200 of FIG. 2.

[0054] The method 600 includes performing an initial backup operation at a computer

system, at 602. For example, in FIG. 1, an initial backup operation may be performed at

the computer system 110.

[0055] During the initial backup operation, the method 600 includes creating a single-

instance storage (SIS) backup VHD of a data volume at a storage device of the computer

system, at 604. For example, in FIG. 1, the backup VHD 140 may be created, where the

backup VHD 140 is associated with a data volume at the memory 112 that includes the

files 116. The method 600 also includes, during the initial backup operation, creating a

metadata VHD corresponding to the backup VHD, at 606. For example, in FIG. 1, the

metadata VHD 114 may be created. The method 600 further includes, during the initial

backup operation, transmitting the backup VHD to a remote storage location, at 608. For

example, in FIG. 1, the backup VHD 140 may be transmitted to the remote storage

location 150.

[0056] The method 600 includes detecting a change to a file of the data volume after

completing the initial backup operation, at 610. For example, in FIG. 1, the backup agent

118 may detect a change to a particular file of the files 116.

[0057] The method 600 also includes creating a differential VHD that indicates the change

to the file, at 612. For example, in FIG. 1, the VHD module 122 may create the

differential VHD 144, where the differential VHD 114 indicates changes to the particular

file of the files 116.

[0058] The method 600 further includes updating the metadata VHD to reflect the change

to the file, at 614. For example, in FIG. 1, the metadata VHD 114 may be updated. The

method 600 includes, during a subsequent backup operation at the computer system,

transmitting a copy of the updated metadata VHD and the differential VHD to the remote



storage location, a 616. For example, in FIG. 1, the copy 142 of the metadata VHD 114

and the differential VHD 144 may be transmitted to the remote storage location 150.

[0059] Once backup data has been transmitted to a remote storage location, the backup

data may be used to restore files. For example, a user at a computer system may initiate a

restoration operation at the computer system. The method 600 also includes restoring the

changed file at the computer system, at 618. Restoring the changed file at the computer

system includes downloading one or more changed portions of the changed file from the

differential VHD at the remote storage location, at 620. For example, in FIG. 1, one or

more changed portions of the particular file of the files 116 may be downloaded from the

differential VHD 144 at the remote storage location 150. In a particular embodiment, the

changed portions of the particular file of the files 116 are downloaded as described herein

with respect to the changed portions 262 of FIG. 2.

[0060] Restoring the changed file at the computer system also includes downloading one

or more unchanged portions of the file from the backup VHD at the remote storage

location, at 622. For example, in FIG. 1, one or more unchanged portions of the files 116

may be downloaded from the backup VHD 140 at the remote storage location 150. In a

particular embodiment, the unchanged portions of the files 116 are downloaded as

described herein with respect to the unchanged portions 264 of FIG. 2.

[0061] Restoring the changed file at the computer system further includes generating the

changed file at the computer system based on the one or more changed portions and the

one or more unchanged portions, at 624. For example, in FIG. 1, the files 116 may be

restored based on the one or more changed portions and the one or more unchanged

portions. For example, the one or more changed portions and the one or more unchanged

portions may be combined at the computer system to form the restored file.

[0062] FIG. 7 is a flow diagram to illustrate a particular embodiment of a method 700 of

supporting backup using differential VHDs. In an illustrative embodiment, the method

700 may be performed at the remote storage location 150 of FIG. 1 or the online cloud

storage location 250 of FIG. 2.

[0063] The method 700 includes receiving a backup VHD at a first PIT, at 702. For

example, referring to FIG. 2, the backup VHD 240 may be received at the online cloud

storage location 250.

[0064] The method 700 also includes receiving a forward differential VHD at a second

PIT subsequent to the first PIT, where the forward differential VHD indicates changes to

the backup VHD since the first PIT, at 704. For example, referring to FIG. 2, one of the



forward differential VHDs 244 may be received at the online cloud storage location 250

subsequent to the receipt of the backup VHD 240.

[0065] The method 700 further includes supporting restore operations at a remote client.

When an indication that a remote client requests to revert a particular file to the first PIT is

received, at 706, the method 700 includes transmitting the particular file from the backup

VHD to the remote client, at 708. For example, referring to FIG. 2, the online cloud

storage location 250 may transmit a particular file to the second computer system 270 in

response to receiving an indication that the second computer system 270 requests to revert

a particular file to the first PIT.

[0066] When an indication that a remote client requests to revert a particular file to the

second PIT is received, at 710, the method 700 includes transmitting changed portions of

the particular file from the forward differential VHD and transmitting unchanged portions

of the particular file from the backup VHD to the remote client, at 712. For example,

referring to FIG. 2, the online cloud storage location 250 may transmit the changed

portions 262 and the unchanged portions 264 to the second computer system 270.

[0067] As described previously with respect to FIG. 4, converting forward differential

VHDs to backward differential VHDs may improve the performance of backup and

restore operations. FIG. 8 is a flow diagram to illustrate another particular embodiment of

a method 800 of supporting backup differential VHDs, including converting a forward

differential VHD to a backward differential VHD. In an illustrative embodiment, the

method 800 may be performed at the remote storage location 150 of FIG. 1 or the online

cloud storage location 250 of FIG. 2.

[0068] The method 800 includes receiving a backup VHD at a first PIT, at 802. For

example, referring to FIG. 2, the backup VHD 240 may be received at the online cloud

storage location 250.

[0069] The method 800 also includes receiving a forward differential VHD at a second

PIT subsequent to the first PIT, where the forward differential VHD indicates changes to

the backup VHD since the first PIT, at 804. For example, referring to FIG. 2, one of the

forward differential VHDs 244 may be received at the online cloud storage location 250

subsequent to the receipt of the backup VHD 240.

[0070] The method 800 further includes updating the backup VHD based on the forward

differential VHD and converting the forward differential VHD to a backward differential

VHD, at 806. For example, referring to FIG. 2, the backup VHD 240 may be updated

based on one of the forward differential VHDs 244, and the forward differential VHD may



be converted to a backward differential VHD. In a particular embodiment, the update and

conversion operations are performed as described herein with respect to the VHDs 402-

426 of FIG. 4.

[0071] The method 800 includes supporting restore operations at a remote client. When

an indication that a remote client requests to revert a particular file to the first PIT is

received, at 808, the method 800 includes transmitting unchanged portions of the

particular file from the backward differential VHD and changed portions of the particular

file from the updated backup VHD to the remote client, at 810. For example, referring to

FIG. 2, the online cloud storage location 250 may transmit the changed portions 262 and

the unchanged portions 264 to the second computer system 270.

[0072] When an indication that a remote client requests to revert a particular file to the

second PIT is received, at 812, the method 800 includes transmitting the particular file

from the updated backup VHD to the remote client, at 814. For example, referring to FIG.

2, the online cloud storage location 250 may transmit a particular file to the second

computer system 270 in response to receiving an indication that the second computer

system 270 requests to revert the particular file to the second PIT.

[0073] FIG. 9 depicts a block diagram of a computing environment 900 including a

computing device 910 operable to support embodiments of computer- implemented

methods, computer program products, and system components according to the present

disclosure. In an illustrative embodiment, the computing device 910 may include the

network interface 124 of FIG. 1, the memory 112 of FIG. 1, the agent/modules 118, 120,

122 of FIG. 1, the remote storage location 150 of FIG. 1, the memories 212, 272 of FIG. 2,

or the online cloud storage location 250 of FIG. 2. Each of the network interface 124 of

FIG. 1, the memory 112 of FIG. 1, the agent/modules 118, 120, 122 of FIG. 1, the remote

storage location 150 of FIG. 1, the memories 212, 272 of FIG. 2, or the online cloud

storage location 250 of FIG. 2 may include or be implemented using the computing device

9 10 or a portion thereof.

[0074] The computing device 910 includes at least one processor 920 and a system

memory 930. Depending on the configuration and type of computing device, the system

memory 930 may be volatile (such as random access memory or "RAM"), non-volatile

(such as read-only memory or "ROM," flash memory, and similar memory devices that

maintain stored data even when power is not provided), or some combination of the two.

The system memory 930 typically includes an operating system 932, one or more

application platforms, one or more applications (e.g., a backup agent 934, a translation



module 936, and a VHD module 938), and may include program data associated with the

one or more applications. In an illustrative embodiment, the backup agent 934 is the

backup agent 118 of FIG. 1, the translation module 936 is the translation module 120 of

FIG. 1, and the VHD module 938 is the VHD module 122 of FIG. 1.

[0075] The computing device 910 may also have additional features or functionality. For

example, the computing device 910 may also include removable and/or non-removable

additional data storage devices such as magnetic disks, optical disks, tape, and standard-

sized or miniature flash memory cards. Such additional storage is illustrated in FIG. 9 by

removable storage 940 and non-removable storage 950. In an illustrative embodiment,

such additional storage includes the memory 112 of FIG. 1, the memory 212 of FIG. 2, or

the memory 272 of FIG. 2. Computer storage media may include volatile and/or non

volatile storage and removable and/or non-removable media implemented in any method

or technology for storage of information such as computer-readable instructions, data

structures, program components or other data. The system memory 930, the removable

storage 940 and the non-removable storage 950 are all examples of computer storage

media. The computer storage media includes, but is not limited to, RAM, ROM,

electrically erasable programmable read-only memory (EEPROM), flash memory or other

memory technology, compact disks (CD), digital versatile disks (DVD) or other optical

storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic

storage devices, or any other medium that can be used to store information and that can be

accessed by the computing device 910. Any such computer storage media may be part of

the computing device 910. The computing device 910 may also have input device(s) 960,

such as a keyboard, mouse, pen, voice input device, touch input device, etc. Output

device(s) 970, such as a display, speakers, printer, etc. may also be included.

[0076] The computing device 910 also contains one or more communication connections

980 that allow the computing device 910 to communicate with other computing devices

990 over a wired or a wireless network. In an illustrative embodiment, the communication

connections 980 include the network interface 120 of FIG. 1. The one or more

communication connections 980 may also allow the computing device 910 to

communicate with a remote storage location 992. In an illustrative embodiment, the

remote storage location 992 is the remote storage location 150 of FIG. 1 or the online

cloud storage location 250 of FIG. 2.

[0077] It will be appreciated that not all of the components or devices illustrated in FIG. 9

or otherwise described in the previous paragraphs are necessary to support embodiments



as herein described. For example, the input device(s) 960 and output device(s) 970 may

be optional.

[0078] The illustrations of the embodiments described herein are intended to provide a

general understanding of the structure of the various embodiments. The illustrations are

not intended to serve as a complete description of all of the elements and features of

apparatus and systems that utilize the structures or methods described herein. Many other

embodiments may be apparent to those of skill in the art upon reviewing the disclosure.

Other embodiments may be utilized and derived from the disclosure, such that structural

and logical substitutions and changes may be made without departing from the scope of

the disclosure. Accordingly, the disclosure and the figures are to be regarded as

illustrative rather than restrictive.

[0079] Those of skill would further appreciate that the various illustrative logical blocks,

configurations, modules, and process or instruction steps described in connection with the

embodiments disclosed herein may be implemented as electronic hardware, computer

software, or combinations of both. Various illustrative components, blocks,

configurations, modules, or steps have been described generally in terms of their

functionality. Whether such functionality is implemented as hardware or software

depends upon the particular application and design constraints imposed on the overall

system. Skilled artisans may implement the described functionality in varying ways for

each particular application, but such implementation decisions should not be interpreted as

causing a departure from the scope of the present disclosure.

[0080] The steps of a method described in connection with the embodiments disclosed

herein may be embodied directly in hardware, in a software module executed by a

processor, or in a combination of the two. A software module may reside in computer

readable media, such as random access memory (RAM), flash memory, read only memory

(ROM), registers, a hard disk, a removable disk, a CD-ROM, or any other form of storage

medium known in the art. An exemplary storage medium is coupled to the processor such

that the processor can read information from, and write information to, the storage

medium. In the alternative, the storage medium may be integral to the processor or the

processor and the storage medium may reside as discrete components in a computing

device or computer system.

[0081] Although specific embodiments have been illustrated and described herein, it

should be appreciated that any subsequent arrangement designed to achieve the same or

similar purpose may be substituted for the specific embodiments shown. This disclosure



is intended to cover any and all subsequent adaptations or variations of various

embodiments.

[0082] The Abstract of the Disclosure is provided with the understanding that it will not

be used to interpret or limit the scope or meaning of the claims. In addition, in the

foregoing Detailed Description, various features may be grouped together or described in a

single embodiment for the purpose of streamlining the disclosure. This disclosure is not to

be interpreted as reflecting an intention that the claimed embodiments require more

features than are expressly recited in each claim. Rather, as the following claims reflect,

inventive subject matter may be directed to less than all of the features of any of the

disclosed embodiments.

[0083] The previous description of the embodiments is provided to enable any person

skilled in the art to make or use the embodiments. Various modifications to these

embodiments will be readily apparent to those skilled in the art, and the generic principles

defined herein may be applied to other embodiments without departing from the scope of

the disclosure. Thus, the present disclosure is not intended to be limited to the

embodiments shown herein but is to be accorded the widest scope possible consistent with

the principles and novel features as defined by the following claims.



CLAIMS

1. A method, comprising:

during an initial backup operation at a computer system:

creating a backup virtual hard drive (VHD) of a data volume at a storage

device of the computer system ;

creating a metadata VHD corresponding to the backup VHD; and

transmitting the backup VHD to a remote storage location;

after completion of the initial backup operation, detecting a change to a file of the

data volume;

creating a differential VHD based on the metadata VHD, wherein the differential

VHD indicates the change to the file;

updating the metadata VHD to reflect the change to the file; and

during a subsequent backup operation at the computer system, transmitting a copy

of the updated metadata VHD and the differential VHD to the remote storage location.

2. The method of claim 1, wherein the metadata VHD can be used to browse files

stored at the backup VHD, search files stored at the backup VHD, or any combination

thereof, and wherein the differential VHD is created without accessing the backup VHD at

the remote storage location.

3. The method of claim 1, further comprising storing the copy of the updated

metadata VHD and the differential VHD at the remote storage location.

4. The method of claim 3, further comprising restoring the changed file at a second

computer system by:

downloading one or more changed portions of the file from the differential VHD at

the remote storage location to the second computer system;

downloading one or more unchanged portions of the file from the backup VHD at

the remote storage location to the second computer system; and

generating the changed file at the second computer system based on the one or

more changed portions and the one or more unchanged portions.

5. The method of claim 3, further comprising restoring the changed file at the

computer system by:

downloading one or more changed portions of the file from the differential VHD at

the remote storage location to the computer system;

downloading one or more unchanged portions of the file from the backup VHD at

the remote storage location to the computer system; and



generating the changed file at the second computer system based on the one or

more changed portions and the one or more unchanged portions.

6. The method of claim 3, further comprising:

detecting a second change to the file, wherein the second change is detected after

the first change;

creating a second differential VHD based on the updated metadata VHD, wherein

the second differential VHD indicates the second change to the file;

updating the updated metadata VHD to reflect the second change; and

transmitting a copy of the twice-updated metadata VHD and the second differential

VHD to the remote storage location.

7. The method of claim 6, further comprising restoring the twice-changed file at the

computer system by:

downloading one or more first changed portions of the file from the differential

VHD and one or more second changed portions of the file from the second differential

VHD at the remote storage location to the computer system;

downloading one or more unchanged portions of the file from the backup VHD at

the remote storage location to the computer system; and

generating the twice-changed file a the second computer system based on the one

or more first changed portions, the one or more second changed portions, and the one or

more unchanged portions.

8. The method of claim 6, wherein the differential VHD and the second differential

VHD are forward differential VHDs, the method further comprising converting the

forward differential VHDs to backward differential VHDs.

9. The method of claim 1, wherein the backup VHD is a single-instance storage (SIS)

VHD.

10. The method of claim 1, wherein the remote storage location is an online cloud

storage location.

11. The method of claim 1, wherein the metadata VHD includes NT File System

(NTFS) extent information for files of the data volume, at least one NTFS reparse point, or

any combination thereof.

12. The method of claim 1, wherein the metadata VHD includes a directory structure

corresponding to the data volume and a file pointer for the file, wherein the file pointer

points to a copy of the file at the backup VHD.



13. The method of claim 1, wherein the computer system is located at a second remote

storage location that is different than the remote storage location.

14. A computer system, comprising:

a memory device comprising files stored in accordance with a file system;

a backup agent configured to detect changes to the files;

a translation module configured to translate the detected changes to virtual hard

drive (VHD) formatted changes;

a VHD module configured to write the VHD formatted changes to a metadata

VHD stored at the memory device and to generate a differential VHD based on the

metadata VHD; and

a network interface configured to transmit the metadata VHD and the differential

VHD to a remote storage device.

15. The computer system of claim 14, wherein the file system is an NT File System

(NTFS) or a File Allocation Table (FAT) file system.
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