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ENSURING AUTHENTICITY IN A CLOSED 
CONTENT DISTRIBUTION SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation-in-part (CIP) of 
U.S. patent application Ser. No. 10/463,224, filed Jun. 16. 
2003, which is a CIP U.S. patent application Ser. No. 10/360, 
827, filed Feb. 7, 2003, both of which are incorporated by 
reference and may be referred to herein as the "incorporated 
disclosure.” 

BACKGROUND 

0002 Closed content distribution systems include end-to 
end systems, including publishing servers, content distribu 
tion servers and playback devices, where the content that is 
playable on playback devices can be completely controlled 
through appropriate security techniques, and those security 
techniques make it relatively difficult for any unauthorized 
third party to distribute content that would be playable on the 
playback devices. 
0003. In known computing systems, content can be deliv 
ered in an encrypted form, so that unauthorized recipients are 
unable to use that content without obtaining a decryption key. 
In its encrypted form, the content can be delivered either 
directly from a content server, or more indirectly using one or 
more intermediate servers such as caching devices. The key 
can be delivered separately from a key server to authorized 
recipients only. The key is in general is much smaller than the 
content, with the effect that the key can be encrypted sepa 
rately for each authorized recipient without involving signifi 
cant amounts of communication or computation resources. 
One effect of delivering the key to only authorized recipients 
is that only those authorized recipients are able to use the 
content. In addition to a key, a secure hash or other confirming 
signature can be delivered separately from the content, such 
as from the key server, again only to authorized recipients, 
with the effect that those authorized recipients can verify the 
authenticity of the content they receive and decrypt. 
0004. A first problem in the known art is that if the original 
content encryption key is compromised (either by being bro 
ken computationally or by being disclosed in an unauthorized 
manner), it becomes possible for a third party to use that 
encryption key to distribute unauthorized content to playback 
devices, such as by encrypting the unauthorized content using 
the compromised encryption key. This is sometimes called 
“content spoofing.” This problem can be ameliorated by 
including a secure hash along with the encryption key. In such 
cases the playback device's security software would load and 
authenticate the entire content before playback, so that unau 
thorized content encrypted with the compromised key would 
be detected and the playback device's security software 
would refuse to play that unauthorized content. 
0005. A second problem in the known art occurs if the 
content is sufficiently large that it must be stored on an inse 
cure storage device (such as for example an external mass 
storage device) and re-read from that insecure storage device 
dynamically during playback. In this case, even authenticat 
ing the entire content before playback will only provide rela 
tively limited protection against content spoofing, since a 
sophisticated attacker would be able to replace the content 
seen by the playback device after its authentication step was 
completed. 
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0006. A first possible solution to this problem is to assign 
separate signatures to each small chunk of content that is 
loaded from the insecure storage device. While this possible 
solution achieves the general goal of preventing content 
spoofing for each chunk individually, it has the initial draw 
back that in practical systems this technique might require 
significant computational and communication resources if 
the loading occurs in large numbers of pieces. 
0007. A second possible solution to this problem is for the 
content server to individually encrypt each copy of the con 
tent for the specific authorized recipient of that copy, with the 
effect that an unauthorized distributor who wishes to serve 
content to the population of players would have to obtain the 
specific key for each player to be distributed to. While this 
possible solution achieves the general goal of preventing 
content spoofing individual authorized recipients, it is has the 
initial drawbacks that (1) encrypting each copy of the content 
for each specific authorized recipient involves significant 
computation resources at the content server, and (2) the indi 
vidually encrypted copies of the content for each specific 
authorized recipient cannot readily be cached by intermediate 
servers, thus involving significantly greater amounts of com 
munication resources when distributing the content to autho 
rized recipients. 
0008. The foregoing examples of the related art and limi 
tations related therewith are intended to be illustrative and not 
exclusive. Other limitations of the related art will become 
apparent upon a reading of the specification and a study of the 
drawings. 

SUMMARY 

0009. The following examples and aspects thereof are 
described and illustrated in conjunction with systems, tools. 
and methods that are meant to be exemplary and illustrative, 
not limiting in scope. In various examples, one or more of the 
above-described problems have been reduced or eliminated, 
while other examples are directed to other improvements. 
0010. A technique for ensuring authenticity in a closed 
content distribution system includes generating a decryption 
key at a secure processor and re-encrypting content at the 
secure processor using the decryption key. A first example of 
a method according to the technique can include receiving 
encrypted contentata secure processor, said secure processor 
having at least some secure individualized information main 
tained therein, said secure processor being capable of inter 
preting said content for presentation. The method can include 
receiving a license for the content at said secure processor, 
said license including a first decryption key for said encrypted 
content and information sufficient to verify that the contentis 
authentic at said secure processor. The method can include 
verifying at said secure processor authenticity of the content, 
using the information sufficient to verify that the content is 
authentic. The method can include generating a second 
decryption key at said secure processor, in response to Veri 
fying authenticity of the content, said second decryption key 
being independent of said first decryption key, wherein the 
second decryption key is stored in secure memory and is 
secure against discovery outside said secure processor. The 
method can include re-encrypting the content at said secure 
processor using said second decryption key. 
0011. The first example of a method may or may not 
further include receiving the encrypted content in portions, 
where a signature is associated with each portion; delivering 
physical media having information readable therefrom; 
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enforcing re-encrypting the content with security Software 
before using said secure processor to interpret the content; 
Verifying that said content is authentic occurs before using 
said secure processor to interpret said content; maintaining at 
least a portion of a result of said re-encrypting said content 
secure against discovery outside said secure processor; 
decrypting said encrypted content using the first decryption 
key; decrypting the re-encrypted content using the second 
decryption key and consuming the content; storing the re 
encrypted content and maintaining an association between 
the re-encrypted content and the second decryption key out 
side of the secure memory; retrieving the re-encrypted con 
tent from external storage, retrieving an association between 
the re-encrypted content and the second decryption key, and 
decrypting the re-encrypted content with the second decryp 
tion key; storing the re-encrypted content without generating 
a third decryption key and without re-encrypting the content 
again and maintaining, outside of the secure memory, an 
association between the second decryption key and the re 
encrypted content; disposing of content that is not determined 
to be authentic. 
0012. A second example of a method according to the 
technique can include receiving content that has been 
encrypted; receiving a license for the content, said license 
including a first key that can be used to decrypt the encrypted 
content and a signature that can be used to verify the content 
is authentic; generating a second key; decrypting the 
encrypted content using the first key; re-encrypting the con 
tent, using the second key; checking authenticity of the con 
tent, using the signature in the license; if the contentis authen 
ticated: storing the second key in secure memory for future 
decryption of the content, decrypting the content using the 
second key, presenting the content; wherein the second key is 
not stored if the content is not authenticated. 
0013 A third example of a method according to the tech 
nique can include receiving content that has been encrypted; 
receiving a license for the content, said license including a 
first key that can be used to decrypt the encrypted content and 
a signature that can be used to Verify the content is authentic; 
decrypting the encrypted content using the first key; Verifying 
authenticity of the content, using the signature; if authenticity 
is verified: generating a second key at a secure processor, 
re-encrypting the content using the second key at the Secure 
processor, maintaining the second key at the secure processor, 
wherein the second key is never stored in the clear, and 
wherein never storing a key in the clear includes storing the 
key only in secure memory, decrypting the content using the 
second key at the secure processor, and presenting the con 
tent. 

0014. These and other advantages will become apparent to 
those skilled in the relevant art upon a reading of the follow 
ing descriptions and a study of the several examples of the 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0015 FIG. 1 shows a block diagram of an example of a 
system including a distribution network for content and 
licenses to a secure processor. 
0016 FIGS. 2A to 2E show a process flow diagram of an 
example of a method of operating the distribution network for 
content and licenses to a secure processor. 

DETAILED DESCRIPTION 

0017. In the following description, several specific details 
are presented to provide a thorough understanding. One 
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skilled in the relevant art will recognize, however, that the 
concepts and techniques disclosed herein can be practiced 
without one or more of the specific details, or in combination 
with other components, etc. In other instances, well-known 
implementations or operations are not shown or described in 
detail to avoid obscuring aspects of various examples dis 
closed herein. 
0018 Techniques described herein may provide a system 
or method in which the authenticity of content executed by 
devices in a closed distribution system is ensured, and in 
which the content might be stored using an insecure device 
(such as for example an external mass storage device) and 
loaded into a secure device for use. Such as execution or 
presentation. The methods and systems include (1) run time 
cryptographic-strength verification of the content, and (2) a 
technique by which unauthorized distribution of untrusted 
content is made ineffective, even when complete authentica 
tion during execution is relatively infeasible. 
0019 Secure content is encrypted for delivery to a secure 
playback device, the secure playback device including at least 
Some individualized and secure information, in a system in 
which the content is re-encrypted for the secure playback 
device, with the effect that the secure playback device is able 
to maintain an individualized secure copy of the content. In an 
embodiment, the individualization includes a secret transfor 
mation of the content data (Such as for example encryption 
using a symmetric secret re-encryption key) Such that it is 
practically impossible to attempt to create that trans-formed 
data without knowledge of the secret re-encryption key. Secu 
rity software in the device ensures that the individualization 
step is mandatory and only individualized content can be 
played or executed. This has the effects that unauthorized 
users cannot readily use individualized secure copies, and 
that unauthorized distributors cannot exploit a compromised 
encryption key to distribute unauthorized content to a large 
population of playback devices. 
0020. Among other cases, the invention is applicable in the 
context of a rights managed content distribution system, 
where a content server delivers the content to the secure 
processor, encrypted with a content key CK, a license server 
delivers a license to the secure processor, encrypted with an 
individualized user private key UK, and the secure processor 
re-encrypts the content with a unique secret re-encryption key 
SK, which it generates and maintains. In one embodiment, 
encryption and key management involve a public-key cryp 
tosystem, in which each key involves a paired public key K 
and private counterpart key K*, with the effect that the secure 
processor can verify the authenticity of the content (signed by 
the content server), and of the license (signed by the license 
server, if needed). This has the effect that the content is 
encrypted in transit between the server and the device, and 
there exists a secure mechanism by which to communicate, 
from the server, the secure content hash and the encryption 
key, to the device. 
0021. In a first aspect of the invention, a plurality of sig 
natures is included in the license information, which can be 
validated during run time as the secure player con-Sumes each 
chunk of the content. The list of signatures itself would be 
validated before the execution begins. 
0022. In a second aspect of the invention, the secure player 
authenticates and securely obtains a secret re-encryption key 
and uses a new secret re-encryption key for re-encrypting the 
content. The content might be divided into a plurality of 
chunks, each of which can be separately verified for authen 
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ticity. Each Such chunk might be assigned a separate content 
key CK, and signature, so that each such chunk could be 
authenticated by the secure player upon receipt of the license. 
In one embodiment, the secure processor re-encrypts each 
chunk of the content with a separate secret re-encryption key 
SK, although it is possible for the entire content to be re 
encrypted with the same secret re-encryption key SK. 
Because each Such chunk is re-encrypted with the secret 
re-encryption key SK or with its own secret re-encryption key 
SK, unauthorized distributors cannot readily distribute even 
a separate chunk of unauthorized content to a large population 
of playback devices. The use of significant computational and 
communication resources, even if the loading occurs in large 
numbers of pieces, is avoided because decryption might be 
conducted using the secret re-encryption key SK without 
having to compute and re-verify each chunk separately. 
0023. In a third aspect of the invention, the content might 
be individually encrypted for the authorized recipient at one 
or more of a plurality of locations, including the content 
server, an intermediate server, and the secure processor for 
the authorized recipient. For example, not intended to be 
limiting in any way, an intermediate secure device or server 
associated with a specific set of authorized recipients might 
be configured to individually re-encrypt the content after 
receipt from the content server, with the effect that the specific 
set of authorized recipients need not re-encrypt that content 
themselves. In one embodiment, this allows intermediate 
secure devices or servers to cache encrypted copies of the 
content for delivery to multiple recipients, without losing 
either the advantage of Such caching or compromising the 
ability of those recipients to verify the content they receive. 

Lexicography 

0024. The following terms relate or refer to aspects of the 
invention or its embodiments. The general meaning of each of 
these terms is intended to be illustrative and in no way limit 
ing 
0025. The term “content” describes application software, 
multimedia content, reason-able combinations or generations 
thereof, and the like. Application software includes any set of 
instructions or parameters capable of being executed or inter 
preted by a processor. The concept of application Software is 
broad, and is intended to include at least the following: soft 
ware or firmware program instructions, software or firmware 
program parameter values, source code capable of being 
compiled by a programming language compileror interpreted 
by a programming language interpreter, macro definitions for 
a compiled or interpreted programming language, commands 
or requests to be received and acted upon by an application 
program, any reasonable generalization thereof, and the like 
(computer program used in an arcade game, or if the content 
is a set of movie Snippets (or other audiovisual elements) to be 
used in an arcade game). Multimedia content includes any set 
of information or parameters capable of being presented to a 
user. The concept of multimedia content is broad, and is 
intended to include at least the following: animation, audio 
visual movies, still pictures, or sound, whether embedded in 
data for interpretation and presentation by software or firm 
ware program instructions; embedded in Software or firm 
ware program instructions for producing such data them 
selves; embedded in a markup language for multimedia 
content, such as DHTML, SGML, VRML, Macromedia 
Flash, and the like; commands or requests to be received and 
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acted upon by an application program; any reasonable gen 
eralization thereof, and the like. 
0026. The phrases “secure playback device”, “secure 
player and “secure processor describe any device on which 
the contentis interpreted, such as for example being executed, 
if application Software, or presented, if multimedia content. 
The concept of a secure processor is broad, and includes any 
general purpose or special purpose computing device for 
which there is at least some secure memory, secured against 
inspection or intrusion from outside the secure processor, and 
for which there is at least some executive control capable of 
preventing application software from disclosing the contents 
of that secure memory. In one embodiment, the secure player 
includes a built-in UID (unique identifier), its own private/ 
public key pair in a public-key cryptosystem, and is capable 
of secure communication with other devices thereby. Prefer 
ably, the secure processor has built in security software that 
cannot readily be circumvented, or other techniques to 
securely bootstrap the loading of Such security Software from 
insecure devices, such as for example external mass storage. 
(0027. The phrases “content server” or “content distribu 
tion server” describe any device that is capable of delivering 
content (either directly or indirectly), as described above, to a 
secure player or secure processor, using any form of transport 
technique, as described herein. The concept of a content 
server is broad, and includes not only a server having content 
stored thereon, but also devices by which content might be 
dynamically created, such as a television camera, Video cam 
era, webcam, any reasonable generalization thereof, and the 
like. The content server may include a secure device capable 
of generating a secure hash and securely signing any infor 
mation distributed from the server. 
0028. The phrase “intermediate server describes any 
device that is capable of forwarding content from the content 
server to the secure processor, using any transport method (as 
described below). In one embodiment, the intermediate 
server might include a caching device capable of maintaining 
in memory, for at least a time, at least a portion of the content, 
as that content is sent from the con-tent server to the secure 
processor. In one embodiment, intermediate servers might be 
distributed geographically or topologically, with the effect 
that an intermediate server relatively local to the secure pro 
cessor might service requests to the content server. 
0029. The phrase “transport method describes any 
method used to send information, Such as for example con 
tent, portions of content, licenses, or other information, from 
a first device to a second device. Such as for example from the 
content server to the Secure processor. The concept of a trans 
port method is broad, and includes electronic forms of trans 
port, Such as computer communication net-works and private 
or public Switching networks, as well as physical transport of 
media from which the information can be sensed. There is no 
requirement that a transport method be homogeneous; for 
example, a transport method might em-ploy both electronic 
communication and physical transport at different times or 
for different portions of the information, or otherwise in com 
bination or conjunction. 
0030. The phrases “license” or “license information” 
describe information sufficient for the secure player to verify 
the authenticity of the content and to use the content. In one 
embodiment, the license information includes at least a 
decryption key for the content and information sufficient to 
verify that the content is authentic (such as for example, either 
a secure hash or a secure signature). In one embodiment, 
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licenses are individually tailored to each authorized recipient 
or user, although in the context of the invention there is no 
Such particular requirement. 
0031. The phrase “license server” describes any device 
that is capable of delivering (either directly or indirectly) 
license information. In one embodiment the license server 
includes an online transaction server capable of requesting an 
identity of the device requesting the license and capable of 
creating, in response, a crypto-graphically signed data struc 
ture containing information specifying a device identity, a 
content identity and a set of content decryption keys. 
0032. The scope and spirit of the invention is not limited to 
any of these definitions, or to specific examples mentioned 
therein, but is intended to include the most general concepts 
embodied by these and other terms. 

System Elements 
0033 FIG. 1 shows a block diagram of a system including 
a distribution net-work for content and licenses to a secure 
processor. 
0034. A system 100 includes a content server 110, one or 
more optional intermediate servers 120, a secure player 130, 
a license server 140, and a communication system 150. 
0035. The content server 110 includes any device or sys 
tem capable of delivering a content package 111 including 
content 112 to the secure player 130, directly or indirectly. In 
one embodiment, the content server 110 might include a 
server device capable of receiving requests for content 112 
from the secure player 130, and responding to those requests 
by sending content 112 packaged in the content package 111 
using the communication system 150. However, in the con 
text of the invention, there is no particular requirement that 
the content server 110 receives explicit requests for content 
112 from the secure player 130. For example, not intended to 
be limiting in any way, the content server 110 might deliver 
the content package 111 including content 112 to the Secure 
player 130, in accordance with a request for a subscription to 
that content 112, a request from a device other than the secure 
player 130, an original request from the secure player 130 or 
another device for the content 112 and any updates thereto, 
reasonable generalizations thereof, and the like. 
0036. The license server 140 includes any device or sys 
tem capable of delivering a license package 141 including a 
license 142 to the secure player 130, directly or indirectly. In 
one embodiment, the license server 140 might include a 
device similar to the content server 110. However, in the 
context of the invention, there is no particular requirement 
that content server 110 and the license server 140 operate in 
the same or a similar manner. For example, not intended to be 
limiting in any way, the content server 110 might deliver the 
content package 111 in a first manner, while the license server 
140 delivers the license package 141 in a second manner. 
0037 Those skilled in the art will recognize, after perusal 
of this application, that in the context of the invention, there is 
no particular requirement that the content package 111, the 
content 112, the license package 141, or the license 142, be 
embodied in any particular format. For a first example, not 
intended to be limiting in any way, any one of these elements 
might be represented by one or more messages in an under 
lying communication transport protocol. For a second 
example, not intended to be limiting in any way, any one of 
these elements might be represented by inclusion or incorpo 
ration into a set of messages for collectively transporting 
multiple such elements. Thus, for example, not intended to be 
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limiting in any way, it might occur that the content 112 is 
distributed over several separate messages in a transport pro 
tocol such as FTP or HTTP, or it might occur that more than 
one license 142 is packaged into a single license package 141, 
or that more than one license package 141 is included in a 
single message in a transport protocol such as FTP or HTTP. 
Those skilled in the art would recognize, after perusal of this 
application, that in the context of the invention, there is no 
particular requirement that the transport protocol need be 
either of these specific protocols, but might include other and 
further protocols, combinations of transport techniques, or 
significant variants thereof. 
0038. The intermediate servers 120 include any device or 
system capable of delivering the content package 111 includ 
ing the content 112 to the secure player 130, directly, or 
indirectly using one or more additional intermediate servers 
120. The intermediate servers 120 might include caching 
devices or other store-and-forward devices, such as for 
example internet routers, capable of maintaining copies (or 
portions of copies) of the content package 111, received from 
one or more content servers 110 and deliverable to one or 
more secure players 130. The intermediate servers 120 might 
also include caching devices or other store-and-forward 
devices capable of maintaining copies of the license package 
141, received from one or more license servers 140 and deliv 
erable to one or more secure players 130. In the context of the 
invention, there is no particular requirement of any specific 
path between the content server 110 and the secure player 
130, or of any specific path between the license server 140 and 
the secure player 130. 
0039. The communication system 150 includes any device 
or system, or technique, capable of delivering information 
(such as for example the content package 111) among the 
elements of the system 100. In one embodiment, the commu 
nication system 150 includes a communication network, Such 
as for example an Internet, intranet, extranet, VPN, LAN, 
WAN, enterprise network, private or public switched net 
work, or broadcasting system, capable of electronic commu 
nication of the content package 111 including the content 
112. However, in the context of the invention, there is no 
particular requirement that the communication system 150 
operates electronically, either in whole or in part. For 
example, not intended to be limiting in any way, the commu 
nication system 150 might include (at least in part) transport 
of physical media on which the content package 111 includ 
ing the content 112 is encoded, such as for example a CD 
ROM, rewritable CD, DVD, floppy disk, detachable hard disk 
drive, magnetic tape, paper tape, bar-coded package, or any 
other media capable of being sensed and interpreted by the 
secure player 130. 
0040. The secure player 130 includes a computing device 
capable of performing the tasks described herein, including 
receiving the content package 111 including the content 112 
directly or indirectly from the content server 110, and receiv 
ing the license package 141 including the license 142 directly 
or indirectly from the license server 140. In one embodiment, 
the secure player 130 includes a secure processor as described 
in the incorporated disclosure, optionally augmented using at 
least one auxiliary device 131 and external storage 132. In one 
embodiment, the external storage 132 might include RAM 
(random access memory), mass storage devices (such as for 
example magnetic or optical disk drives), or some combina 
tion thereof. 
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0041 Those skilled in the art will recognize, after perusal 
of this application, that in the context of the invention, there is 
no particular requirement that the content server 110, the 
intermediate servers 120, and the license server 140, actually 
be separate devices. For one example, not intended to be 
limiting in any way, the content server 110 and the license 
server 140 might be co-hosted at the same device, which 
device would serve both the function of the content server 110 
and the function of the license server 140. Those skilled in the 
art will recognize, after perusal of this application, that other 
and further variants of these ideas are within the scope and 
spirit of the invention, and would be workable without undue 
experimentation or further invention. 

Encryption and Re-Encryption 

0042. The content package 111 maintained at the content 
server 110 includes content 112, and possibly other data 
regarding the content (sometimes referred to herein as "con 
tent metadata'), encrypted using a content key 113 CK, com 
mon to all content packages 111 including that content 112. 
This has the effect that for common content 112, each content 
package 111 is Substantially identical, and may be maintained 
at the one or more intermediate caches 120 for relatively local 
delivery to secure players 130, even when those secure play 
ers 130 are relatively widely distributed. The content package 
111 maintained at the one or more intermediate caches 120 
thus includes the same content 112, and the same content 
metadata, encrypted using the same content key 113 CK. 
0043. As described above, the content package 111 might 
be transported either electronically or using physical media, 
with the effect that the content package 111 might be encoded 
in one or more files, messages, tracks, or other separable 
divisions of information to be sent or stored in the context of 
computer devices or systems. Portions of the content package 
111, or of the content 112, are herein sometimes referred to as 
"chunks” of the content package 111, or of the content 112. 
0044) Those skilled in the art will recognize, after perusal 
of this application, that in the context of the invention, there is 
no particular requirement for division of the content package 
111, or of the content 112, into any particular type of chunks, 
if such division is to be performed at all. Such chunks might 
or might not correspond to the portions 114 of the content 112 
verifiable using the one or more secure hash values 144 SH, 
(as described below). For example, not intended be limiting in 
any way, the content package 111, or the content 112, might 
be divided into chunks in response to a maxi-mum packet size 
or other communication feature of the communication system 
150. Those skilled in the art will recognize, after perusal of 
this application, that other and further variants of these ideas 
are within the scope and spirit of the invention, and would be 
workable without undue experimentation or further inven 
tion. 
0045. The license package 141 maintained at the license 
server 140 includes one or more licenses 142, each license 
142 being specific to an individual set of content 112 and an 
individual secure player 130, encrypted using a user private 
key 143 UK. In alternative embodiments, each license 142 
might be specific to a designated set of secure players 130, 
Such as for example a set of secure players 130 belonging to 
a common owner, located at a common place, or having a 
common configuration type. Each license 142 includes infor 
mation sufficient to decrypt the content 112 and verify that 
that content 112 is authentic, and possibly other data regard 
ing how the content is protected or how the secure player is 
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allowed to use the content 112. In one embodiment, each 
license 142 includes a recipient UID (unique identifier) for 
the secure player 130 to which it is directed, the content key 
113 CK, one or more secure hash values 144 SH, (sometimes 
referred to collectively herein as “the secure hash value 144 
SH) using which the secure player 130 can verify the authen 
ticity of (at least an i' portion of) the content 112, and a 
cryptographically-secure signature identifying the source of 
the license package 141 and of the license 142. For example, 
not intended to be limiting in any way, the cryptographically 
secure signature might include causing the license package 
141 to be decrypted using a private license-server key LK* 
corresponding to a public license-server key LK, the latter 
being known to the secure player 130. 
0046 Those skilled in the art will recognize, after perusal 
of this application, that in the context of the invention, it 
would also be possible for the license package 141, or the 
licenses 142, to be divided into chunks for sending within the 
communication system 150. In one embodiment, it is envi 
sioned that the license package 141 would be relatively small, 
and thus would not be divided into chunks for sending within 
the commutation system 150. However, those skilled in the 
art will recognize, after perusal of this application, that divi 
sion of the license package 141, or the licenses 142, into 
chunks is within the scope and spirit of the invention, and 
would be workable without undue experimentation or further 
invention. 

0047. The secure player 130 includes at least some secure 
memory 133, for which the secure player 130 is capable of 
assuring that information maintained in the secure memory 
133 cannot be readily obtained from outside the secure player 
130 or without the permission of the secure player 130. In the 
secure memory 133, the secure player 130 includes at least its 
own individual user private key 143 UK. In response to the 
license package 141, the secure player 130 generates a secret 
re-encryption key 134 SK, preferably unique to the individual 
combination of the content package 111 and the license pack 
age 141, and preferably generated using a pseudorandom or 
random technique within the secure processor. In order to 
launch the execution of (or otherwise use) the content pack 
age 111 for the first time, the secure player 130 verifies the 
license 142 and extracts its contents using the individual user 
private key 143 UK. The secure player 130 uses the embedded 
content key 113 CK to decrypt the content 112 and to com 
pute the hash of the content, and to verify the hash of the 
content against a hash maintained in the license 142, if 
present. The secure player 130 re-encrypts the content 112 
using the newly-generated secret re-encryption key 134 SK. 
This has the effect of producing a re-encrypted package 135, 
including the content 112 and any content metadata, 
encrypted using the Secret re-encryption key 134 SK, and 
verifiable using the secure hash value 144 SH for subsequent 
launches (or other types of uses). 
0048. In one embodiment, the secure player 130 maintains 
the secret re-encryption key 134 SK in its secure memory 133, 
with the effect that only the specific secure player 130 that 
computed the newly-generated Secret re-encryption key 134 
SK (after having authenticating the content 112) can decrypt 
the content 112 correctly. As used in this paper, “stored in the 
clear is intended to mean “stored in a memory other than 
secure memory. Since it is possible, using techniques 
described in this paper, to store the newly-generated secret 
re-encryption key 134 SK at all times in the secure memory, 
there is no need to allow the encryption key 134 SK to be 
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stored in the clear. Accordingly, in an embodiment, the 
newly-generated secret re-encryption key 134 SK is never 
stored in the clear. 
0049. In a second embodiment, the secure player 130 
maintains an internal Secret re-encryption key, which is used 
to encrypt a list of content re-encryption keys. This list of 
content re-encryption keys is signed and encrypted and stored 
on external mass storage 132. The external mass storage 132 
might fail to be secure against copying, intrusion, or tamper 
ing, without compromising the security of the closed system, 
or degrading the ability of the secure player 130 to verify 
content 112 as authentic. 
0050 Those skilled in the art will recognize, after perusal 
of this application, that in the context of the invention, it 
would also be possible for the content 112 to be delivered to 
the secure player 130 in its individual portions 114, each 
encrypted using the content key 113 CK, and each re-en 
crypted by the secure player 130, either using a single secret 
re-encryption key 134 SK or a plurality of such secret re 
encryption keys 134 SK, (in the latter case, one such secret 
re-encryption key 134 SK, for the j" such individual portion 
114). For example, not intended to be limiting in any way, the 
content 112 might include streaming media, such as an audio 
visual movie to be displayed using the one or more auxiliary 
devices 131, and delivered to the secure player 130 as a 
streaming sequence of portions 114 of that streaming media. 
In Such cases, although the secure player 130 might not have 
the entire content 112 available in one piece, those skilled in 
the art would recognize, after perusal of this application, that 
Such cases are still within the Scope and spirit of the invention, 
and the concepts of the invention would still be workable 
without undue experimentation or further invention. 
0051. In a second embodiment, the content 112 might be 
separately and distinctly encrypted at one or more of a plu 
rality of locations, including for example the content server 
110, one or more intermediate servers 120, or the secure 
player 130 itself. For example, not intended to be limiting in 
any way, an intermediate secure server 120 associated with a 
specific set of authorized users might be configured to indi 
vidually re-encrypt the content 112 after receipt from the 
content server 110 the equivalent of a license to re-encrypt 
(containing content key encrypted for the intermediate 
device), with the effect that the specific set of authorized users 
need not re-encrypt that content 112 themselves. This method 
of using a secure intermediary might be useful in the context 
where the player device does not contain a re-writeable mass 
storage medium or where re-writing is cumbersome. 

Re-Encryption Key Management 

0052. The secure player 130 maintains, for each set of 
content 112, a separate secret re-encryption key 134 SK asso 
ciated with that content 112, in its secure non-volatile 
memory 133. In the event that the secure memory 133 is not 
large enough to maintain all such separate secret re-encryp 
tion keys 134 SK, the secure player 130 constructs a re 
encryption key package 136KP including a re-encryption key 
list 137 of such separate secret re-encryption keys 134 SK, 
encrypted with a new secret re-encryption key 134 SK, for the 
re-encryption key package 136KP itself. Since the re-encryp 
tion key package 136 KP is encrypted using the new secret 
re-encryption key 134 SK, the secure player 130 can main 
tain the encrypted re-encryption key list 137 in the re-encryp 
tion key package 136 KP on the external storage devices 132, 
while keeping the new secret re-encryption key 134 SK in its 
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secure memory 133, without fear that that any person (includ 
ing the user) can obtain any of the separate secret re-encryp 
tion keys 134 SK in the re-encryption key list 137. 
0053. In the event that the secure memory 133 is not large 
enough to maintain both the new secret re-encryption key 134 
SK, and further separate secret re-encryption keys 134 SK 
associated with further content 112, in its secure memory 
133, the secure player 130 constructs a second re-encryption 
key package 136 KP, including a second re-encryption key 
list 137 of such separate secret re-encryption keys 134 SK, 
encrypted with a another new secret re-encryption key 134 
SK, for the second re-encryption key package 136 KP itself. 
Those skilled in the art will recognize, after perusal of this 
application, that it would be possible to maintain an arbi 
trarily large number of Such separate secret re-encryption 
keys 134 SK by hierarchical or linear repetition of this tech 
n1due. 

Method of Operation 
0054 FIG.2 depicts a flowchart of an example of a method 
of operating the distribution network for content and licenses 
to a secure processor. 
0055. A method 200 is performed by the system 100. The 
method is organized as a sequence of modules in the flowchart 
200. However, it should be understood that these modules 
may be reordered for parallel execution or into different 
sequences of modules. There is no particular requirement that 
the method 200 must be performed in the same order in which 
this description lists modules, except where explicitly so indi 
cated. 

Content Delivery 

0056. In the example of FIG. 2A the flowchart starts at 
module 210, the content server 110 is ready to deliver content 
112 to one or more secure players 130. 
0057. In the example of FIG. 2A the flowchart continues to 
optional module 211, the content server 110 divides the con 
tent 112 into one or more portions thereof (not shown). In 
embodiments where this step is omitted, the content 112 is 
considered divided into only a single Such portion. 
0058. In the example of FIG. 2A the flowchart continues to 
module 212, the content server 110 computes a signature 
(such as for example a secure hash value SH, Such as for 
example as generated by the SHA-1 function) for each said 
portion of the content 112. As an optional part of this step, the 
content server 110 might computes a signature (such as for 
example a secure hash value) for the set of secure hash values 
SH, the collective such signature being included with the set 
of secure hash values SH, as part of a collective secure hash 
value SH. 
0059. In the example of FIG. 2A the flowchart continues to 
module 213, the content server 110 determines a content 
package 111, including all portions of the content 112, plus 
any information needed to verify those portions of the content 
112 (such as for example the secure hash values SH, com 
puted for each such portion of the content 112), encrypted 
using the content key 113 CK. 
0060. In the example of FIG. 2A the flowchart continues to 
module 214, the content server 110 delivers with the content 
key 113 CK, any information needed to identify the portions 
of the content 112 (such as for example their offsets and 
lengths), and the information needed to Verify those portions 
of the content 112 (such as for example the secure hash values 
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SH, computed for each such portion of the content 112), to the 
license server 140. As part of this step, in one embodiment, 
the content server 110 delivers this information to the license 
server 140 using a secure infrastructure overlaid on the com 
munication system 150. 
0061 For a first non-limiting example the content server 
110 delivers this information to the license server 140 using a 
public key cryptosystem, in which the information to be 
delivered is digitally signed using a private key for the content 
server 110 and encrypted using a public key for the license 
server 140. In one embodiment, the license package itself is 
secured (encrypted and signed), so that there is no need for a 
secure infrastructure for the delivery channel. 
0062 For a second non-limiting example the content 
server 110 delivers this information to the license server 140 
using a secure courier, the Secure courier carrying media from 
which the license server 140 can read the in-formation. 
0063. In the example of FIG. 2A the flowchart continues to 
module 215, the content server 110 delivers the content pack 
age 111, using the communication system 150 and optionally 
using the intermediate servers 120, to the secure player 130. 

License Delivery 
0064. In the example of FIG. 2B the flowchart starts at 
module 220, the license server 140 is ready to deliver licenses 
142 to one or more secure players 130. 
0065. In the example of FIG.2B the flowchart continues to 
module 221, the license server 140 determines information 
for an individual license 142 for a selected secure player 130. 
0066. In the example of FIG.2B the flowchart continues to 
module 222, the license server 140 determines a license pack 
age 141, including the license 142, plus any information 
needed to verify the license 142 (such as for example the 
secure hash value), encrypted using the recipient public key in 
a public-key cryptosystem. In alternative embodiments, simi 
lar methods using shared key computation may be used. 
0067. In the example of FIG.2B the flowchart continues to 
module 223, the license server 140 computes a signature 
(such as for example a secure hash value. Such as for example 
as generated by the SHA-1 function) for the license 142. 
0068. In the example of FIG.2B the flowchart continues to 
module 224, the license server 140 delivers the license pack 
age 142 to the secure player 130. As part of this step, in one 
embodiment, the license server 110 delivers this information 
to the secure player 130 using a secure infrastructure overlaid 
on the communication system 150. 
0069. For a first non-limiting example, the license server 
140 delivers this information to the secure player 130 using a 
public key cryptosystem, in which the information to be 
delivered is digitally signed using a private key for the license 
server 140 and encrypted using a public key for the secure 
player 130. 
0070 For a second non-limiting example, the license 
server 140 delivers this information to the secure player 130 
using a courier, the courier carrying media from which the 
secure player 130 can read the information. Those skilled in 
the art will recognize, after perusal of this application, that the 
courier need not be secure. 

Re-Encryption 
(0071. In the example of FIG. 2C the flowchart starts at 
module 230, the player first verifies signatures on the license 
package up to a trusted root and extracts a content key from 
the license package. 
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0072 The flowchart continues to decision point 231 where 
it is determined whether content is authentic. If it is deter 
mined that the content is not authentic (231-No), then the 
flowchart continues to module 239 where the secure player 
deletes the unverified content and any previously generated 
re-encryption key and the process ends. However, if it is 
determined that the content is authentic (231-Yes), then the 
flowchart continues to decision point 232, where it is deter 
mined whether the content has been previously re-encrypted. 
If the content has previously been re-encrypted (232-Yes) the 
flowchart continues to module 236, described below. How 
ever, if this content has not been re-encrypted before, that is, 
if it does not have a previously generated Secret re-encryption 
key for this content (232-No), and the content hash or signa 
ture matches the one in the license, a decision is made to 
proceed with re-encryption and the flowchart continues to 
module 233, where the secure player 130 is ready to re 
encrypt the content 112 for maintenance on the one or more 
external storage devices 132. 
(0073. In the example of FIG.2C the flowchart continues to 
module 234, the secure player 130 generates a (new) secret 
re-encryption key 134 SK, preferably unique to the specific 
content 112 to be re-encrypted. In alternative embodiments 
where the content 112 is divided into chunks, the secure 
player 130 may generate a separate (new) Secret re-encryp 
tion key 134 SK, for each such chunk. 
0074. In the example of FIG.2C the flowchart continues to 
module 235, the secure player 130 re-encrypts the content 
112 using the secret re-encryption key 134 SK. In alternative 
embodiments where the content 112 is divided into chunks, 
the secure player 130 may separately re-encrypt the content 
112 using the separate secret re-encryption key 134 SK, for 
each Such chunk. 
(0075. In the example of FIG.2C the flowchart continues to 
module 236, the secure player 130 stores the re-encrypted 
content 112 (but not its secret re-encryption key 134 SK) on 
external storage 132, with the effect that the re-encrypted 
content 112 is possibly subject to copying, intrusion, or tam 
pering, but with the effect that none of Such actions can 
readily obtain the original content 112. 
(0076. In the example of FIG.2C the flowchart continues to 
module 237, the secure player 130 stores an association 
between the re-encrypted content 112 and its secret re-en 
cryption key 134 SK, within a re-encryption key list 137 in the 
secure storage 133. Naturally, if the re-encryption key has 
been previously generated, the secure player may or may not 
store (again) the previously generated re-encryption key. It 
follows that, depending upon the embodiment and/or imple 
mentation, the secure player can retain the previously gener 
ated re-encryption key. While this is illustrated 
(0077. In the example of FIG.2C the flowchart continues to 
module 238, in the event that there is insufficient room to 
maintain all such associations between re-encrypted content 
112 and secret re-encryption keys 134 SK in the secure stor 
age 133, the secure player 130 maintains those associations in 
the external storage 132. To perform this step, the secure 
player 130 performs the following sub-steps: 
0078. The secure player 130 creates a re-encryption key 
package 136 KP, including or incorporating a re-encryption 
key list 137. 
007.9 The secure player 130 generates a (new) secret re 
encryption key 134 SK, for that re-encryption key package 
136 KP. In alternative embodiments, that unique secret re 
encryption key could be programmed into the chip from a 
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random source (such as for example a true hardware random 
Source) at the time of chip manufacture. 
0080. The secure player 130 encrypts that re-encryption 
key package 136 KP using the (new) secret re-encryption key 
134 SK. 
0081. The secure player 130 stores the encrypted re-en 
cryption key package 136 KP in the external storage 132, 
while maintaining an association between the re-encryption 
key package 136 KP and its separate secret re-encryption key 
134 SK in the secure storage 133. 
0082. The secure player 130 might repeat this step 237 as 
many times as needed to maintain all such associations 
between re-encrypted content 112 and secret re-encryption 
keys 134 SK securely (that is, with at least one component 
thereof in the secure storage 133). 

Content Use 

I0083. In the example of FIG. 2D the flowchart starts at 
module 240, the secure player 130 is ready to use the content 
112. 

0084. In the example of FIG. 2D the flowchart continues to 
module 241, the secure player 130 retrieves the re-encrypted 
content 112 from the external storage 132. 
I0085. In the example of FIG. 2D the flowchart continues to 
module 242, the secure player 130 retrieves the association 
between the re-encrypted content 112 and its secret re-en 
cryption key 134 SK, either from the secure storage 133, or if 
the step 235 was performed more than once, from the external 
storage 132 in stages. 
I0086. In the example of FIG. 2D the flowchart continues to 
module 243, the secure player 130 decrypts the re-encrypted 
content 112 using its secret re-encryption key 134 SK and 
executes the content within the secure processor or a secure 
perimeter associated therewith. For example, not intended to 
be limiting in any way, the external device (such as for 
example an execution engine) 131 might include an arcade 
game device, an audiovisual display device, or other devices. 
I0087. In the example of FIG. 2D the flowchart continues to 
module 250, the external device 131 has consumed the con 
tent 112, and the secure player 130 might mark it consumed, 
or might record the state of consumption of the content in a 
signed data structure. This signed data structure might be 
stored in mass storage and read along with the license, by the 
secure player, to determine eligibility of use, during content 
launch. A scheme such as this might be used to implement a 
limited-play licensing scheme. 

Alternative Embodiments 

0088 Although embodiments are disclosed herein, many 
variations are possible which remain within the concept, 
Scope, and spirit of the invention. These variations would 
become clear to those skilled in the art after perusal of this 
application. 
0089. Those skilled in the art will recognize, after perusal 
of this application, that these alternative embodiments and 
variations are illustrative and are intended to be in no way 
limiting. 

We claim: 
1. A method comprising: 
receiving encrypted content at a secure processor, said 

secure processor having at least Some secure individu 
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alized information maintained therein, said secure pro 
cessor being capable of interpreting said content for 
presentation; 

receiving a license for the content at said secure processor, 
said license including a first decryption key for said 
encrypted content and information sufficient to verify 
that the content is authentic at said secure processor, 

verifying at said secure processor authenticity of the con 
tent, using the information sufficient to verify that the 
content is authentic; 

generating a second decryption key at said secure proces 
Sor, in response to Verifying authenticity of the content, 
said second decryption key being independent of said 
first decryption key, wherein the second decryption key 
is stored in secure memory and is secure against discov 
ery outside said secure processor, 

re-encrypting the content at said secure processor using 
said second decryption key. 

2. The method of claim 1, further comprising receiving the 
encrypted content in portions, where a signature is associated 
with each portion. 

3. The method of claim 1, further comprising delivering 
physical media having information readable therefrom. 

4. The method of claim 1, further comprising enforcing 
re-encrypting the content with security Software before using 
said secure processor to interpret the content. 

5. The method of claim 1, further comprising verifying that 
said content is authentic occurs before using said secure pro 
cessor to interpret said content. 

6. The method of claim 1, further comprising maintaining 
at least a portion of a result of said re-encrypting said content 
secure against discovery outside said secure processor. 

7. The method of claim 1, further comprising decrypting 
said encrypted content using the first decryption key. 

8. The method of claim 1, further comprising decrypting 
the re-encrypted content using the second decryption key and 
consuming the content. 

9. The method of claim 1, further comprising: 
storing the re-encrypted content; 
maintaining an association between the re-encrypted con 

tent and the second decryption key outside of the secure 
memory. 

10. The method of claim 1, further comprising: 
retrieving the re-encrypted content from external storage; 
retrieving an association between the re-encrypted content 

and the second decryption key: 
decrypting the re-encrypted content with the second 

decryption key. 
11. The method of claim 1, wherein received content is 

determined to be the re-encrypted content, further compris 
ing: 

storing the re-encrypted content without generating a third 
decryption key and without re-encrypting the content 
again; 

maintaining, outside of the secure memory, an association 
between the second decryption key and the re-encrypted 
COntent. 

12. The method of claim 1, further comprising disposing of 
content that is not determined to be authentic. 

13. A method comprising: 
receiving content that has been encrypted; 
receiving a license for the content, said license including a 

first key that can be used to decrypt the encrypted con 
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tent and a signature that can be used to Verify the content 
is authentic; 

generating a second key: 
decrypting the encrypted content using the first key: 
re-encrypting the content, using the second key; 
checking authenticity of the content, using the signature in 

the license; 
if the content is authenticated: 

storing the second key in secure memory for future 
decryption of the content; 

decrypting the content using the second key: 
presenting the content; 

wherein the second key is not stored if the content is not 
authenticated. 

14. The method of claim 13, further comprising: receiving 
the encrypted content in portions, where a signature is asso 
ciated with each portion. 

15. The method of claim 13, further comprising generating 
the second key within the secure processor, prohibiting send 
ing of the second key outside of the secure processor. 

16. The method of claim 13, wherein the content is first 
content, further comprising: 

receiving second content; 
failing to determine the second content is authentic; 
disposing of the second content. 
17. The method of claim 13, further comprising: 
receiving the re-encrypted content at a later time; 
storing the re-encrypted content without re-encrypting the 

re-encrypted content; 
maintaining an association between the second key and the 

re-encrypted content outside of the secure processor. 
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18. The method of claim 13, further comprising: 
retrieving the re-encrypted content from outside of the 

secure processor, 
retrieving an association between the re-encrypted content 

and the second key from outside of the secure processor, 
decrypting the re-encrypted content inside the secure pro 

cessor using the second key: 
consuming the content within the secure processor. 
19. A method comprising: 
receiving content that has been encrypted; 
receiving a license for the content, said license including a 

first key that can be used to decrypt the encrypted con 
tent and a signature that can be used to Verify the content 
is authentic; 

decrypting the encrypted content using the first key: 
verifying authenticity of the content, using the signature; 
if authenticity is verified: 

generating a second key at a secure processor, 
re-encrypting the content using the second key at the 

secure processor, 
maintaining the second key at the secure processor, 

wherein the second key is never stored in the clear, 
and wherein never storing a key in the clear includes 
storing the key only in secure memory; 

decrypting the content using the second key at the secure 
processor; 

presenting the content. 
20. The method of claim 19, further comprising deleting 

the content if authenticity is not verified. 
c c c c c 


