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eSecuritynline - Framework Login - kicrosoft Internet Explorer 
isga'a Globe 

http://www.esecurityOnline.com/frameworkLogirls 

framework login 
Welcore to esco Frarne work login, the login provides access to a trusted, secure, 
web-based application offering the knowledge and tools needed to marsge an 

accountabie security srid risk solution for your organization, 

Enter our user fame and pass word below. If you are not currently a subscriber, find out how 
: 83C framework can benefit your organization by e-mailing us at sales(3e Security inding.com. 

user Nan 
password 

our custorters can request logirard password inferrnation direct from their local 
Fryms) grk Administrator, 

Figure 2 
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a Po cy Administration. 

Repository 
3 01.00.00. Scope 
in O1.01.00. Scope 

i-g 0200.00. Terms and definitions 31.8 
i (3.00.00 - Security Policy 
E. 03.1.0. information Security Policy / 

S 03.01.01. Information security policy 
is 03.01.02-Review and evaluation 
4.000-Security Organization 
& 04.01.00. Information Security infrastructure 

04.02.00. Security of third party access 
04.022. Security requirements in third party contracts 

142,308{a}{04). Formal mechanism for processing records 
30403.00. Outsourcing 

0403.01 - Security requirements in outsourcing contracts he access to Comparty systems required by a third party and the 
05.00.00- Asset Classification and Control ontrols to be used must be documented 
E. Article 02(b). Processing of Personal Data 

E-6 (50.00. Accountability for assets 
is 05.01.01 - Inventory of assets 

El-Ga (50200-Information classification 302 05.0201 - Classification guidelines 
a 05.0202-information labelling and handling 

& 06.00.00. Personnel Security 
a 06.01.00-Security in job definition and resourcing 

06.01.01 - including security in job responsibilities 

Figure 3 
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soft Enternet Explorer 

s forwarding configuration - Microsoft IIS -404 
406 

Risk Responsibility group AO8 Description; IP forwarding is not allowed. 
eSQ Compliance Risk (tgrut, RRG 

Association to AssetType: 41 O 

Risk Assessment 45. 2-Risk statement IP forwarding allows IP packets to be routed between two or Availability 1. Timore interfaces. Unauthorized packets night cross the web server and reach 
Integrity; 2 internal systerns, bypassing other security devices (e.g. Firewalls, routers). 

Confidentiality: 2 

Implementation Procedure. To disable EP forwarding on the server in implementation 
Windows NT STEP is open Network appletir Control panel, Step 2: Select the level of Effort in 
Protocols' tab and double-click on the TCP/IP protocol, STEP 3: Select the tulinutes) 
"Routing tab and uncheck 'P forwarding', STEP 4 Press 'OK' and restart the 
coraputer for the change to take effect. In Windows 2000 LP forwarding is 
disabled by default. To disable refer to Microsoft support article 230082 httpiffsupport microsoft.com/default.aspx?scidirkben-Sq230.82 
tapestestation Script: A-16 

/418 Manual Review Procedure: To ensure that IP forwarding is not enable on the Marua Review 
server; SEP is OpenNetwork' appletin Control paei, St EP 2: Select the Lewed of Effort (in 
Protocolstab and double-click on the TCP/IP protocol. STEP 3: Select the minutes) 
"Routing'tab and ensure that the EP forwarding'feature is hot checked. 
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girisire 

xww88'.umwww8wasyarimowie wsXxx-xxx-xxx vessessessessessosososomesosorosaceonors 
Perform Formal Risk Assessment 
Please answer the following risk assessment questions below: 

H. 
O Little or no a Division Company Local state or National or A negative providence international 
R notification levels levels 

Not required Monthly Hourly or less 

Figure 5 
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Welcome to eSO For greenfoFi M&CG - hidicrosoft internet Explorer 

Number of Results per page: 30. 

Type keyword(s) to find names and/or descriptions that START with the full or partial 
keyword(s). To search names/descriptions that CONTAIN the keyword, type an asterisk 
SR fore the keyword(s). To search All names and/or descriptions, leave the field 

K. 

s securitynine Rights Reserved Privacy Policy Terms and conditions feedback 
owser requirements for the esc Framework are fletscape 4.7x and 62 and internet Explorer 5.0 or above for the Corporate user r 

arid Iriterret Explorer S. or above for all other roles. 
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3. welcome to eSO For greenoRhacles - Microsoft laternet Explorer 

https:/frameworkesecurityOnline. comwunyurdetailspawnid-7BF3Das 

Multiple vendor telnet daemon buffer overflow vulnerability 

Wu, D: 3814 Description: The telnet daemon for multiple operating system 
distributions is vulnerable to a flaw that allows remote attackers 
to gain root access or cause a denial of service, The problem is 
related to an unchecked buffer in the tercy function, which 

7 O2- - processes telnet options, The results of the options parsing are 
stored in a buffer called netobuf' which is bufSIZ, but can be 
overflowed to (BUFSIZ/2) * 9 - BUFSIZE bytes, The problem 
allows remote attackers to cause an overflow and gain root 
access or cause a denial of service on some systerns. 

Discovery Date: 7A18/2001 

Discovered By: scut 

Date Published: 7/19/200i 

* Wulin. Risk: 9. 
Inpact: 1. : 
Popularity: s 
Simplicity: 7 & 

Exploit Remotely: Yes 7 OO - - 5. 

Exploit Locally: No 

* eSO's Wulnerability Risk Formula = Impact * .4) + (Popularity " .3) + (simplicity * .3} 33 

s 
Technical recommendation: s 
Wait for a patch from the vendor or disable the service, s 
BSDi: 33 
Upgrade with the latest patches: 

Figure 7 
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METHODS AND SYSTEMIS FORMANAGING 
ASSETS 

CLAIM OF PRIORITY 

This application claims priority to U.S. Ser. No. 60/389, 
539 entitled “Framework' filed on Jun. 18, 2002, the contents 
of which are incorporated by reference herein in their entirety. 

RELATED APPLICATIONS 

This application is co-pending with a related application 
entitled “Methods and Systems for Managing Enterprise 
Assets.” filed on the same day as this application, and naming 
the same inventors. 

FIELD 

The disclosed methods and systems relate generally to 
computer configuration methods and systems. 

BACKGROUND 

Managing computer information and/or network security 
can be challenging and a configuration program can be fun 
damental to the overall success of an Enterprise. The result of 
a security breach can vary depending on the severity of the 
breach and the nature of the compromised system. Examples 
are loss from fraud, theft of information, disruption of ser 
vice, unauthorized use of resources, loss of customer confi 
dence, and brand erosion. Maintaining an effective computer 
configuration program, however, can be difficult due to a 
changing nature of security threats, shortages of information 
technology (IT) resources, lack of security awareness, imple 
mentation difficulties, and other issues. 

SUMMARY 

The disclosed methods and systems include methods for 
managing at least one asset, the method including associating 
the at least one asset with at least one user; and providing the 
at least one user with at least one task list that includes at least 
one task associated with a vulnerability of the at least one 
asset and at least one task associated with at least one con 
figuration standard associated with the at least one asset. The 
task list(s) can be at least one of an asset administration task 
list, an overdue notification task list, an archive notification 
task list, an approval task list, and an asset risk exception task 
list. The configuration standard(s) can include at least one 
minimum baseline procedure associated with at least one 
operational characteristic of the asset(s), and can include a 
procedure for implementing an operational characteristic of 
the asset(s) The asset(s) can include one or more asset com 
ponents, where an asset component can be an application(s), 
a device(s), an operating system(s), and/or a database(s). 
The user can be associated with at least one responsibility 

group, and can be provided with at least one interface to 
associate the asset(s) with a user(s). Asset(s) can thus be 
associated with an Enterprise(s), a functional unit(s), and a 
responsibility group(s). 
The disclosed methods also include providing at least one 

policy, where a configuration standard can be associated with 
one or more policies. A policy can further be associated with 
an Enterprise. A policy can include a name, a purpose, and a 
statement, and a default policy can be provided. 

Also included is a method for generating at least one Vul 
nerability profile that can be associated with at least one 
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2 
detected vulnerability of an asset(s), where the Vulnerability 
profile(s) can include at least one link to one or more Software 
patches and/or other information associated with the Vulner 
ability. A user(s) can be notified of the generated vulnerability 
profile. The link to the a patch can include one or more 
uniform resource locators (URLs). 
The methods and system also include providing one or 

more reports based an asset profile(s), a Vulnerability 
profile(s), and at least one configuration standard(s). The 
report can thus include an asset Vulnerability assessment 
report, an asset configuration standard assessment report, an 
asset Vulnerability risk state report, an asset configuration 
standard risk state report, a Vulnerability status Summary 
report, a configuration standard status Summary report, and 
an ad hoc report. 
The disclosed methods and systems can include a scanning 

module to detect one or more vulnerabilities of one or more 
assets. The detected Vulnerabilities can be associated with 
assets and/or assets components that may or may not be 
associated with a user(s). The scanning module can also 
detect assets and/or asset components that may not be asso 
ciated with a user(s). 

Also disclosed is a system for managing at least one asset, 
the system including at least one memory to associate one or 
more asset(s) with one or more Vulnerabilities and one or 
more configuration standards, and a processor with instruc 
tions for causing a processor to associate the asset(s) with a 
user(s), and provide the user(s) with a task list(s) that includes 
one or more tasks associated with a vulnerability of the 
asset(s) and a task(s) associated with a configuration 
standard(s) associated with the asset(s). The assets can 
include one or more asset components, where an asset com 
ponent can be one or more applications, devices, operating 
systems, and/or databases. A Vulnerability and/or a Vulner 
ability profile can include a vulnerability name, a discovery 
date, a description of the Vulnerability, a vulnerability type, a 
Vulnerability risk rating, and a list or association with one or 
more assets affected by the Vulnerability. The configuration 
standard can include a configuration standard name, a 
description of the configuration standard, a list of one or more 
assets associated with the configuration standard, at least one 
responsibility group name, at least one risk statement, at least 
one implementation procedure, at least one implementation 
Script, and at least one manual review procedure. 
The disclosed methods and systems include method for 

managing at least one asset in an Enterprise. An asset can be 
a processor-controlled device that can include hardware and 
Software components known as asset components. An Enter 
prise can be an identifier that can be associated with one or 
more assets, and can include, for example, a company, edu 
cational institution, organization, individual, or other entity. 
The method can thus include providing a first server, the 
server configured to include at least one asset profile associ 
ated with the at least one asset, the first server controlled by 
the Enterprise; and, receiving at the first server, in response to 
a request to a distinct second server, data associated with at 
least one vulnerability associated with the asset(s). 
The first server can be controlled by the Enterprise can be 

physically located within a device and/or area that is physi 
cally accessible and/or otherwise controlled by the Enter 
prise. The distinct second server may be controlled by the 
Enterprise, or may be accessible via one or more networks 
that can include the internet. 
The received data can be received using the internet and/or 

a portable memory Such as a Compact Disk (CD), Digital 
Video Disk (DVD), floppy disk, or another portable memory 
component that can be accessed by the server and the distinct 
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second server. The data may be received over a secure com 
munications link that can include anonymous Secure Socket 
Layer (SSL) or another secure method. 
A request for data to the second server can be initiated by 

the Enterprise-controlled server, and Such request can be at 
asynchronous and/or fixed intervals, and can be based on or 
otherwise include data associated with the asset(s), and/or 
data associated with one or more asset profiles that may be 
associated with the asset(s). The request may include a 
request for updates at periodic intervals, and the Enterprise 
controlled server may filter the received data based on, for 
example, Vulnerability profile(s), the asset profile(s), a con 
figuration standard(s), a risk assessment(s), and/or a task list 
that may be associated with the asset(s). The request can also 
include a time and/or a date, and the response can be condi 
tioned based on the time and/or date. 
When data is received, the asset profiles, configuration 

standard(s), risk assessment(s), Vulnerability profile(s), and/ 
or task list(s) can be queried to determine whether the 
received data affects the at least one asset. Based on the 
received data, which can include a link to a patch and/or a 
software patch, the software patch or other fix can be obtained 
and applied to one or more assets that may be affected by or 
otherwise associated with the received data. Applying a patch 
to an asset(s) can include determining whether the received 
data is associated with a global asset configuration and/or an 
individual asset configuration associated with the asset(s). 
Upon receiving a request, the second server can associate 

the request with an account and at least one privilege that can 
be associated with the account. The second server can also 
perform a validation and/or an authentication, and based on 
the validation and/or authentication, respond to the request. 

The methods and systems also include an auto-discovery 
method and/or module that can perform an auto-discovery of 
assets of the Enterprise. Also included can be an automatic 
inventory of the Enterprise, which may cause an inventory of 
the different assets of an Enterprise. Auto-discovery and auto 
inventory can be performed in a sequential order in some 
embodiments. Information and or data received from the 
auto-discovery and/or auto-inventory can be used to create an 
asset profile(s) and/or to modify an existing asset profile(s). 
An asset task list(s) can be automatically generated, based on 
the auto-discovery and/or auto-inventory data. 

In one example, a remediation module or process can be 
employed to apply a Vulnerability fix, Software patch, etc., to 
one or more assets based on one or more of an asset profile(s), 
configuration standard(s), risk assessment(s), Vulnerability 
profile(s), and task list(s). Based on the remediation process 
and/or module that may modify an asset(s) and/or an asset 
component(s), an asset profile can be modified. A task list 
associated with the modified asset(s) and/or asset 
component(s) can also be modified. 

Also disclosed are systems for managing at least one asset 
in an Enterprise, the system including a first server controlled 
by the Enterprise and configured to include at least one asset 
profile associated with the at least one asset, and, a distinct 
second server to provide data in response to a request from the 
first server, the data associated with the at least one Vulner 
ability associated with the asset(s). At least one of the first 
server and the second server include a vulnerability module. 
The second server includes account data associated with the 
first server, the account data including privilege data for 
responding to requests from the first server. The first server 
also includes a workflow module, a scanning module, an 
auto-discovery module, an auto-inventory module, and/or an 
auto-remediation module. 
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4 
Other objects and advantages will become apparent here 

inafter in view of the specification and drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1A is a block diagram of a system for use in managing 
assets of an Enterprise; 

FIG. 1B is a block diagram according to the disclosed 
methods and systems; 

FIGS. 2-7 include exemplary interfaces for a system 
according to FIG. 1; 

FIG. 8 is a block diagram of one embodiment of the dis 
closed methods and systems; and, 

FIG. 9 is a block diagram for hierarchical management 
based on the disclosed methods and systems. 

DETAILED DESCRIPTION 

To provide an overall understanding, certain illustrative 
embodiments will now be described; however, it will be 
understood by one of ordinary skill in the art that the systems 
and methods described herein can be adapted and modified to 
provide systems and methods for other Suitable applications 
and that other additions and modifications can be made with 
out departing from the scope of the systems and methods 
described herein. 

Unless otherwise specified, the illustrated embodiments 
can be understood as providing exemplary features of varying 
detail of certain embodiments, and therefore, unless other 
wise specified, features, components, modules, and/or 
aspects of the illustrations can be otherwise combined, sepa 
rated, interchanged, and/or rearranged without departing 
from the disclosed systems or methods. Additionally, the 
shapes and sizes of components are also exemplary and 
unless otherwise specified, can be altered without affecting 
the disclosed systems or methods. 
An illustrative embodiment will be discussed in the context 

of a system having a Framework Server, which can otherwise 
be understood to be a server, in communication with one or 
more processor-controlled devices. The term “Framework 
Server” refers to one or more processor-based or processor 
controlled systems or devices as provided herein, with 
instructions to cause the processor(s) to act in accordance 
with the disclosed methods and systems. A Framework 
Server and/or other processor-controlled device(s) can be 
connected via a network using one or more intranets, for 
example. The processor-controlled devices can thus commu 
nicate with a Framework Server using wired and/or wireless 
communications links and protocols employing one or more 
networks. For example, the communications link can include 
the internet, while in one embodiment, a Framework Server 
can be part of an intranet that also includes the processor 
controlled devices. A Framework Server and/or the proces 
sor-controlled devices can include a variety of peripheral 
devices (e.g., keyboard, stylus, printer(s), internal and exter 
nal memory components (e.g., CD, DVD, external hard drive, 
etc.), and mouse). The processor-controlled device(s) can be 
referred to herein as an “asset', while hardware and/or soft 
ware to which a processor-controlled device (“asset”) has 
access to, or otherwise can be associated with, can be referred 
to as an “asset component’. Examples of asset components 
include databases, operating systems, peripheral and/or hard 
ware devices ("devices', e.g., memory, printers, external hard 
drives, Switches, routers, hubs, and modems), and/or appli 
cations. 
As provided herein, an Enterprise can be an identifier asso 

ciated with one or more assets. In some embodiments, an 
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Enterprise can be the asset owner or another responsible for 
maintaining, configuring, and/or controlling the assets. 
Example Enterprises may include a corporate or business 
entity, an individual, a governmental body, or another identi 
fiable person and/or entity. Assets can be associated with a 
person who can be associated with an Enterprise. In one 
example, an asset can be associated with an employee of a 
corporate entity. 
An Enterprise can include one or more functional units that 

may distinguish, separate and/or associate people, policies, 
and assets. Accordingly, an Enterprise asset can be associated 
with at least one functional unit and the asset can be assigned 
to at least one responsibility group. A functional unit may be 
a corporate department (e.g., finance, marketing, operations), 
geographic region (North America, Asia, Europe), or other 
designated group within an Enterprise, where such designa 
tion may be independent of an asset(s). 

The term “responsibility group' refers to one or more 
persons associated with an Enterprise, where a responsibility 
group may be further associated with one or more assets, and 
it can be understood that members of the responsibility group 
can be responsible for managing the associated one or more 
assets of an Enterprise. 
A policy can be a textual or other statement that may 

represent an Enterprise's objectives at an Enterprise level, 
and/or at levels of a functional unit and/or a group of func 
tional units, where the objectives can be based at least in part 
on assets. For example, one or more policies can be assigned 
to an Enterprise (e.g., a policy that applies across an Enter 
prise) or to a functional unit (e.g., a policy that applies to a one 
or more, but not all functional units in an Enterprise). A policy 
can guide the development of more specific rules that are 
referred to herein as “configuration standards”. 
A configuration standard can be a specification for the 

implementation of at least part of a policy. In one embodi 
ment, a configuration standard can include a minimum base 
line procedure associated with an operational characteristic 
ofanasset component, an asset, a group of assets, a functional 
unit, or an Enterprise. A configuration standard can be a 
textual statement, but in Some embodiments, a configuration 
standard can be presented using processor instructions. For 
example, an "Enterprise-wide minimum password length 
configuration standard can specify login passwords for users 
associated with an Enterprise, where such password can have 
a minimum of six alphanumeric characters because Such 
passwords can be considered generally less Susceptible to 
attack. 

References to “a user can be understood to include one or 
more persons associated with a user account record stored in 
a memory accessible by a Framework Server. A user account 
record can include, but is not limited to, a user identifier (e.g., 
a login name and password, a fingerprint, a Voice sample), the 
names of one or more functional units to which the user can be 
associated, and the user's role in an Enterprise. A role can 
represent a set of privileges. The terms “a privilege' or “a set 
of privileges’ can refer to a user's right and/or ability to 
performan action on one or more assets, where an action can 
include, where an action can include, for example, executing 
an application, downloading a web page, querying a database 
table, accessing data, accessing information associated with 
one or more assets, generating a report, and viewing a menu 
item. 
The disclosed methods and systems provide a Framework 

Server for designing, implementing, evaluating, and monitor 
ing an Enterprise security posture. A Framework Server can 
enable an Enterprise to manage assets of an Enterprise by 
providing security tools that utilize, or otherwise can access a 
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6 
database of validated security content including policies, con 
figuration standards, and Vulnerability data. A Framework 
Server can also provide a workflow mechanism that delivers 
data associated with security policy awareness, system con 
figuration standards, Vulnerability management that can be 
provided in a continuous manner, risk assessment, and ad hoc 
and other reporting. 
As shown in FIG. 1A, an exemplary system 100 includes a 

Framework Server 102 that communicates with assets 104 of 
an Enterprise 106 over a network 108 such as the Internet or 
an intranet. The communications between the illustrated 
Framework Server 102 and the assets 104 may comply with 
HTTP(HyperText Transfer Protocol), TCP/IP (Transfer Con 
trol Protocol/Internet Protocol), or other communication pro 
tocols. Although the illustrated system 100 is shown with a 
single Enterprise having two functional units 110, a Frame 
work Server 102 can be connected to one or more Enterprises 
106 that may have one or more functional units 110. As 
provided previously herein, the illustrated Framework Server 
102 and assets 104 can be understood to be processor-con 
trolled devices as provided previously herein. A Framework 
Server 102 and the assets 104 thus include one or more 
processors and one or more memories and/or memory com 
ponents. The assets 104 can also include one or more asset 
components. 
A Framework Server 102 can include, or otherwise can 

access a memory that includes a database that can be, for 
example, a SQL (Structured Query Language), Microsoft 
Access, Informix, and/or Oracle compliant database, 
although other structured and non-structured databases and/ 
or memory data structures (e.g., linked-lists, queues, graphs, 
tables, etc.) may be used. The memory thus can include asso 
ciated user account records, policies, configuration standards, 
asset profiles, Vulnerability profiles, and risk assessment 
questionnaires, although other and/or less information can be 
stored and/or associated. A Framework Server 102 can also 
include instructions for providing interfaces to provide access 
to the stored information. For example, a Framework Server 
102 may include Apache?R web-server instructions that 
respond to a received URL (Uniform Resource Locator) by 
transmitting an interface. 

Accordingly, FIG. 1B illustrates one system according to 
the disclosed methods and systems that illustrates Some fea 
tures that will be described more fully herein. For example, 
FIG. 1B includes an Enterprise 106 that can include one or 
more assets 104, where an asset can further include one or 
more asset components 186. An Enterprise 106 can also be 
associated with or otherwise include one or more users 160. 
An Enterprise 106 can communicate with a Framework 
Server 102 via a GUI 200 and/or the internet, where informa 
tion regarding the Enterprise's assets 104 can be associated 
with asset profiles 170, and Enterprise users 160 can be asso 
ciated with user accounts 162. In the FIG. 1B embodiment, 
the users accounts 162 can be associated with one or more 
responsibility groups 164 and functional units 110. As pro 
vided herein, functional units 110 can be associated with one 
or more policies 166 that can further be associated with one or 
more configuration standards 168. The configuration stan 
dards 168 and/or policies 166 can be associated with the asset 
profiles 170, which can also be associated with one or more 
Vulnerability profiles 174 and/or a risk assessment question 
naire 502. Information related to the Vulnerability profiles 
174, for example, can be based on data received from data 
sources 180 and/or search engines 182 and/or other sources as 
will be provided herein, where such sources can be accessed 
via the internet or one or more other networks (e.g., intranet), 
or can be directly provided to the system. For example, FIG. 
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1B includes an embodiment where databased on Vulnerabil 
ity profiles, for example, can be entered directly by manual 
entry 178 or through a GUI 176 that may include internet 
and/or other network communications. As indicated by FIG. 
1B, a Framework Server 102 can provide data to an Enterprise 
106, and for example, users 160 of the Enterprise 106, where 
such data can be based on at least one of vulnerability profiles 
174, configuration standards 168, risk assessment question 
naires 502, and policies 166. A Framework Server 102 can 
provide, for example, reports and to-do or task lists, although 
Such examples are provided for illustration and not limitation. 
As an example, a Framework Server 102 can access or oth 
erwise have information with regard to one or more Vulner 
ability fixes, patches, etc. 188 that can be associated with 
Vulnerabilities that may (or may not be) in a vulnerability 
profile 174. In one embodiment, a Framework Server 102 can 
informan Enterprise 106 offixes 188 that may be associated 
with assets 104 that may be further associated with the Enter 
prise 106. For example, a Framework Server 102 may provide 
information associated with one or more vulnerability fixes 
188, including a link Such as a hypertext link, a text file, or a 
communication of the fix 188 (e.g., software code or “patch') 
to an Enterprise 106. Those of ordinary skill in the art will 
recognize that the illustrated components of the FIG. 1B 
Framework Server 102 are merely illustrative of some com 
ponents that can be associated with the illustrated Enterprise 
106, and that similar configurations can exist for other Enter 
prises that are not shown. Accordingly, the components and/ 
or modules associated with the illustrated Framework Server 
102 can be specific to and otherwise associated with the 
illustrated Enterprise 106 and/or be associated more than one 
Enterprise 106. For example, one embodiment may maintain 
“global vulnerability profiles 174 for multiple Enterprises, 
and one embodiment may create specific Vulnerability pro 
files 174 for an Enterprise 106. Some embodiments may 
employ global and specific vulnerability profiles 174. 

Those of ordinary skill in the art will also recognize that the 
various components of FIGS. 1A and 1B, although provided 
for illustration and capable of being combined and/or other 
wise represented as more detailed components, can interact 
with other components via wired or wireless networks that 
can include one or more intranets and/or the internet. For 
example, the illustrated Framework Server 102 can commu 
nicate with an Enterprise 106 using one or more intranets 
and/or the internet, and similarly, Such can be understood for 
other illustrated communicative associations (e.g., Frame 
work Server 102 and vulnerability fixes 188, Framework 
Server 102 and GUIs 176,200, GUI 200 and Enterprise 106, 
Search Engines 182 and Framework Server 102, etc., with 
Such examples provided for illustration and not limitation). 

FIG. 2 depicts a web-browser, such as Microsoft Internet 
Explorer, presenting an exemplary interface 200 through 
which a user can provide a user identifier. The interface 200 
can be encoded in a wide variety of instruction sets/data, Such 
as HTML (HyperText Markup Language) instructions or 
other SGML (Structured Generalized Markup Language) 
instructions. The interface 200 can include instructions such 
as ActiveX components, applets, Scripts, etc. A user can enter 
or otherwise provide a user identifier (e.g., Login Name 202 
and Password 204) using a keyboard, stylus, Smart card, or 
other interface device. Those of ordinary skill in the art will 
recognize that a Framework Server 102 can receive informa 
tion provided by a user through textboxes, drop-down menus, 
slider menus, buttons, check boxes, etc. In the exemplary 
interface 200 shown in FIG. 2, the user can select a “Submit” 
button 206 to cause the user identifier information to be 
transmitted to a Framework Server 102 for verification. In one 
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8 
embodiment, a Framework Server 102 can perform a lookup 
operation or other query of the memory to determine whether 
the received user identifier is a valid user identifier, and if so, 
retrieve the user account record associated with the user. 
Based on a verification and/or authentication of a user, and 
further based on the user's account (e.g., user profile, privi 
leges, etc.), a Framework Server 102 can provide one or more 
interfaces through which the user can, for example, create, 
search, view, and edit policies, configuration standards, asset 
profiles, Vulnerability profiles, and risk assessment question 
naires for an associated Enterprise 106. Those with ordinary 
skill in the art will recognize that a user's abilities to perform 
the exemplary actions can be based on the user's account 
and/or information or data (e.g., permissions, privileges, 
responsibility group associations, etc.) associated with the 
acCOunt. 

For example, as shown in FIG.3, a Framework Server 102 
can provide an interface 300 through which a user can create, 
copy or edit an Enterprise's policies. In one embodiment, a 
Framework Server 102 can manage an Enterprise's policies 
using a hierarchical file management system ("Policy Tree 
318') as shown in the left-handwindow 302 of the exemplary 
interface 300 of FIG. 3. The user can create, copy, edit and/or 
rename folders (i.e., categories of policies) and/or documents 
(i.e., policies) in the Policy Tree 318. In one embodiment, a 
Framework Server 102 can provide the user with an option of 
creating a policy by selecting and/or customizing a policy 
from a default policy set, creating a new policy, or a combi 
nation thereof. The default policy set can be based on, for 
example, Ernst & Young's best practices and regulatory 
guidelines, although those of ordinary skill in the art will 
recognize that such basis is for illustration and not limitation, 
and other practices and procedures can be used. To select a 
policy from the default policy set, the user can select the 
default policy set from a policy set drop-down menu 304, and 
then select a policy from a policy drop-down menu 3.06. If 
desired, the user can customize a policy by changing the 
policy information provided in the Name 308, Purpose 310, 
and Statement 312 text boxes. Alternatively, the user can 
create a policy by entering a name, purpose, and statement, 
using for example, the illustrated text boxes 308, 310, 312. 
For the illustrated system, the user can also select from a 
drop-down menu 314 a responsibility group that can be noti 
fied of the newly-created policy and/or held responsible for 
maintaining the policy information. Once the information has 
been entered and/or selected, the user can select an “Update' 
button 316 to update the Policy Tree 318 and otherwise cause 
the submitted information to be associated with an Enterprise 
106. Such association can be performed by a Framework 
Server 102. In the example shown in FIG. 3, the user created 
a policy named “04.02.01.02 Reasons for access” which is a 
document 320 within the folder 322 entitled “O4.02.01 Iden 
tification of risks from third party access”. 

Referring to FIG. 4, a Framework Server 102 can provide 
an interface 402 through which the user can view, search, 
create, and edit an Enterprise's configuration standards. As 
described previously herein, a configuration standard can 
include a minimum baseline procedure associated with an 
operational characteristic of an asset component, an asset, a 
group of assets, a functional unit 110, or an Enterprise 106. In 
one embodiment, a configuration standard can include a con 
figuration standard name 404, a description of the configura 
tion standard 406, a list of one or more assets and/or asset 
components associated with the configuration standard 408, a 
name of a responsibility group assigned to the configuration 
standard 410, a risk statement 412, an implementation proce 
dure 414, an implementation script 416, and a manual review 
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procedure 418, although other information and/or less infor 
mation can be included without departing from the scope of 
the disclosed methods and systems. In one embodiment, a 
responsibility group 410 can be responsible for reviewing and 
if appropriate, approving the configuration standard before 
the configuration standard is released or otherwise is made 
available to users of an Enterprise 106. 
The exemplary configuration standard shown in FIG. 4 is 

named “IP forwarding configuration—Microsoft IIS 404 
and provides for the disabling of IP forwarding by Microsoft 
Internet Information Services (IIS) servers on the intranet. 
The exemplary configuration standard provides an imple 
mentation procedure 414 that a member of Responsibility 
Group 1 (i.e., the associated responsibility group 408) can 
implement to disable IP forwarding on a Microsoft IIS server 
on the intranet. In an embodiment, the configuration standard 
can provide an implementation Script 416 that a member of 
Responsibility Group 1 can execute on a Microsoft IIS server 
to disable IP forwarding. The implementation script 416 can 
be a program written in a high-level computer language that 
includes commands and Subroutines for accessing Software 
applications from memory locations within a Microsoft IIS 
server. The exemplary configuration standard also provides a 
review procedure 418 (e.g., a manual review procedure) that 
a Responsibility Group 1 member can access to ensure that 
the implementation procedure 414 to disable IP forwarding 
on a particular Microsoft IIS server is properly executed. The 
exemplary configuration standard can allow a consistent 
deployment of Microsoft IIS servers that are Enterprise 
aSSetS. 

Functional units 110 associated with an Enterprise 106 
may have different security requirements based on availabil 
ity, integrity, and confidentiality (AIC) requirements of assets 
104 associated with a functional unit 110. For example, an 
engineering department that requires its users to have “Top 
Secret clearance' may likely have different AIC requirements 
for its assets 104 than an engineering department that requires 
its users to have “Secret clearance'. Accordingly, as FIG. 5 
indicates, a Framework Server 102 can provide an interface 
500 through which the user can answer a risk assessment 
questionnaire 502 to define a default risk tolerance level for a 
functional unit 504. The risk assessment questionnaire can 
allow a user to respond to one or more questions (e.g., "How 
often is the business units essential data archived?) about 
risk factors that could affect the assets 104 associated with the 
functional unit 504, and select a “Submit” button to transmit 
the risk assessment questionnaire data to a Framework Server 
102. A Framework Server 102 can use the questionnaire 
answers to calculate default AIC values for the assets 104 
associated with the functional unit 110. By providing the 
same questions for different functional units 110, the risk 
assessment questionnaire can thus generate relative AIC rat 
ings based on the risk assessment answers for the functional 
units 110. For example, in one embodiment, an AIC value can 
have a maximum rating of five and minimum rating of Zero, 
depending on the level of security associated with a func 
tional unit 110, although those of ordinary skill in the art will 
recognize that other rating scales can be used without depart 
ing from the scope of the methods and systems. 

FIG. 6 shows an interface 600 through which a user can 
view, search, create, and editan asset profile. An asset profile 
can include asset components (e.g., databases, operating sys 
tems, devices, and applications) of an asset 104. A user can 
provide or otherwise define an asset profile for an asset 104 
(e.g., a production Web server for a web site) or for a group of 
commonly configured asset components (e.g., a Sun database 
server running Oracle). An asset profile can thus include an 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
asset name, an asset type, an associated functional unit name, 
an associated responsibility group name, a manufacturer 
name, a model name, an asset tag identification, a description 
of the asset 104, a building name, a geographic location, one 
or more asset components (e.g., Microsoft Internet Explorer), 
one or more releases for an asset component (e.g., Microsoft 
IE 6, Microsoft IE 5.5, Microsoft IE 5.1 for Macintosh), 
networking information, and protection requirements, 
although other and/or less asset profile information can be 
included. 
An asset name can include the host name of the asset 104 

(e.g., IP address 193.111.101.90), an alias (e.g., Microsoft IIS 
Server Floor 15), or a description of the type of configura 
tion the asset 104 represents (e.g., a web server on Floor 15 of 
XYZ Corporation). In an embodiment, asset names can be 
selected Such that the asset names can be unique within a 
functional unit 110. The networking information can include 
a qualified domain name, a host name, a Subnet mask, and a 
MAC address. In some embodiments, a user can override 
default AIC values (provided by a Framework Server 102 for 
the asset 104 based on the functional unit 110 to which the 
asset 104 can be associated) by specifying different protec 
tion requirements. In an exemplary discussion, it can be 
understood that default AIC values for a marketing depart 
ment of XYZ Corporation, for example, are Availability=3, 
Integrity=1, Confidentiality=2, and that the user is creating an 
asset profile for an asset associated with the marketing depart 
ment. The user can override the default AIC values by select 
ing different AIC values from, for example, a pull-down menu 
under the protection requirements portion of the web page. If 
the user selects AIC values (e.g., Availability=1, Integrity=1, 
Confidentiality=1) that are lower than the default AIC values, 
a Framework Server 102 can request a risk exception 
approval by a responsibility group assigned to the asset (i.e., 
Responsibility Group 1) before the asset profile may be added 
to a database of asset profiles. 
A Framework Server 102 can include a vulnerability mod 

ule (not illustrated) that can track security vulnerabilities and 
maintain information regarding vulnerability profiles 174. 
For example, a vulnerability module can include a database of 
Vulnerability profiles 174. A vulnerability can accordingly be 
associated with a Software patch (i.e., software module) and/ 
or other information associated with the Vulnerability 188, 
where the software patch or other information 188 can be 
provided to enhance an asset and/or asset component, correct 
a defect, or otherwise modify an asset and/or asset compo 
nent. The Vulnerabilities can be, for example, security vul 
nerabilities. The information 188 can be provided using a 
URL or other means for providing data associated with the 
Vulnerability (e.g., PDF file, Word document, text document, 
etc.). 
The disclosed methods and systems can thus provide a 

Vulnerability module that can automatically update a data 
base of vulnerability profiles when a new vulnerability is 
detected. In one embodiment, a Framework Server 102 can 
track or otherwise monitor vulnerabilities from a variety of 
Sources, such as mailing lists, internet web sites, and infor 
mation disseminated by others (e.g., hackers). When a Frame 
work Server 102 detects a vulnerability (e.g., update of an 
existing vulnerability, new vulnerability), the Vulnerability 
module can identify the Vulnerability, provide a numerical 
Vulnerability risk rating ranging from, for example, one to ten 
based upon impact (i.e., the results of a Vulnerability being 
exploited), popularity (i.e., how well-known a vulnerability is 
in the community), and simplicity (i.e., the level of technical 
expertise required to exploit a vulnerability), classify the 
Vulnerability type (e.g., exploitable remotely and/or locally), 
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archive the Vulnerability source code, identify one or more 
assets and/or asset components that can be affected by the 
Vulnerability, and/or provide a link (e.g., a uniform resource 
locator) to a patch, although those of ordinary skill in the art 
will recognize that such information is for illustration and not 
limitation, and other information and/or less information can 
be included. In some embodiments, a user or other may not be 
informed of a vulnerability unless a vulnerability risk rating 
was within a range, where the range could be specified by the 
user or another. Those of ordinary skill in the art will recog 
nize that a user or another could establish one or more criteria 
for determining whether the user receives information regard 
ing a vulnerability, where the criteria can be based on one or 
more of the Vulnerability characteristics provided herein. 
A Framework Server 102 can also include instructions to 

provide interfaces or other means through which users can 
view and search Vulnerability profiles 174 by keyword or 
other querying techniques, Submit new Vulnerabilities for 
investigation and verification, and Submit change requests to 
existing vulnerability profiles 174. In one exemplary inter 
face, menu items can be provided. Accordingly, in one 
embodiment, upon a user's selection of a menu item associ 
ated with a new vulnerability profile 174, a Framework Server 
102 can provide a “Submit a New Vulnerability” web page or 
a “Submit a Vulnerability Change' web page. These web 
pages or other interfaces can include one or more fields to 
allow the user to enter or edit, for example, a vulnerability 
name, a discovery date, a description of the Vulnerability, a 
Vulnerability type (e.g., exploitable remotely and/or locally), 
a Vulnerability risk rating, and a list of one or more asset 
components that may be affected by the Vulnerability. The 
user can select a “Submit” button provided on the interface or 
otherwise cause the information to be transmitted to a Frame 
work Server 102. In one embodiment, a Framework Server 
102 can communicate the information to one or more persons 
and/or entities identified as vulnerability researchers. These 
one or more vulnerability researchers can review the user 
Submissions, research and test the Vulnerability, and, if appro 
priate, can document the findings in a Vulnerability profile 
174, which can be added to a database of Vulnerability pro 
files. In an embodiment, a vulnerability profile 174 can be 
associated with assets and/or asset components for one or 
more Enterprises. 
A Framework Server 102 can include a workflow module 

that can generate asset-related task lists and risk-related task 
lists. A task list can be specific to a responsibility group and 
can serve as a “to-do list for the members of a responsibility 
group. A Framework Server 102 can also include instructions 
for providing interfaces through which a responsibility group 
member can view, take ownership of, and/or address a task 
(e.g., to another user) on a task list. 
A risk-related task list can include, but is not limited to, an 

approval task list that identifies new and/or modified policies 
and/or configuration standards that require review and 
approval, and an asset risk exception task list that identifies 
assets 104 for which a user has selected AIC values lower than 
the default AIC values and hence requires an asset risk excep 
tion approval by the responsibility group. For the purposes of 
this exemplary discussion, it can be understood that User A 
submitted the “IP forwarding configuration—Microsoft IIS' 
configuration standard of FIG. 4 for approval, and User B 
created the “Microsoft IIS Server Floor 15' asset profile 
(described previously herein) and selected AIC values that are 
lower than the default AIC values for the marketing depart 
ment. As provided previously herein, the “IP forwarding con 
figuration Microsoft IIS' configuration standard and the 
“Microsoft IIS Server Floor 15' asset profile are assigned 
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to Responsibility Group 1 (“RG1). The workflow module 
can generate an approval task list for RG1 that includes a task 
of reviewing and if appropriate, approving the “IP forwarding 
configuration—Microsoft IIS' configuration standard. A 
member of RG1 can take ownership of the task and address it 
by approving and releasing the configuration standard, reject 
ing the configuration standard, or requiring that one or more 
portions of the configuration standard be revised (e.g., by 
User A) and resubmitted for review. Similarly, the workflow 
module can generate a risk exception task list for RG1 that 
includes a task of reviewing and if appropriate, allowing the 
risk exception provided in the “Microsoft IIS Server Floor 
15' asset profile. 
An asset-related task list can include, but is not limited to, 

an asset administration task list, an overdue notification task 
list, and an archive notification task list. In one embodiment, 
the asset administration task list identifies new and/or modi 
fied Vulnerability profiles 174 and/or configuration standards 
168 that impact the one or more assets 104 assigned to a 
responsibility group. The overdue notification task list can 
identify "overdue' tasks on the asset administration task list; 
and, the archive notification task list can notify the assigned 
responsibility group that a vulnerability profile 174 and/or 
configuration standard 168 may no longer apply because, for 
example, the asset has been modified (e.g., by removing the 
asset component affected by the configuration standard). 

For the purposes of this discussion, it can be understood 
that the “IP forwarding configuration Microsoft IIS' con 
figuration standard of FIG. 4 has been approved and released 
(i.e., added to a database of configuration standards). The 
workflow module can generate an asset administration task 
list for RG1 that includes a task identifying the new “IP 
forwarding configuration—Microsoft IIS' configuration 
standard and the assets 104 assigned to RG1 that are affected 
by the new configuration standard. A member of RG1 can 
address (i.e., take action) this task by executing the imple 
mentation procedure provided in the configuration standard 
on Microsoft IIS servers assigned to or otherwise associated 
with RG1, accepting the risk that unauthorized packets may 
cross the Microsoft IIS servers and reach internal systems by 
doing nothing, or mitigating the risk by taking some action 
different from that provided by the implementation proce 
dure. If a task is unaddressed by an RG1 member for a period 
of for example, ten days (e.g., an exemplary maximum 
amount of time a workflow module may permit a task in the 
asset administration task list to remain unaddressed), the 
workflow module can generate an overdue notification task 
list that identifies the task as being overdue. A member of 
RG1 can address the overdue task by contacting the RG1 
member associated with the task, or assigning the task to a 
RG1 member. 
A Framework Server 102 can include a reporting module 

that enables users to create Summary reports and/or detailed 
reports on asset profiles 170, Vulnerability profiles 174, and/ 
or configuration standards 168, although reports detailing 
other information can be created without departing from the 
Scope of the disclosed methods and system. A Framework 
Server 102 can include instructions for providing interfaces 
through which users (e.g., responsibility group members) can 
view, search, create, and edit pre-defined and/or ad hoc 
reports that identify and/or otherwise delineate or provide 
Vulnerability profiles and/or configuration standards affect 
ing assets 104 assigned to their respective responsibility 
group. Examples of pre-defined reports include, but are not 
limited to, asset Vulnerability assessment reports, asset con 
figuration standard assessment reports, asset Vulnerability 
risk state reports, asset configuration standard risk State 
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reports, Vulnerability status Summary reports, and configura 
tion standard status Summary reports. The term “ad hoc 
report” refers to a report that can be customized by a user to 
include the fields (e.g., asset name, functional unit 110, asset 
component 186, responsibility group 164, configuration stan 
dard 168) that the user has defined as search query categories. 
If desired, a user can export the pre-defined and/or ad hoc 
reports as comma-delimited text files which can be read and 
opened by a spreadsheet program, including for example, 
Microsoft Excel(R). 
A Framework Server 102 can also include a scanning mod 

ule that performs a scan of an Enterprises assets 104 includ 
ing, but not limited to, assets that can be accessed from the 
Internet (e.g., access gateways, routers, HTTP server, SMTP 
servers, and telnet servers), and/or provides an interface 
through which a user can import the results of a scan by a 
commercially available security Scanning program (e.g., 
Internet Security Systems, Nessus, and CyberCop). In one 
embodiment, the Scanning result can identify the assets by 
host name (e.g., IP address 193.111.101.90). A Framework 
Server 102 can search the asset profiles 170 by host name or 
other querying technique to determine whether the asset is 
associated with an asset profile. If the search produces a 
negative result (i.e., the host name of the asset does not match 
a host name of an asset profile in the database), a Framework 
Server 102 can provide an interface through which a user can 
select an asset profile 170 to be associated with the asset 104, 
or create an asset profile 170 for the asset 104. A scanning 
module can also probe the assets for vulnerabilities, and 
provide to the Vulnerability module, for example, a report of 
Vulnerabilities that were detected at the assets. In general, a 
scanning module can serve as a validation tool to assist an 
Enterprise 106 in identifying assets 104, associating assets 
104, and verifying the Vulnerability status of assets 104. 
The methods and systems can thus be associated with an 

automated or auto-discovery and/or an auto-inventory (or 
“inventory') capability. For example, auto-discovery (or 
“discovery’) can be understood to be a capability to probe or 
otherwise Scan a network Such as an intranet, for assets 104 
and/or asset components 186. In one example, Such a capa 
bility can be configured to operate as manually requested, or 
on a scheduled basis such as daily (e.g., at a given time), 
weekly, monthly, or at another scheduled time period. In one 
embodiment, the auto-discovery module can accept as input a 
list or other designation of Internet Protocol (IP) addresses to 
SCall. 

An auto-inventory capability can be configured to operate 
independent of, or in accordance with an auto-discovery 
capability. An auto-inventory capability can include a process 
to identify asset components 186, and, as provided herein 
(e.g., Software modules, Software patches). Such auto-inven 
tory capability can otherwise be a basis for determining or 
otherwise associating the assets 104 with asset profiles 170, 
Vulnerability profiles 174, configuration standards 168, and/ 
or other components of the disclosed methods and systems. 
Such inventory and/or discovery systems may thus also allow 
for an automatic generation of a asset profile 170 and/or 
associations with one or more vulnerability profiles 174 and/ 
or configuration standards 168. In one example, an auto 
inventory and/or discovery capability or module can generate 
a task list for discovered and/or inventoried assets 104, asset 
components 186, etc. Accordingly, an inventory and/or dis 
covery capability or module can identify open and/or closed 
Vulnerabilities and/or configuration standard issues and/or 
tasks. 

In an embodiment, the methods and systems can include an 
automatic remediation (“auto-remediation” or “remedia 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

14 
tion”) capability or module that can allow a software patch to 
be loaded and/or a task to be performed, as provided by an 
associated configuration standard 168, asset profile 170, etc., 
where an associated task list can be updated to indicate the 
progress and/or results of a remediation process. In one 
example, an email or other notification may be transmitted to 
a system administrator, responsibility group (member) 164, 
or another, with regard to the results and/or an updated task 
list. Accordingly, in one example, discovery and inventory 
can be performed, whereupon an asset profile 170 and/or task 
list can be created, associations with Vulnerability profiles 
174 and/or configuration standards 168 can be determined, 
and a remediation module and/or process can cause items 
from a task list to be resolved by loading a patch and/or fix, 
whereupon the task list can be updated and provided to a user. 
The disclosed methods and systems can thus be employed 

for system backups. Data and/or information associated with 
the assets 104 and/or asset components 186 can thus be uti 
lized in a backup mechanism to allow restoration in a case of 
an asset 104 and/or Enterprise-wide failure. Accordingly, a 
backup of a Framework Server 102 can be desirable. 
The methods and systems also provide for patches/fixes 

188 to be applied on an individual asset basis, and/or upon a 
global asset basis. Accordingly, management of asset profiles 
170, configuration standards 168, etc., can be performed glo 
bally and/or upon an individual asset. An asset can thus be 
associated with a global configuration and/or an individual 
configuration. In some embodiments, an individual configu 
ration may override a global configuration, while in other 
systems, global configurations may override individual con 
figurations. 

FIG. 8 illustrates an embodiment of the disclosed methods 
and systems where a Framework Server 102 can be incorpo 
rated into an intranet or other network within which an Enter 
prise 106 exists. Accordingly, although FIGS. 1A and 1B 
indicate embodiments, among others, where data associated 
with an Enterprise 106 such as assets 104, asset components 
186, asset profiles 170, functional units 110, user accounts 
162, configuration standards 168, and other components may 
reside on a server (e.g., Framework Server 102) that may be 
accessed via, for example, the internet, an embodiment 
according to FIG. 8 illustrates that a Framework Server 102 
can additionally and/or optionally be located within a net 
work and/or intranet that can be accessed by an Enterprise 
106 without traversing or otherwise accessing the internet. In 
Such an embodiment, accordingly, Enterprise-related infor 
mation ordata such as assets 104, asset components 186, asset 
profiles 170, functional units 110, user accounts 162, configu 
ration standards 168, and other components, may reside 
within the network/intranet, and within the security control of 
the Enterprise 106. In some embodiments, copies of Frame 
work Server 102 data, for example, may be transmitted by a 
secure channel using a secure communications technique, to 
an Account Server 800 that may store a backup of a Frame 
work Server 102, although such ability is optional. 

According, a Framework Server 102 according to FIG. 8 
can be understood to be controlled by the Enterprise 106 in 
that a system administrator associated with the Enterprise 106 
can configure the Framework Server 102 and can provide for 
system backups of the Framework Server 102, for example. 
To be within the control of the Enterprise 106 can thus indi 
cate that a Framework Server 102 physically resides at a 
location that is under the control of directly or indirectly, the 
Enterprise 106. Although such an embodiment is also envi 
sioned by the methods and systems of FIGS. 1A and 1B, 
FIGS. 1A and 1B also envision systems and methods where a 
Framework Server 102 does not reside within the control of 
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the Enterprise 106, and accordingly in such embodiments, 
individuals associated with an Enterprise 106 may not have 
physical control over a Framework Server 102 and may be 
limited to communicative access via the internet. 

In an embodiment according to FIG. 8, the Account Server 
800 may optionally and additionally provide an interface to 
an Enterprise/Framework Server 102 via the internet 184 
such that the illustrated Framework Server 102 can commu 
nicate to the Account Server 800 to obtain updates on con 
figuration standards, Vulnerabilities, and other data. In one 
example, a Framework Server 102 according to FIG.8 may 
establish a secure channel (e.g., anonymous SSL) with an 
Account Server 800 where a Framework Server 102 can 
"log-in' or otherwise establish communications with the 
Account Server 800 such that the Account Server 800 can 
verify an Enterprise 106 with which a Framework Server 102 
can be associated. Based on Such association of Enterprise 
106 and Framework Server 102, an Account Server 800 may 
determine associated privileges for a Framework Server 102, 
where such privileges can be based on an Enterprise Account 
802. The FIG. 8 Account Server 800 may thus service 
requests from the illustrated Framework Server 102 based on 
Such associated privileges. In one example, an Account 
Server 800 may receive a request, identify an Enterprise 
Account 802, and determine that the associated privileges 
indicate that the requesting Framework Server 102 may not 
be entitled to a response. 
As FIG. 8 indicates, an Account Server 800 can receive 

data and/or other information with regard to configurations, 
Vulnerabilities, etc., through the internet 184 or directly from 
a variety of sources 182, 180, 178. Accordingly, an Account 
Server 800 may have systematic and/or scheduled searches 
for configuration, Vulnerability, and other information, and 
may also receive asynchronous updates (e.g., manual entry) 
with regard to Vulnerabilities and other system data. For 
example, an Account Server 108 may include a vulnerability 
module as previously provided herein, while an associated 
Framework Server 102 may optionally and additionally 
include a vulnerability module. In one embodiment accord 
ing to FIG. 8, a Framework Server 102 associated with an 
Account Server 800 may not include a vulnerability module, 
and may allow the associated Account Server 800 to perform 
such features. An Account Server 800 can store such Vulner 
ability information locally (e.g. within an intranet), and/or 
may store links or other pointers to such information or data, 
where the data may be accessed via the internet or another 
network(s). The illustrated Account Server 800 can thus 
include one or more databases or other memory components 
for storing vulnerability information and/or Enterprise 
Account data 802. 

Accordingly, in one embodiment, an Account Server 800 
can maintain Vulnerability profiles 174 and upon a request 
from a Framework Server 102, provide such vulnerability 
profile data to the Framework Server 102. The Framework 
Server 102 may thereafter incorporate the Vulnerability pro 
file 174 by associating the Vulnerability profile with one or 
more assets 104 and/or asset profiles 170. In some embodi 
ments, vulnerability data from the Account Server 800 may 
be in another form, such that a Framework Server 102 may 
develop a vulnerability profile 174 based on the received data. 
Accordingly, upon a valid and/or authenticated request from 
a Framework Server 102, an Account Server 800 may query 
Vulnerability data (e.g., profiles 174) to which the Account 
Server 800 has access, to determine which Vulnerability data 
may be applicable to the requesting Framework Server 102. 
In an embodiment, an Account Server 800 query can be based 
parameters in the request, which may include an asset(s), 
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asset profile(s), risk management, time and/or date, or another 
parameter upon which a query can be based. 
As provided previously herein with respect to the systems 

and methods of FIGS. 1-7, the illustrated Account Server 800 
can receive vulnerability and other information from manual 
entry 178, search engines 182, and other data sources 180, 
and can thus access or otherwise include links or pointers to 
Vulnerability fixes or patches 188. Based on a request from a 
Framework Server 102, for example, an Account Server 800 
may return a link to a vulnerability fix 188 to the requesting 
Framework Server 102. In one embodiment, the request from 
a Framework Server 102 may include data specific to an asset 
or configuration. An Account Server 800 may additionally 
and optionally track requests from a given Framework Server 
102 and/or a given asset, for example, to provide data/infor 
mation based on the request, where such data/information 
may also be based on a previous request Such that a response 
to the request may include updated information without 
repeated information. In some embodiments, a Framework 
Server 102 may additionally and optionally have a feature to 
filter responses from an Account Server 800 to remove dupli 
cate information. In some embodiments, a request may 
include time and/or date data to allow an Account Server 800 
to respond with data since the specified time and/or data. 
Those of ordinary skill in the art will recognize that other 
variations of requests using other data/information may be 
used. 

In an embodiment, a Framework Server 102 according to 
FIG. 8 can request updates from an Account Server 800 at 
specified intervals. Such requests can be configured by a 
system administrator or another associated with an Enterprise 
106. One of ordinary skill in the art will recognize that an 
Account Server 800 can also be configured to provide updates 
at scheduled intervals to a given Framework Server 102, 
based on a request by the given Framework Server 102. Such 
updates can be incremental, as provided herein, and/or filter 
ing techniques can be used as also provided herein. 

In one embodiment according to FIG. 8, information and/ 
or data from an Account Server 800 can be provided to a 
Framework Server 102 via a media such as tape, disk, CD, 
DVD, or other portable memory component. 

FIG. 9 provides one example where one or more Frame 
work Servers 102a-102n can be managed by a Director 900a 
that can include the features of a Framework Server 102a 
102n, and accordingly, can manage the features of a Frame 
work Server 102a-102n. Not shown in FIG. 9 are one or more 
Account Servers 800 that may also communicate with Frame 
work Servers 102a-102n and/or the Director 900a. Accord 
ingly, a Director 900a may be able to generate reports based 
on data provided by Framework Servers 102a-102n, where 
such reports are described previously herein with respect to a 
single Framework Server 102. FIG. 9 also indicates that one 
or more Directors 900a-900b may be in communication with 
one or more Executives 902 that may be equipped with the 
capabilities of a Director as provided herein. Those of ordi 
nary skill in the art will thus recognize that the illustrated 
Directors 900b can be understood to be associated with one or 
more Framework Servers 102 that are not shown. The Execu 
tives 902 may also be in communication with one or more 
Account Servers 800. 
What has thus been described are methods and systems to 

manage at least one asset, where the methods and systems 
include associating the at least one asset with at least one user, 
and providing the at least one user with at least one task list 
that includes at least one task associated with a vulnerability 
of the asset and at least one task associated with a configura 
tion standard associated with the asset. 
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The methods and systems described herein are not limited 
to a particular hardware or software configuration, and may 
find applicability in many computing or processing environ 
ments. The methods and systems can be implemented in 
hardware or software, or a combination of hardware and 
Software. The methods and systems can be implemented in 
one or more computer programs, where a computer program 
can be understood to include one or more processor execut 
able instructions. The computer program(s) can execute on 
one or more programmable processors, and can be stored on 
one or more storage medium readable by the processor (in 
cluding Volatile and non-volatile memory and/or storage ele 
ments), one or more input devices, and/or one or more output 
devices. The processor thus can access one or more input 
devices to obtain input data, and can access one or more 
output devices to communicate output data. The input and/or 
output devices can include one or more of the following: 
Random Access Memory (RAM), Redundant Array of Inde 
pendent Disks (RAID), floppy drive, CD, DVD, magnetic 
disk, internal hard drive, external hard drive, memory stick, or 
other storage device capable of being accessed by a processor 
as provided herein, where such aforementioned examples are 
not exhaustive, and are for illustration and not limitation. 
The computer program(s) can be implemented using one or 

more high level procedural or object-oriented programming 
languages to communicate with a computer system; however, 
the program(s) can be implemented in assembly or machine 
language, if desired. The language can be compiled or inter 
preted. 
The processor(s) can thus be embedded in one or more 

devices that can be operated independently or together in a 
networked environment, where the network can include, for 
example, a Local Area Network (LAN), wide area network 
(WAN), and/or can include an intranet and/or the internet 
and/or another network. The network(s) can be wired or wire 
less or a combination thereof and can use one or more com 
munications protocols to facilitate communications between 
the different processors. The processors can be configured for 
distributed processing and can utilize, in Some embodiments, 
a user-server model as needed. Accordingly, the methods and 
systems can utilize multiple processors and/or processor 
devices, and the processor instructions can be divided 
amongst such single or multiple processor/devices. 
A processor can thus be understood to be a processor 

controlled device that can include, for example, a PC, work 
station, handheld, palm, laptop, cellular telephone, or other 
processor-controlled device that includes instructions for 
causing the processor to act in accordance with the disclosed 
methods and systems. The devices provided herein are not 
exhaustive and are provided for illustration and not limitation. 
References to “a processor”, “the processor, and/or “server' 
(with or without a descriptive modifier) can be understood to 
include one or more processors that can communicate in a 
stand-alone and/or a distributed environment(s), and thus can 
be configured to communicate via wired and/or wireless com 
munications with other processors, where Such one or more 
processor can be configured to operate on one or more pro 
cessor-controlled devices that can be similar or different 
devices. Furthermore, references to memory, unless other 
wise specified, can include one or more processor-readable 
and accessible memory elements and/or components that can 
be internal to the processor-controlled device, external to the 
processor-controlled device, and can be accessed via a wired 
or wireless network using a variety of communications pro 
tocols, and unless otherwise specified, can be arranged to 
include a combination of external and internal memory 
devices, where such memory can be contiguous and/or parti 
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tioned based on the application. References to a database can 
be understood to be a reference to memory as provided herein, 
where Such memory may be arranged to associate data, 
although those of ordinary skill in the art will recognize that 
other data structures such as linked lists, queues, graphs, 
arrays, and other data structures, may be similarly employed. 
The term “network” refers to both the Internet and/or one 

or more intranets, unless a distinction is noted. 
Although the methods and systems have been described 

relative to a specific embodiment thereof, they are not so 
limited. Obviously many modifications and variations may 
become apparent in light of the above teachings. For example, 
references to databases can include data associated in a man 
ner to facilitate the disclosed methods and systems, and can 
include other data structures that can be stored in contiguous 
and/or non-contiguous memory that can be accessed inter 
nally and/or externally using wired and/or wireless commu 
nications. 
Many additional changes in the details, materials, and 

arrangement of parts, herein described and illustrated, can be 
made by those skilled in the art. Accordingly, it will be under 
stood that the following claims are not to be limited to the 
embodiments disclosed herein, can include practices other 
wise than specifically described, and are to be interpreted as 
broadly as allowed under the law. 
What is claimed is: 
1. A method of managing at least one asset, the method 

comprising: 
associating at least one asset with at least one user; 
generating at least one task list associated with the at least 

one asset and the at least one user via a framework 
server, the at least one task list based on an assessed 
security posture of the asset and the at least one user 
associated with the at least one asset; 

providing the at least one user with the at least one task list 
associated with the at least one asset, the task list com 
prising at least one task associated with a Vulnerability 
of the asset and at least one task associated with at least 
one configuration standard associated with the asset; and 
wherein; 

presence of a task on the task list indicates that the task is to 
be performed by the at least one user; and 

the at least one task list comprises a list of tasks that are to 
be performed to configure the at least one asset in accor 
dance with the task list. 

2. A method according to claim 1, wherein the at least one 
task list is at least one of an asset administration task list, an 
overdue notification task list, an archive notification task list, 
an approval task list, and an asset risk exception task list. 

3. A method according to claim 1, wherein the at least one 
asset comprises one or more asset components, where an 
asset component is at least one of at least one application, at 
least one device, at least one operating system, and at least 
one database. 

4. A method according to claim 1, wherein the at least one 
user is associated with at least one responsibility group. 

5. A method according to claim 1, further comprising: 
providing at least one interface to associate the at least one 

asset with the at least one user. 
6. A method according to claim 1, wherein the at least one 

asset is associated with at least one of 
at least one Enterprise, at least one functional unit, and at 

least one responsibility group. 
7. A method according to claim 1, further comprising: 
providing an interface to associate the at least one asset 

with at least one of at least one Enterprise, at least one 
functional unit, and at least one responsibility group. 
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8. A method according to claim 1, where the at least one 
asset is connected to a network. 

9. A method according to claim 1, where the at least one 
configuration standard comprises at least one minimum base 
line procedure associated with at least one operational char 
acteristic of the at least one asset. 

10. A method according to claim 1, further comprising 
providing at least one policy, where the at least one configu 
ration standard is associated with the at least one policy. 

11. A method according to claim 10, where the policy is 
associated with an Enterprise. 

12. A method according to claim 1, further comprising: 
generating at least one Vulnerability profile associated with 

at least one detected Vulnerability of the at least one 
asset, the at least one Vulnerability profile comprising at 
least one link to at least one of a patch and information, 
the patch and the information associated with the at least 
one vulnerability; and 

notifying the at least one user of the at least one generated 
Vulnerability profile. 

13. A method according to claim 12, where the at least one 
link to the at least one patch comprises at least one uniform 
resource locator (URL). 

14. A method according to claim 1, further comprising: 
providing the at least one configuration standard, where the 

at least one configuration standard is associated with an 
operational characteristic of the at least one asset; and 

notifying the at least one user of the at least one configu 
ration standard. 

15. A method of managing at least one asset, the method 
comprising: 

associating at least one asset with at least one user; 
generating at least one task list associated with the at least 

one asset and the at least one user via a framework 
server, the at least one task list based on an assessed 
security posture of the asset and the at least one user 
associated with the at least one asset; 

providing the at least one user with the at least one task list 
associated with the at least one asset, the task list com 
prising at least one task associated with a Vulnerability 
of the asset and at least one task associated with at least 
one configuration standard associated with the asset; 

providing the at least one configuration standard, where the 
at least one configuration standard is associated with an 
operational characteristic of the at least one asset; 

notifying the at least one user of the at least one configu 
ration standard, wherein: 

the at least one configuration standard comprises a proce 
dure for implementing an operational characteristic of 
the at least one asset; and 

the at least one task list comprises a list of task that are to be 
performed by the at least one user to configure the at 
least one configuration standard. 

16. A method according to claim 1, further comprising: 
providing at least one report based on at least one of at least 

one asset profile, at least one Vulnerability profile, and 
the at least one configuration standard. 

17. A method according to claim 16, where the at least one 
report is at least one of an asset Vulnerability assessment 
report, an asset configuration standard assessment report, an 
asset Vulnerability risk state report, an asset configuration 
standard risk state report, a Vulnerability status Summary 
report, a configuration standard status Summary report, and 
an ad hoc report. 
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18. A method according to claim 1, further comprising: 
providing the at least one user with databased on a scan 

ning module, the data comprising a detected Vulnerabil 
ity of the at least one asset. 

19. A method according to claim 1, further comprising: 
providing the at least one user with databased on a scan 

ning module, the data associated with at least one of at 
least one detected vulnerability based on the at least one 
asset associated with the at least one user, at least one 
asset that is not associated with the user, and at least one 
detected Vulnerability that is associated with at least one 
asset that is not associated with the user. 

20. A method according to claim 1, further comprising: 
providing the at least one user with databased on a scan 

ning module, the data associated with at least one of at 
least one detected vulnerability based on the at least one 
asset component associated with the at least one user, at 
least one asset component that is not associated with the 
user, and at least one detected Vulnerability that is asso 
ciated with at least one asset component that is not 
associated with the user. 

21. A method according to claim 10, where the at least one 
policy comprises a name, a purpose, and a statement. 

22. A method according to claim 10, where the at least one 
policy is based on a default policy. 

23. A method according to claim 1, further comprising 
providing a risk assessment questionnaire, the risk assess 
ment questionnaire defining criteria for determining a default 
level of security for the at least one asset. 

24. A system for managing at least one asset, the system 
comprising: 

at least one memory operable to store information that 
associates at least one asset with at least one Vulnerabil 
ity and at least one configuration standard; and 

a processor operable to: 
associate the asset with at least one user; 
generate at least one task list associated with the at least one 

asset and the at least one user via a framework server, the 
at least one task list based on an assessed security pos 
ture of the asset and the at least one user associated with 
the at least one asset; 

provide the user with the at least one task list, the task list 
comprising at least one task associated with a Vulner 
ability of the asset and at least one task associated with a 
configuration standard associated with the asset; and 
wherein; 

presence of a task on the task list indicates that the task is to 
be performed by the user; and 

the at least one task list comprises a list of tasks that are to 
be performed to configure the at least one asset in accor 
dance with the task list. 

25. A system according to claim 24, where the at least one 
asset comprises one or more asset components, and where an 
asset component is at least one of at least one application, at 
least one device, at least one operating system, and at least 
one database. 

26. A system according to claim 24, where the at least one 
Vulnerability comprises at least one of a Vulnerability name, a 
discovery date, a description of the Vulnerability, a vulner 
ability type, a Vulnerability risk rating, and a list of one or 
more assets affected by the Vulnerability. 

27. A system according to claim 24, wherein the at least one 
configuration standard comprises: 

a description of the at least one configuration standard, at 
least one implementation procedure, at least one imple 
mentation script, and at least one manual review proce 
dure. 
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28. Logic embodied in a computer readable medium, the 
logic operable when executed to: 

associate at least one asset with at least one user; 
generate at least one task list associated with the at least one 

asset and the at least one user via a framework server, the 
at least one task list based on an assessed security pos 
ture of the asset and the at least one user associated with 
the at least one asset; 

provide the user with at least one task list, the task list 
comprising at least one task associated with a Vulner 
ability of the asset and at least one task associated with at 
least one configuration standard associated with the 
asset; and wherein; 

presence of a task on the task list indicates that the task is to 
be performed by the user; and 

the at least one task list comprises a list of tasks that are to 
be performed to configure the at least one asset in accor 
dance with the task list. 

29. The logic of claim 28, wherein the at least one task list 
is at least one of an asset administration task list, an overdue 
notification task list, an archive notification task list, an 
approval task list, and an asset risk exception task list. 

30. The logic of claim 28, wherein the at least one configu 
ration standard comprises at least one minimum baseline 
procedure associated with at least one operational character 
istic of the at least one asset. 

31. The logic of claim 28 further operable when executed 
tO: 

generate at least one Vulnerability profile associated with at 
least one detected Vulnerability of the at least one asset, 
the at least one Vulnerability profile comprising at least 
one link to at least one of a patch and information, the 
patch and the information associated with the at least 
one vulnerability; and 

notify the at least one user of the at least one generated 
Vulnerability profile. 

32. The method of claim 1, wherein at least one of the tasks 
comprises prompting the user to review the configuration 
standard and approve, reject, or revise the configuration stan 
dard. 
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33. The method of claim 1, wherein: 
at least one of the tasks comprises prompting the user to 

approve, reject, or modify a selection of security require 
ments associated with the asset; and 

the selected security requirements are associated with less 
security than default security requirements associated 
with the asset. 

34. The method of claim 1, wherein: 
associating at least one asset with at least one user com 

prises in an asset profile for the at least one asset, asso 
ciating the at least one asset with at least one user, the 
association indicating that the at least one user is respon 
sible for managing the at least one asset; and further 
comprising: 

determining the identity of the user to receive the task list 
from the asset profile. 

35. The method of claim 1, wherein the task list comprises 
an asset administration task list, and further comprising pro 
viding the user with an overdue notification task list identi 
fying at least one task in the asset administration task list if 
that task has not been performed after a period of time. 

36. The method of claim 1, further comprising allowing the 
user to view, search, and editat least one of the tasks using an 
interface. 

37. The method of claim 1, wherein: 
the at least one asset comprises one of a plurality of assets 

of the same type; and 
the at least one task associated with the at least one con 

figuration standard allows for a consistent deployment 
of the plurality of assets to a plurality of users, the 
consistent deployment comprising consistent operation 
characteristics of the plurality of assets. 

38. The method of claim 1, wherein the user comprises a 
responsibility group, and further comprising: 

enabling a first member of the responsibility group to 
accept responsibility for completing at least one of the 
tasks on the task list; and 

notifying a second member of the responsibility group that 
the first member has accepted the responsibility. 

39. The method of claim 1, wherein the user comprises a 
responsibility group and further comprising: 

informing the responsibility group as to a completion sta 
tus of each of the tasks on the task list. 

k k k k k 
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