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(57) Abrégé/Abstract:

The invention relates to a method for managing, by means of a device, a matrix of keys, including at least one line (LGO to LG3)
and at least two columns (COLO to COL2), each key making it possible to short circuit a line and a column of said matrix when
pressed. The method includes at least one iteration of a sweeping phase, including the following steps for each one of the
successively processed lines: writing of a predetermined logic value in the line; and for each column, reading of a logic value in the
column to determine whether the column is short circuited with the line, by means of a comparison between the read logic value
and the predetermined logic value. For each one of the lines processed successively: the step of writing the predetermined logic
value in the line is carried out during a predetermined time interval (T); for each column, the step of reading a logic value in the
column is carried out during a first portion (T1) of the predetermined time interval, the sweeping phase includes an additional step,
for each column, of writing the predetermined logic value in the column, during a second portion (T2) of the predetermined time
interval, the duration of the predetermined time interval being equal to the sum of the durations of the first portion and of the second
portion.
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(57) Abstract : The invention relates to a method for managing, by means of a device, a matrix of keys, including at least one line
(LGO to LG3) and at least two columns (COLO to COL2), each key making it possible to short circuit a line and a column of said
matrix when pressed. The method includes at least one iteration of a sweeping phase, including the following steps for each one of
the successively processed lines: writing of a predetermined logic value in the line; and for each column, reading of a logic value in
the column to determine whether the column is short circuited with the line, by means of a comparison between the read logic value
and the predetermined logic value. For each one of the lines processed successively: the step of writing the predetermined logic va-
lue in the line is carried out during a predetermined time interval (T); for each column, the step of reading a logic value in the co -
lumn is carried out during a first portion (T1) of the predetermined time interval; the sweeping phase includes an additional step, for
each column, of writing the predetermined logic value in the column, during a second portion (T2) of the predetermined time inter -
val, the duration of the predetermined time interval being equal to the sum of the durations of the first portion and of the second por -
tion.
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Il est proposé un procédé de gestion, par un dispositif, d'une matrice de touches comprenant au moins une ligne (LGO a LG3) et au
moins deux colonnes (COLO a COL2), chaque touche permettant, quand elle est pressée, de court-circuiter une ligne et une co -
lonne de ladite matrice. Le procédé comprend au moins une itération d'une phase de balayage comprenant les étapes suivantes
pour chacune des lignes traitées successivement : écriture d'une valeur logique prédéterminée sur la ligne; et pour chaque colonne,
lecture d'une valeur logique sur la colonne pour déterminer si la colonne est en court-circuit avec la ligne, par comparaison entre
la valeur logique lue et la valeur logique prédéterminée, Pour chacune des lignes traitées successivement : I'étape d'écriture de la
valeur logique prédéterminée sur la ligne est effectuée pendant un intervalle de temps prédéterminé (T); pour chaque colonne,
I'étape de lecture d'une valeur logique sur la colonne est effectuée pendant une premiére partie (T1) de l'intervalle de temps prédé-
terminé; la phase de balayage comprend une étape supplémentaire, pour chaque colonne, d'¢criture de la valeur logique prédéter -
minée sur la colonne, pendant une seconde partie (T2) de l'intervalle de temps prédétermingé, la durée de l'intervalle de temps pré -
déterminé étant égale a la somme des durées des premiére et seconde parties.
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Method and device for managing a key matrix, corresponding computer

program product and storage means.
1. FIELD OF THE INVENTION

The field of the invention is that of matrix keyboards or keypads, i.e. keypads
comprising a matrix of keys enabling a user to key in or enter characters (letters, figures,
symbols, etc.).

More specifically, the invention concerns a technique for the secured
management of a matrix of keys such as this by a device (for example a processor) in
order to determine a key or keys pressed by the user. This technique is also called a
“keyboard or keypad scan routine”.

The invention can be applied especially but not exclusively to the keypad of a
payment terminal used to pay for purchases of goods and services. In this case, the
keypad is used by the salesman to enter the amounts of the transactions and also by the
customers to enter their confidential codes (PIN or Personal Identity Numbers).

The invention is not limited to a particular type of keypad and is applicable
whatever the number and nature of the keys of the keypad (numerical keys, function
keys, etc).

2. TECHNOLOGICAL BACKGROUND

Figure 1 shows an example of a numerical keypad comprising a matrix of keys
connected to a processor 10. In this example, the matrix of keys comprises ten keys
(associated with the digits 0 to 9), four rows (referenced LGO to LG3) and three columns
(referenced COLO to COL2). Each key, when pressed, enables a row and a column of
the matrix to be short-circuited. For example, when the key associated with the digit 6 is
pressed, it short-circuits the row LG1 and the column COL1.

For the processor 10, the classic technique for managing a matrix of keys is to
perform several successive iterations of a scan phase. As illustrated in figure 2, each
iteration of the scan phase comprises the following steps for each of the rows LGO to
LG3 processed successively:

—  writing a predetermined logic value (logic level “0” in the example of figure 2)

to the row; and
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- for each column COLO to COL2, reading (symbolized by the letter “r” in figure
2) a logic value in the column to determine whether the column is short-circuited
with the row, by comparison between the logic value read and the predetermined
logic value.

In other words, when the processor executes an iteration of the scan phase, it
writes to the rows one by one and reads the columns simultaneously. The processor can
thus detect the fact that only one key has been pressed or else that several keys have
been pressed simultaneously.

In the example of figure 2, and here below in the description, the writing to the
rows and the reading in the columns are done at logic level “0” in assuming that the
rows and the columns are at the default logic value “1”. It is clear however that the
principle remains the same if the use of the logic levels “0” and “1” is reversed (i.e. if
the writing to the rows and the reading on the columns are done at the logic level “1”
assuming that the rows and columns are at the default logic level “07).

The above formulation, which is based on a matrix of keys (matrix M) and the
notion of successive writing to the rows of this matrix M and simultaneous reading in
the columns of this matrix M is considered to be a generic formulation. Indeed, there is
an alternative in which writing is done successively in the columns of this matrix M and
reading is done simultaneously in the rows of this matrix M. However, this alternative
can be performed according to the previous formulation if we consider a new matrix M’
in which the rows correspond to the columns of the matrix M and the columns
correspond to the rows of the matrix M.

In the example of figure 2, it is assumed that the key 6 is pressed. The processor
therefore detects a short circuit between row LGI1 and the column COL1 and deduces
from this that the key 6 situated at the intersection between this row LGl and this
column COL1 has been pressed.

There is a need to make the classic technique for managing a matrix of keys (i.e.
the classic keypad scan routine) secure.

This question is raised in the patent document FR2599525, which points to a risk
that malicious individuals might try to intercept a confidential code when the operation

passes from the keypad to means for the matrix analysis of the keypad, by row and by
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column. Later in the description, these means are also called a device for managing the
matrix of keys, or again a processor. The document FR2599525 specifies that
knowledge of the waveform of the signals of analysis of the keypad enable a snooper
device to immediately make a trace-back to any confidential information struck on the
keypad. To snoop on the keypad, it is enough to have a few connections (through
probes) on the rows and columns of the matrix of keys of the keypad. Snooping on the
signals present in the rows and columns of the matrix can also be done by analysis of
electromagnetic rays known as electromagnetic analysis or EMA. However, it is
assumed that the signals flowing within the device for managing the matrix of keys are
relatively complex, thus making it difficult for them to be used to retrieve confidential
information struck on the keypad. Consequently, the device for managing the matrix of
keys is called a “protected module” in the document FR2599525.

In order to improve the security of the keypad, the document FR2599525
proposes that the device for managing the matrix of keys (“protected module”) should
apply countermeasures to hinder the possibility of interception of any confidential
information (a confidential code for example) struck on the keypad through snooping on
the state of the rows and columns of the matrix of keys of the keypad.

More specifically, the technique proposed by the document FR2599525
combines the following:

e a first mechanism for simulating: the protected module is provided with two-
way links towards at least certain of the columns and rows of the keypad and
the protected module comprises means for simulating a false activation of keys,
at least some of the interrogation pulses being applied at the same time to at
least one row and at least one column;

e a mechanism for the true exploration of the keypad: the protected module
explores the keypad key by key, in scrutinizing at each time a row or a column
known as an “effectively analyzed” row or column, that receives no
interrogation pulse (coming from the protected module). During this true
exploration, the invention also proposes a complementary simulation when the
protected module is in the presence of a non-transference of the start of the

interrogation pulse to the column or row analyzed (i.e. one or more explored
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keys are not actuated): the protected module then responds to this condition by
applying a dummy pulse to the column or row analyzed which ends with the
interrogation pulse (the start of this pulse being, on the contrary, slightly
delayed relative to the start of the interrogation pulse, given the decision time
needed for the protected module);

a second simulation mechanism: the protected module carries out no true
interrogation of a chosen key during a predetermined time corresponding to the
normal time of actuation of a key and, during this same period, it creates a false
response which can be attributed to this chosen key.

Two embodiments of these mechanisms are proposed.

In the first embodiment, the protected module is provided with two-way links

towards all the columns of the keypad:

for the first simulation mechanism, the protected module has a state of pure
simulation in which it applies the interrogation pulse to a row and to all the
columns of the keypad;

for the mechanism of true exploration of the keypad (key by key), the protected
module applies the interrogation pulse to a row and to all the columns except to
an analyzed column, the key effectively explored being defined by the
interrogated row and the analyzed column.

In the second embodiment, the protected module is provided with two-way links

towards all the rows and all the columns of the keypad:

for the first simulation mechanism, the protected module has a pure simulation
state in which it applies the interrogation pulse to all the rows and all the
columns of the keypad;

for the mechanism of true exploration of the keypad (key by key), the protected
module applies the interrogation pulse on the one hand to all the rows and
columns except to an analyzed row, and, on the other hand, to all the rows and
columns except to an analyzed column, the key effectively explored being
defined by the row and the column analyzed.

While the technique of the document FR2599525 improves the security of the

keypad, it is however not optimal. Indeed, the duration and resources of computation
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needed for executing the mechanism of true exploration of the keypad are not optimized
since this is a key-by-key exploration.

It will be noted that the second embodiment is even more costly in computation
time and resources than the first embodiment since each key is explored in two steps,
firstly through the row to which the explored key belongs and then through the column
to which this explored key belongs. A greater number of sequences of interrogation
signals therefore has to be generated in a same period of time so as not to lose
information on the real state of the keypad.

3. GOALS OF THE INVENTION

The invention in at least one embodiment is aimed especially at overcoming
these different drawbacks of the prior art.

More specifically, it is a goal of at least one embodiment of the invention, to
provide a technique for the secured management, by a device (for example a processor),
of a matrix of keys of a keypad.

At least one embodiment of the invention is also aimed at providing a technique
of this kind enabling a faster exploration of the keypad than the technique known from
the document FR2599525 discussed here above.

At least one embodiment of the invention is also aimed at providing a technique
of this kind enabling an exploration of the keypad requiring fewer computation
resources than the technique known from the document FR2599525 described here
above.

It is another goal of at least one embodiment of the invention to provide a
technique of this kind that is simple to implement and costs little.

It is another goal of the invention to render the analysis of the signals more
complex for a hacker.

It is another goal of the invention to reduce the frequency of appearance of the
residual signal enabling the true key pressed to be retrieved (by reducing it to the
appearance and disappearance of the pressed key).

4. SUMMARY OF THE INVENTION

A preferred embodiment of the invention proposes a method for the

management, by a device, of a matrix of keys comprising at least one row and at least
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two columns, each key making it possible, when it is pressed, to short-circuit a row and
a column of said matrix, the method comprising at least one iteration of a scan phase
comprising the following steps for each of the rows processed successively: writing a
predetermined logic value to the row; and for each column, reading a logic value on the
column to determine whether the column is short-circuited with the row by comparison
between the logic value read and the predetermined logic value. For each of the rows
processed successively:

—  the step for writing the predetermined logic value on the row is performed during
a predetermined time slot;

—  for each column, the step for reading a logic value on the column is performed
during a first part of the predetermined time slot;

—  the scan phase comprises an additional step, for each column, for writing the
predetermined logic value to the column during a second part of the
predetermined time slot, the duration of the predetermined time slot being equal
to the sum of the duration of the first and second parts.

In other words, during this predetermined time slot (T), for each of said columns:

*  the step for reading a logic value in the column is performed during a first
part (T1) of said predetermined time slot (T);

*  the scan phase comprises an additional step for writing the predetermined
logic value to the column during a second part (T2) of said predetermined
time slot (T), the duration of said predetermined time slot (T) being equal to
the sum of the durations of the first and second parts.

Thus, the device (which manages the matrix of keys of the keypad) implements a
first countermeasure aimed at making the signals present in the columns as independent
as possible of the key or keys pressed, while at the same time reducing the duration of
exploration of the keypad. To this end, for a given row to which it writes during a time
slot T, the device reads and writes on each column: reading during T1 and writing
during T2, with: T1 + T2 = T. Hence, unlike in the technique known from the document
FR2599525 (which proposes a key-by-key exploration), the device of the invention

simultaneously explores all the keys associated with a same row.
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Thus, if the key associated with a given row is pressed, only the signal present in
the column associated with this key is slightly different from the signals present in the
other columns. This signal does not have the same value as the others during T1 since it
takes the predetermined logic value written to the given row. However, it is identical to
the other signals during T2 since the predetermined logic value is written to all the
columns. In other words, within a time slot T:

e if no key is pressed, the signal edges indicating the passage of a predetermined
logic value (start of T2) are synchronous for all the columns;

e if a key is pressed, the signal edges indicating the passage to a predetermined
logic value (start of T2) are synchronous for all the columns except for the
column associated with the key pressed (for this column, this signal edge
corresponds to the start of T1, and is therefore in advance relative to the
synchronous edges of the other columns).

The above formulation, which is based on a matrix of keys (matrix M) and the
notions of successive operations of writing (during T) to each of the rows of this matrix
M and operations of reading (during T1) and writing (during T2) to each of the columns
of this matrix M, is generic. Indeed, there is an alternative which consists in successively
writing (during T) to each of the columns of this matrix M and in reading in (during T1)
and writing (during T2) to each of the rows of this matrix M. However, this alternative
can be processed according to the previous formulation if we consider a new matrix M’
in which each of the rows corresponds to the columns of the matrix M and the columns
correspond to the rows of the matrix M.

According to one particular aspect of the invention, for each column, the order of
steps for reading and writing during the predetermined time slot is selected randomly.

In other words, for each column, the device makes a random choice between: a
reading during T1 and then a writing during T2 or else a writing during T2 and then a
reading during T1.

Thus, the device (which manages the matrix of keys of the keypad) implements a
second countermeasure in combination with the first countermeasure. This second
countermeasure is aimed at making it more difficult to detect a pressed key. The random

aspect also prevents any learning by a snooper device. Indeed, within a time slot T:
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e ifno key is pressed, the signal edges indicating the passage to the predetermined
logic value (start of T2) are not synchronous for all the columns because the
order between the reading and writing (i.e. between T1 and T2) is not the same
for all the columns;

e ifakey is pressed, the signal edges indicating the passage to the predetermined
logic value (start of T2) are not synchronous either for all the columns (for the
column associated with the pressed key, this signal edge is not easy to locate by
simple comparison with the synchronous edges of the other columns).
Advantageously, in each predetermined time slot, the duration of the second part

of the predetermined time slot is identical for all the columns.

In this way, the resemblance between the signals present in the different columns
is increased and the detection of a pressed key is made even more difficult.

According to one particular characteristic, the matrix of keys comprises a
plurality of rows and, at each iteration of the scan phase, the order of successive
processing of the rows is random.

Thus, the device (which manages the matrix of keys of the keypad) implements a
third countermeasure used to further increase the complexity of the analysis of the
signals present in the rows and columns that must be made by a snooper device to
determine any confidential information struck on the keys of the keypad.

According to one particular aspect of the invention, the matrix of keys comprises
a plurality of rows and during a given iteration of the scan phase, at least one parameter
varies randomly from one row to the other, said at least one parameter belonging to the
group comprising;:

—  the duration of the predetermined time slot;
—  the duration of the first part of the predetermined time slot; and
- the duration of the second part of the predetermined time slot.

Thus, the device (which manages the matrix of keys of the keypad) implements a

fourth countermeasure to further increase the complexity of analysis of the signals

present in the rows and in the columns.
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According to one particular characteristic, at least one iteration of the scan phase,
which follows an iteration during which at least one short-circuit has been determined
between a given column and a given row, comprises the following steps;

- for each of the successively processed rows, other than a given row that is short-
circuited with a given column:

*  for each column, writing the predetermined logic value to the column

throughout the duration of the time slot;
—  for each given row short-circuited with a given column:

*  for each column other than the given column, writing the predetermined

logic value to the column throughout the duration of the time slot; and

*  for the given column, reading a logic value during the first part of the

time slot in order to detect a continuing or a stopping of said short-circuit
between the given column and the given row, and writing the predetermined
logic value during the second part of the time slot.

Thus, the device (which manages the matrix of keys of the keypad) implements a
fifth countermeasure enabling the concealment of a pressure on one (or more) keys.
Indeed, as soon as pressure on a key has been detected during the iteration of the scan
phase, the behavior of the device in the next iterations of the scan phase is such that, so
long as this key is pressed, the signals present in all the columns are identical
(predetermined logic value during T). It is therefore only during two iterations (that of
the detection of the key pressed and that of the detection of the release of the key) that a
snooper device can know if the key has been pressed. On the other hand, however,
pressure on another key cannot be detected until the detection of the release of the
pressed key is iterated. It is also possible to manage simultaneous keys if they appear at
the same time and in one and the same detection phase which is extremely improbable in
practice.

Another embodiment of the invention proposes a computer program product
comprising program code instructions for implementing the above-mentioned method
(in any one of its different embodiments) when said program is executed on a computer

Or a Processor.
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Another embodiment of the invention proposes a computer-readable and non-
transient storage medium storing a computer program comprising a set of instructions
executable by a computer or a processor to implement the above-mentioned method (in
any one of its different embodiments).

Another embodiment of the invention proposes a device for managing a matrix
of keys comprising at least one row and at least two columns, each key making it
possible, when it is pressed, to short-circuit a row and a column of said matrix, the
device comprising means for scanning adapted to carrying out at least one iteration of a
scan phase, the means for scanning comprising the following means, activated for each
of the rows processed successively: means for writing a predetermined logic value to the
row; and means for reading a logic value on each column to determine whether the
column is shorted-circuited with the row, by comparison between the logic value read
and the predetermined logic value. For each of the rows processed successively, the
means for writing the predetermined logic value to the row are activated during a
predetermined time interval; for each column, the means for reading a logic value on the
column are activated during a first part of the predetermined time interval. The means
for scanning comprise additional means for writing, activated for each column during a
second part of the predetermined time slot to write the predetermined logic value to the
column, the duration of the predetermined time slot being equal to the sum of the
durations of the first and second parts.

In other words, the means for scanning comprise additional means for writing
and, for each of the rows processed successively:

- the means for writing the predetermined logic value to the row are activated

during a predetermined time slot (T);

—  during said predetermined time slot (T), for each of said columns:
*  the means for reading the logic value on the column are activated during a
first part (T1) of said predetermined time slot (T);
*  the additional means for writing are activated during a second part (T2) of
said predetermined time slot (T) to write the predetermined logic value to
the column, the duration of the predetermined time slot being equal to the

sum of durations of the first and second parts.
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Advantageously, the device for managing the matrix of keys comprises means

for implementing steps that it performs with the method as described here above in any

one of its different embodiments.

S.

LIST OF FIGURES

Other features and characteristics of the invention shall appear from the

following description, given by way of an indicative and non-exhaustive example, and

from the appended figures, of which:

Figure 1, already described with reference to the prior art, presents an example
of a numerical keypad comprising a matrix of keys connected to a processor;
Figure 2, already described with reference to the prior art, illustrates the classic
technique of management of the matrix of keys of figure 1, when the key 6 is
pressed;

Figure 3 illustrates a first countermeasure, according to one particular
embodiment of the invention, when the key 6 is pressed;

Figures 4, 5 and 6 illustrate a combination of the first countermeasures with a
second countermeasure, according to one particular embodiment of the invention
(no key pressed in figure 4; key 6 pressed and detected in the time slot A, in
figure 5, and in the time slot C, in figure 6);

Figure 7 illustrates a third countermeasure, capable of being combined with the
first countermeasure (and any one of the other countermeasures);

Figure 8 illustrates a combination of the first and second countermeasures with a
fourth countermeasure, according to a particular embodiment of the invention
(no key is pressed);

Figures 9, 10 and 11 illustrate a combination of the first and second
countermeasures with a fifth countermeasure, according to one particular
embodiment of the invention (first detection of the key 6 pressed, in figure 9;
confirmation of the detection of the key 6 pressed, in figure 10; detection of the
key 6 released, in figure 11); and

Figure 12 presents the structure of a device for managing a matrix of keys of a

keypad, according to one particular embodiment of the invention.
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6. DETAILED DESCRIPTION

For the sake of simplification, here below in the description we use the example
of the keypad of figure 1 with a matrix of keys comprising ten keys (associated with the
digits 0 to 9), four rows (referenced LGO to LG3) and three columns (referenced COLO
to COL2). It is clear that the countermeasures presented here below according to
different embodiments of the invention are not limited to this example of a keypad.

Each of the figures 3 to 6 and 8 to 11 has logic values present in the rows LGO to
LG3 and the columns COLO to COL2 during an iteration of the scan phase. The figure 7
presents the logic values present in the rows LGO to LG3 during two iterations of the
scan phase.

It is assumed that the interrogation pulses have a logic level “0”. It is clear that
the principle remains the same if the use of the logic levels “0” and “1” is reversed.

Referring now to figure 3, we present a first countermeasure according to one
particular embodiment of the invention. It is assumed that the key 6 is pressed.

During the time interval T for writing an interrogation pulse (logic level “0”) to
each of the rows LGO to LG3, the processor performs the following steps for each
column COLO to COL2:

¢ reading (symbolized by the letter “r” in figure 3) of a logic value on the column
during a first part T1 of the time slot T to determine (by comparison between the
logic value read and the logic value “0”) whether the column is short-circuited
with the row;

e writing (symbolized by the letter “w” in figure 3) of a logic value “0” to the
column during a second part T2 of the time slot T (with the duration of T being
equal to the sum of the durations of T1 and T2).

Thus, in the iteration of the scan phase presented in the figure 3, each of the
rows LGO to LG3 can take one of the following states:

¢ outside the time slot T, a state “not enforced by the processor” in which the row
takes:

* the default logic value “1” if this row is not short-circuited with a column;

or
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*  the logic value of a given column, if this row is short-circuited with this
given column (i.e. if the key associated with this row and this column is
pressed);

e during the time slot T, a state “enforced by the processor” in which the row
takes the logic value “0” written by the processor.

Similarly, in the iteration of the scan phase presented in figure 3, each of the
columns COLO to COL2 can take one of the following states:

e outside the time slot T, a state “not enforced by the processor” in which the

column takes the default logic value “17;

o during the first part T1 of the time slot T, a state “not enforced by the processor”

(the processor reads this column) in which the column takes:

- the default logic value “1” if this column is not short-circuited with the
row to which the processor has written the value “0”; or
- the logic value “0” if this column is short-circuited with a row to which
the processor has written the value “0”;
e during the second part T2 of the time slot T, a state “enforced by the processor”
in which the column takes the logic value “0” written by the processor.

In the example of figure 3, the key 6 (associated with the row LG1 and the
column COL1) is pressed. Hence, for each of the columns COLO and COL2, the
processor reads the logic value “1” during each first part T1 of the time slot T and
writes the value “0” during each second part T2 of the time slot T. For the column
COL1, the processor acts in the same way except for the time slot T for writing to the
row LG1 during which the processor reads the logic value “0” during the first part T1 of
this time slot (because the row LG1 is short-circuited with the column COLI1) and
writes the value “0” during the second part T2 of this time slot. It will be noted that,
because the key 6 is pressed, the value of the row LG1 follows that of the column
COLL1.

A “non-enforced” state for a row or column corresponds to a port of the

processor connected to this row or column and is configured at input with a pull-up



10

15

20

25

CA 02852361 2014-04-15

14

resistor or pull-down resistor, this pull-up or pull-down resistor setting the electrical
level.

An “enforced” state for a row or column corresponds to a port of the processor
connected to this row or column and configured at output at a logic level “1” or “0”.

The first countermeasure presented here above is vulnerable to a detailed
analysis of the signals present on the columns COLO to COL2 since it can be noted that,
for the pair (LG1, COL1), the trailing edges are synchronous whereas for the other pairs
(row, column), the trailing edge of the column signal is offset (by T1) relative to the
trailing edge of the row signal.

Figures 4, 5 and 6 present a combination of the first countermeasure with a

second countermeasure according to one particular embodiment of the invention.

In order to overcome the weakness of the first countermeasure, it is combined
with the second countermeasure in which the processor 10 randomly selects the order of
the reading operations (during T1) and writing operations (during T2) for each column
COLO to COL2.

Furthermore, during each time slot T, the duration of T2 (of writing by the
processor) is identical for all the columns.

In figures 4, 5 and 6, each time slot T (for writing an interrogation pulse to a
row) is sub-divided into three portions named A, B and C respectively. For each COLO
to COL2, we have either: T1 = A and T2 = B + C (i.e. reading in A and writing to B and
C), and: T1 = C and T2 = A + B (i.e. reading in C and writing to A and B).

In the example of figures 4 and 6, we have:

e T1=Aand T2 = B + C, for the following pairs: (LGO, COL0), (LGO, COL2),

(LG1, COL0), (LG2, COL0), (LG2, COL1), (LG2, COL2) and (LG3, COL1);

e T1=Cand T2 = A + B, for the following pairs: (LGO, COL1), (LG1, COL1),

(LG1, COL2), (LG3, COLO) and (LG3, COL2).

The example of figure 5 can be distinguished from that of figures 4 and 6 only
for the pair (LG1, COL1), for which we have: T1 = A and T2 = B + C (i.e. reading iﬁ A

instead of reading in C).
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The following assumptions are made: no key is pressed in figure 4. In figure 5,
the key 6 is pressed and hence detected in the portion A. In figure 6, the key 6 is pressed
and hence detected in the portion C.

Referring now to figure 7, we present a third countermeasure according to one
particular embodiment of the invention. It can be combined with the first
countermeasure (alone or in combination with any one of the other countermeasures).

In order to further increase the complexity of the analysis of the signals of the
columns and make the method implemented by the processor even less predictable, the
third countermeasure consists of a random choice of the order in which the processor
writes the interrogation pulse on the rows, at each iteration of the scan phase.

In the example of figure 7, in a first iteration referenced 71, the processor writes
to the rows in the following order: LG1, LG0O, LG3 and LG2. In another iteration
referenced 72, the processor writes to the rows in the following order: LG2, LG1, LG3
and LGO.

Referring now to figure 8, we present a combination of the first and second
countermeasures with a fourth countermeasure.

In the fourth countermeasure, the processor makes one or more of the following
parameters vary randomly from one row to another at each iteration of the scan phase:

- the duration of the predetermined time slot T;
- the duration of the first part T1 (reading by the processor) of the time slot T; and
- the duration of the second part T2 (writing by the processor) of the time slot T.

Thus, snooping with activation on a specific width is prevented.

In the example of figure 8, only the duration of the portion B varies randomly,
hence the duration of the predetermined time slot T also varies randomly (i.e. the case
of the duration of the second part T2, since T2 is equal to A+B or B+C). By contrast,
the duration of the first part T1 is not variable in this example (since T1 is equal to A or
O).

Referring now to figures 9, 10 and 11, we present a combination of the first and

second countermeasures with a fifth countermeasure according to one particular

embodiment of the invention.
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In the fifth countermeasure, once a pressed key has been detected during an
iteration of the scan phase (here below called an iteration of detection of pressing), this
pressed key is concealed during the following iterations of the scan phase (here below
called iterations of confirmation of pressing), until there is a detection of a release of
this key during an iteration of a scan phase (here below called an iteration of detection
of release).

Figure 9 presents an example of an iteration of detection of pressing in which a
pressing of the key 6 is detected (reading at A of the logic value “0” and then reading at
B and C of the logic value “0” for the pair (LG1, COL1)). This figure 9 is identical to
figure 5 and is not described again.

Figure 10 presents an example of an iteration of confirmation of pressing, in
which the pressing of the key 6 is confirmed (for the pair (LG1, COL1)) reading in A of
the logic value “0” then writing of the logic value “0” to B and C, i.e. T1=A and
T2=B+C). In order to conceal the pressure on this key 6, for all the other pairs (row,
column), the processor does not read the columns but writes only the logic value “0”
throughout the duration of the time slot T of the interrogation pulse (writing during A, B
and C, i.e. T2=A+B+C=T). Thus, for each time slot T, all the signals present on the
different columns are strictly identical (logic value “0” during T).

Figure 11 presents an example of an iteration of detection of release, in which
the release of the key 6 is detected (for the pair (LG1, COL1), reading in A of the logic
value “1” and then writing of the logic value “0” to B and C, i.e. T1=A and T2=B+C).

Figure 12 presents a structure of a device 10 for managing a matrix of keys of a
keypad according to one particular embodiment of the invention. This device
implements the countermeasures presented here above or a combination of certain of
these countermeasures.

In this example, the device comprises a RAM (random access memory) 123, a
central processing unit or CPU 121, equipped for example with a processor and driven
by a program stored in the ROM (read-only memory) 122. At initialization, the code
instructions of the program are for example loaded into the RAM 123 and then executed

by the processing unit 121. The processing unit 121 manages the signals on the rows
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and columns (LGO to LG3 and COLO to COL2 in this example) of the matrix of keys of
the keypad according to the instructions of the program 122, in order to implement the
totality or a part of the countermeasures described in detail further above.

This figure 12 illustrates only one particular way, among several possible ways,
of carrying out the different countermeasures described in detail here above with
reference to figures 3 to 11. Indeed, the technique of the invention can be done equally
well:

e on a reprogrammable computing machine (a processor or a microcontroller for
example) executing a program comprising a sequence of instructions, or
e a dedicated computing machine (for example a set of logic gates such as an

FPGA or an ASIC, or any other hardware module).

Should the invention be implanted in a reprogrammable computing machine, the
corresponding program (i.e. the sequence of instructions) can be stored in a detachable
storage medium (such as for example a floppy disk, a CD-ROM or a DVD-ROM) or
non-detachable storage medium, this storage medium being partially or totally readable

by a computer or a processor.
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CLAIMS
1. Mcthod for the management, by a device (10), of a matrix of keys comprising at
least one row (LGO to LG3) and at least two columns (COLO to COL2), each key
making it possible, when it is pressed, to short-circuit a row and a column of said matrix,
the method comprising at least one iteration of a scan phase comprising the following
steps for each of the rows processed successively:
- writing a predetermined logic value to the row; and
- for each column, reading a logic value on the column to determine whether the
column is short-circuited with the row, by comparison between the logic value
read and the predetermined logic value,
characterized in that, for each of the rows processed successively:
- the step for writing the predetermined logic value to the row is performed during
a predetermined time slot (T)) ;
- during said predetermined time slot (T), for each of said columns:
*  the step for reading a logic value on the column is performed during a first
part (T1) of said predetermined time slot (T);
the scan phase comprises an additional step for writing the predetermined
logic value to the column during a second part (T2) of said predetermined
time slot (T), the duration of said predetermined time slot (T) being equal to
the sum of the durations of the first and second parts.
2, The method according to claim 1, characterized in that, for each column, the
order of steps for reading and writing during the predetermined time slot is selected
randomly.
3. The method according to claim 2, characterized in that, in each predetermined
time slot, the duration of the second part of the predetermined time slot is identical for
all the columns.
4. The method according to any one of the claims 1 to 3, characterized in that the
matrix of keys comprises a plurality of rows and, at each iteration of the scan phase, the
order of successive processing of the rows is random.,
5. The method according to any one of the claims 1 to 4, characterized in that the

matrix of keys comprises a plurality of rows and, in that, during a given iteration of the

CA 2852361 2018-11-09
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scan phase (71, 72), at least one parameter varies randomly from one row to the other,
said at least one parameter belonging to the group comprising:
- the duration of the predetermined time slot;
- the duration of the first part of the predetermined time slot; and
~  the duration of the second part of the predetermined time slot.
6. The method according to any one of the claims 1 to 5, characterized in that, at
least one iteration of the scan phase, which follows an iteration during which at least one
short-circuit has been determined between a given column and a given row, comprises
the following steps:
- for cach of the successively processed rows, other than a given row that is short-
circuited with a given column:
*  for each column, writing the predetermined logic value to the column
throughout the duration of the time slot;
—  for each given row short-circuited with a given column:
*  for ecach column other than the given column, writing the predetermined
logic value to the column throughout the duration of the time slot; and
* for the given column, reading a logic value during the first part of the
time slot in order to detect a continuing or a stopping of said short-circuit
between the given column and the given row, and writing the predetermined
logic value during the second part of the time slot.
7. Computer-readable and non-transient storage medium storing a computer
program comprising a set of instructions executable by a computer or a processor to
implement the method according to any one of the claims 1 to 6.
8. Device for managing a matrix of keys comprising at least one row and at least
two columns, each key making it possible, when it is pressed, (o short-circuit a row and
a column of said matrix, the device comprising means for scanning adapted to carrying
out at least one iteration of a scan phase, the means for scanning comprising the
following means, activated for each of the rows processed successively:

- means for writing a predetermined logic value to the row; and

CA 2852361 2018-11-09
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- means for reading a logic value on each column to determine whether the column
is shorted-circuited with the row, by comparison between the logic value read
and the predetermined logic value,

characterized in that the means for scanning comprise additional means for writing,
5 and in that, for each of the rows processed successively:

- the means for writing the predetermined logic value to the row are activated
during a predetermined time slot (T);

- during said predetermined time slot (T), for cach of said columns:

*  the means for reading the logic value on the column are activated during a
10 first part (T1) of said predetermined time slot (T);
*  the additional means for writing are activated during a second part (T2) of
said predetermined time slot (T) to write the predetermined logic value to
the column, the duration of the predetermined time slot being equal to the

sum of durations of the first and second parts.

CA 2852361 2018-11-09
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