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(57) ABSTRACT 

A system, apparatus, article of manufacture, and method pro 
vides one or more distributed convergence nodes referred to 
as “Supernodes', each of which is embodied as a functional 
technology component within an application that automati 
cally determines whether said component should become 
“active' and assume the responsibility of forwarding IP mul 
ticast data present on a LAN (which supports IP multicast 
communication) to a “Routing Supernode' via a WAN 
(which does not support IP multicast communication). The 
Routing Supernode, in turn, is responsible for forwarding that 
traffic to other Supernodes present on other LANs. The traffic 
sent to and from the Routing Supernode is sent via unicast 
communication. All Supernodes are responsible not only for 
forwarding traffic present on their respective LAN across the 
WAN to a Routing Supernode, but they are also responsible 
for forwarding traffic received over the WAN from the Rout 
ing Supernode onto their own respective LANs. An election 
process determines which device in a LAN is to operate as a 
SuperNode. 
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METHOD, APPARATUS, SYSTEM, AND 
ARTICLE OF MANUFACTURE FOR 

PROVIDING DISTRIBUTED CONVERGENCE 
NODES IN A COMMUNICATION NETWORK 

ENVIRONMENT 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. The present application claims priority to and the 
benefit under 35 U.S.C. S 119(e) of U.S. Provisional Patent 
Application Ser. No. 60/908,878, entitled “METHOD, 
APPARATUS, SYSTEM, AND ARTICLE OF MANUFAC 
TURE FOR PROVIDING SUPERNODES IN A COMMU 
NICATION NETWORK ENVIRONMENT filed Mar. 29, 
2007, assigned to the same assignee as the present applica 
tion, and incorporated herein by reference in its entirety. 

TECHNICAL FIELD 

0002 This disclosure relates generally to computer soft 
ware and/or hardware for computer and communication sys 
tems networking, and more particularly but not exclusively 
relates to communication between devices through a commu 
nication network. 

BACKGROUND INFORMATION 

0003 Highly scalable, high-bandwidth applications such 
as voice over IP (VOIP) systems frequently utilize Internet 
Protocol (IP) multicast technologies to efficiently distribute 
audio communications amongst large numbers of users. 
While an extremely efficient use of available network band 
width, configuration of the IP multicast infrastructure can be 
an administratively intensive task requiring the cooperation 
and coordination of numerous stakeholders and their organi 
zations. As the distribution of IP multicast data becomes even 
more widespread within an organization and between orga 
nizations, the administrative task increases exponentially, 
resulting in increased costs and time being incurred to set up 
and maintain the network infrastructure. 
0004. The issue of network infrastructure maintenance 
becomes even more complex and time-consuming when the 
distribution of IP multicast data is required over Wide Area 
Networks (WANs)—as opposed to the (relatively) simple 
task of distributing such IP multicast traffic over Local Area 
Networks (LANs). 

BRIEF SUMMARY 

0005 One aspect provides a method for communicating in 
a communication network environment, the environment 
including at least a first, a second, and a third local area 
network (LAN) separated from each other by a wide area 
network (WAN), the LANs being IP-multicast-capable and 
the WAN being non-IP-multicast-capable. The method 
includes: 
0006 electing a device in the first LAN as a first distrib 
uted convergence node; 
0007 designating a device in the second LAN as a second 
distributed convergence node, the second distributed conver 
gence node being a routing distributed convergence node: 
0008 electing a device in the third LAN as a third distrib 
uted convergence node; and 
0009 communicating traffic between the first and third 
distributed convergence nodes via the routing distributed con 
Vergence node, wherein the traffic can be communicated 
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between devices within each of the LANs using IP multicast 
communication, and wherein the traffic can be communicated 
between the first distributed convergence node and the rout 
ing distributed convergence node and between the routing 
distributed convergence node and the second distributed con 
Vergence node using unicast communication. 
0010. Another aspect provides a system for communicat 
ing in a communication network environment, the environ 
ment including at least a first, a second, and a third local area 
network (LAN) separated from each other by a wide area 
network (WAN), the LANs being IP-multicast-capable and 
the WAN being non-IP-multicast-capable. The system 
includes: 
0011 first distributed convergence node means in the first 
LAN for communicating traffic with devices in the first LAN 
using IP multicast communication and for communicating 
traffic from the devices over the WAN via unicast communi 
cation; 
0012 second distributed convergence node means in the 
second LAN for receiving the traffic communicated via uni 
cast communication over the WAN from the first distributed 
convergence node means, the second distributed convergence 
node means being a routing distributed convergence node 
means for forwarding the traffic over the WAN using unicast 
communication; 
0013 third distributed convergence node means in the 
third LAN for receiving the traffic communicated by the 
routing distributed convergence node over the WAN using 
unicast communication, the third distributed convergence 
node means further being for distributing the received traffic 
to devices in the third LAN via IP multicast communication 
and for communicating traffic from the devices over the WAN 
to the routing distributed convergence node via unicast com 
munication; and 
0014 electing means for electing a device as first, second, 
and third distributed convergence nodes, the distributed con 
Vergence nodes being dynamically changeable as a result of 
the electing. 
0015 Still another aspect provides an apparatus adapted to 
be used in a communication network environment, the envi 
ronment including at least a first, a second, and a third local 
area network (LAN) separated from each other by a wide area 
network (WAN), the LANs being IP-multicast-capable and 
the WAN being non-IP-multicast-capable. The apparatus 
includes: 
0016 a device having a distributed convergence node 
module, the distributed convergence node module including: 
0017 an elector module to elect the device as a first dis 
tributed convergence node in the first LAN: 
0018 an identifier module to identify the device from 
other devices in the first LAN, including identification of the 
device as the elected first distributed convergence node; and 
0019 a network interface in cooperation with a processor 
to communicate with the other devices in the first LAN using 
IP multicast communication and to communicate with a rout 
ing distributed convergence node in the second LAN via the 
WAN using unicast communication if the device is elected as 
the first distributed convergence node, so as to allow the 
routing distributed convergence node to forward communi 
cation via the WAN between the first distributed convergence 
node in the first LAN and a third distributed convergence 
node in the third LAN. 
0020. Yet another aspect provides an apparatus adapted to 
be used in a communication network environment, the envi 
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ronment including at least a first, a second, and a third local 
area network (LAN) separated from each other by a wide area 
network (WAN), the LANs being IP-multicast-capable and 
the WAN being non-IP-multicast-capable. The apparatus 
includes: 
0021 a device having a routing distributed convergence 
node module, the routing distributed convergence node mod 
ule including: 
0022 an elector module to elect the device as a routing 
distributed convergence node in the second LAN: 
0023 an identifier module to identify the device from 
other devices in the second LAN, including identification of 
the device as the elected routing distributed convergence 
node; and 
0024 a network interface in cooperation with a processor 
to communicate with the other devices in the second LAN 
using IP multicast communication and to communicate with 
a first distributed convergence node in the first LAN via the 
WAN using unicast communication and to communicate with 
a third distributed convergence node in the third LAN via the 
WAN using unicast communication, so as to forward traffic 
between the first and third distributed convergence nodes over 
the WAN. 
0025 Still another aspect provides an article of manufac 
ture adapted to be used in a communication network environ 
ment, the environment including at least a first, a second, and 
a third local area network (LAN) separated from each other 
by a wide area network (WAN), the LANs being IP-multicast 
capable and the WAN being non-IP-multicast-capable. The 
article of manufacture includes: 
0026 a computer-readable medium adapted to be installed 
in one of the devices and having computer-readable instruc 
tions stored thereon that are executable by a processor to: 
0027 elect the device as a distributed convergence node: 
0028 identify the device from other devices in a same 
LAN as the device, including identification of the device as 
the elected distributed convergence node; and 
0029 communicate with the other devices in the same 
LAN using IP multicast communication and communicate 
with another distributed convergence node via the WAN 
using unicast communication, so as to enable transparent 
communication between distributed convergence nodes of 
different LANs via the WAN using unicast communication in 
a manner that makes the WAN appear to be IP-multicast 
capable. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0030 Non-limiting and non-exhaustive embodiments are 
described with reference to the following figures, wherein 
like reference numerals refer to like parts throughout the 
various views unless otherwise specified or unless the context 
is otherwise. 
0031 FIG. 1 is a logical system block diagram according 
to one embodiment. The diagram shows the manner in which 
a variety of endpoints (200-A through 200-C, 200-D through 
200-F, 200-G through 200-I, and 200-J through 200-L) are 
each capable of communicating over IP multicast within their 
own IP multicast islands (110-A, 110-B, 110-C, and 110-D 
respectively), but are not able to communicate via IP multi 
cast over the unicast network 120. In this embodiment, end 
points 200-F,200-G, and 200-K establish unicast connections 
(300-A, 300-B, and 300-C respectively) across the unicast 
network 120 to a routing node 200-A. 
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0032 FIG. 2 is a logical system block diagram in accor 
dance with one embodiment. The diagram shows the manner 
in which, within an endpoint device 200, an application mod 
ule 210 logically couples to an instance 400 of an embodi 
ment. The instance 400, in turn, is coupled to the local net 
work using IP multicast 100 as well as the unicast network 
120. 
0033 FIG. 3 is a logical system block diagram depicting 
example components according to one embodiment 400. 
0034 FIG. 4 a logical state transition diagram according to 
one embodiment. The diagram depicts the state transition 
model followed by an elector module 420 in determining 
whether a node is to transition between active and inactive 
States. 

0035 FIG.5a logical flow chart diagram according to one 
embodiment. The diagram depicts the procedure followed 
within an identifier module 430 to determine site identifica 
tion amongst nodes on an IP multicast network. 
0036 FIG. 6 is a logical flow chart diagram according to 
one embodiment. The diagram describes the procedure fol 
lowed within a processor module 440 to forward data traffic 
received into the module 400 either through the capture of 
data traffic to or from the local IP multicast 100 or of data 
traffic received over the unicast WAN connection 120. 
0037 FIG. 7 is logical transaction diagram according to 
one embodiment. The diagram shows the interaction between 
a Supernode 400-A, a Routing Supernode 400-B, and a third 
Supernode 400-C. The various stages of interaction include a 
session setup stage 900-A, a registration stage 900-B, a data 
streaming stage 900-C, an unregistration stage 900-D, and a 
session teardown stage 900-E. To reduce complexity of the 
diagram, only stage 900-C is depicted as including Supernode 
400-C. It should be understood that the same interaction 
present between nodes 400-A and 400-B is present between 
nodes 400-C and 400-B, as well as between other Supernodes 
that may be present. 

DETAILED DESCRIPTION 

0038. In the following description, numerous specific 
details are given to provide a thorough understanding of 
embodiments. The embodiments can be practiced without 
one or more of the specific details, or with other methods, 
components, materials, etc. In other instances, well-known 
structures, materials, or operations are not shown or described 
in detail to avoid obscuring aspects of the embodiments. 
0039 Reference throughout this specification to “one 
embodiment' or “an embodiment’ means that a particular 
feature, structure, or characteristic described in connection 
with the embodiment is included in at least one embodiment. 
Thus, the appearances of the phrases “in one embodiment” or 
“in an embodiment' in various places throughout this speci 
fication are not necessarily all referring to the same embodi 
ment. Furthermore, the particular features, structures, or 
characteristics may be combined in any suitable manner in 
one or more embodiments. 
0040. Unless the context requires otherwise, throughout 
the specification and claims which follow, the word “com 
prise' and variations thereof. Such as, "comprises' and "com 
prising are to be construed in an open, inclusive sense, that is 
as “including, but not limited to.”The headings provided 
herein are for convenience only and do not interpret the scope 
or meaning of the embodiments. 
0041. One solution to problems described above is an 
embodiment wherein the very applications themselves that 



US 2008/0240096 A1 

are used by users on their computers (or other types of 
devices) for communications with other such devices effec 
tively become part of the network routing infrastructure, 
coordinating with other instances of the applications to effi 
ciently distribute IP multicast data—especially but not exclu 
sively over the WAN or other network where the most admin 
istrative complexity is required on an on-going basis. Such 
technology (including related functionality) is referred to at 
times herein as "Supernode(s) and/or as equivalently as one 
or more "distributed convergence nodes' and/or more gener 
ally as at least one convergence node (including a plurality of 
convergence nodes or individual distributed convergence 
nodes). 
0042. At least some portions of the various embodiments 
of the Supernode technology can be implemented in conjunc 
tion with the various systems, apparatus, articles of manufac 
ture, and/or methods disclosed in U.S. patent application Ser. 
No. 10/977,115, entitled “WIDE AREA VOICE ENVIRON 
MENT MULTI-CHANNEL COMMUNICATIONS SYS 
TEMAND METHOD, filed Oct. 29, 2004, assigned to the 
same assignee (Twisted Pair Solutions, Inc.) as the present 
application, and incorporated herein by reference in its 
entirety. 
0043. According to one embodiment, a Supernode 
includes a functional technology component within an appli 
cation that automatically determines whether it (the compo 
nent) should become “active' and assume the responsibility 
of forwarding IP multicast data present on the LAN (or other 
network) across the WAN (or other network) to a “Routing 
Supernode' which, in turn, is responsible for forwarding that 
traffic to other Supernodes present on other LANs (or other 
networks). All Supernodes are responsible not only for for 
warding traffic present on the LAN (or other network) across 
the WAN (or other network) to a Routing Supernode, but they 
are also responsible for forwarding traffic received over the 
WAN (or other network) from the Routing Supernode onto 
their own LANs (or other network)—thereby creating the 
appearance of a “flat IP multicast network to the hosting 
application along with other multicast applications on the 
LAN (or other network). In effect, a device at location A (e.g., 
New York) can transparently communicate with another 
device at location B (e.g., Los Angeles) across what each 
believe to be a fully IP multicast enabled network. A feature 
though is that Supernodes at each location along with one or 
more Routing Supernodes are in actuality creating the 
appearance of a virtual “flat IP multicast network even 
though IP multicast is truly only present at each location (the 
individual LANs or other networks) but not between the 
locations (across the WAN or other network). Such locations 
where IP multicast is available to applications but is bordered 
at Some physical or logical boundary—beyond which IP mul 
ticast does not flow—is referred to herein as a “multicast 
island'. 
0044. A feature with Supernodes according to an embodi 
ment is that they are part of the applications themselves (and 
not separate Solutions), and that the Supernode components 
present within each application communicate with each other 
in near real-time over the IP network to determine which 
component housed on which device on the network will 
become the forwarding entity. 
0.045 One embodiment's use in the form of an end-user 
application in a client device is not its only implementation. 
Another embodiment is also used on non-user computing 
devices such as server computers and specialized appliances. 
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In either case (end-user or otherwise), the same functionality 
afforded by the embodiment(s) to one implementation may 
be afforded the other. 

0046. The functionality of the embodiment(s) is to create 
a virtualized IP multicast network comprising of two or more 
IP multicast enabled networks separated by one or more 
non-IP multicast capable networks. As such, an embodiment 
is responsible for inserting itself into an application or device 
designed for IP multicast such that data received from and 
transmitted to the IP multicast network by the application or 
device is relayed by unicast connection across the intervening 
non-IP multicast enabled networks. The result of this opera 
tion is that applications or devices across the entire network— 
including those on different sides of non-IP multicast enabled 
networks—are capable of communicating with each other 
using IP multicast even though IP multicast is not available 
end-to-end across the entire network. 

0047 For the sake of simplicity of explanation hereinafter, 
the various networks in which the embodiments are imple 
mented will be described in terms of LANs and WANs. 
Embodiments may be implemented in other types of net 
works, which may be variations and/or combinations of 
WANs and LANs, or completely different from WANs and 
LANS. 

0048. As depicted in FIG. 1, in an embodiment, routing 
node 200-A functions to route traffic received across unicast 
connections 300-A, 300-B, and 300-C to all other unicast 
connections (and thus operates as a routing Supernode or as a 
routing distributed convergence node), as well as functioning 
to forward such traffic to its own local IP multicast network 
100-A. Nodes receiving traffic over unicast connection from 
routing node 200-A follow similar operation forwarding 
such traffic to their own respective IP multicast networks. For 
example: data received by routing node 200-A from endpoint 
200-F over unicast connection 300-A is routed by routing 
node 200-A to endpoints 200-G and 200-K over their respec 
tive unicast connections 300-B and 300-C. In addition, rout 
ing node 200-A functions to forward traffic received over 
unicast connections to the local IP multicast network 100-A 
thereby making such traffic available to endpoints 200-B and 
200-C. Similarly, endpoints receiving unicast traffic across 
the Wide Area Network 120 function to forward such traffic to 
their own local IP multicast network, making such traffic 
available to endpoints local to their respective networks. For 
example: traffic received from routing node 200-A by end 
point 200-K over unicast connection 300-C is forwarded by 
endpoint 200-K to the local IP multicast network 100-D mak 
ing Such traffic available as multicast traffic to endpoints 
200-J and 200-L. In addition, nodes 200-A, 200-F, 200-G, 
and 200-K also serve to forward traffic received over the 
unicast WAN 120 to the application they are hosted within or 
coupled to, so as to create the same appearance of virtualized 
IP multicast for the hosting/coupled application as is created 
for other nodes on each node's respective local IP multicast 
network. 

0049. In one embodiment, each of said endpoints is asso 
ciated with a network address, such as an IP address. The 
network address of any particular endpoint designated/ 
elected as a Supernode or as a Routing Supernode can be 
made known to all other Supernodes. The address can be 
made known, for example, by statically programming or oth 
erwise providing each Supernode with the IP address of a 
Routing Supernode. Alternatively or additionally, the IP 
address of the Routing Supernode can be made known to 



US 2008/0240096 A1 

other Supernodes in a dynamic manner. Such as by broadcast 
ing the address or otherwise communicating the address to 
the various Supernodes. 
0050. According to various embodiments, the nodes 200 
may implemented on or as a device Such as a client device 
and/or on non-user computing devices such as server com 
puters and specialized appliances. Examples of client devices 
include, but are not limited to, personal computers (PCs), 
laptops, wireless devices (such as cellular telephones, PDAs, 
and so forth), set top boxes, and/or any other portable or 
stationary electronic communication device that can have 
network connectivity. Examples of non-user devices can 
include servers (as mentioned above), routers, Switches, and 
other wireless and/or hardwired device that can have network 
connectivity. 
0051 Node Election 
0052 An embodiment of a Supernode module 400 as 
depicted in FIG. 2 and FIG. 3., upon learning of the unique IP 
address/port pairs of the IP multicast data streams that an 
application 210 is currently processing, creates a state 
machine within itself in elector module 420 to represent that 
particular address/port pair. Such learning may occur in a 
multitude of ways including, but not limited to, static con 
figuration, via an application programming interface 410 pro 
vided to the application by an embodiment, and through 
insertion in the pathway between the application and the IP 
multicast network. 

0053. In a similar embodiment, the elector module 420 is 
responsible for determining whether the current instance of 
the embodiment will be responsible for processing IP multi 
cast traffic across a unicast network, or whether another 
instance on the same IP multicast network will be the respon 
sible proxy entity. Such determination of a state of being 
active or inactive is made through a state machine dia 
grammed in FIG. 4 wherein an election token, once generated 
by each instance of the elector on the network, is utilized in 
conjunction with the State machine's operation. The token 
may take the form of a simple random number or be calcu 
lated using varying degrees of Sophistication including, but 
not limited to, the device's current resource utilization includ 
ing, but not limited to memory, CPU, network bandwidth, and 
disk space. The election token may also include a variety of 
other components such as instance rank level, values indicat 
ing a device's desire (or lack thereof) to become active, etc. 
Note that the list presented is not fully exhaustive of the 
various ways in which an election token may be determined. 
0054. In an embodiment of the elector module 420 
described in FIG. 4, the state machine within the elector 
module 420, transitions between different states. The elector 
listens on the local IP multicast for election tokens from other 
instances of the elector or similarly implemented or compat 
ible embodiments on that IP multicast network. Upon receipt 
of varying messages types and/or expiration of a timer within 
the elector module, the state machine determines, based on 
comparison of numerical values of the election token 
received from peers (denoted as “Peer Token in FIG. 4) and 
its own token (denoted as “My Token” in FIG. 4), whether the 
current instance of the embodiment shall transition to active 
or inactive states. In one example embodiment, a particular 
elector module 420 “wins' the election if its token (in the 
form of a random number) has the least/Smallest value as 
compared to the random number value of the tokens of its 
peers. Of course, this is only one example implementation for 
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determining a winner—other embodiments may use other 
types of criteria for determining the winner of the election. 
0055. In the event an instance transitions to an active state, 
that instance begins transmitting its own token onto the local 
IP multicast network such that other instances of the elector 
on Such local IP multicast may process the token according to 
similar or compatible embodiments of the state machine 
logic. 
0056. Upon determination that the current entity is to be 
the active entity, the processor module 440 is notified of such 
determination—constituting an activation of forwarding of IP 
multicast data traffic across a unicast network connection. At 
the same time, the elector transitions to a state of sending out 
its own beacon until such time that another elector on the 
network takes over control as described above. 
0057. Once forwarding is activated, the processor module 
440 captures IP multicast traffic received and transmitted by 
the application 210, forwarding Such traffic across the unicast 
network connection 120 via the network interface module 
450. Such forwarding takes places in one embodiment only if 
the far-end has registered a desire in receiving Such traffic. 
Such determination is made by the far-end and communicated 
to the processor module 440 on the local active entity via the 
unicast connection 120. 
0058 Processor 
0059. The operation of the processor 440, as depicted in 
FIG. 6 rests in one embodiment on the source of the data 
traffic entering the processor module. If the traffic was 
received over a unicast connection, that data traffic is passed 
on to the hosting/coupled application; giving the application 
the appearance that the data traffic was received on its own 
local IP multicast interface. Such passing of data traffic from 
the embodiment to the hosting/coupled application may take 
a number of forms including, but not limited to, notification 
from the embodiment to the application through an applica 
tion programming interface or insertion into the data traffic 
flow between the application and the network interface. 
0060. If the traffic was received from the application either 
through notification of the application to the instance of the 
embodiment through an application programming interface, 
through insertion into the flow of network data traffic between 
the application and the network interface, or other viable 
means of interception or data traffic capture; that data is 
encrypted, encapsulated, and distributed via the processor 
module 440 to all far-end entities coupled to the instance of 
the embodiment and who have registered a desire to receive 
such traffic. 
0061. In an embodiment, the processor module 440 makes 
use of well-known encryption logic Such as the Advanced 
Encryption Standard (AES) or other suitable encryption tech 
nique to encrypt data to be transmitted across the unicast 
network 120. The receiving end of the unicast connection 
120, upon receiving data traffic from a unicast transmitter, 
proceeds to decrypt that data traffic using the decryption logic 
employed by the encryption module on the transmitting end. 
0062. Additionally, in an embodiment, the processor mod 
ule 440, may optionally make use of data filtering and con 
version functionality to facilitate enhanced transmission of 
forwarded data across the unicast connection 120. Such data 
filtering may include, but is not limited, to media re-packeti 
Zation and transcoding; being the conversion of Such media 
between different data packet sizes and/or encoding types for 
purposes of bandwidth reduction, media enhancement, and 
other media-modification features desired by a user. Data 
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filtering may also include specialized data caching to further 
reduce the transport of redundant data across the unicast link. 
0063 Site Identification 
0064 Returning to FIG. 5 wherein determination of a site 
identifier is depicted, an instance of an embodiment deter 
mines, at initiation of operation, what the unique identifier is 
for the location or “site' where the instance is operating. Such 
an identifier is useful to the efficient operation of the embodi 
ment as it is used to communicate to nodes at other sites the 
fact that a particular site—including the individual applica 
tion entities at that site—are no longerpresent on the network. 
(The term “network' here being understood for one embodi 
ment to be the entire network and not just the individual site 
network or component of the entire network). Such tracking 
of the presence of individual devices at remote locations 
allow devices at other locations to quickly and efficiently add 
or remove presence information of said devices in the event of 
network outages and other unforeseen events. 
0065. In an embodiment, determination of the site identi 
fier is accomplished by the flow chart depicted in FIG. 5. At 
initiation of activity, a local instance of the identifier module 
430 begins by listening on the local IP multicast network for 
a message from another similar or compatible entity trans 
mitting a site identifier. If such a message is received, the local 
instance stores this identifier and proceeds to use it in its 
operation as described below. 
0.066. If no such identifier is received within a reasonable 
time, the local instance determines whether it had previously 
received and stored an identifier. If this is not the case, the 
local instance proceeds to generate and store its own unique 
identifier according to a unique identifier generation scheme 
such as the algorithm utilized to calculate a Globally Unique 
Identifier (GUID). 
0067 Subsequently, the local instance begins on-going 
transmission of the site identifier whether previously 
received and stored or previously generated and stored. Once 
this process begins, an embodiment will continue to do so 
until such time the instance of the embodiment becomes 
inactive or is shut down. 
0068. Session Setup 
0069. In an embodiment, establishment and maintenance 
of a “session” between two unicast entities is contemplated. 
Such a session is deemed to be established and maintained for 
the duration of the existence of a need for the two entities on 
either end of a unicast network to be coupled. 
0070. In an embodiment, the establishment of a session is 
implemented via a reliable unicast connection such as TCP 
between two entities—for example nodes 200-F and 200-A 
from FIG. 1 and depicted as 400-A and 400-B in FIG. 7. Such 
establishment as shown in FIG. 7 item 900-A comprises, of a 
multi-stage interaction wherein the connecting entity 400-A 
initiates a connection through a session setup request to entity 
400-B. Such request, upon being received by the entity 400-B 
causes entity 400-B to generate a session encryption key to be 
used for encryption purposes in all Subsequent interactions. 
The generation of the session encryption key may take the 
form of a number of methods including, but not limited to, 
public/private key generation as part of an asymmetric cryp 
tography technique such as Diffie-Helman, DSS, and RSA. 
This key is then communicated back to entity 400-A from 
entity 400-B using the unicast connection established during 
the entity 400-A's session setup request. 
0071. The next step during stage 900-A constitutes entity 
400-A encrypting (using the encryption keys generated and 
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agreed upon during the step described above and an agreed 
upon or previously configured algorithm Such as AES) 
access, authentication, and authorization (AAA) information 
including, but not limited to, a system identifier, a unique 
location or “site' identifier, client authorization and other 
identifying characteristics required for the establishment of a 
session between entity 400-A and 400-B. Such encrypted 
information is transmitted to entity 400-B by entity 400-A 
over the unicast connection. 

0072. Upon receipt of aforementioned AAA information, 
entity 400-B proceeds to grant or deny access to entity 400 
A resulting in the final step in stage 900-A of an acknowl 
edgement of the session establishment. Such processing of 
AAA information may include, but not be limited to, self 
processing by entity 400-B or entity 400-B interfacing with 
an external entity such as RADIUS or ActivelDirectory for full 
or partial processing of the AAA information. 
0073 
0074. Upon establishment of the session, an embodiment 
causes an iterative interaction 900-B, 900-C, and 900-D to 
ensue over the course of time, during which entity 400-A 
registers its intent to forward and receive data traffic for 
unique address/port pairs the hosting/coupled application is 
processing. Such intent is based on activation of the processor 
module for unique address/port pairs as determined by the 
elector module 420 and described above. During a registra 
tion, entity 400-A notifies its intent to forward and receive 
traffic for unique stream identifiers, including but not limited 
to, address/port pairs by transmitting details of said stream 
identifiers to the routing entity 400-B. This action causes 
entity 400-B to establish forwarding and routing tables within 
itself in processor module 440 such that traffic received into 
entity 400-B is forwarded to other coupled entities over uni 
cast whom have similarly registered Such stream identifiers. 
In response to the registration notification as described above, 
entity 400-B transmits back to entity 400-A acceptance of the 
registration notification. This action causes entity 400-A to 
begin forwarding of self-generated and local IP multicast 
traffic as, described above, to entity 400-B for distribution 
according to the logic flow chart depicting Such in FIG. 6. 
This action also causes entity 400-B to include distribution of 
locally received IP multicast data as well as data received over 
unicast from other coupled entities (such as 400-C in FIG. 7) 
to entity 400-A. 
0075 Streaming of data over the unicast connection is 
then maintained for the duration of the registration. In an 
embodiment, Such streaming may occur over a reliable uni 
cast connection (such as TCP), over a “best-effort connec 
tion utilizing a protocol such as UDP, or combination thereof 
according to desired preconfigured or dynamically deter 
mined performance requirements. In Such an embodiment, 
and where a best-effortunicast connection is utilized for data 
streaming, entities participating in the unicast data stream 
connection may actively communicate from receiving entity 
to transmitting entity information Such as packet loss statis 
tics and recommendations for packet loss concealment tech 
niques to be employed. Such packet loss concealment tech 
niques include, but are not limited to, oversending of packets 
by the transmitting entity, inclusion of components of previ 
ously transmitted packets within a packet, sequence numbers 
to track lost packet numbers for purposes of requesting 
resends of individual lost packets, and so forth. Note that 
numerous varieties and embodiments of packet loss conceal 
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ment techniques exist and the afore-mentioned list does not 
constitute an exhaustive list of Such techniques that may be 
employed by an embodiment. 
0076. In an embodiment, data streamed over the unicast 
connection (reliable, best-effort, or otherwise) is encrypted 
utilizing the previously described encryption keys and asso 
ciated algorithms. Such encrypted data constitutes the pay 
load being transmitted over the unicast connection and is 
preceded by encapsulation information Such that the receiv 
ing entity may properly process the streamed data. Such 
encapsulation information includes, but is not limited to, the 
unique identifier of the transmitting entity and the Source 
stream identifier from whence the payload was obtained (and 
therefore the destination to which the transmitting unicast 
endpoint wishes the data to be forwarded to). Such streaming 
interaction continues for the duration of the registration. 
0077. In the event a node such as 400-A becomes inactive 
for a particular stream identifier in accordance with the elec 
tion logic detailed earlier, node 400-A proceeds to notify 
entity 400-B of its intent to stop further processing of data for 
that particular stream identifier. Such notification is similar in 
nature to the registration process described earlier—the dif 
ference being that an unregistration is performed rather than 
a registration operation. In response, entity 400-B proceeds to 
remove from its routing table details of forwarding for the 
unique stream identifier for the unregistering entity and 
ceases to process data traffic received over the unicast con 
nection from that entity. 
0078 Part of the process of streaming data is the contem 
plation of detection of duplicated data. Such an event may 
occur due to a variety of reasons including, but not limited to 
transmission latency over the various intervening networks, 
erroneous implementations within embodiments, invalid 
configurations by maintenance personnel or systems, and so 
forth. Such occurrences may result in temporary or Sustained 
duplication of data traffic received from simultaneously 
active nodes within a particular IP multicast network. 
0079 Duplicate Detection 
0080. In an embodiment, duplicate detection falls within 
the purview of the processor module 440, which examines 
each packet and keeps track of a list of previously processed 
packets. For each packet a unique signature is calculated 
according to the MD5 algorithm. This signature is stored in a 
list and the signature of each packet entering the processor 
module 440 is compared against this list. In the event a dupli 
cate signature is found and certain thresholds are met, the 
packet is rejected preventing furtherforwarding of the 
duplicate packet and thereby creating a packet loop. The 
parameters defined for the length of the list and the relevant 
thresholds beyond which packets are not forwarded may be 
actively determined by the embodiment and/or defined by 
personnel or other devices acting in a maintenance role. It is 
noted that in one embodiment, the algorithm used for packet 
signature determination may include MD5 but is not limited 
to Such algorithm. Any viable and applicable algorithm may 
be utilized for this purpose in various embodiments. 
0081. In summary of this description, interactions 900-B, 
900-C, and 900-D continue iteratively over the course of the 
session being established. 
0082 Session Teardown 
0083. In the event an entity of an embodiment becoming 
wholly inactive or in the situation where no stream identifier 
are being processed by said entity, the session previously 
established during step 900-A is destroyed. This interaction 
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takes the form of step 900-E wherein a session teardown 
message is transmitted by entity 400-A to entity 400-B. The 
action taken by entity 400-B in response to such message is to 
remove all entries for entity 400-A from its internal routing 
tables and to cease forwarding traffic to or processing traffic 
from entity 400-A. In an embodiment, such “ordered tear 
down is not strictly required as a simple disconnection of the 
unicast connection between the entities is sufficient enough to 
constitute an automatic tear down within each entity. 
I0084. The various operations represented in the illustrated 
flowcharts and described above can be implemented in one 
embodiment by software or other computer-readable instruc 
tions encoded on or otherwise stored on a computer-readable 
medium (such as a memory in the form of ROM, RAM, other 
type of hardware memory), and executable by one or more 
processors. For example, the processor and computer-read 
able medium storing the computer-readable instructions can 
be present in one or more of the devices described above, such 
as at the devices implementing the nodes 200-A, 200-F, etc. 
The processor 440, for example in one embodiment, of the 
node 200 can execute the computer-readable instructions 
stored in a memory or other computer-readable storage 
medium at the node 200. In one embodiment, the various 
modules/components shown in FIGS. 2-3 can be imple 
mented by software, hardware, and/or a combination of both. 
For instance, the application 210 and certain components of 
the module 400 (shown in FIG. 3) can be implemented as 
Software stored on the computer-readable medium, and 
executable by the processor 440 (such as a processor imple 
mented at least in part by hardware). 
0085. The various embodiments described above can be 
combined to provide further embodiments. All of the above 
U.S. patents, U.S. patent application publications, U.S. patent 
applications, foreign patents, foreign patent applications and 
non-patent publications referred to in this specification and/or 
listed in the Application Data Sheet, are incorporated herein 
by reference, in their entirety. Aspects of the embodiments 
can be modified, if necessary to employ concepts of the 
various patents, applications and publications to provide yet 
further embodiments. 
I0086. The above description of illustrated embodiments, 
including what is described in the Abstract, is not intended to 
be exhaustive or to limit the embodiments to the precise forms 
disclosed. While specific embodiments and examples are 
described herein for illustrative purposes, various equivalent 
modifications are possible and can be made. 
I0087. For example, embodiments are not restricted to any 
particular data type, end device type, data format, communi 
cation format or protocol, manufacturer device model, net 
work device type, specific sequence of operations (for 
example, some operations described herein may be per 
formed sequentially and/or simultaneously), etc. 
0088. These and other modifications can be made to the 
embodiments in light of the above detailed description. The 
terms used in the following claims should not be construed to 
be limited to the specific embodiments disclosed in the speci 
fication and the claims. Instead, the terms used in the claims 
should be construed to include all possible embodiments 
along with the full scope of equivalents to which Such claims 
are entitled. Accordingly, the claims are not limited by the 
disclosure. 

What is claimed is: 
1. A method for communicating in a communication net 

work environment, said environment including at least a first, 
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a second, and a third local area network (LAN) separated 
from each other by a wide area network (WAN), said LANs 
being IP-multicast-capable and said WAN being non-IP-mul 
ticast-capable, the method comprising: 

electing a device in said first LAN as a first distributed 
convergence node; 

designating a device in said second LAN as a second dis 
tributed convergence node, said second distributed con 
Vergence node being a routing distributed convergence 
node: 

electing a device in said third LAN as a third distributed 
convergence node; and 

communicating traffic between said first and third distrib 
uted convergence nodes via said routing distributed con 
Vergence node, wherein said traffic can be communi 
cated between devices within each of said LANs using 
IP multicast communication, and wherein said traffic 
can be communicated between said first distributed con 
Vergence node and said routing distributed convergence 
node and between said routing distributed convergence 
node and said second distributed convergence node 
using unicast communication. 

2. The method of claim 1 wherein designating the device in 
said second LAN as the second distributed convergence node 
includes electing said device as the routing distributed con 
Vergence node. 

3. The method of claim 2 wherein electing a device in any 
of said LANs as a distributed convergence node includes 
electing a component of an application in said device as a 
distributed convergence node. 

4. The method of claim 1 wherein said communicating 
traffic between said first and third distributed convergence 
nodes via said routing distributed convergence node includes 
transparently communicating across said WAN via said rout 
ing distributed convergence node, such that each of said first 
and third distributed convergence nodes communicate with 
each other via said routing distributed convergence node as if 
said WAN is IP-multicast-capable. 

5. The method of claim 1, further comprising at least one or 
more of: 

determining a site identifier associated with each distrib 
uted convergence node; 

performing dynamic oversending: 
applying security to traffic sent to and from said routing 

distributed convergence node; or 
performing encapsulation of data contained in said traffic 

sent to and from said routing distributed convergence 
node. 

6. The method of claim 1 wherein each distributed conver 
gence node is adapted to receive first traffic from any other 
device in their respective LAN via IP multicast communica 
tion and is adapted to forward said first traffic to said routing 
distributed convergence node via unicast communication, 
and is further adapted to receive second traffic from said 
routing distributed convergence node via unicast communi 
cation and to distribute said second traffic to devices in their 
respective LAN via IP multicast communication. 

7. The method of claim 1 wherein said electing includes 
using a state machine process to activate a state of a device to 
indicate election thereof, a deactivated state of said device 
indicating non-election thereof. 

8. The method of claim 1 wherein said communicating 
includes: 
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performing a session setup stage between said first distrib 
uted convergence node and said routing distributed con 
Vergence node: 

performing a registration stage between said first distrib 
uted convergence node and said routing distributed con 
Vergence node: 

conducting a data streaming stage between said first dis 
tributed convergence node and said routing distributed 
convergence node and between said routing distributed 
convergence node and said third distributed conver 
gence node: 

performing an unregistration stage between said first dis 
tributed convergence node and said routing distributed 
convergence node; and 

performing a session teardown stage between said first 
distributed convergence node and said routing distrib 
uted convergence node. 

9. A system for communicating in a communication net 
work environment, said environment including at least a first, 
a second, and a third local area network (LAN) separated 
from each other by a wide area network (WAN), said LANs 
being IP-multicast-capable and said WAN being non-IP-mul 
ticast-capable, the system comprising: 

first distributed convergence node means in said first LAN 
for communicating traffic with devices in said first LAN 
using IP multicast communication and for communicat 
ing traffic from said devices over said WAN via unicast 
communication; 

second distributed convergence node means in said second 
LAN for receiving said traffic communicated via unicast 
communication over said WAN from said first distrib 
uted convergence node means, said second distributed 
convergence node means being a routing distributed 
convergence node means for forwarding said traffic over 
said WAN using unicast communication; 

third distributed convergence node means in said third 
LAN for receiving said traffic communicated by said 
routing distributed convergence node over said WAN 
using unicast communication, said third distributed con 
Vergence node means further being for distributing said 
received traffic to devices in said third LAN via IP mul 
ticast communication and for communicating traffic 
from said devices over said WAN to said routing distrib 
uted convergence node via unicast communication; and 

electing means for electing a device as first, second, and 
third distributed convergence nodes, said distributed 
convergence nodes being dynamically changeable as a 
result of said electing. 

10. The system of claim 9, further comprising at least one 
or more of: 
means for determining a site identifier associated with each 

distributed convergence node; 
means for performing dynamic oversending: 
means for applying security to traffic sent to and from said 

routing distributed convergence node, 
means for detection duplicate packets in traffic; or 
means for performing encapsulation of data contained in 

said traffic sent to and from said routing distributed 
convergence node. 

11. The system of claim 9, further comprising: 
means for performing a session setup stage between said 

first distributed convergence node and said routing dis 
tributed convergence node, 
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means for performing a registration stage between said first 
distributed convergence node and said routing distrib 
uted convergence node; 

means for conducting a data streaming stage between said 
first distributed convergence node and said routing dis 
tributed convergence node and between said routing dis 
tributed convergence node and said third distributed 
convergence node; 

means for performing an unregistration stage between said 
first distributed convergence node and said routing dis 
tributed convergence node; and 

means for performing a session teardown stage between 
said first distributed convergence node and said routing 
distributed convergence node. 

12. The system of claim 9 wherein said first, second, and 
third distributed convergence node means include a compo 
nent of an application residing on a device. 

13. An apparatus adapted to be used in a communication 
network environment, said environment including at least a 
first, a second, and a third local area network (LAN) separated 
from each other by a wide area network (WAN), said LANs 
being IP-multicast-capable and said WAN being non-IP-mul 
ticast-capable, the apparatus comprising: 

a device having a distributed convergence node module, 
said distributed convergence node module including: 

an elector module to elect said device as a first distributed 
convergence node in said first LAN, 

an identifier module to identify said device from other 
devices in said first LAN, including identification of said 
device as the elected first distributed convergence node: 
and 

a network interface in cooperation with a processor to 
communicate with said other devices in said first LAN 
using IP multicast communication and to communicate 
with a routing distributed convergence node in said sec 
ond LAN via said WAN using unicast communication if 
said device is elected as the first distributed convergence 
node, so as to allow said routing distributed convergence 
node to forward communication via said WAN between 
said first distributed convergence node in said first LAN 
and a third distributed convergence node in said third 
LAN. 

14. The apparatus of claim 13 wherein said distributed 
convergence node module is embodied in Software execut 
able by said processor. 

15. An apparatus adapted to be used in a communication 
network environment, said environment including at least a 
first, a second, and a third local area network (LAN) separated 
from each other by a wide area network (WAN), said LANs 
being IP-multicast-capable and said WAN being non-IP-mul 
ticast-capable, the apparatus comprising: 

a device having a routing distributed convergence node 
module, said routing distributed convergence node mod 
ule including: 

an elector module to elect said device as a routing distrib 
uted convergence node in said second LAN: 

an identifier module to identify said device from other 
devices in said second LAN, including identification of 
said device as the elected routing distributed conver 
gence node; and 

a network interface in cooperation with a processor to 
communicate with said other devices in said second 
LAN using IP multicast communication and to commu 
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nicate with a first distributed convergence node in said 
first LAN via said WAN using unicast communication 
and to communicate with a third distributed conver 
gence node in said third LAN via said WAN using uni 
cast communication, so as to forward traffic between 
said first and third distributed convergence nodes over 
said WAN. 

16. The apparatus of claim 15 wherein said routing distrib 
uted convergence node module is embodied in Software 
executable by said processor. 

17. The apparatus of claim 15 wherein said routing distrib 
uted convergence node module is adapted to perform a ses 
sion setup stage between said first distributed convergence 
node and said routing distributed convergence node, perform 
a registration stage between said first distributed convergence 
node and said routing distributed convergence node, conduct 
a data streaming stage between said first distributed conver 
gence node and said third distributed convergence node, per 
form an unregistration stage between said first distributed 
convergence node and said routing distributed convergence 
node, and perform a session teardown stage between said first 
distributed convergence node and said routing distributed 
convergence node. 

18. An article of manufacture adapted to be used in a 
communication network environment, said environment 
including at least a first, a second, and a third local area 
network (LAN) separated from each other by a wide area 
network (WAN), said LANs being IP-multicast-capable and 
said WAN being non-IP-multicast-capable, the article of 
manufacture comprising: 

a computer-readable medium adapted to be installed in one 
of said devices and having computer-readable instruc 
tions stored thereon that are executable by a processor 
tO: 

elect said device as a distributed convergence node; 
identify said device from other devices in a same LAN as 

said device, including identification of said device as the 
elected distributed convergence node; and 

communicate with said other devices in the same LAN 
using IP multicast communication and communicate 
with another distributed convergence node via said 
WAN using unicast communication, so as to enable 
transparent communication between distributed conver 
gence nodes of different LANs via the WAN using uni 
cast communication in a manner that makes said WAN 
appear to be IP-multicast-capable. 

19. The article of manufacture of claim 18 wherein said 
machine-readable medium is located in said device, which is 
elected as a routing distributed convergence node. Such that 
said routing distributed convergence node forwards traffic 
between distributed convergence nodes of other LANs over 
the WAN using unicast communication. 

20. The article of manufacture of claim 18 wherein said 
machine-readable medium is located in said device, which is 
elected as a distributed convergence node to communicate 
with a routing distributed convergence node, Such that said 
elected distributed convergence node communicates traffic 
with said routing distributed convergence node over said 
WAN using unicast communication so as to allow said rout 
ing distributed convergence node to forward said traffic over 
said WAN to another distributed convergence node of another 
LAN using unicast communication. 
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