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(54) Title: SIMULATOR FOR SYSTEM TESTING

(57) Abstract: A method for simulating a transaction device is disclosed. A
simulation device can be loaded with a predefined set of output messages to

THE SIMULATION DEVICE RECEIVES INSTRUCTIONS FOR A TEST TRANSACTION, THE
INSTRUCTIONS INCLUDING A SET OF PREDEFINED QUTPUT MESSAGES AND PREDEFINED
INPUT MESSAGES CONFIGURED TO SIMULATE A SPECIFIC TRANSACTION SCENARIO
5602

THE SIMULATION DEVICE AND AN ACCESS DEVICE ENGAGE IN A TRANSACTION
COMMUNICATION SESSION IN ORDER TO OBSERVE HOW A TRANSACTION SYSTEM REACTS
TO THE SPECIFIC TRANSACTION SCENARIO
§604

Il

THE ACCESS DEVICE SENDS A TRANSACTION INPUT MESSAGE TO THE SIMULATION DEVICE
5606

!

THE SIMULATION DEVICE DETERM INES THAT THE TRANSACTION INPUT MESSAGE MATCHES
A PREDEFINED INPUT MESSAGE
S608

THE SIMULATION DEVICE IDENTIFIES A PREDEFINED CUTPUT MESSAGE BASED ON THE
MATCHED PREDEFINED INPUT MESSAGE
5610

1

THE SIMULATION DEVICE SENDS THE PREDEFINED QUTPUT MESSAGE TO THE ACCESS
DEVICE

8612

!

THE ACCESS DEVICE PROCESSES THE TRANSACTION BASED ON THE RECEIVED
PREDEFINED QUTPUT MESSAGE
S614

{

THE ACCESS DEVICE GENERATES A TRANSACTION REPORT
$616

I

THE ACCESS DEVICE SENDS THE TRANSACTION REPORT TO THE SIMULATION DEVICE
INDICATING HOW THE TRANSACTION SYSTEM REACTED TQ THE SPECIFIC TRANSACTION
SCENARIO
$618

FIG. 6

send in response to cettain input messages, the output messages simulating
messages sent by a transaction device. The simulation device can simulate a
! properly functioning transaction device, as well as a malfunctioning transac-
tion device.
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SIMULATOR FOR SYSTEM TESTING
CROSS REFERENCE TO RELATED APPLICATIONS

1o001] None.

V4]

BACKGROUND

[0002] There are many types of transaction devices, and each transaction
device provides different pieces of information when conducting a transaction.
Additionally, the same transaction device may provide different types of information
during different transaction scenarios. For example, physical contact-based

10 transactions may involve different communications than contactiess communication-

bhased transactions.

[0003] it is often desirable to make sure that an access device can correctly

process transactions for each type of transaction device and each transaction

scenario. This can mean running hundreds or even thousands of test transaclions at
15 the access device {0 ensure total compatibility. Typically a different transaction

device with a spedific logic and configuration is used for each test transaction.

[0004] This presents a problem, as it is costly {0 create and distribute a baich

of test transaction devices 1o each remotely located access device. Additionally, itis

difficult to identify error trends on a global scale, as each ransaction is conducted
26 separately in a remote location. Further, a skilled technical operator is needed (o

manually run each test and make sure everything is working properly.

[0005] Embodiments of the invention address these and other problems

individualiy and collectively.
SUMMARY

25  [0008] Embodiments of the invention are direclted to a simulation device that

simulates different transaction devices and transaction scenarios. The simulation
1
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device can replace an entire baich of test transaciion devices by simulating the
functionalily of each transaction device, thereby reducing the cost of generating and
distributing a batch of devices. Further, the simulation device may not nesd to
incorporate the actual logic and programming of a transaction device, thereby
simplifying the creation of test transactions and reducing the exposure of card logic.
Instead, the simulation device can include, for each test transaction, a set of
predefined input messages that are mapped o a set of predefined output messages

designed o simulaie an output from a specific transaction device.

10007 Embodiments of the invention further provide a simulation device that
can simulate a malfunctioning transaction device. The simulation device can send
messages with incorrect information, bad formatting, or any other suitable error. As
a result, the simulation device can test how a computing device, as well as other

components in a transaction system, react to a malfunctioning transaction device.

(0008 In some embodiments, the simulation device can be remotely loaded
with test transaction instructions, and thereby be updated even when in the field.
Also, the simulation device can automaticaliy run test transactions and then repori
any resulis back to a central computer or testing facility, thereby eliminating the need

for a skilled technical cperator.

(00097 One embodiment of the invention is directed to a method. The method
comprises engaging in a transaction communication session with a computing
device in order to observe how a transaction system reacts to a specific transaction
scenario. The simulation device stores instructions for a test transaction. The
instructions include a set of predefined output messages and predefined input
messages configured to simulate the specific transaction scenario. The method also
includes receiving a transaction input message from the computing device,
determining that the transaction input message matches a predefined input
message, and identifying a predefined cutput message based on the matched

predefined input message. The method further comprises sending the predefined

[ o]
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output message to the computing device. A transaction report is generated that

indicates how the computing device reacted to the specific transaction scenario.

(60107 Anocther embodiment of the invention is directed (o a simulation device

configured o perform the above-described method.

5 [0011] Another embodiment of the invention is directed io a method
comprising engaging in a transaction communication session with a simulation
device and sending a transaction input message 1o the simulation device. The
simulation device determines that the transaction input message maiches a
predefined input message, and the simulation device identifies and transmiis a

10 predefined output message based on the maiched predefined input message. The
method also includes receiving the predefined oculput message from the simulation
device. The predefined oulput message is a part of a set of predefined ocutput
messages configured to simuiate a specific transaction scenario. The method
further comprises processing the transaction based on the received predefined

15 output message. A transaction report is generated that indicates how the computing

device reacted 1o the specific transaction scenario.

10012} Anocther embodiment of the invention is direcled to a compulting device

configured to perform the above-described method.

10013] Further details regarding embodiments of the invention can be found in

26 the Detailed Description and the Figures.
BRIEF DESCRIFTION OF THE DRAWINGS

10014} F1G. 1 shows a block diagram of a system accerding to an embodiment

of the invention.

[0015] FIG. 2 shows a block diagram of an exemplary access device

25  according 1o an embodiment of the invention.

(0016} FiG. 3 shows a block diagram of an exemplary simulation device in the

form of a card, according to an embodiment of the invention.

o

3
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[0017] FIG. 4 shows a block diagram of an exemplary simulation device in the

form of a mobile device according to an embodiment of the invention.

[o018] FIGS. 5A-8B show a flow diagram illustrating an example of

transaction communications, according to embodiments of the invention.

5 [6019] FIG. 8 shows a flow diagram illustrating an exemplary fransaction

simulation process, according {0 embodiments of the inventiorn.
DETAILED DESCRIPTION

[0020] Embodiments of the present invention are directed o a simulation
device for simulating a transaction device. The simuiation device can interact with
10 an access device to conduct g fransaction, sending communications that mimic
communications that could be sent by a transaction device. The simulation device
can simulate the funclionality of one or more types of transaction devices, as well as

one or more types of transaction scenarios.

(o021 The simulation device can test how an access device acts when one or
15 more transaction devices are usad 1o conduct a transaction. In some embodiments,
the simulation device can be remotely loaded with instructions for one or more test
fransactions. Accordingly, the simulation device can replace an entire batch of
special test cards, as well as future updated test cards. Thus, efficiency {e.q., cost
and time} is improved for testing an access device’s reaction {o different transaction

20 devices and scenarios.

[0022] Additicnally, the simulation device can record information about how an
access device and transaction system behave during a test ransaction. This daia
can be provided to a central testing computer or testing facility and analyzed to
determine trends and/or systemic issues. This improves irouble shooting and trend

25 recognition.

[0023] in some embodiments, the simulation device can simulate a specific

transaction device without having the logic and programming that characterizes that

4
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specific iransaction device. Instead, the simulation device can be lcaded with a set
of predefined cutput messages that are the same as or similar to messages that
would be sent by the transaction device being simulated. The simulation device can
also have a set of predefined input messages. When an access device sends a
message to the simulation device, the simulation device can identify a matching
predefined inpul message. The simulation device can determine what predefined
output message corresponds o the matched input message, and then send the
predefined cutput message as a response back to the access device. As a result,
confidential and/or security sensitive card logic can be protected from exposure, and

the process for creating test transaction instructions is simplified.

(00241 Embodiments of the invention further enable the simulation device to
simulate g malfunctioning transaction device. The simulation device can be
programmed to send the wrong type of cutput message, or a transaction message
with the wrong data, missing data, or incorrectly formatied data. As a result, the
simulation device can test how an access device reacts to a faully transaction
device, and determine whether the access device behaves as desired in that
siluation. Further, this type of a negative test case can be simulated using
predefined output messages, as explained above. This improves efficiency and
reduces workload, as ctherwise the foundational card logic would need to be

changed o create this type of negative test case.

[0025] Prior to discussing specific embodiments of the invention, some terms

may be described in detail.

(00261 A “simulation device” may include an apparatus that can imitate
another device. For example, a simulation device can perform the messaging or
other interactions that may typically be performed by another device in the same
situation. In some embodiments, a simulation device can appear o function as
ancther device, but may not perform the same internal processes as the simulated
device. In some embodiments, a simulation device can simulate multiple types of

devices (e.q., payment devices, mobile devices, identity verification devices, etc.).

S

PCT/US2017/016719



10

D
Lh

WO 2018/144036 PCT/US2017/016719

100271 A “fransaction device” may include an apparatus that can interact with
ancther device. For example, a transaction device can interact with an access
device in order to conduct a transaction. A transaction device may provide
information to the access device in order to pay for a transaction, identify a user,
gain access to an area (whether physical or virtual) or protected information, identify
or obtain a service or product, or for any other suitable type of transaction.
Exampies of transaction devices include payment devices, membership devices,

access cards, identification devices, and mobile devices.

10028] A “transaction input message” may be a communication recsived
during an inferaction. For example, a message sent by an access device may be a
fransaction input message for a receiving transaction device. One example of a

transaction input message is an APDU (application protoco! data unit) command.

[0028] A “fransaction oufput message” may be a communication sent during
an interaction. One example of a fransaction cuiput message is an APDU

{(application protocol data unit) response sent by a fransaction device.

(00301 A “test transaction” may be an investigative interaction. A test
transaction may be conducted to find out information about how a transaction system
is funclioning. For example, different test transactions can be designed to deiermine
whether or not a transactions will be processed correctly when initiated by different
tvpes of ransaction devices. A fest transaction can invelve sending certain types of
information during a transaction communication session in order to test how the
information is processed. Some fest fransactions can be designed to check for
flaws, and {o check the response of an access device or fransaction system when a

transaction device provides incorrect information for a transaction.

(00311 In some embodiments, a test transaction can be completed by
executing a set of instructions. A set of instructions can include a set of predefined
output messages associated with a set of predefined input message. A “predefined

output message” can be an ouigoing communication that has been preconfigured or
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preioaded. A sei of predefined cutput messages may be a list of potential messages
for sending. A “predefined input message” can be a known communication that
could be received. A set of predefined input messages may be a list of messages
that could be received. During a test transaction, when a certain input message is
received, a corresponding output message can be sent in response. In other
embodiments, instead of sending a predefined message, a new message can be
generated. For example, application logic and stored account information can be
used to generate a new message based on information received in a command

message.

(00321 A “transaction report” may include information related to an interaction.
A transaction report can have a description of how the transaction was processad,
such as information that was sent and received, and whether the transaction was
successful. A transaction report can also include notes about problems, missing

information, deiays, or other issues that took place during a transaction.

[0033] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a iarge mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example,
the server computer may be a database server coupled 10 a YWeb server. The server
computer may be coupled to a database and may include any hardware, software,
other logic, or combination of the preceding for servicing the requests from one or

more client computers.

[0034] FIG. 1 shows a system 108 comprising a number of componenis. The
system 100 comprises a user device 115 and a simulation device 120 operated by a
user 118, The system 100 further comprises a resource provider computer 130, a
transport computer 140, a transaction processing computer 150, an authorizing
entity computer 160, and a testing computer 178, each of which may be embodied
by one or more computers. The simulation device 120 may be in communication
with an access device 125, which may in tumn be in communication with the resource
provider computer 130, Also, the simulation device 128, the user device 115, the

7
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access device 145, the resource provider computer 138, the transport computer 140,
the transaction processing computer 180, the authorizing entity computer 168, and
the testing computer 170 may all be in operative communication with each other
through any suitable communication channel or communications network. Suitable
commumnications networks may be any one and/or the combination of the following: a
direct interconnection; the Internet; a Local Area Network (LAN), a Metropolitan Ares
Network (MAN); an Operating Missions as Nodes on the Internet (OMNI); a secured
custom connection; a Wide Area Network (WAN), a wireless network {e.g.,
emploving protocols such as, but not limited to a Wireless Application Protocol
(WAP), -mode, and/or the like), and/or the like.

(00351 Messages between the computers, networks, and devices may be
transmitied using a secure communications protocols such as, but not Himited fo, File
Transfer Protocol (FTP), HyperText Transfer Protocol (HTTP), Secure Hypertext
Transfer Protocol (HTTPS), Secure Socket Layer (88L), IS0 (e.g., IS0 8583) and/or
the like.

[0036] in some embodiments, the system 100 can be a transaction system. In
other words, a transaction can be initiated, processed, and approved using the
componeants in the system 108, For example, the simulation device 120 can initiate
a transachon by interacting with the access device 125 (e.g., by establishing contact
or contaciiess communication). The access device 125 and simulation device 120
exchange one or more messages, such that the access device 128 can obtain
transaction data from the simulation device 120, The access device 128 can provide
the transaction data o the resource provider computer 130, The resource provider
computer 130 can then send an authorization request message with the transaction
data o the authorizing entity computer 1680, This request can be routed through the
transport computer 140 and the fransaction processing computer 150, The
authorizing entity computer 160 can authorize the transaction and return an
authorization response message to the resource provider computer 130 and access
device 125.
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(00371 The resource provider computer 130 may be associated with a
resource provider, which may be an entity that can provide a resource such as
goods, services, information, and/or access. Examples of a resource provider
include merchants, access devices, secure data access points, efc. A merchant may
typically be an entity that engages in transactions and can sell goods or services, or

provide access to goods or services.

[0038] The resource provider may accept multiple forms of payment (e.q., a
payment card or a mobile device) and may use multiple tools to conduct different
tvpes of ransactions. For example, the resource provider may operate a physical

store and use the access device 125 for in-person fransactions.

[0038] An access device 125 may be any suitable device for communicating
with & resource provider and for interacting with a fransaction device. An access
device 1258 can be in any suitable location such as at the same location as a
merchant, and an access device 125 may be in any suitable form. Some examples
of access devices include POS devices, cellular phones, PDAs, personal computers
(PCs), tablet PCs, hand-held specialized readers, set-iop boxes, electronic cash
registers (ECRs), automated teller machines (ATMs), virtual cash registers (VCRs),
kiosks, securily systems, access systems, Websites, and the like. Typically, an
access device 125 may use any suitable contact or contactiess mode of operation 1o

send or receive data from a transaction device.

[G040] An example of the access device 125, according to some embodiments
of the invention, is shown in FIG. 2. The access device 125 may comprise a
processor 128{c) operatively coupled to a computer readable medium 125{d} (e.¢.,
one or more memory chips, etc), input slements 125{b} such as buttons or the like,
one or more readers 125{a) (e.g., a contact chip reader, a contactless reader, a
magnetic stripe reader, etc.), an cuiput device 125{e} (e.g., a display, a speaker,
glc.) and a network interface 128{F). A housing may house one or more of these

componenis.
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(00411 The computer readable medium 125{d} may comprise instructions or
code, executable by a processor. The instructions may include instructions for
sending a command o a transaction device {or simulation device) upon making
contact with that device, and instructions for communicating with the transaction
device 1o obtain credentials and otherwise process a transaction. The computer
readable medium 125{d} may also include instructions for authorizing a transaction
with the authorizing entity computer 160, and instructions for any other suitable

function as described herain.

10042] Referring back to FiG. 1, the fransport computer 140 may be
associated with an acquirer, which may typically be a business eniity (e.g., a
commercial bank) that has a business relationship with a particular merchant or
other entity. Some entities can perform both issuer and acquirer functions. Some
embodiments may encompass such single entity issuer-acquirers. The transport

computer 140 may be more specifically referred {o as an acquirer computer.

[G043] The transaction processing computer 150 may be disposed between
the transport computer 148 and the authorizing entity computer 188, The transaction
processing computer 158 may include data processing subsystems, networks, and
operations used 1o support and deliver authorization services, exception file services,
and clearing and setllement services. For exampile, the transaction processing
computer 180 may comprise a server coupled (o a network interface {e.q., by an
external communication interface), and databases of information. The fransaction
processing computer 188 may be representative of a ransaction processing
network., An exemplary transaction processing network may include VisaNet™.
Transaction processing networks such as VisaNet™ are able to process credit card
transactions, debit card transactions, and cther types of commercial ransactions.
VisaNet™  in particular, includes a VIP system (Visa Integrated Payments system)
which processes authorization requesis and a Base Il system which performs
clearing and settlement services. The transaction processing computer 150 may use

any suitable wired or wireless network, including the internet.

10
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[0044] The authorizing entity computer 160 may be associated with an
authorizing entity, which may be an entity that authorizes a request. An example of
an authorizing entity may be an issuer, which may typically refer {0 a business entity
{e.g., a bank) that maintains an account for a user. Anissuer may also issue and

5 manage a payment account associated with a transaction device.

[0045] The transaction processing computer 150, the transport computer 140,
and the authorizing entity computer 180 may operate suitable routing tables {o route
authorization request messages and/or authorization response messages using

payment credentials, merchant identifiers, or other account identifiers.

10 [0048] The testing computer 170 may generate, store, and/or provide
information about different transaction devices and test fransactions. For example,
the testing computer 170 may host a set of instructions for each test transaction, the
instructions inciuding a set of predefined input messages and corresponding
predefined cutput messages. The testing computer 170 may be regularly updated

15 with new or different test transactions.

(00471 The testing computer 170 may distribute the test transaction

information to one or more simulation devices 120. For example, the testing

computer 170 may send (e.q., over-the-air) information about new tesi transactions,

or instructions about which test ransactions 1© execute. In some embodiments, the
26 testing computer 170 may automatically update the instructions stored on the

simulation device 120 (such as through a push functionality).

(00481 in some embodiments, the testing computer 170 may send the lest
transaction information {o the simulation device 120 via the user device 118, For

exampie, the simulation device 120 may noi be able to communicate over-the-air,

D
Lh

and the simulation device 120 may not be located near the testing computer 170
(and thus may not be able to establish a physical communication connection).
Instead, the testing computer 170 may send the test transaction information to the

user device 118. Then, the user device 118 can provide the tesi transaction

11
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information to the simuiation device 120 by a physical communication connection
{e.¢., inserting the simulation device 120 into the user device 115), by short-range

contactiess communication, or through any cther suitable means of communication.

(00481 Both the user device 118 and the simulation device 120 may be

V4]

operated by the user 118. The user device 115 can be a mobile device, a laptop,

deskiop, wearable device, or any other suitable device.

10050] As mentionad above, the simulation device 120 can simulate any
suitable transaction device and/or transaction scenario. The below description will
describe a scenario where the simulation device 120 is simulating a payment device
10 and providing payment-related data to a merchant for a payment transaction.
However, any other suitable type of device can be simulated, and any suitable type

of information can be provided for any suitable type of transaction.

10051] The simulation device 120 may receive and store instructions for
conducting one or more test transactions. The instructions can include predefined
15 input messages and ouiput messages, such that the simulation device 120 can
respond o a received input message with programmed oulput message.
Accordingly, in some embodiments, the simulation device 120 may not nesd o
generate a new output message, but can instead lookup an appropriate output

message in a data table.

26 [0052] Embodiments aliow the simulation device 120 to take any suitable
form, such as a payment device or a mobile device. Also, the simulation device 120
may be able to communicate with the access device 125 via contact or contactless

communication.

[0053] Different test transactions may be configured to test different

25 firansaction scenarios. For example, one test tfransaction may include instructions to
send messages that simulate a normal transaction from a typical type of payment
device (e.g., a Visa credit card). The test transaction may be designed {o test

whether or not the normal ransaction is processed correctly. If an authorization

12
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response message is received at the access device 128 within a normal timeframe,
the transaction system 100 may be considered {0 be funclioning correctly. However,
it is possible that the access device 125 or another component in the network is

malfunctioning, and an error report may be received or the transaction rejected.

V4]

[0054] Anocther test transaction may simulate a maklunclioning payment
device. For example, the simulation device 120 may send incorrect information, or
may send information at the incorrect ime. The test transaction may be run in order

to observe how the access device 125 reacts to the malfunctioning payment device.

[0055] Transactions typically involve many messages, many forms of data
10 exchange, and several components interacting in the transaction system.
Accordingly, many test transactions can be designed that simulate different ways
that a transaction device can malfunction, and/or that test how each component in
the system handles different situations. The simulation device 120 can execute
muitiple transactions with the access device 145 in order to run on or more of the

15 different test fransactions.

(00561 The simulation device 120 can also receive a transaction report with
details about the transaction. For example, the access device 1258 can provide g
transaction report that describes whether or not the transaction was successfully
authorized, and that includes information about any processing errors or delays. In
26 some embodiments, the transaction report may be typical information provided about

authorization results.

(00571 The simulation device 120 may be able 1o display the fransaction report
to the user 110, thereby informing the user 110 as to the outcome of each test

transaction as well as reasons for failure or other issues. The simulation device 120

D
Lh

can also provide the fransaction report to the user device 1158 and/or testing
computer 170 (e.q., via a cellular network, the internet, LAN, WLAN, USB interface,

or other physical or wireless interface) for further analysis.
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[0058] As mentioned above, the simulation device 120 can iake several forms.
An example illusiration of a simulation device 120 in the form of a smartcard 210 is
shown in FIG. 3. This smartcard 210 may simulate a payment card (e.g. a credit
card, a debif card, or a prepaid card), an access card, an identification card, or any

other suitable type of smaricard.

[0059] As shown in FIG. 3, the smartcard 210 may include a contact interface
210{a), such as a magnetic stripe and/or other coniact means, such as a contact
chip plate 210{h} capable of both reading and writing data stored within the memory
210{g} of the magnstic stripe of the card. In addition, the card may include &
cortactiess interface, which in some embodimenis may comprise an antenna 210{d}
coupled to an integrated circuit chip 210 for wirelessly transmitting and receiving
data siored on the card. 1 should be understood that the smaricard 210 may include
any form of short range wireless communication capability. For example, the
smartcard 210 can utilize RFID, Blustooth ™, infra-red, or other data transfer
capability that can be used to exchange data between the smaricard 210 and an
access device 125, In some embodiments an RF element may be used. In such
embodiments, when the RF element is placed within an eleciric field generaled by a
POS terminal, the RF element may cause data associated with the contactless card
{e.g., an account identifier or pre-programmed message) to be transmitied to the
POS terminal.

[0060] In some embodiments, the smartcard 210 can include a printed,
embossed, or octherwise displayed account identifier, expiration date 2108{b}, user
name 210{¢), and/or any other information associated with an account. This
information could be associated with a testing account (which may or may not
include real funds). Altematively, a simulation device may not include these

markings, and/or may display alternative information such as the phrase “test card.”

10061] The integrated circuit 218{i} can include a microprocessor 218{e} and a

memory 218{g}. The memory 210{g} can include one or more applications 210{f).

An example application 218{f) is a simulation application. A simulation application
14
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can include instructions for conducting one or more test fransactions, as well as
information about the priority and ordering of the test transactions 1o be executed.
As explained above, each test transaction can include a table of anticipated input
messages and corresponding output messages to send in response. insome
embodiments, the message tables for each test transaction can be stored in a test
transaction database of the memory 210{g}. The memory 210{g} can also store

transaction reports with results for each test transaction.

[0062] In other embodiments, the simulation device 120 can take the form of a
mobile device. FIG. 4 shows an example illustration of a simulation device in the

form of a mobile device 420, according 1o some embodiments of the invention.

[0063] The mobile device 420 may include circuitry that is used o enable
certain device functions, such as telephony. The functional elemenits responsible for
enabling those functions may include a processor 420A that can execute instructions
that implement the functions and operations of the device. Processor 4204 may
access memory 420E (or another suitable data storage region or element) to relrieve
instructions or data used in executing the instructions, such as mobile applications.
Data inpul/output siements 4200, such as a keyboard or touchscreen, may be used
to enable a user to operate the mobile device 420 and input data {e.qg., user
authentication data). Data inpul/output elements may aiso be configured to output
data (via a speaker, for example). Display 4208 may also be used to output data to
a user. Communications element 4200 may be used to enable data transfer
between mobile device 420 and a wired or wireless network (via antenna 420H, for
example) to assist in conneclivily o the Internet or other network, and enabling data
transfer functions. Mobile device 420 may also include contactless element interface
420F to enable data transfer between contactless element 420G and other elements
of the device, where contactiess element 420G may include a secure memory and a
near field communications data transfer element (or another form of short range
communications technology). As noted, a cellular phone or similar device is an

example of a mobile device 420 thal may be used in accordance with embodiments
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of the present invention. However, other forms or types of devices may be used
without departing from the underlying concepts of the invention. For example, the
mobile device 420 may alternatively be in the form of a key fob, a tablet compuler, a

wearable device, a vehicle such as a car, eic.

[0064] The memory 420E may compiise a simulation application 4204, test
transaction data 420K, and any other suitable module or data. The mobile device
420 may have any number of mobile applications installed or stored on the memory
420FE and is not iimited to that shown in FIG. 4. The memory 420E may also
comprise code, executable by the processor 4204 for implementing a method
comprising engaging in a fransaction communication session with a computing
device in order to observe how a transaction system reacts 1o a specific transaction
scenario, the simulation device storing instructions for a test transaction, the
instructions including a set of predefined output messages and predefined input
messages configured to simuiate the specific transaction scenario; receiving a
transaction input message from the computing device, determining that the
transaction input message matches a predefined input message; identifying a
predefined ouiput message based on the matched predefined input message,; and
sending the predefined cutput message 1o the computing device, wherein a
transaction report is generated that indicates how the computing device reacted o

the specific transaction scenario.

[0065] The simulation application 4204 may aliow the mobile device 420 to
simulate one or more transaction devices and/or transaction scenarios. The
simulation application 420J may be able to store and/or access iest transaction data
420K. The simulation application 4284 may be able to cause the mobile device 420
to activate a specific test transaclion, receive an input message from an access
device, identify a matching input message from a set of test transaction messages,
select a corresponding output message, and send the output message {0 the access
device. The simulation application 4204 may also include instructions for storing

reports about an executed test fransaction, such as information about data that was
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received from the access device {including each message and/or a fransaction

report), as well as information about unusual activity.

[0066] The test transaction data 420K may include information for one or

more test fransactions. Each test fransaction file can include a set of predefined

V4]

input messages and a sel of corresponding predefined output messages. Each fest
transaction may be configured to test a certain aspect of a transaction system,
and/or the reaction of the access device {0 a ceriain set of messages (which may

include inappropriate, missing, or disordered information).

(00871 As mentioned above, transaction communications between g

10 simulation device 120 and an access device 1285 can include the exchange of
several messages {(in addition o messages sent {o other components in the
transaction system). These messages can take the form of APDU (application
protocol data unit) messages. FIGS, 5A-5B shows an example APDU message
exchange between a transaction device 520 and an access device 128, according o

15 embodiments of the invention.

[0068] The below APDU message flow is described for a normal transaction
between a normal transaction device 520 and an access device 125, However,
embodiments aliow the transaction device 520 to be replaced by a simulation device
120, A simulation device 120 can simulate sach of the below-described messages
26 sent by the transaction device 520, However, the simulation device 128 may not
need to generate these messages. Instead, the simulation device 120 can have a
table of predefined input messages and corresponding output messages. The
simulation device can maich a recsived command from the access device 1251tc a
predefined output message, and then send a corresponding output message back o

25  the access device 125,

10068 In some embodiments, a predefined output message sent by the
simulation device 120 simulates a normal response expected from a fransaction

device at that point. In other embodiments, the predefined output message may
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resemble an the expecied response but include missing information or formatting
errors. In further embodiments the predefined output message may not resemble an
expectad response at all. These predefined responses may be used 1o test the

reaction of the access davice 125 to errant information.

(00707 Continuing with the description of the typical APDU message
exchange, when a transaction device 520 contacis (or establishes a conltactiess
communication link) an access device 125, the transaction device 520 and access
device 125 are then able to communicate and exchange APDU messages. The
messages can be in the form of APDU commands sent from the access device 125
o the transaction device 528, and APDU responses sent from the transaction device
28 o the access device 1258, However, it should be understood that other
messages, messaging protocols, or formats can be used 10 exchange the relevant

information to conduct the transaction.

(00717 At step $805, the access device 128 may perform application
selection. For example, the access device 125 may determine which applications
are supported by both the fransaction device 520 and the access device 1258, in
some embodiments, when the access device 125 detects the presence of the
transaction device 528, the access device 125 may send an available applications
request {(which may be a “select command”) {0 the user device 115 to request
information on which payment applicaiions {e.g., a list of AlDs) may be available at

the transaction device 520,

(00721 The transaction device 520 may respond by sending an available
applications response back to access device 125 The available applications
response {which may be a "select response”) may include a list of available AlDs

{application identifiers).

10073} The access device 125 may then select a suilable application from the
list of applications received in the available applications response {e.q., by selecling

an AID from the available AlDs). The access device 128 may aiso send an
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application selection message (which may be a “read record” or "select AlD”

command) with the selected AlD to the transaction device 820

[0074] The transaction device 520 may then send a request {(which may be a

‘read record response”) for transaction data to the access device 128 which may be

V4]

needed {0 execute the transaction using the selected application/AlD. The request
may include a list of transaction daia identifiers, and the listcan be inthe form of a

processing options daia object list (PDOL).

[0075] At step 8510, the access device 125 may initiate application
processing. For example, the access device 125 may request that the transaction

10 device 520 indicate the data (e.q., a list of files containing the data) o be used for
the selected application and the functions supported. In some embodiments, the
access device 125 may send a get processing options (GPO) command. The
access device 125 may also provide transaction information {0 the transaction device
5§20 (e.g., via the GPO command).

15 [0078] The transaction device 520 may then generate dynamic transaction
processing information using at least some of the received terminal transaction data,
and send (via a “GPO response”) a set of transaction processing information to the
access device 145, The transaction processing information may include one or more
application file locators (AFLsg) that can be used as file addresses by access device

20 12510 read account data stored on transaction device 520.

[0G77] At step 8518, the access device 125 may read application data. For
example, the access device 128 may send an account data request (which may be a
“read record command”) o the transaction device 520 to read account data stored at

the transaction device §28.

25 [o078] The transaction device 520 may then send the account daia to the
access device 125 {e.g., via a "read record response”). The account data may

include, for example, track-2 equivalent data (2.gq., an account identifier and/or other
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payment credentials) and the cardholder name, and/or other account related data

that is accessible at the AFL location.

[0679] One or more steps of authentication and verification can be performed
to validate that the fransaction can proceed. For example, steps §520-5540 provide
various authentication processes. At step 8520, the access device 125 may
determine whether it shouid authenticate the transaction device 520 offline. Al step
$525, the access device 125 may check for processing restrictions. Af step 8530,
the access device 125 may perform cardholder verification. At step 5835, the
access device 125 may perform terminal risk management {e.g., check for signs of
fraud). At step 5540, the access device 128 may perform a terminal action analysis.
For example, the access device may determine whether the transaction should be

approved offline, sent online for authorization, or declined offline.

[0080] The access device 125 may then request a crypiogram from the
transaction device 820 (e.g., via a generate application cryptogram command}. In
some embodiments, an authorization request cryptogram (ARQC) may be requested
for online authorization, a transaction certificate (TC) may be requested for offiine
authorization (e.g., already approved offline}, and an application authentication
cryptogram (AAC) may be requested for a transaction decline or an authorization

deferral.

10081] The fransaction device 520 may then determine what type of
cryptogram to provide to the access device. For example, the transaction device
520 may provide an ARQC {o proceed with online authorization. Alternatively, the
transaction device 520 may determings that the transaction should be declined, and

may return an AAC.

(00827 At step $5845, the access device 128 may receive the cryptogram from
the transaction device 520 and determine whether to authorize the transaction
online. In some embodiments, if an ARQC is received, the access device 128 may

cortinue with an online authorizalion process.
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[0083] At step $5850, having obtained the reguisite data, the access device
1258 may then process the transaction online. For example the access device 128
may utilize some or all of the obtained data elements (2.g., from the transaction
processing information and the account data) to generate a transaction authorization
request massage to request authorization of the transaction from the issuer (2.g.,

online authorization).

[0084] The access device 125 may send the authorization message to the
authorizing entity computer via the transaction processing network for authorization
(as explained above with respect to FIG. 1). The access device 128 may receive a
response with an authorization result and/or information about fransaction

processing issues.

[0085] At step 8555, the access device 125 may complete the transaction
communications. This can include providing the authorization result and/or any other
transaction processing information to the transaction device 520. The access device
125 may also request a second cryptogram from the transaction device 520 (e .qg.,
using a second generate application cryptogram command). if the transaclion was
successfully authorized, the access device 125 may indicate so by requesting a TC.
Once the transaction device 520 provides the second cryplogram (e.g., via a
generate application cryptogram response), it may complete its internal processing
and revert {0 a defauit state, thereby becoming ready for removal from the access

device 125 and ready for a subsequent transaction.

[0086] Embodiments aliow the simulation device 120 to simulate this entire
exchange, as well as intentionally change the information or message format for
each step (as well as skip a slep). As described above, embodiments
advaniageously allow the simulation device 120 to send predefined messages based
on the information received from the access device 125. As a result, when
simulating a certain transaction device, the simulation device 120 may not need to
have a copy of that fransaction device's actual logic for generaling messages.
instead, the simulation device 120 can be pre-loaded with the type of message that
21
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might be seni by that iransaction device. From the perspective of the access device
125, the simuliation device 120 is operating in the same way as the transaction
device. However, the logic and programming of the transaction device may be kept
secret and secure, and the simulation device 128 may be sending predefined

messages.

[0087] Similarly, the simulation device 120 can be loaded with predefined
messages that include errors. This allows the simulation device 120 to {est the
access device’s reaction to errant messages. Using predefined messages for this
application is particularly useful, as a transaction device's typical logic and
programming would need o be altered {o create a lest scenario with errant data.
Extensive human work would be needed o change the logic for each transaction

device that the simulation device 120 is simulating.

[0088] Each test iransaction can include a set of predefined input messages,
each of which may be tied to a (same or different) predefined oulput message.
Thus, depending on what input message is received at the simulation device 120, a

certain oulput message is sent back to the access device 125,

[0089] As an example, a certain test ransaction can have different predefined
select responses (see step 8505 in FIG. 5A) that can be sent depending on exacily
what the access device 125 sends in the select command. If the incoming select
command is “00a4040007AD000000031010,” the corresponding predefined select
response may be “6f088407a00000000310109000.” Other select responses may be
seni for different select commands {e.qg., select commands with different values in

one or more select command data fields).

[0090] Similarly, if a read record command sent by the access device 120 to
the simulation device 120 is "00B2020C00,” the simulation device 120 may identify
that this input calis for a read record command of
“T02657134761738001010010d20122011.7 Then, the access device 120 may send
a GPO command of “80A80000028300.”7 This GPO command may match a
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predefined input message, so the simulation device 1208 may send a corresponding
predefined output message of the GPO response, which may be
“800e3800080202001001020018010201.”

(00911 in some embodiments, a test ransaction may correlate multiple input
messages with the same predefined oculpul message. For example, the simulation
device 120 may respond with the same exact read record response {e.g., the same
items lisied in a processing oplions data object list), regardiess of which AlD is
indicated in a read record command. As ancther example, the test transaction may
be configured 1o test the access device's response io a decline from the transaction
device. Accordingly, the simuilation device 120 may indicate that the transaction is
declined in the generate application crypiogram response regardiess of what
transaction amount is sent by the access device 125 in the generale application

cryptogram command (i.e., the transaction amount may be ignored).

[0092] The simulation device 120 may be programmed to group muitiple
potential input messages together in this manner by ignoring or masking specific
data fields in a received message. In one exampie, the first two characters in the
select command may be masked or ignored. As a result, all of the following possible
sglect command messages may be considered the same message by the simulation

device 120, since the only difference between them is the first two characters:

00a4040007A0000000031010
01a4040007AC000000031010
02a4040007A0000000031010
03a4040007A0000000031010
In this example, the same predefined output message (which may be
“6f088407a00000000310109000™) is sent regardiess of which of the above

messages are received.

10093] A method 800 according {o embodiments of the invention can be

described with respect to FIG. 8. Some elements in other Figures are also referred
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to. The steps shown in the method 800 may be performed sequentially or in any
suitable order in embodiments of the invention. in some embodiments, one or more

of the steps may be optional.

(00941 The various messages described below may use any suitable form of
communication. In some embodiments, g request or response may be in an
electronic message format, such as an e-mail, a short messaging service (SMS)
message, a multimedia messaging service (MMS) message, a hypertext transfer
protocol (HTTP) request message, a transmission conirol profocal (TCP) packet, a
web form submission. The request or response may be directed o any suitable
location, such as an e-mail address, a telephone number, an internet protocol (iF)
addrass, or a uniform resource locator (URL). In some embodiments, a request or
response may comprise a mix of different message types, such as both email and

SMS messages.

[0095] In the following flow, a simulation device 120 interacts with an access
device 125 for a transacton. However, an access device may be one type of
computing device, and the simulation device 120 may be able to interact in this
manner with any other suitable type of computing device. Any computing device that
interacts with another device {e.g., a transaction device) can be tested by the
simulation device 120 {o determine how the computing device reacts to different
messages and scenarios. For exampie, a computing device that is a pari of a geo-
focation systemn can communicate with other similar devices to locate a mobile
device. This type of computing device can be tested with the simulation device 120
to observe how it communicates with other computing devices and a mobile device.
More specifically, the simulation device 120 can test whether the computing device
correctly calculates a distance 1o a mobile device based on over-the-air
communications, as well as whether the computing device provides the distance

information when prompted.

[G096] Additionally, a simulation device 120 may be able o interact with an
access device 125 o simulate one or more test transactions. The foliowing flow
24
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describes tesiing different payment transaction scenarios. However, any other
suitable type of transaction can be tested, such as an access transaction or an

identity verification transaction.

(00971 The simulation device 120 may be located at @ merchant storefront or
other fisld-testing location. A lesting computer 1708 with updated and current test
transaction instructions may be located in a ceniral testing facility away from the
simulation device 120. However, the tesiing compuier 170 may be able {0 send new

or updated fest fransaction information to the simulation device 120.

[0098] At step 8802, the simulation device 120 may send a request io the
testing computer 170 for some or all of the test transaction data. This request may
establish a communications session between the simulation device 120 and the
testing computer 170. The testing computer 170 may then provide instructions for
one or more test transactions io the simulation device 120, The instructions for each
test transaction can include a set of predefined output messages and a set of
predefined input messages, where each predefined input message is associated
with a specific predefined oulput message. Each transaction can be configured to

simulate a specific transaction scenario.

[0098] Having received the test transaction instructions, the simulation device
120 can be ready for conducting one or more test transactions. The simulation
device 128 may inform the user 110 that the simulation device 120 is ready for
testing, and may prompt the user 110 to insert the simulation device 120 into the
access device 125. The user 110 may then present the simulation device 120 1o an
access device 125 at a merchant storefront for a test fransaction. The user 110 may
salect one or more test transactions to conduct, or the simulation device 120 may
automatically conduct a sei of test transactions indicated by the testing computer
170.

(01007 Al step §604, the simulation device 120 may establish communication

with an access device 125 {e.q., via coniact or short-range contacliess
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communication). A fransaction communication session may be initiated, during
which the simulation device 120 may execute instructions for a first test transaction.
The first test tfransaction may be designed to simulate a first transaction scenario,

and to test the access device’s reaction to the first fransaction scenario.

o101 During the fransaction communication session, the access device 125
may send several messages to the simulation device 120, and the simulation device
1208 may respond with several messages o the access device 125. These
messages can include APDU commands and responses. Steps $608-56812
describe one set of exchanged messages. However, several iterations of message

exchange can take place.

[0102] At step 5806, the access device 125 may send a fransaction input
message o the simulation device 128. The transaction input message may be an
APDLU command, such as a select command, a read record command, a GPO
command, a get data command, a gensrate application cryptogram command, or

any other suitable messagse.

[0103] At step 5608, the simulation device 120 may receive the fransaction

input message and compare the transaction input message 1o the predefined input
messages for the current test iransaction in order to identify any possible matches.
The simulation device 120 may then determine that the transaction input message

matches a predefined input message.

[0104] At step 8810, the simulation device 120 can identify a predefined
ocutpul message based on the matched predefined input message. For exampie, the
predefined inpul message may be associated with a certain predefined output

message.

[0105] At step §612, the simulation device 120 may send the predefined

output message to the access device 125

[0106] At step 5814, the access device 128 can continue with processing the

transaction based on the received oulput message. For example, the access device
26
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128 may still need further information from the simulation device 128, so the access
device 125 can send one or more additional messages to the simulation device 120.
Once the access device 125 receives all the necessary transaction information, the
access device 125 may use the information to send an authorization request
message 1o an issusr. Alternatively, the test transaction may be declined and stop at
any time {e.g., during an test transaction that includes intentionally incorrect output

messages).

(01071 During transaction processing and message exchanges, the access
device 125 may keep track of any processing errors, delays, or unusual
circumstances. For example, the access device 125 may log unexpected or missing
information from the simulation device 128, as well as what the access device 125
did in response. The access device 125 may also record information about how the

authorization request message sent to the issuer was processed.

[0108] At step $618, the access device 128 may generate a transaction report
for the first transaction. The transaction report can indicate whether or not the
fransaction was authorized. The transaction report can also include a
commumnication log and information about how the transaction was processed, such
as how the entire transaction system reacted o the specific transaction scenario,
whether transaction processing was normal, and/or if there were unusual
circumsiances or errors. Each entity in the system (e.g., the issuer, transaction
processing network, efc.) may inform the access device 125 if any processing issues

occurrad {e.g., via an authorization response message).

[0109] At step 5618, the access device 125 may send the fransaction report
to the simulation device 120. The access device 125 can prompt the user 118 1o
present {e.q., tap or insert) the simulation device 120 to the access device 125 again
to receive the transaction report. As a resuli, the simulation device 120 may obtain
detailed information about how the transaction was processed from each component

in the transaction system.
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[0110] in some embodiments, the simulation device 120 may also create its
own transaction report for the first test transaction. For example, the simulation
device 120 may note how the access device 125 responded 1o each simulation
device response message (e.g., what information the access device 125
subsequently provided and/or requested). The simulation device 120 may also track
any delays, unexpected events, inappropriate access device 125 actions, and

transacton successeas/failures.

(011417 Once the test transaction is completed, one or more additional steps
can take place. For example, in some embediments, the simulation device 128 may
send the transaction report and any other suitabile information to the festing
computer 170. The testing computer 170 may receive this fransaction report as well
as other transaction reporis for the same test transaction from other simulation
devices in other locations. As a result, the testing computer 170 can have a large

amount of data for identifying trends and possible systemic errors.

[0112] Additionally, the user 110 may review the transaction report and
identify any possible local errors at the access device 125, For example, the user
110 may view an access device 125 display that indicates a transaction approval,
decling, or other error message. The user 110 may be able to take immediale action

to fix or adjust the access device 128, changing setlings or fixing program errors.

10113]) The user 110 may also review transaction logs stored locally at other
components in the transaction system (e.qg., the issuer computer, transaction
processing computer, merchant computer, or acquirer computer). For example, the
user 110 may remotely login {o these computers (8.g., via the user device 115) and
access a transaction database for each computer. The user 110 may thereby be
able 1o locate more information about transaction processing issues, determine
whether the transaction data was correctly processed at each point in the network,
and/or determine whether the authorization response messages and authorization

request messages were correcily routed 10 and from the issuer computer.
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[0114] Having completed the first test transaction, the simulation device 120
may then initiate a second transaction communication session with the access
device 125 in order {0 run a second test fransaction. The user 110 may select the
next test transaction, or the next queued transaction can automatically initiate (e.g.,
without removing the simulation device 120 from the access device 14258). The
process can be repeated any number of imes until all of the desired test
transactions have been completed. A number of test transactions can be performed

that simulate different transaction scenarios and/or different transaction devices,

10115] Accordingly, the simulation device 120 can simulate a specific
fransaction scenario as well as the responses of a specific transaction device that is
not actually involved in the transaction. The simulation device 120 can accomplish
this simulation without needing the actual logic used in the actual ransaction device,
as the simulation device 120 can instead send predefined responses that are
consistent with the iypical use of the transaction device (because they were

designed o simulate the transaction device).

[G116] in some embodiments, the user device 115 may serve as an
intermediary between the testing computer 170 and the simulation device 120. For
example, at step 8602, the testing computer 170 may provide the test fransaction
instructions to the user device 115, which can in turn provide the test transaction
instructions to the simuiation device 120. For example, the user 110 may physical
contact the simulation device 120 o the user device 115 for loading instructions.
Additionally, after recelving a transaction report from the access device 128, the
simulation device 120 may provide the transaction report 1o the user device 115,

which can then forward the reporis {o the testing computer 170,

(01171 As explained above, the test transactions can simulate a number of
different transaction scenarios. This includes transaction scenarios where a
transaction device is behaving unusually (fo observe how the access device 125
reacts). While many transaction scenarios are possible, some specific examplas will
now be described for Hllustrative purposes.
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[0118] Test transactions can be designed to test whether different types of
transaction devices work for a given access device 125 at a merchant location. For
example, a first test transaction can simulate a VISA credit card, and therefore the
select response carries a VISA AlD (application identifier). A second test transaction

for simulating a different type of credit card has a different type of AlD.

(0119 Another test transactions is designed to make sure an access device
128 reacts appropriately for transaction devices thai are only meant to work for
online authorization. Accordingly, the test transaction sends an ARQC inthe
generate application cryplogram response. Ancther test transaction for testing
offline authorization only cards will send a TC in the generate application cryptogram

fesponse.

[0120] A test iransactions that is designed o test whether a tokenized
transaction is processed appropriately can send a payment token in the read record
response. A test transaction designed {o test how a transaction network handiss a
certain type of cryptogram (e.g., cryptogram version number 22, or cryptogram
version number 18) can send a “22” or “18” in the CVN field of the issuer application

data {e.g., in a generate application cryptogram response).

(01211 Additional test transactions can be designed {0 target specific
transaction processing functions at the acquirer computer, the merchant computer,

the transaction processing computer, and/or the issuer computer.

[0122] Other test transactions can be designed fo simulate negative test
cases (2.¢., test transactions with intentional errors). tis advantageous to know
how the access device 125 {or other parts of the transaction system) react when a
transaction device provides bad information. Negative test cases provide this
information and enable users to make changss if needed. The following are

examples of negative test cases.

(01231 As a first example, a test transaction is designed to test the access

device’s response when a fransaction device fails 1o provide a cuirency code. When
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simulating this scenario, the simulation device 120 sends mostly expected and
normal APDU responses. However, one specific response message, the “read

record” response, is missing the currency code data fisld.
(01241 For example, a normal read record response may be constructed as:

702857134761732001010010d201220112345990990015f200e4e616d65306
9

6e205205636f72648420208408000

However, the read record response sent during the test transaction may be different

in that it does not include the data field that is struck-through here:

702657134761739001010010d2012201123459908909091f5120024e616d65308
g

Ge205265036f7 2648426220840

Here, “9f42” (beginning of missing data) is a lag indicating a currency code foliows,
‘027 is a length of the following currency code, and “0840" (remainder of missing

data) is the currency code.

(01251 The access device 125 may be designed such that it can continue with
transaction processing as normal, even if this currency code is missing. Thus, this
test transaction can be used to determine whether or not the access device 1251is
actually able to proceed as intended when the currency code was not provided. tis
possible that the access device 1285 will instead reject the transaction, stall until a
time-out occurs, experience a processing delay, or otherwise behave in an undesired
manner. 1tis also possible that other components down the line (e.g., the issuer
computer or fransaction processing compuier) will have problems. The user 110 can

ohserve any issues and take necessary correclive measures.

[0126] As a second exampile, a test fransaction is designed {o test the access
device's response when a transaction device provides an invalid SDAD (Signed

Dynamic Application Data). Similarly, when simulating this scenario, the simulation
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device 120 sends mostly expected and normal APDU responses. However, one
specific response message, the “get processing options” response, has a valus in
SDAD data field with an incorrect length, incorrect format, or an otherwise

inappropriate value.

V4]

(01277 For example, a normal SDAD data field may be constructed as
“‘OF4B404B54.. However, an SDAD field could be wrongly encoded, and thereby
be changed and miss the two bytes “4B54, such that the SDAD data field in the test
transaction’s GPO response is "9F4B3D..

[0128] Again, it may be desirable for the access device 145 (and other paris of
10 the transaction system) to react {o this situation in a certain way. For example, it
may be best for the access device 125 to continue with the transaction, to decline
the transaction, to ask for more information from the simulation device 120, to flag
the incorrect SDAD in an authorization request message, or {o take any other
suitable action. The simulation device 120 or other component in the transaction
15 system may log what happens, and the user 110 and/or testing computer 170 can

observe the resulis.

[0128] A normal transaction device cannct be used to run these negative test
cases, as it would behave normally {e.g., it would actually send the currency code
and a valid SDAD). To run these test transactions without the simulation device, a
26 special transaction device with manipulated logic {for not sending a currency code or
for sending an invalid SDAD) would have to be created. Thus, it is advantageous to
run a negative test case with a simulation device 120 as described above, as it is
less laborious to design a predefined cutput message with a missing currency code.
Especially when the negative test case is being tested for multiple types of

25  transaction devices.

18130] Embodiments of the invention also enable the user 110 to control the
simulation device 120 in several ways. For example, the user 118 cancreate a

specific test transaction instead of receiving all test transaction instructions from the
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testing compuier 170. The user 110 can program the simulation device 120 direcily
on a simulation device 120 interface, or indirectly through the user device 115. The
interface may include several options, such as a “select” command, a “set”
command, a ‘read log” command, a “program” command, and a “switch out’

5  command,

[0131] The select command allows the user 110 to select a test transaction {0
adjust or io create a new test transaction. Then the user 110 can also specify which

APDU message to augment.

(01321 The program command allows the user 110 to specify how an APDU
10 message is changed (e.q., what data fields to augment). For example, the user 110

can specify the predefined oulput messages 1o send for different input messages.

More broadly, the user 110 can specify messages 1o remove, communication delays

to incorporate, or any other suitable part of the test fransaction to change.

[0133] Several set commands enable the user 110 to set various simulation

15 device 120 parameters. For example, one set command swiiches the simulation
device 120 (e.g., an application on a mobile device) from a programmable mode to a
testing mode, such that a test can be started. Other set command can be used o
clear previous test transaction instructions, enabie fransaction communication

fogging, or disable communication logging.

26 [0134] The swiich out command allows the user 110 to swiich the simulation

device 120 out of the testing mode and back to the programmable mode.

[0135] The read log command allows the user 110 io obtain and view a
transaction report or iog from a previous testing session {e.g., provided
communication logging is enabled during the set command}. The user 110 can then

25 review results from the previous test.

[0136] Embodiments of the invention have a number of advantages. For
example, in embodiments of the invention, a single simulation device can be used to

test how an access device reacts to any suitable number of different transaction
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devices and transaction scenarios. Thus, there is no need o physically send a
plurality of different sample transaction devices for testing, as all the tests can be

conveniently conducted using the single simulation device.

(01371 Also, when new transaction devices are made or other updates {ake

V4]

place, updated test transaction instructions can be sent 1o a remotely-located
simulation device that is already in the field. As a result, additional physical devices
need noi be distributed. Additionally, the most up-to-date transaction devices and
test cases can be simulated immediately, without waiting for any physical

distributions.

10 [6138] Embodiments of the invention also advantageously simplify the testing
process, so that a skilled technical worker is not needed for conducting the test
transactions. The simulation device can be loaded with all necessary information for
running one or more test transactions and automaticaily conduct the test
transactions when inserted into {or placed near) an access device. n other words,

15 the user can facilitate all the test by simply placing the simulation device at the
access device. The simulation device can also log information about each test, and
forward the data to a ceniral testing computer. With data from multiple simulation
devices in a multiple places, it is easier to determine problems for a transaction

device as well as develop possible corrections.

26 [813%8] Embodiments of the invention further advantageously allow a
fransaction device to be simulated without using the transaction device logic,
programming, or other configurations. Insiead, predefined ocutput messages {(which
are typically public and not confidential} can be built to simulate a message that
would be sent by that transaction device. In other words, the simulation device can

25  simulate the functionality of the transaction device {from the perspective of the
access device) and provide feedback about how that transaction device would work
without exposing the transaction device logic. As aresult, security is improved and

cards with confidential logic can be tested.
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[0140] Embodiments of the invention also advantageously allow negative test
cases (o be conducted. Faulty transaction devices can be tested without having to
actually create a faulty transaction device (which would involve changing the
fransaction device’s logic and programming), as a set of predefined messages can
be used instead of faulty device logic. This opens up a number of newly possible
test cases, and thereby provides new information about how a transaction system
functions. Instead of just making sure that a transaction device works properly, the
outcomes of defective transaction devices can be also be observed. Previously

unknown errors and inefficiencies can be identified and resolved.

[0141] A computer system will now be described that may be used o
implement any of the entities or components described herein. Subsystems in the
computer system are interconnected via a system bus. Additional subsystems
include a printer, a keyboard, a fixed disk, and a monitor which can be coupledto a
display adapter. Peripherals and input/output (1/0) devices, which can couple {o an
O controller, can be connected to the computer system by any number of means
Known in the art, such as a serial port. For example, a serial port or external
interface can be used 1o connect the computer apparatus {0 a wide area network
such as the Internat, a mouse input device, or a scanner. The interconnection via
system bus allows the central processor o communicate with each subsystem and
to control the execution of instructions from system memory or the fixed disk, as well
as the exchange of information between subsystems. The system memory and/or

the fixed disk may embody a computer-readable medium.

[0142] As described, the inventive service may involve implementing one or
more functions, processes, operations or method steps. In some embodiments, the
functions, processes, operations or method steps may be implemented as a result of
the execution of a set of instructions or software code by a suitably-programmed
computing device, microprocessor, data processor, or the like. The set of
instructions or software code may he stored in a memory or other form of data

storage element which is accessed by the computing device, microprocessor, ete. In
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other embodiments, the functions, processes, operations or method steps may be

implemented by firmware or a dedicated processor, integrated circuit, elc.

[0143] Any of the software components or funciions described in this
application may be implemented as software code {0 be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented technigues. The software code
may be stored as a series of instructions, or commands on a compuier-readable
medium, such as a random access memory (RAM), a read-only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. Any such computer-readable medium may reside on or within a
single computational apparatus, and may be present on or within different

computational apparatuses within a system or network.

[0144] While certain exemplary embodimenis have been described in detail
and shown in the accompanying drawings, it is to be understood that such
embodiments are merely illustrative of and not intended fo be restrictive of the broad
invention, and that this invention is not to be limited to the specific arrangemenis and
constructions shown and described, since various other medifications may occur to

those with ordinary skill in the arl.

[0145] As used herein, the use of "a", "an” or "the" is intended to mean "at

least one”, unless specifically indicated to the contrary.
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WHAT IS CLAIMED 15

1. A method comprising:

engaging, by a simulation device, in a transaction communication
session with a computing device in order 1o observe how a transaction system reacts
to a specific transaction scenario, the simulation device storing instructions for a test
transaction, the instructions including a set of predefined output messages and
predefined input messages configurad to simulate the specific transaction scenario;

receiving, by the simulation device, a transaction input message from
the computing device;

determining, by the simulation device, that the transaction input
message maiches a predefined inpul message,;

identifying, by the simulation device, a predefined ouipul message
based on the maiched predefined input message,; and

sending, by the simulation device, the predefined cutput message to
the computing device, wherein a fransaction report is generated that indicates how

the computing device reacied to the specific transaction scenario.

2. The method of claim 1, wherein the predefined output message

inciudes an intentional error in formatting or content.

2 The method of claim 2, wherein the transaction system reacis by

rejecting the transaction due to the error in formatting or content.

4. The method of claim 1, wherein the set of predefined output

messages simulates a certain type of transaction device.

5. The method of claim 1, further comprising:

receiving, at the simulation device, a plurality of instruction sets, each
instruction set corresponding to a different test transaction for a different transaction
scenario, wherein a plurality of test transactions are conducied in order to test each

transaction scenario.
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1 8. A simulation device comprising:

2 a processor; and

3 a computer readable medium, the computer readable medium

4  comprising code, executable by the processor, for implementing a method

5  comprising:

6 engaging in a transaction communication session with a computing

7 device in order to observe how a transaction system reacts to a specific fransaction
8 scenario, the simulation device storing instructions for a test ransaction, the

9  instructions including a set of predefined output messages and predefined input
10 messages configured fo simulale the specific transaction scenaric;
i1 receiving a transaction input message from the computing device,;
12 determining that the transaciion input message maiches a predefined
13 input message;
14 identifving a predefined cuiput message based on the matched
15 predefined input message; and
16 sending the predefined output message to the computing device,
17 wherein a transaction report is generated that indicates how the computing device

18 reacted o the specific transaction scenario.

1 7. The simulation device of claim 8, wherein the predefined sutput

2 message includes an intentional error in formatting or content.

] 8. The simulation device of claim 7, wherein the transaction system

]

reacis by rejecting the transaction due to the error in formatling or content.

a. The simulation device of claim 8, wherein the set of predefined

output messages simulates a certain type of transaction device.

10. The simulation device of claim 8, wherein the method further
comprises:

receiving a plurality of instruction sets, each instruction set

O N

corresponding to a different test transaction for a different transaction scenario,
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wherein a plurality of test transactions are conducted in order to test each

transaction scenario.

1. A method comprising:

engaging, by a computing device, in a fransaction communication
session with a simulation device;

sending, by the computing device, a fransaction input message {o the
simulation device, wherein the simulation device determines that the transaction
input message matches a predefined input message, and wherein the simulation
device identifies and transmits a predefined output message based on the maitched
predefined input message;

receiving, by the computing device, the predefined cutput message
from the simulation device, the predefined oulpul message being part of @ set of
predefined output messages configured (o simulate a specific transaction scenario;
and

processing, by the computing device, the fransaction based on the
received predefined output message, wherein a transaction report is generated that

indicates how the computing device reacted 1o the spedcific transaction scenario.

12.  The method of claim 11, wherein the predefined cutput message

includes an intentional error in formatting or content.

13, The method of claim 12, wherein the transaction system reacis

by rejecting the transaction due to the error in formatting or content.

14, The method of claim 11, wherein the set of predefined output

messages simulates a certain type of fransaction device.

15.  The method of claim 11, wherein the simulatfion device includes
a plurality of instruction sets, each instruction set corresponding o a different test
transaction for a different transaction scenario, and whearain the method further
comprises:

for each fransaction scenario;
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engaging in a transaction communication session with the

simuiation device.

16. A computing device comprising:

a processor; and

a compuier readable medium, the computer readable medium
comprising code, execuiable by the processor, for implementing a method
comprising:

engaging in a fransaction communication session with a simulation
device;

sending a transaction input message {o the simulation device, wherein
the simulation device determines that the transaction input message maiches a
predefined input message, and wherein the simulation device identifies and
transmits a predefined cutput message based on the maiched predefined input
message;

receiving the predefined culput message from the simulation device,
the predefined oulput message being part of a set of predefined output messages
configured to simulate a specific fransaction scenario; and

processing the transaction based on the received predefinad output
message, wherein a transaction report is generated that indicates how the

computing device reacted to the specific fransaction scenario.

17.  The computing device of claim 18, wherein the predefined

output message includes an intentional error in formatting or content.

18.  The compuiing device of claim 17, wherein the fransaction

system reacts by rejecting the transaction due to the error in formatting or content.

19, The computing device of claim 16, wherein the set of predefined

output messages simulates a certain type of transaction device,

20.  The computing device of claim 16, wherein the simulation device

includes a plurality of instruction sets, each instruction set corresponding to a

40

PCT/US2017/016719



(@2

~J

WO 2018/144036 PCT/US2017/016719

different test fransaction for a different transaction scenario, and wherein the method
further comprises:

for each transaction scenario:

engaging in a transaction communication session with the
simuiation device.
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