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(57) Abrege(suite)/Abstract(continued):

accomplish a multi-factor remote user authentication of "what you know", "what you have", "where you are” and "what you are”, to
a network. This Invention discloses four embodiments of the card-device 12. In one embodiment 10A, one card-device of this
Invention enables two-factor authentication of "what you have” and "what you are". In another embodiment 10B, one card-device
12 of this Invention enables two-factor authentication of "what you know" and "what you have". In another embodiment 10C, one
card-device 12 of this invention enables three-factor authentication of "what you know", "what you have", and "what you are”. In yet

another embodiment 10D, one card-device 12 of this invention enables four-factor authentication of "what you know", "what you
have”, "where you are”, and "what you are". The authentication logic 51 dynamically facilitates the use of multi-factor authentication
so that it dynamically adjusts what factors are applicable for specific security application enabling a universal remote authentication
device. The authentication system provides additional means of security assurance that aid in authentication based on time and

location.
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ABSTRACT

This invention discloses a multi-factor remote user authentication card-device 12 In
the form factor of a prior art one-factor of “what you have” security card. The multi-
factor card-device has innovative features that enable this one card-device itself to
function and accomplish a multi-factor remote user authentication of “what you
know”, “what you have”, “where you are” and “what you are”, to a network. This
invention discloses four embodiments of the card-device 12. In one embodiment
10A, one card-device of this invention enables two-factor authentication of "what you
have” and “what you are”. In another embodiment 10B, one card-device 12 of this
invention enables two-factor authentication of “what you know” and “what you have”.
In another embodiment 10C, one card-device 12 of this invention enables three-
factor authentication of “what you know”, “what you have”, and "what you are”. In
yet another embodiment 10D, one card-device 12 of this invention enables four-

N 1 1) 1

factor authentication of “what you know”, “what you have”, "where you are’, and
‘what you are”. The authentication logic 51 dynamically facilitates the use of multi-
factor authentication so that it dynamically adjusts what factors are applicable for
specific security application enabling a universal remote authentication device. The
authentication system provides additional means of security assurance that aid In

authentication based on time and location.
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SYSTEMS AND METHODS FOR
MULTI-FACTOR REMOTE USER AUTHENTICATION

This application is a divisional application of co-pending Canadian application

Serial No. 2,621,068 filed March 3, 2008.

FIELD OF THE INVENTION

The present invention is directed to a card-device that is able to dynamically

perform multiple factors of remote user authentication into a network with one

card-device alone and an authentication system that supports such a card-device.
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BACKGROUND

In Information security, the authentication of a remote user to an
authentication system is judged by factors of, "what you know", what you have”
and “what you are”. The "what you know" factor refers {o a PIN or a password
that a person knows. The "what you have” factor refers to a security card or token
in the personal possession of a person and "what you are” factor refers to a
biometrics measurement of a person such as a fingerprint or retina print.

According to the information security industry guidelines, using only one of
these factors of authentication is considered a weak form of authentication and
using any two factors is considered a strong form of authentication.

The most common form of two-factor authentication uses a password and
a security token. Many companies make security cards or tokens, such as RSA
Data Security and others in different form factors. The use of a biometric factor
of “what you are” requires a separate biometric sensor and for reasons related to
cost and logistics Is rarely used.

The implementation of these three factors of remote user authentication
burdens the remote user and the authentication system as these factors are
complicated to use for the remote user and costly to use and deploy for the
authentication system. In light of the above, it is an objective of the present
invention to have better apparatus and methods that enable use of multi-factor

remote user authentication.
SUMMARY

This invention discloses a multi-factor remote user authentication cara-
device in the form factor of a prior art one-factor ot "what you have” security card.
The multi-factor card-device has innovative features that enable this one card-
device itself to function and accomplish a multi-factor remote user authentication
of “what you know”, "what you have" and *what you are”, to a network. In
addition, an optional fourth factor of authentication of “where you are” is
disclosed.

This invention discloses different embodiments where one card-device of
this invention may function as a two-factor authentication device, a three-factor

authentication device or a four-factor authentication device.
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A fourth factor of authentication of “where you are” is disclosed that uses
GPS location data via GPS sensor chip within the card-device to provide this
factor of authentication such that if the card-device is authorized to be used from
certain locations and it can only be used from those locations and not from any
other location because the earth coordinates of these locations are pre-stored in
the authentication database.

An assurance factor of authentication that uses the features of a radio
clock embedded in the device is also disclosed so that the time of the use of the
device can be tightly controlled. Other assurance factor that work in conjunction
with an authentication system, such as time window and calendar window are
also disclosed.

This invention, it is believed, by the use of the card-device provides better
remote user authentication and information security at a reduced cost and with

belter logistics.
BRIEF DESCRIPTION OF THE DRAWINGS
The novel features of this invention, as well as the invention itself, both as

to its structure and its operation, will be best understood from the accompanying
drawings, taken in conjunction with the accompanying description, in which
similar reference characters refer to similar parts. The drawings are:

Figure 1A is a perspective diagram that illustrates a version of the current
invention of a two-factor authentication card-device.

Figure 1B is a perspective diagram that illustrates a version of the current
invention of a different two-factor authentication card-device.

Figure 1C is a perspective diagram that illustrates a version of the current

invention of a three -factor authentication card-device.
Figure 1D Is a perspective diagram that illustrates a version of the current

invention of a four-factor authentication card-device.
Figure 2A is plan and side views that illustrate a version of the current

invention of a two-factor authentication card-device.

Figure 2B is plan and side views that illustrate a version of the current
invention of a different two-factor authentication card-device.

Figure 2C is plan and side views that illustrate a version of the current

invention of a three-factor authentication card-device.
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Figure 2D is plan and side views that illustrate a version of the current
invention of a four-factor authentication card-device.

Figure 3A is a version of the flow diagram of current invention of a multi-
factor authentication card-device.

Figure 3B is a version of the flow diagram of current invention of a use of a
encryption key created in the card-device from what you know factor of
authentication.

Figure 4A Is a block diagram of current invention that shows the
application and use of the card-device in an authentication system.

Figure 4B is a flow diagram of current invention that shows the application
and use of the card-device for remote user authentication with the authentication
system.

Figure 4C is a block diagram of current invention that shows the
application and use of the card-device as a dynamic multi-factor remote. user
authentication device.

Figure 4D is a flow diagram of the authentication system.

Figure 5 shows applications and benefits of wireless interface of the card-
device of the current invention to a network such as financial or facility access.

Figure 6 shows the application of the device as a universal authentication
device for networks such as financial ATM, business computer network, facility

access, and other networks.
ESCRIPTION

T,

Introduction

In the science of remote user authentication, there are three different ways
or "factors” by which a remote user to a system such as on an Internet or
computer network may be authenticated. One of these three factors is, ‘what you
know”, which could be a personal identification number, an alphanumeric
password or a word such as mother's maiden name. Another of these factors is
‘what you have”, which could be a smart card or a security token in the personai
possession of a user, that is given to the user by the business which owns or
manages the network. Companies such as RSA Data security and ActivCard, to
name a few, make such cards. These cards may be and usually are hardware
and software devices embedded with logic and codes that are personalized for
the remote user. Such cards may have an interface by which they are read by an
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interface device to the computer network, or they may generate a code, which is
then used by the user to enter in a device or screen as part of "what you have”
factor. Or they may be static cards such as an ATM card with a magnetic strip.
The third factor is "what you are”, which is a biometric measure of the user such
as fingerprint, retina print, and handprint.

Due to the security issues associated with each of these factors, the
information security industry considers the use of any one of these factors as a
one-factor authentication or as a weak form of remote user authentication and
considers the use of any two factors as a two-factor authentication or a strong
form of remote user authentication.

For many secure systems, use of a two-factor authentication is required,
and for highly secure systems used in national defense, use of three-factors may
be considered necessary.

Since there are three different factors, three separate, time consuming and
overt acts are required of the remote user. For the, "what you know" factor, a
login screen Is presented to the user requiring the user to enter a user id and a
password. For "what you have” factor, a physical card. or security token is
required and needs to be inserted into a card reader. In some versions of the
physical card a randomly changing number that is synchronized with time is read
from the card and then manually copied into the login screen. The card also has
a serlal number, which is also manually entered into the login screen. For a third
factor, biometric, “what you are”, a separate biometric sensor is needed where
the user is required to place a body part to measure it. The logic in the network
device then collects these three separate factors and communicates with an
authentication server, which verifies that these three remote user authentication
credentials do indeed belong to the remote user to satisfy the three-factor

authentication requirement.
In addition to the separate physical and overt acts required of the remote

user, as described above, there are a number of security issues associated with
how these factors are used. These issues are that: (i) for the "what you know”
factor of a password, it is always keyed in with the help of a keyboard or similar
interface into the network device, such as, a laptop computer, from where it is
subject to theft by logging the keystrokes or other means of deception, and (ij) the
password, user id and card serial number are entered into the memory of the
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network device and may be compromised with clever hacking such as hidden
malicious code. There are many other security as well as logistics issues related
to the use of these factors of authentication that have been covered extensively
in the news media.

The current invention eliminates these problems and issues, related to
separate physical overt acts as well as security, cost, and logistics issues in
providing a two-factor and a three-factor remote user authentication. In addition,
an optional fourth factor of authentication of "where you are” is disclosed that may
provide even greater security. In addition to these factors, other additional
authentication assurance methods that work within an authentication system are
also disclosed.

There are multiple embodiments that are possible, some of which are
described here, while others are possible and are not ruled out.

In a first embodiment, a remote user authentication device has a hand-
held card-device with an interface means and an embedded computer logic,
wherein the logic and the interface means are used to interface the device to a
network for a "what you have” factor of authentication. The card-device is
adapted with a thumbprint sensor on a part of the device for when the device is
held; the thumb is naturaily placed on the sensor, enabling capture of a
thumbprint of a cardholder. The device may be in the form of a flat card with, a
topside, a bottom side, a left edge, and a right edge, wherein the interface may
be on the left edge, and the sensor may be on the topside and near the right
edge.

The logic and the interface means transfer a card identification and the
captured thumbprint to a network, wherein the thumbprint is for use as a “what

you are” factor of authentication.

In this first embodiment, with reference to Figure 1A, this invention 10A
includes a card-device 12 in the form factor of prior art security tokens and cards
that include an interface 14 that is used to interface to a network device 15, a
card-device logic 16 and a thumbprint sensor area 24, so that when the card is
held in the hand 25, with the thumb gripping the upper part of the card-device,
away from the interface 14 end, at the area 24 and the index finger is placed
underneath the card, as would be in naturally holding the card for it ready to be
inserted into the device 15, then the thumbprint is taken by the card-device 12
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without the user doing anything more and then this card-device alone acts as a
two factor authentication of “what you have” and what you are” factors. The card
logic 16 holds a card serial number and an encrypted version of card
identification in its memory. This embodiment is further described later with
reference to Figures 2A, 3A, 4A, 4B, and 4C.

In a second embodiment, a remote user authentication device that has a
hand-held card-device with an interface means and an embedded computer
logic, wherein the logic and the interface means are used to interface the device
to a network for a “what you have” factor of authentication. The card-device is
adapted with an entry and display means and a logic that enable entry and
display of a PIN into a temporary memory of the logic, wherein the PIN is a "what
you know" factor authentication.

The logic and the interface means transfer a card identification and the
PIN to the network, wherein the PIN is for use as a “what you know" factor of
authentication. |

In this second embodiment, with reference to Figure 1B, this invention 10B
includes a card-device 12 in the form factor of prior art security tokens and cards,
that include an interface 14 that is used to interface to a network device 195, a
card-device logic 16, a liquid crystal display 26 and an entry means 28, so that
before the card is inserted into device, a personal identification number is entered
by entry means 28 and seen displayed via display 28. This embodiment
eliminates the need to enter “what you know" such as a password or PIN In a
computing device, thus eliminating the security risk of malicious codes
compromising the password, such as key logging as one example. This
embodiment is further described later with reference to Figures 2B, 3A, 4A, 4B,

and 4C.
In a third embodiment, with reference to Figure 1C, this invention 10C

combines the features of the first and the second embodiment, where the card-
device 12 is adapted both with a thumbprint biometric sensor and a entry and
display means such that this one card-device 12 alone acts as a three-factor
authentication of “what you know, “what you have” and what you are” factors.
The card logic 16 holds a card serial number and an encrypted version of card
identification in its memory. This embodiment is further described later with
reference to Figures 2C, 3A, 4A, 4B, and 4C.
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In a fourth embodiment, with reference 10 Figure 1D, this invention 10D
includes a card-device 12 that has the features of the third embodiment having a
thumbprint sensor and a data entry and display means. The card-device 12 is
also equipped with a GPS receiver chip 30 that will automatically enable a "where
you are” factor of authentication to be performed, without any acts on the part of
the user as the GPS receiver chip is hidden inside the card-device 12.

This factor uses geographic location data via GPS sensor chip within the
card-device to provide this factor of authentication such that if the card-device is
authorized to be used from certain locations, it can only be used from those
locations and not from any other location because the longitude and [atitude earth
coordinates of these certain locations are pre-stored in an authentication
database. Therefore without the user doing anything more, this card-device 12
alone acts as a four factor authentication of, “what you know", "what you have’,
what you are”, and “where you are” factors. This embodiment is further describea
later with reference to Figures 2D, 3A, 4A, 4B, and 4C.

THe different embodiments of card-device 12 as illustrated above with
reference to Figures 1A, 1B, 1C, and 1D, may be used in a number of
applications such as access o a closed facility, access to a payment transaction
terminal such as an ATM, and access to a Cbmputer such as laptop or other
computer consoles in a secure facility to provide defense-in-depth security as
further described with reference to Figure 4, 5 and 6. These and other aspects of
the invention are described below. .

A remote user authentication device that has a hand-held card-device with
an interface means and an embedded computer logic that provides a card serial
number and an encrypted card identification. The device adapted with an entry
and display means and a logic that enables entry and display of a PIN into a
temporary memory of the logic for a limited time. The entry means may include a
plurality of electronic rotary switches that enable alphanumeric entry of the PIN
without a keypad.

With referenced to Figure 2B, the card-device 12 has an interface end and
means 14, card-device logic 16 hidden within the card-device 12. On one side, a
liguid crystal display means 26 and a entry means 28 for entry of numbers that
display on 26. On the other side of the card, a label 27 that shows manufacturer

name, brand name, model name, number and serial number may be present.
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The technology for LCD 26 and entry means 28 for this form factor as in
card-device 12 are prior art and no specific claim is made. In this embodiment, as
there may not be enough space to place a numeric or alphabetic keypad on the
card-device 12, the help of switches that increment/decrement a digit similar to a
combination lock may be used.

That may be done by use of electronic rotary switch for each of the
numeric or alphanumeric digits, where the display for a digit of PIN that is visible
on the LCD display may be incremented or decremented by a switch to enter a
PIN of multiple digits. Thus the entry means having a plurality of electronic rotary
switches that enable alphanumeric entry of the PIN without a keypad. There may
be any number of electronic switches, such as, four to eight in number. However,
SiX switches are preferred.

The benefits of entering a PIN for "what you know" factor in the card-
device itself as in this invention eliminates the need for a login window for entry of
a user id and a password. The card-device 12 of this invention thus eliminates
the logistics of a password entry and security issues of password compromise.

The card-logic 16 may be embedded with a heuristic card-specific
algorithm (CSA) that transforms the temporary stored PIN to a temporary stored
encryption key and the logic 16 uses this encryption key to encrypt the factors of
authentication and transfers the encrypted authentication data anchored by card
serial number via the interface means 14 to the network device 15.

The benefits of using the PIN to create an encryption key that is used for
encrypting the authentication data are that it provides an additional level of
security. Since the PIN and the key are neither stored In the card-device 12 nor
are they transferred to the network device, being used for a moment in time
within the embedded logic 16 of the card-device 12, as the card-device 12 is
being held by the card-holder, this provides an additional level of security in how
the “what you know” factor is used in this invention.

To further describe this feature, the card-device 12 has a computer logic
16 that, (i) receives a PIN into a temporary memory, (ii) converts the PIN into an
encryption key in temporary storage and deletes the PIN, (iii) using the key
encrypts an authentication record and deletes the key, and (iv) transfers the

encrypted record to a network device for authentication.
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The logic 16 uses a heuristic card specific algorithm (CSA) to convert the
PIN into a card-specific encryption key. As a simplified illustration, if the PIN Is
AYK893, the CSA would mathematically operate in any combination of
operations such as divide, muitiply, add, subtract, bit shift, bit truncate on this PIN
to create a 128 bit encryption key.

The card-device 12 may be further adapted with a thumbprint sensor on a
part of the device for when the device is held, the thumb is naturally placed on
the sensor, enabling capture of a thumbprint of a cardholder in the temporary
memory. The logic is adapted to begin thumbprint capture when card is
interfaced with the network and not before and hold in the temporary memory of
logic until the transfer to the network whereby the device does not hold it the
thumbprint except for a brief moment in time.

With reference to Figure 2A, the card-device 12 has an interface end and
means 14, card-device logic 16 hidden within the card-device 12, on one side, a
sensor area 20, a touch sensitive sensor substrate 24, a light 29, a Charge-
Coupled-Device (CCD) camera 22 underneath the sensor, and a camera logic 18
within the card-device 12. On the other side of the card, a label 27 that shows
manufacturer name, brand name, model name, number and serial number may
be present.

A fingerprint sensor is a prior art technology and no specific claim is made
to any part of such technology. A finger print sensor may be based on an optical
sensor or a capacitive (semiconductor) sensor technology. Many companies are
making many types of fingerprint sensor devices. Examples of companies that

make them are, www.Bioenabletech.com, http://www.topazsystems.com,

hitp://www.authentec.com, and http:/www.fingerprints.com to name a few. Either

of these technologies may be adapted to the form factor of card-device 12 for this
iInvention.

The card-logic 16 is adapted to begin thumbprint capture when card-
device 12 is interfaced with the network device 15 and not before and hold the
thumbprint in the temporary memory of the logic until the transfer to the network
device. The logic 16 is further adapted to create a print feature matrix dataset
from the thumbprint and discard the print and the matrix after the feature matrix is
transferred to network device. Thus the card-device 12 does not hold the

thumbprint except for a brief moment in time.

10
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The benefits of providing a “what you are” factor of authentication as in this
invention in the card-device itself where its use is transparent to the card-holder
as well as transparent to the system by not having a separate biometric sensor
and interface as in prior art, the card-device 12 of this invention provides
additional security and cost and logistics benefits.

The interface means 14 may be optical wireless, electronic wired, or short
distance wireless RF. The card-device 12 may be powered by one of the means
from a group of (i) the interface means when interfaced with the network, (ii) by
an internal battery, (ili) by a combination of both in some embodiments.

The card-device 12 may optionally be further adapted with an embedded
GPS sensor enabling the location of the card-device 12 to be used as an
additional "where you are” factor of authentication. The card-logic 16 is adapted
to begin GPS computation when card-device 12 is interfaced with the network
device 15 and not before and hold the location data in the temporary memory of
logic until the transfer to the network device. Thus the card-device 12 does not
hold the location data except for a brief moment in time.

With referenced to Figure 2D, the card-device 12 has an interface end and
means 14, card-device logic 16 hidden within the card-device 12. The card-
device 12 Is equipped with a GPS receiver chip 30 that will enable a "where you
factor” of authentication to be performed.

Many manufacturers, such as SIGE Semiconductor, make a GPS receiver
chip that will fit in the form factor of the card-device 12. A recent news item said,
'SiGe Semiconductor reckons it has produced the industry’'s most cost effective
Global pdsitioning System (GPS) solution to address the performance, size and
battery life requirements of cellular phones. SE8901 GPS receiver system is
based on an innovative architecture that allows cellular handset manufactures to
fully support new location based services at a price below $5.00.... The receiver
IC integrates a GPS radio, GPS processor accelerator, high performance on chip
LNA and image reject mixer in a compact 4x6 mm package”. Hence small GPS
receiver chip such as this can be easily embedded into the card-device 12.

The benefits of a location device on the card-device 12 itself, as in this
invention, where its use is transparent to the cardholder and transparent to the
authentication system without having to create an extra sensor and interface,
provides an additional factor of authentication of "where you are”. There are

11
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different ways the location may be used such as to limit the card-device use form
certain physical locations such as one or more cities or one or more buildings in a
city. Thereby excluding use of the card-device use from other cities or locations
that are not specifically pre-stored in the authentication database.

The card-device 12 may optionally be adapted with a radio clock sensor
and mechanism chip (not shown), which computes the time of card-device use by
the cardholder and transfers such time, via the interface 14, as an additional
means of security assurance. The radio clock is prior art and is used widely in
many applications where the time is automatically provided by the radio signal.
The sensor and chip are, it is believed, in the form factor that are easily
incorporated in the card-device 12 and may be hidden and transparent to the use
of the card-device by the cardholder.

An agency of the US government, National Institute of Standards and
Technology (NIST); maintains and operates the atomic clock and the generation
of the radio signal. Other countries also maintain their own atomic clocks and
corresponding radio signals.

The use of a radio clock to identify, in time, when a cardholder uses a
card-device 12 for authentication, and then sending the time via the interface 14
as part of an authentication record acts as an additional means of security
assurance. By comparing the time of the use of the device 12 as provided by the
embedded radio clock with the time when the authentication record is actually
received by the authentication server enables the authentication server to assure
that there has not been time available to alter or reuse the authentication record.

As a simplified illustration of this security feature of a radio clock

embedded in the card-device 12, if the time when the card-device 12 is used as
computed by the radio clock to be 13:27:33 and this time is embedded in the

authentication record out of the card-device 12 and if the time when the
authentication record is received by the authentication serveris 13:27:35, then
the time difference of two seconds may be within limits required for the
authentication record to travel through the network. If the time difference Is
significantly more than two seconds, there is a possibility that the authentication
record may have been maliciously reused or altered. The authentication record

with the embedded radio clock time is encrypted out of the card-device and

12
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hence cannot be altered and thus provides an additional means of security
assurance.

The card-device 12 is optionally adapted with an RFID mechanism chip
(not shown) that identifies the card-device by a serial number; wherein the card-
device 12 may be tracked when entering and leaving controlled high security
areas such as an airport or a government buiiding.

The RFID technology is prior art and its use in the authentication card-
device 12, as in this invention provide a means to track the location of the card-
device as its enters or leaves closed areas such as floors of building or a building
itself as an additional means of assurance that the device is confined to a
physical area for additional security or it is known when the card-device 12 does
leave a closed area.

The card-logic 16 and the interface means 14 are used to interface the
card-device 12 to a network device 15 to provide it, (i) a card dentification for a
“what you have” factor of authentication, (ii) a PIN for a "what you know" factor of
authentication, (iii) a thumbprint, for a "what you are” factor of authentication, (iv)

location for “where you are” factor of authentication, and (v) time, for "when you

)

are”.

The card-logic 16 creates and the interface means 14 transfers an
authentication record that may include a card serial number plus an encrypted
data string that embeds, (i) encrypted card identification, (i) thumbprint feature
matrix, (i) latitude and longitude location, (iv) and the radio clock time, where the
entered PIN has been converted into an encryption key which has been used to
encrypt this authentication record.

The device interface means 14 are optical, or wireless, or wired. The
benefits of a wireless interface, as shown in Figure 5, are that the device does
not leave the hands of cardholder and is thus not likely to be misplaced by being
forgotten from the task of inserting and removing from the network interface.
Furthermore, it is believed, it may be faster and more convenient for the user to
operate a device for authentication with this feature of the invention.

As shown in Figure 5, the use of wireless interface such as an optical
interface 164 for authenticating to a financial network via an ATM 160 or
authenticating to a controlled facility access network via a controlled gate 162
provides advantages where the card-holder does not need to insert ana/or plug
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the card-device 12 into the network device interface. Thus the card-device 12
does not leave the hands of the cardholder and may be more convenient and
faster to use and thus provides additional logistics and security benefits. The
technology for wireless and optical use is prior art.

The card-device 12 may be adapted with an on/off [ogic (not shown), that
activates to ON state when entry of PIN is attempted and activates to OFF state
at expiry of a fixed time or when the card-device transfers data via the interface
14, which ever occurs first

The operation of card-device 12 is described with reference to Figure 3A,
where all the steps may not be used or used in the order specified herein.

At step 100, at the time of use, user enters a personal identification
number into the card-device 12 via means 28 and sees entry on the LCD 26 to
confirm.

At step 102, user holds card-device 12 between thumb and finger such
that the thumb is positioned on the sensor area of the card-device ready for
insertion to a network-device 15.

At step 104, user inserts the card-device 12 into the network device 15.
The card-device logic 16 detects power, is activated to then activate the camera-
logic to read the thumbprint.

At step 106, alternatively for an optical interface, the entry of PIN activates
a power on from the Internal battery. 106

At step 108, the camera logic detects thumb pressure/touch on sensor
substrate.

At step 110, the camera logic collects a thumbprint.

At step 112, the camera logic transfers the thumbprint to card-device logic,
fransforms into a print feature matrix and scrubs its memory.

At step 114, the card-device logic 16 activates the GPS sensor chip 30
and gets the location and transfers the location to card-device logic 16 for
temporary storage in the memory.

At step 116, the card-device logic 16 activates the radio clock and reads
the time and transfers to card-device logic for temporary storage in the memory.

At step 118, the card-device logic 16 reads the card serial number, erases

PIN from display, creates an encryption key, encrypts the PIN, the card id, the
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location, the time, and thumb print matrix and creates an authentication record for

fransfer out of the device.
At step 120, the interface logic 14 transfers the authentication record via

interface 1o network device 15,

At Step 122, the user removes the card-device 12 from the network device
iInterface.

As shown in Figure 3B, to facilitate the card-device where the PIN is used
as an encryption key in the card device a method of remote user authentication
may have the steps as follows.

At step 124, user enters a PIN in a remote user authentication device.

At step 126, card-logic 16 converts the PIN into an encryption key using a
card-specific algorithm.

At step 128, card-logic 16 deletes the PIN,

At step 130, card-logic 16 encrypts an authentication record using the
encryption key.

At step 132, card-logic 16 deletes the encryption key

At step 134, card-logic 16 transfers the encrypted authentication record to
a network device.

As shown in Figures 4A, the card-device 12 works with an authentication
system that has an authentication server 50, an authentication database 52, a

network device 15 with a card interface means 30.
The authentication server 50 is prior art and executes an authentication

logic 51 of this invention as described later.

The authentication database 52 may have fields from a group that
correspond to multiple factors of authentication of, (i) encrypted card id 54, (ii)
PIN 96, (iit) thumbprint matrix 60, (iv) a plurality of geographic locations in lat/long
boundaries 62. The database 52 may have further fields from a group of (i)
device serial number as a record identifier 50, (ii) remote user data 74, (iii) card
status 70, and (iv) device-use [og information 72.

The authentication database 52 may have one or more fields for heuristic
card-specific algorithm 58 for converting the PIN into an encryption key for
decrypting the authentication record to get at the factors of authentication. The
authentication database 52 may also have fields from a group that correspond to
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others aspects of authentication of, (i) calendar window 64, (ii) time window 66,
(iii) and weights for each of the factors 8.

As shown in Figure 4A, the authentication system may also have an
interface 76 1o the authentication server 50 that enables an authorized person
such as a field supervisor, to expand the geographic location and/or the time
window, for field workers on a temporary basis. The interface 76 may be from a
remote location with a cell phone, where the interface is authenticated to the
server 50 via the cell phone's SIM and an entered PIN for this authentication of
the interface 76. The interface 76 when authenticated may provide an interactive
voice menu that will facilitate to identify the worker and the change to the time
window or the location window.

As a simplified illustration of this interface 76 feature, if an airport worker
reports for work at Los Angeles airport for the shift hours of 7AM to 3 PM, then
the authentication database 52 has fields corresponding to them, so that the
worker can’only be authenticated at the facility access gate of the Los Angles
airport between those hours by using the card device 12 and the authentication
system. When there has been a change in work assignment due to an
emergency, and the worker has to report to another airport such as Burbank, on
a different shift, the field supervisor may be able to change the authentication
database 52 on a temporary basis to change the locations and the time window
that correspond to the Burbank airport and the different shift hours. Then the
airport worker is able to use the card-device 12 at a facility access gate at the
Burbank airport, between the hours of the new shift on a temporary basis.

The application and security features of card-device 12 are further

described with reference to Figures 4A and 4B.
As shown in Figure 4A, as the card-device 12 is inserted Into card

insertion physical interface 30 of network device 195, with a network device id 16,
a data record 42 made of (i) card S/N, and (i) encrypted version of (card id,
thumb print and PIN) is transferred to the network device 15.

The network device 15 then sends a data record 44 that includes the (i)
network device id 16 and (ii) data record 42 to an authentication server 50.

The server 50 has access to an authentication database 52 that pre-stores
card s/n, encryption key, card id, thumbprint, and PIN. The authentication logic
51 using the database 52, first identifies the authentication record by card serial
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number and then authenticates the three factors of card id, thumb print, and PIN,
corresponding to “what you have", “what you are”, and "what you know” factors.

An encryption key, in the card-device logic 16, is used to encrypt the card
id, the thumbprint and PIN in the card-device 12, so that they travel as one data
record 42 in encrypted form to the server 50 via network device 15, where the
authentication logic 51 first decrypts the record for verification and then the data
s used for user authentication.

As shown in Figure 4A, the application of card-device 12 may be used in
many applications, generic examples of such uses are for facility access 42, a
payment terminal 44 and computer access 46.

As shown in Figure 4B, at step 1, a user with card-device 12 connects to
the authentication server 50 via network device 15. At step 2, the authentication
logic 51 displays an authentication screen 78, as shown, asking for the use of the
card-device 12. In some applications that connection may already be present and
the authentication screen 78, may already be displayed such as in facility access
or ATM access.

At step 3, the user interfaces with network device with the card-device 12
via optical means or by inserting the card-device 12 in the network device 15. At
step 4, the authentication record is transferred to the authentication server 50 and
at step 9, the authentication granted screen 80 is displayed to the user, enabling
the user to enter the faclility or select a transaction such as in an ATM application.
The use of this method while providing multiple factors of authentication has
eliminated a login screen requiring entry of a password, and has eliminated the
use of a separate biometric sensor.

In this invention, by the use of card-device 12, the prior art use of a login
window and its associated security issues and additional steps required of a user
are eliminated. This, it is believed, provides a better security than prior art use of
multiple authentication factors that rely on the use of a login window.

In this invention, the automatic use of a thumbprint as part of the act of
holding and inserting card-device 12 eliminates the separate and overt factor and
use of a biometric sensor as in prior art. This it, it is believed, provides better
security than prior art use of mulliple authentication factors that rely on a

separate blometric sensor.
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As an additional security feature of this invention, the card-device 12 does
not hold or contain any data related to the identity of the cardholder. Hence, if the
card-device 12 is lost, the personal identity data of the cardholder is not lost and
thus cannot be misused by others with malicious intent.

Prior art authentication card devices such as those used by the
Government, called Common Access Cards (CAC) embed on the card itself
different items of the personal identity data of the card holder, such as,
thumbprint, picture, name and other identification data. Even thougn such data is
digitized and may be encrypted, it can still be reverse engineered given sufficient
time and is thus susceptible to misuse. In contrast, the card-device 12 of this
invention provides security features that are not present in prior art remote user
authentication devices. Since there is no personal identity data present in the
card-device 12, it is not even subject {o be discovered and misused even by
reverse engineer from the card logic in the card-device 12.

As shown in Figure 4C, the four different factor of remote user
authentication using the card-device 12, as described above, may be used in
different combinations of, any two-factors, any three-factor and as a four-factor
device. In all of these options the card serial number is used to reference the
authentication record in the authentication database 52. The one-factor that is
required in all of these options is the card id, while other factors may be
substituted with other factors for different applications with different éecurity

environments. Figure 4C illustrates different options on how the card-device 12

may pbe used.

Option A {four-factor)

1. Card S/N

2, Card ID (encrypted)

3. PIN

4. Thumb print encrypted with PIN
5. GPS location (encrypted) with PIN
Option B {three-factor)

1. Card S/N

2. Card 1D (encrypted)

3. PIN

4. Thumb print encrypted with PIN
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Option C (three-factor)

1. Card S/N

2. Card ID (encrypted)

3. PIN

4. GPS location (encrypted) with PIN
Option D (two-factor)

1. Card S/N

2. Card ID (encrypteq)

3. GPS location

Option E {two-factor)

1. Card S/N

2. Card ID (encrypted)

3. Thumb Print

Option F (two-factor) (not shown)
1. Card S/N

2. Card ID (encrypted)

3. PIN. Thumbprint and GPS location (encrypted) with PIN based encryption key.

In option F, in the card logic 16, the PIN may itself be used as an
encryption key or used as an input to a key creation formula to create an
encryption key, which then may be used to encrypt the other tactors of PIN,
thumbprint, and the location, thereby providing another layer of security since this
encryption key is not stored in the card-device 12.

These factors of remote user authentication may be used and combined in
a number of different ways. The options described above are illustrative only.

The authentication logic 51 is customized to a security application enabling
different degrees of remote user authentication from multiple factors, wherein the
authentication may be based on any two or any three or all four factors of
authentication in a specific application.

The authentication logic 51 resident in the server 50 receives multiple
factors of authentication from a network interface 15 from a remote user and may
apply a weighted priority logic to the authentication factors, which enable dynamic

multiple factors of authentication to be used in granting authentication to the

remote user.
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Figure 4D illustrates the logic steps that may be used in the authentication
logic 51. At step 140, the authentication logic 51 receives an authentication
record from network I/F.

At step 142, the authentication logic 51 using card serial number finds the
authentication record in the authentication database 52.

At step 144, the authentication logic 51 recreates the encryption key from
the PIN and the card specific algorithm that are pre-stored in the authentication
database 52.

At step 146, the authentication logic 51 decrypts the authentication record
using the encryption key.

At step 148, the authentication logic 51 checks the factor flags that are
on/off for an application.

At step 150, the authentication logic verifies the authentication factors in
the record against the pre-stored data for those factors.

At step 152, the authentication logic 51, if comparisons pass, send
authentication successful message to the network device 15.

The database 52 stores the weight for each factor, that enable some
factors to be on and some factors to be off. This enables those factors that are on
to be used and those factors that are off to not be used. Some factors may be
weighted in a 0 to 100% scale. The weighting of the authentication factors allows
an optimum authentication to be used for the specific authentication security
needs for a specific application in a specific environment.

As a simplified illustration, ATMs that are used for customers and where
the dollar loss may be limited, a two-factor authentication is applicable, whereas,
in a financial transaction network where businesses move large amount of funds,
a three- factor authentication for the business employees may be used. Hence
remote user authentication security of persons who enable large financial
transaction may be more stringent while using the same remote user
authentication card-device 12.

In the authentication logic 51 means may be provided to disable one or
more factors such as via an on/off flag for the thumbprint and on/off flag for the
location. In addition, different weights may be assigned for the accuracy of the
data of thumbprint and location. For example, the location may not be used if the
card-device 12 is in an under-ground location where the GPS signal may not be

20



10

15

235

30

CA 02935807 2016-07-12

received or the location is close but does not precisely match the location data
stored in the database. As another example, the thumbprint may not be used if
the remote user is in hostile environment and is wearing a glove. As yet another
example, the PIN entry on the card-device 12 may not be used for the same
reason, as long as other factors of authentication, such as card id and location
are present.

As illustrated in Figure 6, while the card device 12 may be embedded with
one or more features and may have all the features that allows it to act as a
universal remote authentication card-device, the back-end authentication system
and the authentication logic 51 may be different for each application. For
example, one card-device 12 having all these features may be easier {0 mass
manufacture for universal commonality and the same device may be used in an
airport 48, in a work facility 42, in a financial transaction 50 or access to a
computer network 46, while the back end authentication system and the
authentication logic 51 is customized individually to the security needs of each
system and application. For example, for ease of use only two factors may be
used in some applications and while in other applications a different set of two or
three factors may be used. In some high security applications all features may be
used that may change dynamically within each high security application
environment.

In brief, the card-device 12, serves o authenticate a remote user by
multiple factors of authentication where a one card-device 12 alone is able to
provide either a two-factor or a three-factor authentication, or even a four-factor
remote user authentication without the use of a login window and without the use
of a separate biometric sensor and provides enhanced security at a lower cost,
The invention also discloses additional multiple means for security assurance,
such as, use of a radio clock for identifying time of use, a time window, a
calendar window, and use of PIN as an encryption key in the card-device.

While the particular method and apparatus as illustrated herein and
disclosed in detail is fully capable of obtaining the objective and providing the
advantages herein before stated, it is to be understood that it is merely illustrative

of the presently preferred embodiments of the invention and that no limitations

are intended to the details of construction or design herein shown other than as

described in the appended claims.

21



CLAIMS:

1. A remote user authentication system, comprising:

a. an authentication server and an authentication database, the authentication
database has fields that correspond to four separate factors of remote user authentication of,
(i) "what you have" (it) "what you know", (iil) "what you are", and (iv) "where you are",
identifying a plurality of GPS geographic locations of a remote user;

b. an authentication logic operable in the server and the database, the logic receives
and processes an authentication record transmitted from a card device of the remote user,
wherein the authentication record has separate, four factors of authentication of "what you
know", "what you have", "what you are", and "where you are", identifying a current GPS
geographic location of the remote user, thereby, the remote user authentication system

provides multiple factors of remote user authentication.

2. The system as in claim 1, comprising:.

the authentication database has fields from a group that correspond to multiple
factors of authentication of, (i) an encrypted device id, (i) a PIN, (iii)) a thumbprint, and (iv) a
plurality of GPS geographic locations in lat/long boundaries. '

3. The system as In claim 1, comprising:
the authentication database has fields from a group of (i) a serial number as the
authentication record identifier, (ii) remote user identification data, (iii) an account status, and

(iv) a history of remote user accesses.

4. The system as in claim 3, comprising.
a. the authentication database has a field for heuristic card-specific algorithm for

converting the PIN into an encryption key;
b. the logic uses the card-specific algorithm and the PIN to generate an encryption

key and uses encryption key to decrypt the authentication record received from the remote

user authentication device.
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5. The system as in claim 1, comprising:
the authentication database has fields from a group that correspond to aspects of

authentication of, (1) a calendar window, and (ii) a time window that restrict the calendar time

and the time of the day in which a remote user can authenticate to the authentication system.

6. The system as in claim 1, comprising:
an interface to the authentication system for an authorized person such as a field

supervisor, to change aspects of authentication of a calendar window, or a time window.

7. The system as in claim 1, comprising:
an interface to the authentication system for an authorized person such as a field
supervisor, to expand a GPS geographic location for field workers on a temporary basis for

the "where you are" factor of authentication.

8. The system as in claim 1, comprising:

the authentication logic is customized to different security applications enabling
different factors of remote user authentication from multiple factors that may be applied,
wherein the remote user authentication may be based on any two, or any three, or all four

factors of authentication in a specific security application.

V. The system as in claim 1, comprising:

the logic applies a security reliability logic to each of the received authentication
factors to determine which ones of these factors have been received in the authentication
record and are useable for authentication and thus are reliable and then based on this
reliability determination dynamically select from the multiple factors of authentication

received from the remote user authentication device at least two separate factors for granting

authentication to a remote user.

10.  An authentication database system, the system comprising:
a. a database server with a CPU and a data storage and resident in the data storage
and operating in the CPU an authentication database for use in a remote user authentication

system;
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b. the database has fields for four separate factors of remote user authentication of,
(i} what you have (ii) what you know, (iii) what you are, and (iv) where you are, identifying a
plurality of GPS geographic locations of a remote user to authenticate an authentication
record transmitted from a card device of the remote user including at least a current GPS
geographic location of the remote user,

c. the database has additional fields from a group of (i) a serial number as the

authentication record identifier, (ii) remote user identification data, (iii) an account status, and

(iv) a history of remote user accesses.

11. The authentication database system, as in claim 10, comprising:
a field for heuristic card-specific algorithm for converting a PIN into an encryption key

that is used for decrypting an authentication record received from a remote user card-device.

12. The authentication database system, as in claim 10, comprising:
fields for a calendar window and a time window, during which an authentication

record can be authenticated.

13. The authentication database system, as in claim 10, comprising:
the field corresponding to "where you are" factor contains lat long boundaries of

multiple GPS geographic areas from where a remote user may be authenticated.

14, A method for a remote user authentication system, comprising the steps of:

a. maintaining an authentication server, an authentication database, and an
authentication logic operable in the server and the database, wherein providing by the
authentication database fields that correspond to four separate factors of remote user
authentication of, (i) "what you have" (ii) "what you know", (iii) "what you are", and (iv) "where
you are", identifying a plurality of GPS geographic locations of a remote user;

b. receiving and processing by the authentication logic an authentication record from
a remote user, wherein having in the authentication record transmitted from a card device of
the remote user separate, four factors of authentication of "what you know", "what you have",
"what you are", and "where you are, identifying a current GPS geographic location of the

remote user", thereby, providing by the remote user authentication system multiple factors of

remote user authentication.
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19. The method for an authentication system, as in claim 14, comprising the steps of:
maintaining fields from a group of (i) a serial number as the authentication record

identifier, (ii) remote user identification data, (iii) an account status, and (iv) a history of

remote user accesses.

106. The method for an authentication system, as in claim 14, comprising the steps of:

maintaining a field for heuristic card-specific algorithm for converting the PIN into an

encryption key for decrypting the authentication record.

17. The method for an authentication system, as in claim 14, comprising the steps of:
maintaining fields from a group that correspond to aspects of authentication of, (i) a
calendar window, and (ii) a time window that restrict the calendar time and the time of the

day in which a remote user can authenticate to the authentication system.

18. The method for an authentication system, as in claim 14, comprising the steps of:
a. maintaining an interface to the authentication system for an authorized person

such as a field supervisor, to change aspects of authentication of a calendar window, or a

time window;
b. maintaining an interface to the authentication system for an authorized person

such as a field supervisor, to expand the GPS geographic location for field workers on a

temporary basis for the "where you are" factor of authentication.

19. The method for an authentication system, as in claim 14, comprising the steps of:
customizing the authentication logic to different security applications enabling

different factors of remote user authentication from multiple faCtors that may be applied,

wherein the remote user authentication may be based on any two, or any three, or all four

factors of authentication in a specific security application.

20. The method for an authentication system, as in claim 14, comprising the steps of:
applying a security reliability logic to each of the received authentication factors to
determine which ones of these factors have been received in the authentication record and

are useable for authentication and thus are reliable and then based on this reliability
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determination selecting dynamically from the multiple factors of authentication received from
the remote user authentication device at least two separate factors for granting
authentication to a remote user.
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